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get buf unsign s[256]

get buf t[256]

we have key:hello world
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for i:0 to 256

set s[i]:i

for i:0 to 256

set t[i]:key[(i)mod(key.lenth)]

for i:0 to 256
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set j:(j+s[i]+t[i])mod(256)
swap:s[i],s[j]

for m:0 to 37
set i:(i + 1)mod(256)
set j:(j + S[i])mod(256)
swap:s[i],s[j]
set x:(s[i] + (s[jImod(256))mod(256))
set flag[m]:flag[m]As[x]

fprint flagx to file

flag.txt

d8d2 963e 0d8a b853 3d2a 7fe2 96c¢5 2923
3924 6eba 0d29 2d57 5257 8359 322c 3a77
892d fa72 61b8 4f
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exp

def rc4(key, ciphertext):
# Initialize S box
s = Tist(range(256))
j=20

# KSA (Key Scheduling Algorithm)

for i in range(256):
j = ( + s[i] + key[i % len(key)]) % 256
sfil, s[j] = s[31, s[il

# Initialize variables
i=0

j=0

plaintext = []

# PRGA (Pseudo-Random Generation Algorithm)
for m in range(len(ciphertext)):
i G+ 1) % 256
j (J + s[i]) % 256
s[il, s[j1 = s[j1, s[il
k = s[(s[i] + s[j1) % 256]
plaintext.append(ciphertext[m] A k)

return bytes(plaintext)
key = b'hello world'
ciphertext_hex =
'd8d2963e0d8ab8533d2a7fe296c5292339246eba0d292d5752578359322¢c3a77892dfa7261b84f"
ciphertext_bytes = bytes.fromhex(ciphertext_hex)
decrypted_flag = rc4(key, ciphertext_bytes)
print(decrypted_flag.decode('utf-8', errors='replace'))
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<fwir>
v<wir wirsidRPr="00A52E67">
v <wirPr>

rFonts w:asciiTheme="majorHAnsi” w:eastAsiaTheme="majorHAnsi” w:hAnsiTheme="majorHAnsi” w:hint="eastAsia”/>
vanish/>
color w:val="FFFFFF” w:themeColor="backgroundl”/>

vw:
<w:rFonts w:hint="eastAsia”/>
<wivanish/>

<wiproofErr wit
v<w:r wirsidRPr="
v wixPr>
<w:rFonts w:hint="eastAsia”/>
<w:vanish/>
<wicolor
<wisz wival:
<wiszCs wival=
¢/w:rPr>
10> {£848¢/wit>

"spellEnd”/>
2E67">

FFFFFF” w: themeColor="backgroundl”/>

v <wirP
="{}i#" w:hint="eastAsia"/>

v<w:r w:rsidRPr="00A52E67">
v <wirPr>
<w:rFonts w:hint="eastAsia”/>
<w:vanish/>
<wicolor wival="FFFFFF” w:themeColor="backgroundl”/>
</wirPr>
<w: t>4bfd-805a-d</w:t>

v<wir wirsidRPr="00A52E67""

fe15” wieastAsia=" 11" wihint="eastAsia”/>

FFFF” w: themeColor="backgroundl”/>

<wiszCs wiv 47/>
</wixPr>
<w:1>9e102511784} </w:t>
<wir>
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57754375707B64663335376434372D333163622D343261382D616130632D3634333036333464646634617D
From Hex on

Delimiter

Auto
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If you know
St Tupxiiis, XEREEFRAIUPX,
RIEEBIDA, RIERFEEAERS LA THEERAR

hex_values = [
0x0F5, 0x200, 0x208, Ox1EF, 0x235, 0x274, Ox23A, 0x276, 0x2B7,
0x306, 0x2B2, 0x313, Ox2E2, Ox32F, 0x371, 0x440, 0x338, Ox3E9,
Ox3E2, 0x3B6, 0x407, O0x43E, Ox3BA, Ox3F4, 0x415, 0x473, Ox4DA
1
for i in range(len(hex_values)-1,-1,-1):
if(i%2==0):
for j in range(len(Chex_values)):
hex_values[j]=(hex_values[j]1-j-(i+1))Aj
else:
for j in range(lenChex_values)-1,-1,-1):
hex_values[j]l=(hex_values[j]-j-(i+2))Aj
print(hex_values)
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BRENSE—(IERERE, EftfalT

- length: —3
Recipe SN ] Input hf;: ui + O3 8§ =

95, 49, 48, 118, 51, 95, 121, 48, 117, 95, 1ee, 51, 52, 114, 95, 49, 162, 95, 121, 48, 117, 95,

= 1]
From Decimal S 107, 116, 48, 119

Delimiter

Comma D Support signed values

time: 1ms

Output e 2 B rl:l 3] H

lines:

_lev3_yeu_d34r_1f_yeu_knew
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wuCup{1_10v3_yOu_d34r_1f_yOu_knOw}



	吾杯2024 Writeup
	Web
	Sign

	Crypto
	Easy

	Misc
	原神启动！
	Sign
	太极

	Reverse
	If you know



