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1 dmport numpy as np

2 dimport cv2



import os

def decode(input_image, output_folder, seed):

3
4
5
6 np.random.seed(seed) # Set the seed for reproducibility
7
8 # Load the grayscale image

9

gray = cv2.imread(input_image, cv2.IMREAD_GRAYSCALE)

10

11 if gray is None:

12 print(f"Error: Unable to load image {input_imagel}")
13 return

14

15 # Get the shape of the image

16 height, width = gray.shape[:2]

17

18 # Generate the shuffled indices using the same seed

19 row_indices = Llist(range(height))

20 col_indices = list(range(width))

21

22 np.random.shuffle(row_indices)

23 np.random.shuffle(col_indices)

24

25 # Create an array of original indices by reversing the shuffle operation
26 original_row_indices = [0] * len(row_indices)

27 original_col_indices = [0] * len(col_indices)

28

29 for i, idx in enumerate(row_indices):

30 original_row_indices[idx] = 1

31 for i, ddx in enumerate(col_indices):

32 original_col_indices[idx] = i

33

34 # Reorder the rows and columns back to their original order
35 gray = grayl[original_row_indices, :]

36 gray = gray[:, original_col_indices]

37

38 # Convert the grayscale image back to BGR (if necessary)
39 restored = cv2.cvtColor(gray, cv2.COLOR_GRAY2BGR)

40

41 # Create a unique filename based on the seed value

42 output_image = os.path.join(output_folder, f'"decoded_seed_{seed}.png")
43

44 # Ensure the output directory exists

45 os.makedirs(output_folder, exist_ok=True)

46

47 # Save the restored image

48 cv2.imwrite(output_image, restored)

49 print(f"Decoded image with seed {seed} saved as {output_imagel}'")



50

51 def main():
52 input_image = 'encoded.png'
53 output_folder = 'decoded_images'
54
55
56 for seed 1in (50, 71):
57 decode (input_image, output_folder, seed)
58
59 if __name__ == '__main__"':
60 main()
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I randomly found a word list to encrypt the flag. I only remember that
Wikipedia said this word list is similar to the NATO phonetic alphabet.

crumpled chairlift freedom chisel [disland dashboard crucial kickoff crucial
chairlift drifter classroom highchair cranky clamshell edict drainage fallout
clamshell chatter chairlift goldfish chopper eyetooth endow chairlift edict
eyetooth deadbolt fallout egghead chisel eyetooth cranky crucial deadbolt
chatter chisel egghead chisel crumpled eyetooth clamshell deadbolt chatter
chopper eyetooth classroom chairlift fallout drainage klaxon



FHEPGP_wordlist, ¥thexfzFri=%flag:

1 pgp_wordlist = {

2 'aardvark': '00"',
3 'absurd': 'e1',

4 'accrue': '02',

5 'acme': '03"',

6 'adrift': 'e4',

7 'adult': 'e5',

8 'afflict': 'e6',

9 'ahead': '07',

10 'aimless': '08"',
11 "Algol': '@9',

12 'allow': "OA',

13 'alone': 'GB',

14 'ammo': 'GC',

15 'ancient': 'eD',
16 "apple': 'OE',

17 'artist': 'OF',

18 'assume': '10',

19 '"Athens': '11',

20 'atlas': '12',

21 '"Aztec': '13',

22 "baboon': '14',

23 'backfield': '15',
24 '"backward': '16',
25 'banjo': '17',

26 'beaming': '18',
27 'bedlamp': '19',
28 'beehive': '1A',
29 'beeswax': '1B',
30 'befriend': '1C',
31 'Belfast': '1D',
32 'berserk': '1E',
33 'billiard': '1F',
34 'bison': '20',

35 'blackjack': '21',
36 'blockade': '22',
37 "blowtorch': '23',
38 "bluebird': '24"',
39 'bombast': '25',
40 'bookshelf': '26',
41 'brackish': '27',
42 'breadline': '28',
43 'breakup': '29',

44 '"brickyard': '2A',



45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91

'briefcase': '2B',
'Burbank': '2C',
'button': '2D',
'buzzard': '2E',
'cement': '2F',
'chairlift': '30',
'chatter': '31"',
'checkup': '32',
'chisel': '33"',
'choking': '34',
"chopper': '35"',
'"Christmas': '36',
"clamshell': '37',
'classic': '38',
'classroom': '39',
'cleanup': '3A',
"clockwork': '3B',
'cobra': '3C',
'commence': '3D',
'concert': '3E',
'cowbell': '3F',
"crackdown': '40',
'cranky': '41"',
'crowfoot': '42',
'crucial': '43',
"crumpled': '44',
'crusade': '45"',
"cubic': '46',
'dashboard': '47',
'deadbolt': '48',
'"deckhand': '49"',
'dogsled': '4A',
'dragnet': '4B',
'drainage': '4C',
'dreadful': '4D',
'drifter': '4E',
'"dropper': '4F',
'"drumbeat': '50',
'"drunken': '51',
'Dupont': '52',
'"dwelling': '53',
'eating': '54',
'edict': '55',
'egghead': '56',
'eightball': '57',
'endorse': '58',
"endow': '59',



92

93

94

95

96

97

98

99
100
101
102
103
104
105
106
107
108
109
110
111
112
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115
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117
118
119
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121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138

'enlist': '5A',
'erase': '5GB',
'escape': '5C',
'exceed': '5D',
'eyeglass': '5E',
'eyetooth': '5F',
'facial': '60',
'fallout': 'e61',
'flagpole': '62',
'flatfoot': '63',
'"flytrap': '64',
'fracture': '65',
"framework': '66',
'freedom': '67',
'frighten': '68',
'gazelle': '69',
'Geiger': '6A',
'glitter': '6B',
'glucose': '6C',
'goggles': '6D',
'goldfish': '6E',
'gremlin': '6F',
'guidance': '70',
"hamlet': '71"',
"highchair': '72',
"hockey': '73"',
'indoors': '74"',
"indulge': '75',
'inverse': '76',
"involve': '77',
'island': '78',
'jawbone': '79',
'keyboard': 'T7A',
'kickoff': '7B',
"kiwi': '7C',
'klaxon': '7D',
'locale': '7E',
'"lockup': '7F',
"merit': '80',
"'minnow': '81"',
'miser': '82"',
"Mohawk': '83"',
"'mural': '84',
'music': '85',
'necklace': '86',
"Neptune': '87"',

"'newborn': '88"',



139
140
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142
143
144
145
146
147
148
149
150
151
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154
155
156
157
158
159
160
161
162
163
164

165
166
167
168
169
170
171
172

"'nightbird': '89',
'Oakland': '8A',
'obtuse': '8B',
'offload': '8C',
'optic': '8D',
'orca': '8E',
'payday': '8F',
'"peachy': '90',
'pheasant': '91"',
"physique': '92',
"playhouse': '93',
"Pluto': '94',
"preclude': '95"',
'prefer': '96',
"preshrunk': '97',
'printer': '98',
"prowler': '99',
"pupil': '9A',
"puppy': '9B',
"python': '9C',
'quadrant': '9D',
"quiver': 'OE'

}

# BEETLHIE

search_word = 'crumpled chairlift freedom chisel -disland dashboard crucial
kickoff crucial chairlift drifter classroom highchair cranky clamshell edict
drainage fallout clamshell chatter chairlift goldfish chopper eyetooth endow
chairlift edict eyetooth deadbolt fallout egghead chisel eyetooth cranky
crucial deadbolt chatter chisel egghead chisel crumpled eyetooth clamshell
deadbolt chatter chopper eyetooth classroom chairlift fallout drainage klaxon'
encrypted_wordlist = search_word.split(" ")

flag = ""
for word in encrypted_wordlist:
hex = pgp_wordlist[word]
flag += chr(int(hex,base=16))
print(flag)

D0g3xGC{CON9rA7ULa710n5_YOU_HaV3_ACH13V3D_7H15_90al}
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EEEFLAIAE .SMC E&, 3xX5|HAVirtualProtect, #ZEIsmcfRZEHIRE,
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1 int _ cdecl sub_4180e@(_DWORD *al, int a2, int a3)

3 int v3; // eax

4 int v4; // edx

5 int v5; // edx

6 int v7; // [esp+D4h] [ebp-44h]

7 int v8; // [esp+EGh] [ebp-38h]

8 unsigned int i; // [esp+ECh] [ebp-2Ch]
9 unsigned int v1e; // [esp+F8h] [ebp-26h]
10 unsigned int vi1l; // [esp+1@4h] [ebp-14h]

12 sub_41136B();
13 if (a2 >1)
14 {
15 v8 = 52 / a2 + 6;
16 vlie = 8;
17 vll = al[a2 - 1];
18 do
19 {
20 v1le -= 1640531527;
21 v7 = (vie >> 2) & 3;
22 for (i =0; i< a2 - 1; ++i )

{
24 v3 = ((vll ~ *(_DWORD *)(a3 + 4 * (v7 ~ i & 3))) + (a1[i + 1] ~ vie)) ~ (((16 * vi1l) ~ (al[i + 1] >> 3))
25 + ((4 * a1l[i + 1]) ~ (vil >> 5)));
26 v4a = al[i];
27 al[i] = v3 + v4;
28 vlil = v3 + v4;

}
30 v5 = (((vll ~ *(_DWORD *)(a3 + 4 * (v7 ~ i & 3))) + (*al ~ vie)) ~ (((16 * vil) ~ (*al >> 3))
31 + ((4 * *al) ~ (vil >> 5))))
32 + allaz - 17;
33 al[a2 - 1] = v5;
34 vll = v5;
35 --v8;

}

37 while ( v8 );

3%  return sub_411288();

1 #include<stdio.h>

2 void modi_xtea_decry(unsigned int *data, unsigned int xkey)

3 {

4 unsigned int dl1 = data[0], d2 = data[l];

5 unsigned int delta = 0x9e3779b9;

6 unsigned int number = delta * 32;

7 for (int i = 0; i < 32; i++)

8 {

9 d2 -= (((d1<<4)A(d1>>3)) + ((d1<<2)A(d1>>5))) A (((d1 ~
key[ ((number>>2) & 3)A 1 & 3])) + (number 7~ dl1));

10 dl -= (((d2<<4)Ar(d2>>3)) + ((d2<<2)A(d2>>5))) A (((d2 »
key[ ((number>>2) & 3)* 0 & 3])) + (number A d2));

11 number -= delta;

12 }

13 data[0] = di;

14 data[l] = d2;

15 }

16 1int main()

17 {

18 unsigned int key[] = {0x5201314,0x52013140,0x5201314,0x52013140};



19 unsigned int v11[13];

20 v11[0] = Ox5A764F8A;
21 v11[1l] = Ox5BODF77;
22 v11[2] = OxF101DF69;
23 v11[3] = OxF9Cl4EF4;
24 v11[4] = Ox27F03590;
25 v11[5] = Ox7DF3324F;
26 v11[6] = Ox2E322D74;
27 v11[7] = Ox8F2A09BC;
28 v11[8] = OxABE2AOD7;
29 v11[9] = OXC2AQ9FE;
30 v11[10] = 0x35892BB2;
31 v11[11] = Ox53ABBA12;
32 v11[12] = 0;
33 for(int i = 0; i < 125 i += 2)
34 modi_xtea_decry(v1l+i, key);
35 printf("%s", (char*)vll);
36 return 0;
37 }
round
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1 Hdmport frida

2 dimport base64

3 dmport sys

4

5 jscode = """

6 Java.perform(function() {

7 var mp = Java.use('"com.example.demo.MakePath");

8 var str = Java.use("java.lang.String");

9 mp.encodeToBase64.overload("java.lang.String").implementation =
function(string){

10 console.log("result: " +
this.encodeToBase64 (str.S$new("thisisatextforbase64encode")));

11 return this.encodeToBase64(string);

12 }

13 1)

14 v

15

16 def on_message(message, data):
17 if message['type'] == 'send':



18 print("[+] {0}".format(messagel['payload']))
19 else:
20 print(str(message))

22 process = frida.get_usb_device(-1).attach("Demo")

23 print('[*] Attached')

24 script = process.create_script(jscode)

25 script.on('message', on_message)

26 print('[*] Running')

27 print("Stanard:" + base64.b64encode(b"thisisatextforbase64encode").decode())
28 script.load()

29 sys.stdin.read()

31 (B |

32 [*] Attached

33 [*] Running

34 Stanard:dGhpc2lzYXR1leHRmb33JiYXNINjRlbmNvZGU=
35 result: dhGpcl2zYRX1eRHmbJ3iYNXINR]jlbNmvZUG=
36 (I |
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iArr = []

key = b"cOmlbRmfY5wWk"

for i in range(1024):
iArr.append((1023-1) key[i%len(key)])

result = [352, 646, 752, 882, 65, 0, 122, 0, 0, 7, 350, 360]

table = b'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqgrstuvwxyz_"

O 0 N oo uu b W NP

=
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rip = 33
1st = [33,0,0,0,0,0,0,0,0,0,0,0,0]
for i2 1in range(12):
if 12==8:
index = 7
elif i2 ==
index = 6
elif 42 == 10:

index = 0
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else:

=
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index = 0

NN
= ©

rip = lst[index]

N
N

count = 0
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44
45
46
47
48
49
50
51
52
53

print(str(i2)+"\t",end="")

for charAt in table:
char = charAt
i = rip
for i3 in range(32):

i4 = (((iArr[i] * charAt) % 5) + 5) % 5

if i4 ==
charAt
i= (4

elif i4 ==
charAt
i= (i

elif (i4 == 2):

o=+

+

charAt = (iArr[i] » charAt) %

(((charAt
charAt) %

(((charAt
charAt) %

+ dArr[i])
1024

- GArr[i])
1024

i = (i + charAt) % 1024

charAt = (charAt
i = (i + charAt)

elif ('i4 S= 4):

charAt = (charAt
i = (i + charAt)

else:

print("wrong")

if result[i2] == charAt:

Ist[count] = 1
count += 1

print(chr(char),end="

print("")

>> 3) %
% 1024

<< 3) %
% 1024

||)

1024

1024

% 1024) + 1024)

% 1024) + 1024)

1024
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D0g3xGC{Thanks_for_your_participation}
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In [166]: from Crypto.Util. number import *

64141017538026690847507665744072764126523219720088055136531450296140542176327
362
7

0x10001

® oo T

x2,v2 = (34120664973166619886120801966861368419497948422807175421202190709822232354059, 11301243831592615312624457443883283529467532390028216
assert (a*x2 2+y2 2)%p=(1+d*x2 2%y2 2)%p

14
A = 2x(a+d) /(a—d)
B = 4/(a—d)

BGNEE
aa = (3-A"2)/(3%B"2)

bb = (2%A"3-9%A) / (27*B"3)

=

E = EllipticCurve (Zmod(p), [0, 0, 0, aa, bb])
d = int(pow(e, -1, E. order()))
print (E. order ())

4 S EEEEEEEEEEE——— »
64141017538026690847507665744072764126493008854204140641292583192260460910712

@ m.py X=X >>

e sm.py return Q
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(long_to_bytes(mul(pow(e,-1,0dr),e6)[0]))

c:\Users\cryst\AppData\Local\Programs\Python\Python311\python.exe E:\nihao\u.py
b'DOg3xGC{SOLVE_The_Edcurv3}

Process finished with exit code ©
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& HsagefRRIRN AR, B MET LM decode, EFle (sagePTEABSERINNXRER, &
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In [196]: from Crypto.Util. number import *

(H1, rl, s1) = 659787401883545685817457221852854226644541324571, 334878452864978819061930997065061937449464345411, 282119793273156214497433603(
(H2, 12, s2) = 156467414524100313878421798396433081456201599833, 584114556699509111695337565541829205336940360354, 827371522240021066790477048
g = 829396411171540475587755762866203184101195238207

ssl = int(pow(sl, -1, q))
ss2 = int (pow(s2,-1,q))

Al = rl * ssl
A2 = r2 * s82
Bl = H1 * ssl
B2 = H2 * ss2

P. <x>=Zmod(q) []
eq = Al 2%x 2 + (2%A1#B1-A2)*x + (Bl 2-B2)
print (eq. roots())

4
[(91973915966463187834053272623425597244095846333, 1), (1865444199836044046649, 1)]

In [197]: ‘ long to bytes(int (1865444199836044046649))

0ut[197]: b'e = 44519’

FE IO RESE T ask.sagemath.org ERXTFE S M)A L ARAIKARRBEE (divisors)
REIGIEBEF2FSE, BN, q) BFNREAIA SR LU EHRAKIRSAR KA
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In [167]: def all two_squares(n):
return [ (abs(d[0]),abs(d[1])) for d in divisors(GaussianIntegers() (n)) if norm(d)==n]

probs = all two_squares(C)
for p,q in probs:
if not isPrime(int(p)) or not isPrime(int(q)):

continue
= 44519
18947793008364154366082991046877977562448549186943043756326365751169362247521
=p*q
pow (e, -1, (p—1)*(q-1))
print (long to_bytes (int (pow(c,d,n))))

oS oo
[l

b’ D0g3xGC{EZ_DSA_@nd_COmplex_QAQ}’
b’ D0g3xGC{EZ DSA @nd COmplex QAQ}’

BabyRSA

B - BabyRSA

KR E AR ZRSABTTAERSSchmidt-SamoaZ B R &
ZLAMFMBERA T, —RREULRIAI LUBREEN, PEERRIT

From Crypto.Util.number import *
From gmpy2 import gcd

pg = ged( (2,n%xd,n)-2,n)
(Long_to_bytes( Cc,d,pq))ﬂ




