OxGame2023 Week3 Writeup

My vegetable has exploded :(
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Hint

Hint 1: J¥2 int64 KAMKTERE B int 64 ST IHHENMES AL BT 4 A 52

Hint 2:

Go Shop

Buy anything you want!

User: 8636eleb-7d83-416c-9e87-68cfd44ffbac
Money: 100

Get Flag

You don't have bought anything yet

Select a product to buy or sell

Name Price Number Action
Banana @ 50 <
Orange 100 v

<>

Flag 999999999

A

>



ELA YRR P ET LU A IIER NNt 4BTRAVIE R HIL, int64HSSEE
£2.9223372036854775808~9223372036854775807, IRIEIR<AIAN, BIfEnumberfii NSRS EE
KEEZ LSRR money, NMIAJLAEX Tflag, 15%flag.

Go Shop

Buy Orange * 9000000000000000000 success

Buy anything you want!

User: 7f5cb715-9813-47d2-904b-f17ac72bb6d8
Money: 3890459611768029000

Get Flag

You have the following items:
» Orange: 9900000000000000000

Select a product to buy or sell

Name Price Number Action

<>

Apple | 10 ‘

Banana | 50 ‘ v
Orange | 100 ‘ 0000000 ©

<>

Flag 999999999 ‘




Go Shop

Here is your flag: @xGame{eaf905e4-28a1-4006-b8ad-e8ddc2d673bf}

Buy anything you want!

User: 7f5cb715-9813-47d2-904b-f17ac72bb6d8

Money: 3890459616768029000

Get Flag

You have the following items:

¢ Flag: 1
¢ Orange: 9000000000000000000

Select a product to buy or sell

Name Price Number Action

Apple | 10 ‘ < ‘

Banana | 50 ‘ < ‘

Orange | 100 ‘ )0000000 < ‘

Flag ~ 999999999 ‘ 1 < ‘
Misc

=&KX

BME (XBEATHE, REEEwindows FERETNciES. . . )
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BN ST - ne 124.220.8.243 11451 - O X

8.243 11451
v find their derivatives or int

n 1 point, and 300 points can earn a fl
tly

HFHE300%, MEE—AHMEER, PBAERESERAEROEN.. ... FRANcobENTEAEE T —
MREHAREEE, XtBEAnoobFE—RiEMEpwntools, . .

from pwn import *
import sympy as sp
def gaoshu(io):
jo.sendline()
jo.recvuntil(b"press enter to start>")
for i in range(299):
f=str(io.recvline().strip())[2:-1]
x=sp.symbols('x")
if f[-2]=="d":
f=f[0:-3]
ans=str(sp.diff(f, x))
print(ans,i,"d")
io.sendlineafter(b"your answer >",ans)
else:
f=f[0:-3]
ans=str(sp.integrate(f,x))
print(ans,i,"i")
io.sendlineafter(b"your answer >",ans)
io.recvuntil(b">"
io = remote('124.220.8.243"',11451)
gaoshu(io)
jo.interactive()

FEMEIE299:, RRATHIELE, FHRIE—/E, FEfagilT



from pwn import *

import sympy as sp
def gaoshu(io):
io.sendline()
io.recvuntil(b”press enter to start>")

for i in range(299):
f=str(io.recvline().strip())[2:-1]
x=sp.symbols('x")
if f[-2]=="d":
f=f[0:-3]
ans=str(sp.diff(f, x))
print(ans,i,"d")
io.sendlineafter(b"your answer >",ans)
else:
f=f[0:-3]
ans=str(sp.integrate(f,x))
print(ans,i,"i")
io.sendlineafter(b"your answer >",ans)
io.recvuntil(b">")
io = remote('124.220.8.243',11451)
gaoshu(io)
22 io.interactive()

10*x - 4*sin(x) 298 d

[*] Switching to interactive mode
sin(x) + x (d)

your answer > cos(x)+1

correct!

oxGame{YBu_Ar3_such_A_Hlgh M4th_M4s7er}
[#*] Got EOF while reading in interactive

iR oF
ISR, ESHER— ARSIy thontiE A

import string
import sys

class hellooutput:

def _init__(self, original_stdout):
self.original_stdout = original_stdout

def write(self, text):
self.original_stdout.write("ni hao")

def flush(self):
self.original_stdout.write("ni hao")

def check(input):

if any(i in input for i in ["import"™, "_", "[",

"exec”, "', "\""]):

"eval",
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print("hacker!!!™)

exit(Q)

if any(i not in string.printable for i in input):
print("only asciil!!!™)
exit(Q)

flag = open("flag.txt").read()

yourinput = input(">>> ")

check(yourinput)

original_stdout = sys.stdout

hello_output = hellooutput(original_stdout)
sys.stdout = hello_output

del sys

exec(yourinput)

MFRILIES, @U—FEEETR, FERATAEBERIERRET i hao, TERALIEEEITH
NEXfaghUERIE<, MREDEEIMag txtHIAE. BREXBHA T flag=int(flag), 1527 flag.

nc 124. 220. 8. 243 11452

t recent call last):
line 31, in <module

line 1, in <module ; _
d literal for int() with base 10: ’OxGame {a06f0546-b30b—4ee7-h0e7-d114a0bbl10a}’

Crypto

XERJcryptoZsnoobfFA—NK—HE, AIRERABM, . . LUT/LEER LEEER R
FISERHEIN. . .

LLL-FirstBlood
E =]

from random import randrange

from Crypto.Util.number import getPrime,bytes_to_long
from secret import flag

assert len(flag) % 4 == 0

length = len(flag)//4
m = [bytes_to_long(flag[i*Tength: (i+1)*Tength]) for i in range(4)]
p = getPrime(int(128))
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def MakeMmask(n,p):
upper = identity_matrix(n)
Tow = identity_matrix(n)
for i in range(n-1):
for j in range(i+1l, n):
upper[i, j] = randrange(l, p)
Tow[j, i] = randrange(1l, p)
result = upper * low
assert det(result) == 1
return result

def Matrix2List(x):return [Tist(i) for i in x]

noise = [[randrange(l, p) for i in range(4)] for
noise[0] = m

M = matrix(noise)

A = MakeMask(4,p)

C = A*M

in range(4)]

print(f'p={p}")

print(f'c={mMatrix2List(c)}")

p=198880159035681668071031460916089145469

=
[[152814090279973074547626467250176833241699028235549047924233913191830117669889
9635154781328839496210200676497333428,
20816874444350074678072503732785131140452725852438154588400834874597950213021800
77490134099644993120009567147202772,
30808734094602990463394957507466321853072465728175347847039360448741068094136204
70006445984962733721029566440253675,
34917343419951741836269919072926070702521975206314127679898794325987438511711753
69180080355977574296558734415823458],
[2359409535809048127331244699867147546817134802610067329431135227991488324148374
065940238308147500809599395748756798,
31911961991608214463510364603857919856826450404460225127908153488105557488254202
37291839170774872264097466183208742,
46653465301553864572423453942842861983473362814515306708181138767677362880894001
19492317775648206643242839430899283,
53693507460428502760673806385715654960879487997209689594262561929238521979593811
01839484196445995828389461004495917],
[1641407111066265429602929560264443103285908072677065498760570514577412905392260
182334706635555256537745902283191251,
21905361733991771670681533512719889312322728840285696692420623950879222750216283
34797729266560930040116807133977244,
31275567591408454261323056994217071821083515169318814119287198028476284086568878
97596425133523782526561471050447359,
37072399565292001593808706184717039210112760204393157063521835762899252633165804
08968092016782483770373121972835410],
[9883814543195849013523934427451407019514807606993414569626142656857168165339,
13190422499129347541373922929251088892868361241120937213742340947017395215646,
18832738552342488056498211782604832513006649329982003661701684946590064734701,
22323329751908690611034666068697427811613727429398087082295754189068333861152]]

RIS A SRS CHATLLL, ENEERIEMERISE—1TRIRE I ong_to_bytesBIA]{5Z|flag



JUPYTErIUNtitien 1 Ristm: 11 55 G

. View Insert ~ Cell  Kemel  Widgets  Help B0

B 4 Vs B CIP vi|el

M  p-198880159035681668071031460916089145469
C‘[[1328140902799/30/434762646725017683324169902823.:549047924233913]918301l766988996351547813288394962102006/6491333428 20816874444350074
print (1ist (matrix(C).LLL()))
« W z

[ (-228892343979120176686388, —473218447137085890782052, —260770537947126049367394, ’270233647859726974858109), (1992365377733777781266759

7594530360587, —6790937599215760361154339776891546162, 3419364382390927165697829070318386527, — 4439458791897 1234016),

6981010468425041251911018859184616467, —43035574023246541704286130174997035618, 40117853083005487807238273275991837964, 4256153817286@03

369361811085504422008), (—26177654548319401577860974619427336386, 9287970250661080284024399803618471326 58029171524744943331574610048211

711917, —50088775146878368372441368845547067281) ] i

§ila 115]

@ testlpy >
from Crypto.Util.number import long_to_bytes
1s=[228892343979120176686388, 4732184471376858967820852, 260770537947126049367394, 270233647859726974858109]
v for i in 1s:
print(long_to_bytes(i))

£ \Python> c:; cd

b'@xGame{8e4'
b*d5924dcdcd’
b'78f1lcleeb’
b'99e991ab3}’

LLL-SecondBlood
Eil=

from Crypto.Util.number import *
from secret import flag

m = bytes_to_long(flag)
q getPrime(512)
assert m.bit_length() == 318
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def encrypt(m):
mask,noise = getPrime(511),getPrime(50)
mask_.append(mask)
noise_.append(noise)
c = (mask*m + noise)%q
return c

noise_,mask_ =[[] for _ in range(2)]
c_ = [encrypt(m) for i in range(4)]

print(f'q = {g}\nmask = {mask_}\nc_ = {c_}")

q:
93424266017836508610201195685656564047152360599030090419771497782441539304359080
24696666887269890479558473622355346816236972767736577737332173213722012253

mask =
[6237128445236992920577225644858662677575951126467888858782461334057970069468925
833844231116647406833999142659751374620280213290736114576089069396331226747,
63680313892139538894175452567501692337259752291974468038850291597677014794455768
60704561593200907482372690851152126782391126462547524526631934408981070841,
51064734609827911885782853974206421376303472892528520450440211979886070827772318
39839730169682158507822078412449827976663385282021916120837408192506341443,
63180908429503312280333495175428101235963168503536374215872648864138771426126861
77796023049304908696413386218992511112752788640732410845589679820003047667]

C_ =
[3823539664720029027586933152478492780438595004453489251844133830947165342839393
878831914879334660250621422877333022321117120398528430519794109624186204492,
17216596457502248199532449954605896911206726497325607684352146081678612467901362
17219349234604724148039910656573436663379375048145045443527267790379816425,
66863352007934483964895050238005931191610846880100938613881032425914652332370401
4491547148973835774917331333581475920804677395949854411894556705238578896,
49786058637998107649913028185198601088935625337119226626722033471341578240293931
8483926418213877341511996918189750595755372560345085899109305344338944066]

RIEEEMIEEE, HITLLLEERGE—T5R5I(m), #iTlong_to_bytes, 5Zlflag



In [1]: M g = 93424266017836508610201195685656564047152360599030090419771497782441539304359080246966668372698904795584736223553468162369727677365777
mask = [6237128445236992920577225644858662677575951126467888858782461334057970069468925833844231116647406833999142659751374620280213290736
c_ = [382353966472002902758693315247849278043859500445348925184413383094716534283939387883191487933466025062142287733302232111712039852843|

[-mask[0], -mask[1], -mask[2], -mask[3], 1, 0], [g,0.0,0,0, 0], [0, q, 0, 0,0, 0], [0, 0, q.0, 0,0, [0,0,0,q,0,0], [c_[0], c_[1], c_[2].c_[3],0, pow(2, 341)

a=matrix(a)

print(a. LLL())

L 585427539127961
1080888257365151 7030474740
69607 1007577402866201
404417766109752774365993311026206252937822359426120081323087457724287886115277329019989616964477 447948948435560842
1114884561136888556243290994469299069799978201927583742360321890761754986543214231552]

[ -191088833301741287091676184646132863400008360521427419758981793786513026420260830106035055383224246858773766821842465540637  —~1424568

0385142153621818418559564190838319726446186470161870968990254116783700046853650502524723695337581680792631674652267 684816891255828374
34711578674944828051402955718748404766800217735945991964303842218715143623462007476003012833913344931129  871917803145379007707856495801
504132054861366321254049294537961570844125001106517007143545338224706543956699713545274083778  80890660336476437785548568437754565026219
3876584965405056780812191423413848834366569245611928800928072264479765987620646582 —730297956199523427115003451419231316067048663
39191429137130090313260009022964077257039271026473649257762696812560384]

[ 292928822802727124404135976188286138804351317025014869971405265154390660308220410409571649838534859233056847658136399898415 -25814870
1756219049139885245038773708709495955576941447075746919249565853036012642339310918818851825128555193186035432612156  2933101157487640317
60328667563408607175387252817297232853084173329221429988048558280045115844164620936176559148710136441710  560537811455517097926702681720
623427486526254425412050211153681534638350531535932237976258197258468901497665455441620569432 —112682596431748377694103019279251622710179
5693124460427906583081458444780912087466823881819473077157014255592571931461675293 1017322266019987770321332733022688884408812462
05570071693218378509366109559871866973799193270737033895770916455972864]

[ -15409563078921961354275770345361513182650087500955133617565828080211242285223773328969584459748080911265310616283824391533 -21541319
0081726735512290319053131321721126382347386334897789644606049054224403868129468757099505703018388665343307879358518 ~12644147153776353590
41735399144069535081470568777270086062656825801408377352669464657082703921352128907839951056078394460086 36182056540941624272879246734
103012778141302945589494283010663372438959220577486128010598577100825764761135145501988073412 -37874677517254110380807632091965612665212
3745539364240601083969940964901587899449062797563947306348724634491249282177221459 341940583344355307868499008915288921146996889
74088364564279322959536754505171887406604259547303307379421134811299840]

[ -366048820650259889201951493202153813104230340877388483878976379743266278097088666968965341728273023813390282547479539396443 ~191460190
5109265177817965409595839470953215197036164630349009414052491693432420797135086391731852228497499731324407459102727 —-2587751968137765808
63145778637512429300717092900103768996023293865481481237920400308201249011116840443585673721592774140545  —54828502361439108264856217672
943620554657613154814507663211313835875995688467142346765148951987006499532659396221240811558  30684915623981215231624326656108228311137
4788417028211090587164661075690919440705810184555793330937802454384330480370397161 —277029895331954183580256359104203062144334182
13282350077477886237544770023587202152021851290549229328006334507909120]

[-1964324791851501249527912021842001154536398005014266450826564918844325906459905836552931660660229762576215185286627145870502 19572795
7435281510322711338431161844931353493135595365394603581780167984701120955442786237297240386314925549338146615654985  6197109329914503862
08637298096311601615269463800740123082910145465416951235468810189820697872998597770425900017697714409026 -567389141637017399117215614576
800959291763089056648685243336432654285320030959294516708374759466539869834017765245878269208 -10816810336263068897589164951147960964132
9728990387553364260069656515149701434540381100133236494318964143949287754288939760 97656446965698179053228888374645541392285633
37509919458875361130303680373465362365831580221970965155394129160568832]

from Crypto.Util.number import long_to_bytes
print(long_to_bytes(404417766109752774365993311026206252937822359426120081323087
457724287886115277329019989616964477))

b'@xGame{19255b5c7b19c790e28d87c8a8bb1d33}"

EzMatrix
Bl

from Crypto.Util.number import getPrime

from random import randint

from secert import secert,flag

from hashlib import md5

def n2b(n):return md5(str(n).encode()) .hexdigest()

assert secert < pow(2,64)
assert flag == 'OxGame{'+n2b(secert)+'}"'

def mMartix2list(Martix):
result [1]
Martix = list(Martix)
for i in Martix:
result.append(list(i))
return result


af://n96

A=[[12143520799533590286, 1517884368, 12143520745929978443, 796545089340,
12143514553710344843, 28963398496032, 12143436449354407235, 158437186324560,
12143329129091084963, 144214939188320, 12143459416553205779, 11289521392968],
[12143520799533124067, 1552775781, 12143520745442171123, 796372987410,
12143514596803995443, 28617862048776, 12143437786643111987, 155426784993480,
12143333265382547123, 140792203111560, 12143460985399172467, 10983300063372],
[12143520799533026603, 1545759072, 12143520746151921286, 781222462020,
12143514741528175043, 27856210942560, 12143440210529480891, 150563969013744,
12143339455702534403, 135941365971840, 12143463119774571623, 10579745342712],
[4857408319806885466, 2428704161425648657, 12143520747462241175, 758851601758,
12143514933292307603, 7286139389566980165, 9714738936567334300, 144947557513044,
12143346444338047691, 130561054163540, 4857352974113333366,
2428714303424782417],[12143520799533339320, 1476842796, 12143520749060275613,
733281428880, 12143515144091549812, 25896324662208, 12143446129977471347,
139126289668080, 12143353609086952433, 125093278125816, 12143467808884068695,
9705993135696], [3469577371288079926, 5204366058378782250, 12143520750775862343,
706665985740, 12143515359139397843, 24876891455539, 12143449149385190675,
5204499435641729607, 1734628523990131469, 119757210113970, 12143470097256549947,
9282407958928],[10986995009101166671, 1734788687033207505, 12143520752514668698,
680173911560, 12143515570582515443, 23883386182656, 12143452072344092516,
10408859957710764174, 8673790006740000925, 4047954924507284041,
12143472277719610437, 8879790035168],[12143520799534210329, 8095680534365818753,
12143520754224346525, 6071761054204856029, 12143515774342357443, 22931775530664,
12143454859049102627, 122586336122081, 12143373761302849103, 109840689548590,
8095634066844843878, 8500892291801],[2428704159899526175, 7286112481016467893,
12143520755876491019, 629765964828, 12143515968446948123, 9714838668887734012,
4857345013259425502, 117630592711632, 12143379764863568374, 105318302849760,
2428659620509049335, 7286120625945355053],[7286112479717322389,
7286112480971640825, 12143520757456628435, 606320684970, 12143516152115449139,
4857429497934652454, 4857347490735050126, 112978994964264, 12143385390297217523,
101086824360217, 7286069740980100293, 7286120294834973633],[7727695054246476847,
1202487728, 12143520758958480293, 584144077140, 12143516325240923843,
20377952745696, 12143462294760579275, 108622249048560, 12143390651947217363,
97133513961120, 12143479741445599772, 8831658996900830432],
[12143520799535388887, 1161628182, 12143520760380594623, 563225247585,
12143516488091679443, 19626876325056, 12143464472820678035, 104545135017180,
12143395570399006523, 93441517429260, 12143481309754543787, 7218375794633]1#
12%12

p = 12143520799543738643

A = Matrix(GF(p),A)

enc = A**secert

def Martix2Tist(Martix):
result []
Martix Tist(Martix)
for i in Martix:
result.append(1ist(i))
return result

with open('enc.txt','w') as f:
f.write(str(Martix21list(enc)))



enc=[[11285847990515095003, 7585413350741918021, 11658254512436412666,
477577914899276103, 2941386515764607825, 11283325421744133699,
4096971712575507616, 8118672870538606033, 2377937081025778041,
6576171711896495163, 6152554374963853172, 5022013484610428974],
[8354008012616001452, 7787447107046065118, 9504997911333967278,
1082773427768571094, 6015520658629219637, 11244285744740006951,
4493944053220750368, 3504246247470690014, 1738582001618280397,
2330057776906622572, 3043456814665571080, 2981613454022714952],
[2508674373714509177, 3544963739532775937, 7952732753025175616,
11161786730565526285, 3397123486689639675, 6454135592624912854,
6613201018024296927, 9748485344986779929, 1819761609989340766,
1259944825407465767, 1596049024644778041, 7769939905324967788],
[4200851163596876950, 11960539098651202761, 3303721151143544462,
2532304102428121556, 11083895221097319129, 1171933471304558017,
1549099593543874478, 6088238862927163233, 6459553630361959801,
947358195425767572, 2090533922210134578, 9023030120605201052]7,
[2271102089902208138, 1614812525306266829, 1546249462332047661,
3168333397191737100, 7678980468150522028, 3128939172985153696,
1146041044751755224, 11870173227065140617, 8351303466095252790,
694704483676649448, 7944218023016968278, 583421745603756386],
[10309472503110333289, 1100598261990718822, 10235859400888405310,
910925705831020921, 10771855884237562064, 9970830255165655653,
11678899608458971536, 4368822164222204233, 3104861419162339779,
4540709628196554222, 7851809145727500968, 120868968408267088247,
[10973051751637593366, 5039073157846327641, 4855314857834773443,
4416954195828423951, 8243966437000815560, 8250554263390748131,
8093181066366682440, 1145520354143718292, 294729013023637045,
10115389386419597159, 2767140395261835843, 6724257139233017485],
[6878768250003631244, 10834164422364241529, 6946589221005878489,
539734218479521833, 2691724062063066048, 3989403041446358401, 815244541494093987,
11168528286389981272, 2021358468726921955, 1123433019094267521,
524639025046508882, 5720273332497702547], [6688451244183880831,
10892730373179989558, 6987453292894341174, 5572212176769878684,
11332149024403380575, 3944612864568504791, 6768594304071589280,
10526434024562201079, 10241323610053039912, 1120473558410865753,
306153635148226248, 3606666063074222104], [7556871914690327290,
11353594909211427742, 747771112781361153, 1245068803956910299,
2831489557155431404, 1800035620948876551, 1050411779595241927,
5665981688041778089, 2028968510484240787, 4386552235402890530,
10334391443650474796, 3883841302951550608], [4485787817401669404,
184501191500952934, 3690661645276970957, 6263309802498749034,
6484490370652685031, 9743108369653588026, 3045941510087387269,
5870433915209047275, 4679598273992216016, 11839352681285251516,
4957980185504231911, 7925596893607015470], [1000449712878466719,
7022601702937838844, 1095849907482791166, 11989051568709522226,
6768031250066783733, 185945517026191241, 4280928696740160411,
5633542561098902406, 10176177574499086410, 5782837249861240943,
7406530879613861823, 1971858224839520916]1]

BATERFERIER, AnoobEETAT—T, E—EREREIIERE, ATHEH T TEAITF
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[2]:

x

A=[[12143520799533590286, 1517884368, 12143520745929978443, 796545089340, 12143514553710344843, 28963398496032, 12143436449354407235, 1584
= 12143520799543738643
= Matrix (GF (p), A)
enc=[[11285847990515095003, 7585413350741918021, 11658254512436412666, 477577914899276103, 2941386515764607825, 11283325421744133699, 4096
enc=Matrix (enc)

B=A. eigenmatrix_right () [0]

P=A. eigenmatrix_right () [1]

PP=P. inverse ()

encenc=PP*enc*p

print (discrete_log(mod(encenc[0][0], p),mod (B[0I[0],p)))

« I ’
6208835615336459559

g

W,

BT B hFraidflagit & 545158 T flag




matrix.py > ...
from hashlib import mds
n2b(n):return md5(str(n).encode()).hexdigest()
flag = 'OxGame{'+n2b(6208835615336459559)+"}"
print(flag)

A=[[121435207995 286, 1517884368, 12143520745929978443, 796545889348, 12143514553716344843, 28963398496632, 12143436449354487235
p 12143520 43

),A)

9905150956003, 7585413350741918021, 11658254512436412666, 477577914899276163, 2941386515764607825, 11283325421744133699
enc)

eigenmatrix_right()[e]

eigenmatr

encenc=PP

print(discrete_log(mod(encenc[@][@],p),mod(B[@][@],p)))

it
WRALETE (C) Microsoft Corporation. {f B ATH L.
THI#5F 4 PowerShell https://aka.ms/pscore6
PS C:\Users\jyzho\Desktop\#iFZ\Python> &

OxGame{B86456201eb6171d40151563d967e5%€ea}
PS C:\Users\jyzho\Desktop\4ifE \Python>

Reverse
BiksiReverse BIX = ARG FPREHE, LAnoob TR ———
KBERF

TEMHHEEI— jarst, BEMEd-guith @ RFETSEIRE, BinTEZflag

% Java Decompiler - Main.class

File Edit Navigate Search Help
B ™

RBETRJar <

-8 META-INF Main.class x
@[] Main

#import java.io.PrintStream;
public class Main
public static void main(String[] args)

Scanner scanner = new Scanner (System.in):

} else (
System. out.println("fg:
}

scanner.close () ;

HERE R R 16k

TEMMGENRE— 1 jarX, & E——B—HFEd-guihfTHEERD, AMEXflagt T 7 —&HEU
BRI BARREXAIINE, FHAHTE.


af://n146
af://n150
af://n157

(% Java Decompiler - Main.class
File Edit Navigate Search Help
A-RAK K]

| EREBRar x

public class Main
{
public static String CaesarPlus(String input)
{
StringBuilder result = new StringBuilder();
for (char c : input.toCharArray()) (

if ((c >= "!") && (c <= '~")) {
result.append((char) ((c - '!' + 47) % 94 + 33));
} else |

1 result.append(c);
}
}
return result.toString():

}
public static void main(String[] args)
Scanner scanner = new Scanner (System.in);

System.out.println ("ERMAFNER: ");
String userInput = scanner.nextline();

String Input = ;
if ("_Iv2>6L424c_4c2\\f__S\\7fec\\da32\\3ef2 cgddbdéN".equals (encryptedInput)) {
31 System.out.println("#E. FEF T ZEFLIRE! "):
) else (
System.out.println("{Ri&i8, FEAVBFZEFLOUE"):

scanner.close () ;

TRBE CREHENA B Bt TR

#include<bits/stdc++.h>
using namespace std;
char c[200];
char a[200];
int mainQ)
{
for(int i=33;1<=126;1i++)
c[i]l=(i+14)%94+33;
cin>>a;
for(int i=0;i<=strlen(a)-1;i++)
{
if(ali]>=33&&a[1]<=126)
{
int j=33;
while(c[j]!=alil)
J++;
alil=j;
}
else
continue;
}
for(int i=0;i<=strlen(a)-1;i++)
cout<<al[i];
return 0;

MANEX, BRIRNEITERRNHflag

@8 META-INF Main.dass x |
@ @/import java.io.PrintStream;



B ' C:\Users\jyzho\Desktop\#gi2\C + +\iEEE 201 k. exe

Iv2>6L424c

F R

TEBE, XOREIME—apkS, Rjadx-guisd EH TERMET, BEIMainActivity3Xf4, %&Fiflag

BT T HBEABEXAIBase58 1% (AJ1EBase58 X (BRI EIAAVIRED)

@ i wE sm I8
=#& S AL T

R . apk

N

android. support.
androidx

com
ctf.abxgame_3
¢, Basess
& BuildConfig
¢ MainActivity
&R
google
s

APK signature
[E Ssummary

)

Q

jadx-gui =
€« > B0 a8 /s
€, MainActivity

package com.ctf.adxgame_3;

import android.content.SharedPreferences;

import android.os.Bundle;

import android.view.View;

import android.widget.Button;

import android.widget.EditText;

import android.widget.Toast;

import androidx.appcompat.app.AppCompatActivity;

/* loaded from: classes.dex */
15 public class MainActivity extends AppCompatActivity {

/* JADX INFO: Access modifiers changed from: protected */
override // androidx.fragment.app.FragmentActivity, androidx.activity.ComponentActivity, androidx.core.app.ComponentActivity, android.app.Activity
16 public void onCreate(Bundle savedInstanceState) {
17 super.onCreate(savedInstanceState);
18 setContentView(R.layout.activity_main);
20 tring decodedFlag = new String(Basess.decode(getString(R.string.pncodedFlag)
22 final SharedPreferences sharedPref = getSharedPreferences("0xGame", 0);
23 sharedPreferences .Editor editor = sharedpref.edit();
24 editor.putstring("flag”, decodedFlag);
25 editor.apply();
27 final EditText editText = (EditText) findViewById(R.id.editText);
28 Button button = (Button) findViewById(R.id.button);
30 button.setOnClickListener(new View.OnClickListener() { // from class: com.ctf.aOxgame_3.MainActivity.1
Override // android.view.View.OnClickListener
32 public void onClick(View v) {
33 string userInput = editText.getText().toString();
34 String storedFlag = sharedPref.getString("flag", null);
36 if (userInput.equals(storedFlag)) {
37 Toast.makeText (MainActivity.this, " RE| 7RI ", 0).show();
} else {
39 Toast.makeText (MainActivity.this, #1404 , 0).show();
}
s

€83 Smali  Simple  Fallback Split view


af://n170

@ 3¢ mm Sm TR = HFR, - jadx-gui

=# S A2 T a@ <> BO& 8|,

HF ORI . apk &, MainActivity
G

android.support.vé

Base58

package com.ctf.a@xgame_3;

androidx import java.math.BigInteger;
com

ctf.aexgame_3 /* loaded from: classes.dex */

4 public class Pasess {
¢, Base58 private static final char[] ALPHABET;
¢, BuildConfig private static final int BASE_S8;
& MainActivity private static final BigInteger BIG_BASE_58;
&R static {
google 6 char[] charArray = "ABCDEFGHIKLMNPQRSTUVKXYZ123456789abcdefghijkmnopgrstuvixyz” . toCharArray ()
e S e ALPHABET = charArray;
P Y3
] ‘I'ﬁ)‘.ﬁ 7 int length = charArray.length;
9 APK signature BASE_58 - length;
[ Summary 8 BIG_BASE_58 - BigInteger.valueOf(length);
}
10 public static byte[] decode(String input) {
char[] charArray;
11 BigInteger value = BigInteger.ZERO;
for (char ¢ : input.toCharArray()) {
13 value = value.multiply(BIG_BASE_58).add(BigInteger.valueOf(new String(ALPHABET).index0f(c)));
}
15 return value.toByteArray();
}
¥
8 Smali  Simple  Fallback Split view
ERR R
AN/GH = =y
@ X+ wE sm I8 2 YRR - jadx-gui =
=& S AL T Qe «> m0&/Aa /F
res €, MainActivity ¢, Basess res/values/strings.xml
values

T <string name="abc_menu_alt_shortcut Iabel  SALET</SErings
attrs.xml 12 <string name="abc_menu_ctrl_shortcut_label">Ctrl+</string>

4 bools.xml 13 <string abc_menu_delete_shortcut_label”>delete</string>
colors. xml 14 <string abc_menu_enter_shortcut_label”>enter</string>

- . 15 <string abc_menu_function_shortcut_label">Function+</string>

i dimens.xml 16 <string name="abc_menu_meta_shortcut_label”>Meta+</string>

2 drawables.xml 7 <string abc_menu_shift_shortcut_label">Shift+</string>
: 18 <string name="abc_menu_space_shortcut_label">space</string>
@ integers.xml 19 <str1n§ name= abc’menu’szm shortcut. 1;bel”>5ymi</string> ¢
@ plurals.xml 20 <string name="abc_prepend_shortcut_label">Menu+</string>
& Strings.xml 21 <string name="abc_search_hint">Search..</string>
2 styles.xml 22 <string name="sbc_searchview description clear”>Clear query</string>
23 <string name="abc_searchview_description_query">Search query</string>
values-af 24 <string name="abc_searchview_description_search”>Search</string>
values-am 25 <string name="abc_searchview_description_submit”>Submit query</string>
values-anydpi-v21l 26 <string name="abc_searchview_description_voice">Voice search</string>
; 27 <string name="abc_shareactionprovider_share_with">Share withc</string>
values-anydpi-v24 28 <string name="abc_shareactionprovider_share_with_application”>Share with %s</string>
values-ar 29 <string name="abc_toolbar_collapse_description”>Collapse</string>
values-as 30 <string name="androidx_startup”>androidx.startup</string>
31 <string name="app_name">0xGame_3</string>
values-az 32 <string name="appbar_scrolling view_behavior”>com.google.android.material.appbar.AppBarLayout$ScrollingViewBehavior</string>
values-b+es+419 33 <string name="bottom_sheet_behavior”>com.google.android.material.bottomsheet.BottomSheetBehavior</string>
values-b+sr+latn 34 <string name="bottomsheet_action_expand_halfway” >Expand halfway</string>
values-be 35 <string name="character counter_content_description">Characters entered ¥1$d of %2$d</string>
36 <string name="character_counter_overflowed_content_description”>Character limit exceeded %1$d of %28d</string>
values-bg 37 <string character_counter_pattern”>¥1$d/%2$d</string>
values-bn 38 <string name="chip_text">Chip text</string>
values-bs 39 <string "clear text_end_icon_content_description">Clear text</string>
40 <string en(odedFlag">RmC44ZS4tDMzCBCVZOCXSthOdLSSEBGRQszEMSHk&g?jGlVVr‘f}CSTE[ZRl(/ string>
values-ca e <string error_icon_content_description” >Error</string>
values-cs 42 <string name="exposed_dropdown_menu_content_description”>Show dropdown menu</string>
values-da 43 <string “fab_transformation_scrim_behavior®>com.google.android.material.transformation.FabTransfornationScrinBehavior</string>
44 <string fab_transformation_sheet_behavior”>com.google.android.material. transfornation.FabTransformationsheetBehavior</string>
values-de 45 <string hide_bottom_view_on_scroll_behavior”>com.google.android.material.behavior.HideBottomViewOnScrollBehavior</string>
values-el 46 <string name="icon_content_description”>Dialog Icon</string>
values-en-rAU :7 (Strlng i;e‘“,‘;li“,':le,ds5(";V;%U"I>Tab</5;"i"g> oot
] <string m3_ref_typeface_brand_display_regular”>sans-serif</string>
values-en-rcA 49 <string m3_ref_typeface_brand_medium”>sans-serif-medium</string>

values-en-rGB 50 <string name="m3_ref_typeface_brand_regular”>sans-serif</string>

values-en-rIN 51 <string n3_ref_typeface_plain_mediun”>sans-serif-mediumc/string>
52 <string n3_ref_typeface_plain_regular”>sans-serif</string>
values-en-rxc 53 <string m3_sys_motion_easing_accelerated”>cubic-bezier(0.4, 0.0, 1.0, 1.0)</string>
values-es 54 <string name="m3_sys motion easing_decelerated”>cubic-bezier(0.0, 0.0, 0.2, 1.0)</string>
values-es-ruUs 55 <string m3_sys_motion_easing emphasized">path(M @,0 C 0.05, 0, 0.133333, 0.06, 0.166666, 0.4 C 0.208333, 0.82, 0.25, 1, 1, 1)</string>
N 56 <string n3_sys_motion_easing_linear”>cubic-bezier(0., 0.0, 1.0, 1.0)</string>
57 <string m3_sys_motion_easing_standard”>path(M 0,0 C 0.05, 0, 0.133333, 0.06, 0.166666, 0.4 C 0.208333, 0.82, 0.25, 1, 1, 1)</string>
values-eu 58 <string m3_sys_typescale_body large font">sans-serif</string>
values-fa 59 <string m3_sys_typescale_body_medium_font">sans-serif</string>
values-fi 60 <string n3_sys_typescale_body_small_font”>sans-serif</string>
61 <string m3_sys_typescale_display_large_font">sans-serif</string>
values-fr 62 <string “m3_sys_typescale_display_medium_font">sans-serif</string>
values-fr-rcA 63 <string m3_sys_typescale_display_small font">sans-serifc/string>
N N aa cetring m3_cve tunaccale headline larca font™scans-carifc/crrings

REEFEERS

import java.math.BigInteger;

public class Base58 {
private static final char[] ALPHABET;
private static final int BASE_58;
private static final BigInteger BIG_BASE_58;

static {
char[] charArray =
"ABCDEFGHJIKLMNPQRSTUVWXYZ123456789abcdefghijkmnopgrstuvwxyz".toCharArray();
ALPHABET = charArray;



int length = charArray.length;
BASE_58 = length;
BIG_BASE_58 = BigInteger.valueof(length);

pubTlic static byte[] decode(String input) {
char[] charArray;
BigInteger value = BigInteger.ZERO;
for (char c : input.toCharArray()) {
value = value.multiply(BIG_BASE_58).add(BigInteger.valueof(new
String(ALPHABET) .index0f(c)));
}

return value.toByteArray();

public class oout{
public static void main(string[] args){
String decodedFlag = new
String(Base58.decode ("RmC442S4tDMzc3CvzoCx8toKodL8SE8GRQSMz8M84k69g9jGlvVrf3c5TEC
ZR"));
System.out.printf("%s",decodedFlag);

HmHEEIflag

@xGame{5f7dc2d9-5243-f7@6-cdbf-12e34dd3970c}
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