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Hint 1: Spring Actuator
Hint 2: &% /actuator/env & & /actuator/heapdump
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{"activeProfiles”:[], “propertySources” [{ name”: "server. ports”, p)ope)nes {" localvser\ekv port”: {"value”:808
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Config resource 'class path resource [application.ymil via location ’ op

Property \"P¥D\”’
Environment Prope
from spring. jar - . management endpoints. web. exposure. exclude”:

("value”:"s rigin”:"class path resource [application. yml] from spring. jar ~ 9:18), “app. username”: {"value”:"flag_is_the_password”, "origin”:"class path resource [application.yml] from spring. jar -
12:13"}, "app. password”: {"value”: “skioet”, “origin”:"class path resource [application.yml] from spring. jar - 13:13"}

":"/root”, “origin”:"System
path resource [application. yml]
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endpomts web. exposure. include”: {"value”:"*”, “origin”:"class path resource [appllcanon yml] from spring. jar - 8:18'
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chttp: //124.71. 184, 68: 50041/ swagger/index. html
:http://124. 71.184. 68: 50041/ swagger/static/index. html
chttp: //124. 71. 184, 68: 50041/ swagger/swagger—ui. htnl
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URL [///124.71.184.68:50041 ] iz “http.//124. 71, 184. 68: 50041/ swagzer—dubba/api-docs
, - = ~http: //124. 1. 184. 68: 50041/ swagzer—ui
URLs | MR -] WA ‘http://124. 71. 184. 68: 50041/ swagger—ui. htnl
-1 WS :http://124.71. 184, 68: 50041/ swagger—ui/htnl
User-Agent - o chttp: //124.71. 184, 68: 50041/swagger—u1[1ndex. html
- 7S chttp: //124. 71. 184, 68: 50041/ system/druid/index. htnl
SERE ‘ - 03 chttp: //124.71. 184, 68: 50041/ threaddump
= chttp: //124.71. 184, 68: 50041/ template/swagger-ui. html
\ k75 A:http: //124. 71,184, 68: 50041/ trace
=3 | p L7 “http://124.71. 184, 68: 50041/ user/ swagger—ui. htnl

-

£

chttp: //124.71. 184, 68: 50041/version

shttp: //124. 71, 184. 68: 50041/v1. 1/swagger—ui. html
shttp: //124.71.184. 68: 50041/v1. 2/swagger—ui. html
chttp: //124.71. 184. 68: 50041/v1. 3/swagger—ui. html
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o3 chttp: //124. 71. 184, 68:50041/v1. 4/swagger—ui. html
k7S chttp: //124. 71,184, 68:50041/v1. 5/swagger—ui. html
-1 ®ZE chttp: //124. 71, 184, 68:50041/v]1. 6/swagger—-ui. html
- 03 A http://124. 71, 184, 68: 50041/v1. 7/ swagger—ui. html
- o chttp: //124.71. 184, 68: 50041/ /v1. 8/swagger-ui. html
-1 RS chttp: //124.71.184. 68: 50041/ /v1. 9/ swagger-ui. html
- o : //124.71. 184, 68: 50041/ /v2. 0/ swagger-ui. html
- $01 /124.71.184. 68:50041/v2. 1/swagger—-ui. html
- = ttp: //124. 71, 184. 68: 50041/ v2. 2/ swagger-ui. html
- k75 chttp: //124.71. 184, 68: 50041,/v2. 3/swagger—ui. html
- o3 chttp: //124. 71, 184, 68:50041/v2/swagger., json
-1 %7 2 ?J:http J/124.71. 184, 68: 50U41/webpage/system/clnud/index.html
- = A:http: /7124, 71, 184, 68: 5UD41/%2EIfswagger ui. html‘ﬁ e
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http://124.71.184.68:50041/actuator
http://124.71.184.68:50041/actuator/beans
http://124.71.184.68:50041/actuator/caches
http://124.71.184.68:50041/actuator/conditions
http://124.71.184.68:50041/actuator/configprops
http://124.71.184.68:50041/actuator/env
http://124.71.184.68:50041/actuator/health
http://124.71.184.68:50041/actuator/info
http://124.71.184.68:50041/actuator/loggers
http://124.71.184.68:50041/actuator/metrics
http://124.71.184.68:50041/actuator/mappings
http://124.71.184.68:50041/actuator/scheduledtasks
http://124.71.184.68:50041/actuator/scheduledtasks
http://124.71.184.68:50041/actuator/threaddump

MenveRa]LAEHpasswordBPAflag, ihlalheapdump RERTFES

<« C A K24 | 12471.184.68:50041/actuator/env ® e x & 0O &

{"name”:”servletCont:

s”:[{"name” “Local. server. port”: {"value”:8081)}

rver. ports”, “pr . L “properties”: ) EHBGOFEAS X untime. name”
va. protocol. handler. pkgs”: {"value”: “org. springtramesork. boot. loader”}, “sun. boot. library. path ¢ value”:"/usr/local /open jdk 342-
" java, vendor. url” e”:"http:// java. oracle. con ath. separator”: "value ” java, v nae”: (“value”: "C heapdump
“sun. os. patch. Lev 2l”: value” ava. vm. specification. nane”: {"v ]

. endorsed. dirs”: {"value”:"/usr 343 MB « 525k

pecification. vendor”: ("value”:’

java. awt. graphicse
java. io. tupdir”: {"value”:"/tmp
sun. jnu. encoding”: {"value”: "UTF-§
64: /usr/ 1 64 1ib64:/1ib: /usr/Lib”),” java. speci fication. name
}, “user. home”: {"value”:”
" java. k!lflta(lon
java. vi. speci. n. sun. java. comand
java. specification. vendor”: {"value” Olac e Corporation’), “awt. toolkit” ” java. vm. info” :"mixed mode”}, ”java. version’

Tocal/openjdk=8/ jre/1ib/ext java/packages/1ib/ext”}, “sun. boot. usr/Local /openjdk-8/ jre r: /usr/local/openjdi-
njdi-8/ jre/Lib/sunrsasign. jar: /usr local /openjdk-8/ jre/1ib/ jsse. jar Local/openjdk-8/ jre/1ib/ jee. jar: /usr/local/openidk-8/ jre/1ib/char usr/local/open

8/ jre/classes”} “value”: "true”},  java. vendor” 7+ Oracle Corporation’}, “catalina. base”: ["value”:"/tup) toncat, S0S1. 7685790142103 "file. separator”
“UnicodeLittle . g

BTG FEAE @z

" java. clm on”
r. timezone”: {"valug to/UIC §, Java, awt. printerjob :
tup/ tomeat. 8081. 7688790142103120090"}, ” java. cl.

Jjava. homc {"value”:"/usr/local opeanR*S Jr rch. data. model”

‘usr/local/op
Jjar:/usr/local/openjdi

” java. vendor. url. bug”: an. com/bugreport/”}, “sun. io. unicode. encoding”: *value” le”},”sun. cpu.
cal/openjdk-8/bin: /usr/local/sbin: /usr/local/bin: /usr/shin: tem Environment Property \"PA OSTNAME
v dk- t Property \”JAVA_HOME\"”}, "PWD” tem Envi

{"value”:" root”, “origin

via location ’optional:classpath:
path resource [applicatio
jar = 9:18”}, “app. usernane
- jar - 13:13"})}11}

" ”Systen Environment Proper

“class p:th resource [application. ynl]

Config resource
eb. exposure. includ
lacs path resource [application. yal] from <pr
":”class path resource [application.ynl] from spri

5. web. exposure. e
th resource [

1 rom spring. jar -

{&EEclipse Memory Analyzeriftf7OQLEIf, &fSpassword (EPflag)



£, Eclipse Memory Analyzer - X
File Edit Window Help

& Inspector x % = B gheapdump x ®
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Dstring i Overview ) default_report org.eclipse.mat.api:suspects |« OQL

#javalang SELECT * FROM java.util.LinkedHashMap$Entry x WHERE(toString(x.key).contains("app.password”))
£ class javalang.String @ Oxc5ec9948

@javalang.Object

&javalang ClassLoader @ 0x0
1124 (shallow size)

10128 (retained size)

+ 10 GC root
Statics Attributes| Class Hierarchy Value # | Class Name Shallow Heap Retained Heap
Type Name Value % <Regex> <Num <Numeric>
int  hash 0 ~ Djava.util LinkedHashMap$Entry @ Oxc60a8a40 40 240
ref  value OxGame(1abbac75-e230-4390-9148... £ <class> class java.util LinkedHashMap$Entr 0 0
> Lkeyja ing @ Oxc60a8a68 app.pas 24 64
Livalue work.boot.origin.Orig 24 200
E <class> class org.springframework boot. 0 0
> 24 128
> Lorigin org.springframework.boot.origin.T 24 48
s
40 192
2 Error Log @Notes % Navigation History *  Compare Basket -4

i OverviewPane
¥ default_report org.eclipse.mat.apiisuspects
L

@ SELECT * FROM java.util LinkedHashMap$Entry x WHERE(toString(x.key).contains(*app.password"))
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from Crypto.Util.number import getPrime
from Crypto.Cipher import AES

from random import getrandbits

from hashlib import md5

from secret import flag,Mm

def MD5(m):return md5(str(m).encode()).hexdigest()

assert 'OxGame{'+MD5(M[0])+'}' == flag

p=
11093300438765357787693823122068501933326829181518693650897090781749379503427651
954028543076247583697669597230934286751428880673539155279232304301123931419

a =
49096343415351588293448797318514284235717552300818329229681514069899905465877782
0556076794490414610737654365807063916602037816955706321036900113929329671

b =
76685426547937849884364990867392394429151702873461216458840962229483382791653022
13440060079141960679678526016348025029558335977042712382611197995002316466
assert p>a

assert p>b

E = ElTipticCurve(GF(p),[a,b])

assert E.order() == p

M = E(M)

(2]
I

E.random_point()
getPrime(int(128))
k*G

~ =~
]
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r = getrandbits(64)

cl
c2

M + r*K
r*G

print(f'p={p}\na={a}\nb={b}")
print(f'c={G.xy(OQ1}")
print(f'kK={K.xyQ13}")
print(f'cl={cl.xyOQ}")
print(f'c2={c2.xyO1}")

p=110933004387653577876938231220685019333268291815186936508970907817493795034276
51954028543076247583697669597230934286751428880673539155279232304301123931419
a=490963434153515882934487973185142842357175523008183292296815140698999054658777
820556076794490414610737654365807063916602037816955706321036900113929329671
b=766854265479378498843649908673923944291517028734612164588409622294833827916530
2213440060079141960679678526016348025029558335977042712382611197995002316466

G=
(4045939664332192284605924284905750194599514115248885617006435833400516258314135
019849306107002566248677228498859069119557284134574413164612914441502516162,
28477946278389848668088537307977947589441592397559036520921461379329598161370069
54045318821531984715562135134681256836794735388745354065994745661832926404)

K=
(9857925495630886472871072848615069766635115253576843197716242339068269151167072
057478472997523547299286363591371734837904400286993818976404285783613138603,
99818653299388779045793062004295996904800939515550102588092107404581205865076381
00468722807717390033784290215217185921690103757911870933497240578867679716)

cl=
(4349662787973529188741615503085571493571434812105745603868205005885464592782536
198234863020839759214118594741734453731681116610298272107088387481605173124,
10835708302355425798729392993451337162773253000440566333611610633234929294159743
316615308778168947697567386109223430056006489876900001115634567822674333770)

c2=
(5193866657417498376737132473732737330916570240569047910293144235752602489388092
937375844109374780050061859498276712695321973801207620914447727053101524592,
68429915484037183219564877429317490847838972825512844810685826766448233944073709
9810868633906297465450436417091302739473407943955874648486647511119341978)

Hint

Hint 1: assert E.order() == p
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B+ x OB 4+ ¥ piET B C W & v =

18151869365089709078174937950342
30081832922968151 A
'34612164588409622294833827916!

In [1] M p=110933004387653577¢
2=490963434153; 1
b=76685426547937849834364990867392394429151
E = EllipticCurve (GF (p) )

G=E (4045939664:
K=E(985792549563088647 069766635115253576843197716242330068269151
5 54645927825361

C1=E (4349 2911 61550308: 1935714348121057456038682
C2=E(51938666574174983767371324737327373309165702405690479102931442357526024893880929373758441093747800500618594

636359137173483790440 9
37316811166102:
7126953219738012

def _1ift(E, P, gf):
x, v = map(ZZ, P.xy())
for point_ in E.1lift_x(x, all=True):
y_ = map(gf, point_ xy()
ify =
return point_

def attack(G, P):
E = G.curve()
gf = E.base_ring()
p = gf.order()
assert E.trace_of_frobenius() == 1, f"Curve should have trace of Frobenius = 1.”

E = EllipticCurve(@p(p), [int(a) + p * ZZ.random_element (1, p) for a in E.a_invariants()])
G=p=* _lift(E, G, gf)
P =p x _1ift(E, P, gf)
Gx, Gy = G.xy()
Px, Py = P.xy()
return int (gf((Px / Py) / (Gx / Gy)))
k=attack (6, K)
M=C1-k#C2
print (M[0])

»

97207898605130588594201530416542923667082752040782939822862813977299484080451184889833193396255802255262164085908303021290378934118104631
9112430813194803

HRIER B X M0IEH TR 155 flag

from hashlib import md5
m=972078986051305885942015304165429236670827520407829398228628139772994840804511
848898331933962558022552621640859083030212903789341181046319112430813194803

def MD5(m):return md5(str(m).encode()).hexdigest()

print('OxGame{'+MD5(m)+"'}" )

@xGame{6f2b3accflla8cb7a9d3c7bl59bc6c6c}
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1 #!/usr/bin/env python
2 # visit https://tool. lu/pyc/ for more information
3 # Version: Python 3.11

6 OxGame {15cf69f6-69f9-6h18-1464-7785106b0d3)

Lo

9 def main():

10 print C Mflag ML T ? ")
if name == main ’:
13 main ()

14 return None

F5s-XiBiEEE
X TEUSEI ar SRR d-guii TR AT

1% Java Decompiler - Main.class
File Edit Navigate Search Help

- AKX

RBEEE jar <
-8 META-INF | Main.class x
[} m @[import java.io.PrintStream;

public class Main

{
public static void main(String[] args)
{

6 String = "M TheNp: {TauLTatYTarMYvMpTbidq=";
9 String = "RABCDEFGHI TUVWKYZ0123456 !
1 Scanner scanner = new Scanner(System.in);

12 System.out.println ("HBMARFLIRS: ");
13 String userInput = scanner.nextline();

16 String - Input,

if

1 ) {
System.out.println("#E R, RMI\FTHE! ");
} else |

22 System.out.println("}E%. FEMANRSTER. "):
25 scanner.close();
1
public static String g input, String
{
30 StringBuilder customBaseé4 = new StringBuilder():
31 byte[] bytes = input.getBytes():
33 int paddingCount = 0;
34 for (int i = 0; i < bytes.length; i += 3)
paddingCount = 07
38 int value = 0;
39 for (int j = 0; (3 < 3) && (i + J < bytes.length); j++) {
40 value I= (bytes[(i + 3)] & OXFF) << 1€ - & * 37
}
44 if (i + 1 >= bytes.length) {
45 paddingCount++;
}
47 if (i + 2 >= bytes.length) {
48 paddingCount++;
52 for (int j = 0; 3 < 4 - paddingCount; 3+4)
{
53 int index = value >>> 18 - & * j & 0x3F;
54 harAt (index)) ;

1

MRIRFSEIRARFILEL, EXflagitiT T —&=BENXAbase64]
BRI . TRESHENAEYEH TS, 52fag

#include<stdio.h>
#include<string.h>
#include<stdlib.h>
char s[100];
int 1i,j;char

——

&\

(Fmaprhgy"+"30"/" &k

a[]="ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789abcdefghijkImnopqrstuvwxyz-_";
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void jiemi(int a,int b,int c,int d)

{
s[jl=a<<2|b>>4;
s[j+1]=b<<4|c>>2;
s[j+2]=c<<6|d;

}

int main()

{

int len,lenl;

int strl[100];

char str[100];
printf("base64 7 AR IIF ") ;
gets(str);len=strlen(str);
for(i=0;i<len;i++)

{
for(j=0;j<64;j++)
{
if(strlil==aljl)
{
stri[il=j;
Tenl=i+1;
}
3
}
for(i=0,j=0;1i<=lenl-4;i+=4,j+=3)
{
jiemi(strl[i],strl[i+1],strl[i+2],strl[i+3]);
}
if(lenl%4==2)
{
s[jl=stri[il<<2|strli[i+1]>>4;
}
if(lenl%4==3)
{
s[jl=strl[i]<<2|strl[i+1]>>4;
s[j+1]=stri[i+1]<<4|strl[i+2]>>2;
}
printf("\nfA%2)5:");
puts(s);

putchar('\n');
system("pause");
return 0;



8 | C:\Users\jyzho\Desktop\iRi2\C\EZIEEE exe — O x
arMWYvMp7bMdq=

FH7-f8 SHhiE

{EFRIDAYY TS EIRYexe X it T miE, FAERR

O IDA - #5545 exe C:A\Users\jyzho\Desktop\j5& g exe
File Edit Jump Search View Debugger Options Windows Help
3 Ev @O Aok v » O O|Local Windows debugger v %@ AP F

Library function

M Rezular function Ml Instruction [l Data M Unexplored [ External symbol Ml Lumina function

[3) Functions o8 x @ IDA View-A [ Pseudocode-A B @ Hex View—1 @

Structures [a) Enuns Tnports Exports
Function name A 1[int _fastcall main(int argc, const char **argv, const char **envp)
140001000
140001008
7] sub_140001010
[7] sub_140001054
(7] sub_140001094 6
(7] sub_1400010DC 7 75 /1
3] sub_140001118 char str2[48]; //
Damarooonst char str(71; //
51 security_check_cookie char stri[1e5]; //
(7] pre_c_initialization(void)
(7] post_pgo_initialization(void) 12| strepy(str2, "2561p620-9462-6353-rq59-03348n9907p0}");
7] pre_cpp_initialization(void) 13| sub_140001054(8unk_1400032B0, argv, envp);
7] __sert_common_main_seh(void) sub_1400016DC (&unk_1460032C4, Str, 100i64);
g raise_securityfailure if ( (un t)sub_140001154(5tr) && strlen(Str) == 44 )
[7] _report_gsfailure { )
(7] capture_previous_context sub_140061118(Strl) ;
1 5 = stremp(Stri,
Y = unk_1400032D8;
ialize_onexit_table: if (v5)
is_nonwritable_in_current_inage = unk_1400032E8;
sub_140001054( /7, &unk_1400032E8, V6);
return ;
n else
(] charNode: : raw_length (void)
@ £t startuy filemode sub_140001054 (&unk_1460032C8, 3, v4);
14000190 return 1;
7] _svard_check_icall_nop el ¥
@ _scrt_initialize_default_local_stdio_option v| ® 31}
< >
Line 34 0f 79
A Graph overview o8 x
0000059C main:1 (14000119C) i
B Output =R
to determine if it is read-only. ~
-> 0K
140001253 variable 'v6' is possibly undefined
140001270: variable 'v3' is possibly undefined
140001270: variable 'va' is possibly undefined
140001054: using guessed type _int64 _ fastcall sub_146001054(_QWORD, _QWORD, _QWORD);
1400010DC: using guessed type _int64 _ fastcall sub_1460010DC(_QWORD, _QWORD, _QWORD);
140001118: using guessed type __int64 _ fastcall sub_146001118(_QWORD); v

me ||
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W DA - 155 exe CAL ji P! exe
File Edit Jump Search View Debugger Options Windows Help
AH evey 4% & 3 Av T o F~v#w X > 0O0O[Local Findows debugger v | % /[& @
N n1m

Library function [l Regular function Ml Instruction [N Data [l Unexplored /'] External symbol Ml Lumina function

Imports ]

unctions O & x| @ IDAVierA © [ PseudocodeB [ [ Pseudocode-A B [E Hex Viewl B [E  Structures i3] Enums x]

El

Exports

Function name ~|  1[Entea _fastcall sub_146001118(_BYTE *al)
‘sub_140001000
sub_140001008
5ub_140001010
‘sub_140001054

3| _BYTE *vi; // r8

2

5
<ub_140001094 6

7

8

9

__int64 result; // rax
int v3; // ecx

RGN

Vi = al;
LOBYTE(21) = *a1;
while ( (CBYTE)al )
{

sub_14000100C

sub_140001118

sub_140001154

main o

__security_check_cookie . .
11 result = (unsigned int)((_DWORD)al - 97);

pre_c_initialization(void) r
post_pgo_initialization(void) 12| if ( (unsigned _int8)((_BYTE)al - 97) <= @xi9u )
13 {

pre_cpp_initialization(void)
__scrt_common_nain_seh (void) 14 v char)al - 843
start 15 result = (unsigned int)(26 * (v3 / 26));
—eise secuityfailure 16 LODWORD(21) = v3 % 26;

__report_gsfailure 8
capture_previous_context 17 *vl = (_BVTE)al + 97;
__sert_acquire_startup_lock
sert_initialize_crt
sert_initialize onexit_tables
7] _sert_is_nonwritable_in_current_image 21| return result;
sert_release_startup_lock 2l
sert_uninitialize_crt

onexit

IR

}
19| LOBYTE(21) = *++vi;
20 }

atexit

sub_140001910

UserMathErrorFunction

charNode: : raw_length (void)

_get_startup_file_mode

Sub_1400019D0

sub_1400019E0

_guard_check_icall_no;

__scrt_initialize_default_local_stdio_option ¥
>

<
Line 7 of 79
& Graph overview =

00000518 sub_140001118:1 (140001118)

B Output

=
~

to determine if it is read-only.
-> 0K

140001253: variable 'v6' is possibly undefined

146001276: variable 'v3' is possibly undefined

146001276: variable 'v4' is possibly undefined

146001054: using guessed type _int64 _fastcall sub_140001054(_QWORD, _QWORD, _QWORD);
1460016DC: using guessed type _int64 _fastcall sub_14006016DC(_QWORD, _QWORD, _QWORD);
140001118: using guessed type __int64 _ fastcall sub_148001118(_QWORD);

me ||
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- Exeinfo PE - ver.0.0.8.0 by AS.L - 1172+162 sign 2023.06.21 —

| File : “Hiﬁ%ﬁﬁ].exe
Entry Point : [p000301E | [oo] | < | EPSection: [ text

2
File Offset: |0000121E FirstBytes: |FF 25002040 (7]
Linker Info : | SubSystem : PE

(2
{

File Size : 00001C00h <| | NeT | Overlay: NO 00000000

is executable RES/OVL:20 / 0 % 2222

MS Visual C# /Basic.NET [Link 48] - EP Token : 06000001 | | scan/t
Lamer Info - Help Hint -Unpack info =
[Big sec. 01 [ .text], try Analyze with .NET Reflector v11 - www.red-gate.| & & >>

T2HetBrains dotPeekSTEIH TR ImIE, FIKEIEAAIMainEREL

@ JetBrains dotPeek - X
File View Navigate Inspect Tools Windows Help
CO|say

Assembly Explorer i Program.cs X |ig

PallidL N el // Decompiled with JetBrains decompiler =
/1 Type: E%&%E].Program

// Assembly: HEiZ&E), Version=1.0.0.8, Culture=neutral, PublicKeyToken=null

// MID: B@8AF90@-3CD2-41C6-8F5D-CASI753CABES

// Assembly location: C:\Users\jyzho\Desktop\Ei%5i5].exe

Type to search [}

b <@ mscorlib (4.0.0.0, x64)

b <@ System.Core (4.0.0.0, msil) using System;
b <0 System.Data (4.0.0.0, x64) using System.Security.Cryptography;
b <O System (4.0.0.0, msil) using System.Text;
b <O SystemWeb (4.0.0.0, x64) namespace EAEE)
b oQ SystemXml (4.0.0.0, msil, Net Framework v4.7§ &
4 <O 5 (1.0.0.0, msil 32 bit pref, Net Framev} internal class Program
8
> Metadata private static void Main(string[] args)
b 3l References B
> gl Resources string encryptedKey = Resourcel.encryptedKey;
40 Wrea stringBuilder stringBuilder = new StringBuilder();
4 GgProgram foreach (char ch in encryptedKey)
J stringBuilder.Append((char) ((uint) ch * 1020));
b ¥ Base types string s1 = stringBuilder.ToString();
> & Inheritors Console.WriteLine("BMNIERIGHE: ");
& Main(string[] args)void string s2 = Console.ReadLine();

» 88 Resource using (DESCryptoServiceProvider cryptoServiceProvider = new DESCryptoServiceProvider())
cryptoServiceProvider.Key = Encoding.UTF8.GetBytes(s1);
cryptoServiceProvider.IV = Encoding.UTF8.GetBytes (encryptedKey);
byte[] bytes = Encoding.UTF8.GetBytes(s2);
if (Convert. ring(crypt i
Console.WriteLine("#%¥%, BRNT! ");
else
Console.WriteLine("Hef, (RIHANFHAIERE");
}

ider.CreateEncryptor().T inalBlock(bytes, @, bytes.length)) == "s7/e+InJbGEAE9j2g3XHxgym+GEFu/PjIukiE

Console.WriteLine("ERFAGHIRH. ..");
Console.ReadKey();

< N 1K ;

SHERRRFRREA], EXIflagft{T 7 DESINES—Rbase6d iz, BEFAIkeythiNZ T, FEBNE
resourcedikZElencryptedkey

<data name="encryptedKey" xml:space="preserve">
<value>STV&gt; ! '+#</value>

HohBH N F, SEENMEARTE. BRI encryptedkey#THENIZENE, BFlkey, MR
BEANEDESHI®E, X ERFEkeyfliv, ATHENBSAIZECBC_mode, FEFSHIA,




from Crypto.Cipher import DES
from base64 import *
key = "STv>!'+#"
keyy= ""
for i in key:
keyy+=chr(ord(i)A102)
keyy=keyy.encode()
key=key.encode()
print(keyy)
encrypted_text =
b64decode(b's7/e+InIbGEdE9j2g3XHXxgym+G6Fu/PjJuw80NeMKgemdqawGIKVM8TfccOeRfaA")
des = DES.new(key=keyy, mode=DES.MODE_CBC,iv=key)
text = des.decrypt(encrypted_text)
print(text)

BRIER (LEAYREkey, TERIZfag)
b'526XGAME"

b'exGame{8edf2e65-1cb3-2ela-b2d1-b54d3d4bddc5}\x04\x04\xe4\xe4'
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