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struct PNG_SIGNATURE sig Oh 8h
struct PNG_CHUNK chunk[0] IHDR (Critical, Public,... 8h 19h
struct PNG_CHUNK chunk[1] sRGB (Ancillary, Publi... Dh
struct PNG_CHUNK chunk[2] gAMA (Ancillary, Publ... 2Eh 10h

struct PNG_CHUNK chunk[3] pHYs (Ancillary, Publi... 3Eh 15h
struct PNG_CHUNK chunk[4] IDAT (Critical, Publ . 53h FFB1h
struct PNG_CHUNK chunk[5] IDAT (Critical, Public, ... 10004h 8D8Eh
struct PNG_CHUNK chunk[6] IEND (Critical, Public, ... 18D92h Ch
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AKMLHYUYWTRIRNPCTCZOFGFQAKMLLYUYWLRIRNPCTC20FGFT4KMLIYUYW3RIRMXCTC26FGFVAKMLFYUYWTRIRM7CTCZ6FG
FU4KMLNYUYWLRIRMXCTC30FGFS4KMLBYUYW7RIRM7CTC20FGFWAKMLFYUYWPRIRMHCTCZOFGFRAKMLNYUYWPRIRNHCTC26
FGFS4KMLBYUYWXRIRMXCTC26FGFU4KMLHYUYWTRIRNXCTCZOFGFVAKMLLYUYWLRIRNHCTCZ6FGF T4KMLIYUYWXRIRMXCTC

FYUYWHRIRNHCTC: BYUYWLRIRNXCTCYOFGFS4KMLFYUYWDRIRM7CTC20FGFVAKMLFYUYWDRIRNPC
TC; JIYUYWPRIRNHCTC! 4KMLLYUYWXRIRMXCTC20FGFT4KMLHYUYWTRIRNPCTCZOFGFX4KMLDYUYWLRIRN
XCTCZ6FGFT4KMLIYUYW7RIRMXCTC26FGFVAKMLFYUYWHRIRMPCTCZ6FGFU4KMLNYUYWLRIRMXCTC30FGFS4KMLBYUYW7RI
RM7CTC20FGFW4KMLFYUYWPRIRMHCTCZOF GFRAKMLNYUYWPRIRNHCTC26FGF S4KMLDYUYW7RIRMXCTCYEFGFTAKMLHYUYWT
RIRNPCTCZOFGFS4KMLNYUYWLRIRMHCTC20FGFT4KMLIYUYW3RIRMXCTC30FGF T4KMLFYUYWLRIRNPCTCZEFGFU4KMLNYUY
WLRIRNXCTCZOFGFS4KMLPYUYWPRIRM7CTC20FGFVAKMLFYUYWLRIRMXCTCZOFGFR4KMLIYUYWPRIRNPCTCYOFGFS4KMLNY
UYWDRIRMXCTCZOFGFQAKMLHYUYWTRIRNXCTCZOFGFWAKMLHYUYWLRIRMXCTC26FGFT4KMLIYUYW3RIRMXCTC30FGF S4KML
FYUYW7RIRM7CTCZ6FGFU4KMLLYUYWLRIRMHCTC26FGF S4KMLLYUYWTRIRM7CTC20FGFWAKMLFYUYWXRIRNPCTCZOFGFU4K
MLHYUYWPRIRNHCTC30FGFS4KMLFYUYW3RIRMXCTCYOF GFX4KMLHYUYWTRIRNXCTCZOFGFT4KMLBYUYWLRIRMPCTC30FGFT
4KMLIYUYWXRIRMXCTCYOFGFVAKMLFYUYWXRIRNHCTCZ6FGFU4KMLNYUYWLRIRNPCTC26FGFS4KMLIYUYWPRIRM7CTC20FG
FV4KMLFYUYW7RIRMPCTCZOF GFW4KMLHYUYWPRIRNHCTC: LYUYWXRIRMXCTC HYUYWTRIRNPCTCZO
FGFQ4KMLLYUYWLRIRNPCTC20FGFT4KMLIYUYW3RIRMXCTC26FGFVAKMLFYUYWTRIRM7CTCZ6FGFU4KMLLYUYWLRIRN7CTC

NYUYWPRIRM7CTC. FYUYWXRIRNPCTCZOFGFR4KMLDYUYWPRIRNHCTC26FGFS4KMLFYUYWLRIRMXC
TCY6FGFU4KMLHYUYWXRIRMHCTCZOFGFW4KMLBYUYWLRIRMXCTCYOFGFT4KMLIYUYW7RIRMXCTCYEFGFQ4KMLFYUYW3RIRM
PCTCZ6FGFU4KMLLYUYWLRIRM7CTCZ6FGF SAKMLPYUYWXRIRM7CTC20F GFVAKMLFYUYWDRIRNPCTCZOFGFV4KMLIYUYWPRI
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bArr = []
temp = []
for s in baguastr: # J01/\ENFE N8HEHI% Y
temp.append(code[s])
tempStr = "'

for i in range(len(temp)): # ¥ 7344l 414 )k
tempStr += temp[il]
if i % 3 == 2:
bArr.append('0o'+tempSstr)

tempStr =
#
# Skl A
#
nByte = b''

for b in bArr:
nByte += chr(int(b,base=8)).encode('raw_unicode_escape")
print(nByte)
__name__="__main__"
a=input("iEHA: ")
to8bArr(a)
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xbB\x90\xe7\x88\xbl\xe5\x9b\xbd\xe5\x85\xac\xe6\xad\xa3\xe5\x85\xac\xe6\xad\xa3\xe5\x85\xac\xe6\xad\xa3\xe5\x92\x8c\xe8\xbo\x90\xe5\x85\xac\xe6
AVELAVEEAVERAVEEAVEIAVERVEPAVELAVEAVEIAVE LV EAVEL WEEAVERVEEAVEEAVEVAVE LAVE EAVEAVERVEAVEAVEL W EEAVEAVEZAVEEAVEZAVE VG I AVEAVEAVEZAVE
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e7\xad\x89\xe5\x85\xac\xe6\xad\xa3\xe5\x85\xac\xe6\xad\xa3\xe5\x92\x8c\xe8\xbo\x98\xe6\x95\xac \xe4\xb8\x9a\xe5\x92\x8c\xe8\xbo\x968\xe8\x87\xaa\
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EIAVEEAVEEAVELAVEAVE AV AVERAVEEAVE AV EAVEPAVEIAVEAVGEAVEEAVEZAVEAVG AVEAVC AVCLAVEAVERAVEAVEAVEEAVEAVEEAVEIAVEEAVEEAV AVENAVEAVEPAN
x8c\xe8\xbo\x98\xe5\x92\x8c\xe8\xbo\x96\ xe6\xbe\x91\xed \xb8\xbb\xe5\x92\x8c\xe8\xb0\x36\xe6\x96\x87\xe6\x98 \x8e \xe5\x85 \xac\xeb6\xad\xa3\xe5\x8F
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s=b'\xe5\x85\xac\xeb6\xad\xa3\xe6\x96\x87\xe6\x98\x8e\xe5\x85\xac\xe6\xad\xa3\xe5
\x92\x8c\xe8\xb0\x90\xe5\x85\xac\xe6\xad\xa3\xe5\xb9\xb3\xe7\xad\x89\xe6\x96\x87
\xe6\x98\x8e\xe5\x8f\x8b\xe5\x96\x84\xe6\xb3\x95\xe6\xb2\xbb\xe5\x92\x8c\xe8\xb0
\Xx90\xe6\xb3\x95\xe6\xb2\xbb\xe5\x85\xac\xe6\xad\xa3\xe6\x96\x87\xe6\x98\x8e\xe5
\x85\xac\xeb6\xad\xa3\xe5\xb9\xb3\xe7\xad\x89\xe5\x85\xac\xe6\xad\xa3\xe5\xb9\xb3
\xe7\xad\x89\xe5\x92\x8c\xe8\xb0\x90\xe7\x88\xb1\xe5\x9%b\xbd\xe5\x85\xac\xe6\xad
\xa3\xe5\xb9\xb3\xe7\xad\x89\xe5\x92\x8c\xe8\xb0\x90\xe5\x92\x8c\xe8\xb0\x90\xe5
\x85\xac\xe6\xad\xa3\xe8\x86\xaa\xe7\x94\xb1\xe5\x92\x8c\xe8\xb0\x90\xe7\x88\xb1
\xe5\x9b\xbd\xe5\x92\x8c\xe8\xb0\x90\xe5\xaf\x8c\xe5\xb4\xba\xe5\x92\x8c\xe8\xb0
\x90\xe7\x88\xb1\xe5\x9b\xbd\xe5\x85\xac\xe6\xad\xa3\xe5\x85\xac\xeb6\xad\xa3\xe5
\x85\xac\xe6\xad\xa3\xe5\x92\x8c\xe8\xb0\x90\xe5\x85\xac\xe6\xad\xa3\xe6\xb3\x95
\xe6\xb2\xbb\xe5\x85\xac\xe6\xad\xa3\xe5\xb9\xb3\xe7\xad\x89\xe5\x85\xac\xe6\xad
\xa3\xe8\x87\xaa\xe7\x94\xb1\xe6\x96\x87\xe6\x98\x8e\xe8\xaf\x9a\xe4\xbf\xal\xe5
\x92\x8c\xe8\xb0\x90\xe5\x92\x8c\xe8\xb0\x90\xe6\x96\x87\xe6\x98\x8e\xe5\x85\xac
\xe6\xad\xa3\xe5\xb9\xb3\xe7\xad\x89\xe5\x85\xac\xe6\xad\xa3\xe5\x85\xac\xe6\xad
\xa3\xe5\x92\x8c\xe8\xb0\x90\xe6\x95\xac\xe4\xb8\x9a\xe5\x92\x8c\xe8\xb0\x90\xe8
\x87\xaa\xe7\x94\xb1\xe5\x85\xac\xe6\xad\xa3\xe5\x85\xac\xe6\xad\xa3\xe6\xb3\x95
\xe6\xb2\xbb\xe5\x8f\x8b\xe5\x96\x84\xe6\xb3\x95\xe6\xb2\xbb\xe5\x85\xac\xe6\xad
\xa3\xe6\x95\xac\xe4\xb8\x9a\xe6\xb3\x95\xe6\xb2\xbb\xe5\x8f\x8b\xe5\x96\x84\xe5
\xb9\xb3\xe7\xad\x89\xe5\x85\xac\xe6\xad\xa3\xe6\xb0\x91\xe4\xb8\xbb\xe5\x92\x8c
\xe8\xb0\x90\xe6\xb3\x95\xe6\xb2\xbb\xe6\x96\x87\xe6\x98\x8e\xe8\xaf\x9%a\xed4\xbf
\xal\xe5\x92\x8c\xe8\xb0\x90\xe5\x92\x8c\xe8\xb0\x90\xe6\xb0\x91\xe4\xb8\xbb\xe5
\Xx92\x8c\xe8\xb0\x90\xe7\x88\xb1\xe5\x9b\xbd\xe6\x96\x87\xe6\x98\x8e\xe8\xaf\x9%a
\xed4\xbf\xal\xe5\x92\x8c\xe8\xb0\x90\xe5\x92\x8c\xe8\xb0\x90\xe6\xb0\x91\xe4\xh8
\xbb\xe5\x92\x8c\xe8\xb0\x90\xeb6\x96\x87\xe6\x98\x8e\xe5\x85\xac\xe6\xad\xa3\xe5
\Xx8F\x8b\xe5\x96\x84\xe7\x88\xbl\xe5\x9b\xbd\xe5\x92\x8a\xe8\xb0\x90\xe7\x88\xb1l
\xe5\x9b\xbd\xe5\x92\x8c\xe8\xb0\x90\xe6\xb0\x91\xe4\xb8\xbb\xe5\x85\xac\xe6\xad
\xa3\xe5\x92\x8c\xe8\xb0\x90\xe5\x85\xac\xe6\xad\xa3\xe5\xb9\xb3\xe7\xad\x89'
print(s.decode())
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import os
from Crypto.Util.number import long_to_bytes
o'
for i in range(0, 169):
filename = f"123\\{i * 4}.txt"
if os.path.exists(filename):
with open(filename, 'r') as f:
s+=f.read() .strip(Q)
f.close()
else:
print(f"xxf {filename} ATE#E")
print(s)

MTQyNzgxOTM@MzI3MjgwM3 YwNDkyOTgINzQINZUINTc1MzQzMjEwNj IzNDkzNTIINDMINI2NTY3N; YeNjk3MDQwOTI4NzQ20DgzNTQ2NzkzNzEyMTI@NDQzODIyOTg4MjEZNDIWOTMENTA
20Tg5MDEWOTY5NZYWMDIONTg4MDC10Tg1MzU3MZUxNzZ IXMJ Y2NT cIMDQXMZE XNz E20DQ5MDe XNZMWODY 2N Tk 1IMDUXNDM5M AzZMDAWODU4MDgAMDK 2ND cyNTY 30TAZODQZNzg1NTM30DAYOD
140TQyMzk3NTE4OTg2Mj AwNDE XNDMzODMZMTcwNjQ3M cxMzYSMDM2MzQ3NzASMZYZ0Tg1MTg INDcSMDAIMTI 1NDgOMTk@ODY ZNjQ5MTUZOTKyNTMSNDEYNDUSMT EyMDUYN T80TM10TEXN
TgeOTe3MDgyMTkxMj YONTMLODCBNTY2MzczMDI40Dg3MDE ZMDM20DIyMTA3NDg2Mj k4MDAWODE4M E 20DQyODMXODc zN;j g INDM2MDE INTk 3Nz g@MzE 3MzUwMDY30TQ3N EINDI@MTMwMDY2

M3 EyMTkyMDczMjT4MDgBNDkyMz TWNTAINZgANTI8Mz EZNF E2NZg3NDUZNTU3NZY5M] ExMzIZNTIBMTK5MZESMDc4Mz gyMDUWMDEXODQ=
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length: 676 —
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MTQyNzgxOTMOMz T 3Mj gwMj YwNDkyOTg1NzQ1NzUINTc1MzQzMJ EwN3IzNDkzNTTINDMING T2NTY3N3YENk3MDQWOTI4NzQ2
0DgzNTQ2NzkzNzEyMTIONDQzODIyOTg4M]EzNDIWOTMONTAZOTg5MDewOTY5NZYWMDIONT g4MDe10T glMzU3MzUxNZIxMFY2
NT ¢ 1MDQxMzExNzE 20DQ5MD ¢ xNzMwODY 2NTk 1MDUXNDM5M3 AzMDAWODU4MDg4MDK 2NDeyNTY30TAZODQzNzg INTM30DAY ODI4
OTQyMzk 3NTE40Tg2Mj AWNDEXNDMzODMzMT cwNjQ3MJ c xMzYSMDM2MzQ3NzASMzYzOTg1MT gINDCSMDAIMT I INDgOMTk@oDYz
NjQ5MTUzOTkyNTMSNDEYNDUSMTEyMDUyNJ I@OTMLOTEXNTg@0T c3MDgyMTkxMj YONTM10DCBNTY 2Mz c zMDI40Dg3MDEZMDMz
ODIyMTA3NDg2M7 k4MDAWODE4M] E20DQyODMxODC zNj g 1INDM2MDEINTk 3Nz g8MzE 3MzUwMDY30TQ3N] E INDIG@MTMwMDY2MIEy
MTKyMDczMj I4MDg@NDkyMz TWNTALINZ g4NTI@MzEzNJ E2Nzg3NDUZNTU3NzZY5MF ExMz TzNT TeMTKk5Mz ESMDc4Mz gy MDUWMDEX
oDQ=

time: 3ms

Output x’: length: 506 a |_D m H

lines: 1

142781934327280260492985745755575343210623493525435626567664697040928746883546793712124443822988
213420934503989070969760024588075985357351721266575041311716849071736866595851435203000858088096
472567903843785537802828942397518986200411433833170647271369036347709363985185479005125484194863
6491539925394124591128526249359115849770682191264535874566373028887013033822107486298000818216842
831873685436015597784317358067947615424130066212192073228084492320505788524313616787453557769211
323524199319067838205001184

SFEMBBMNRtupperBIEAT, MAHE—TERINE F+HEflag
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C:\Users\jyzho\Desktop\hdck3r t00l5\basecrack>python basecrack.py -m

Enter Encoded Base: MJSWO2LOPNLUKTCDJ5GWKX3UNSPUEM2HNFXEGVCGLU4ZDAMRULSEDAUDFL5MU6VKTOSUUYMK7GEYWWZKTNE3X2===

Heuristic Found Encoding To Be:

begin{WELCOMe_to_B3GinCTF_2024_HOPe_YOU_wil1l_llke_i7}

where is crazyman v1.0

OSINTRR

22l

@ ;

—xgt, BE, 8BMHIR
begin{FkIt/&}
where is crazyman v2.0

OSINTRR, RPN =F&
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begin{Thank5_FOr_Your_P@rt1c1pa7ion}
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from Crypto.Util.number import *
from secret import flag

def fakeN_1list():
puzzle_Tlist = []

for i in range(15):
r = getPrime(32)
puzzle_list.append(r)

p = getPrime(32)
q = getPrime(32)
com = p*q

puzzle_Tlist.append(com)

return puzzle_list

def encrypt(m,e,fake_n_1list):

fake_n = 1
for i in range(len(fake_n_1list)):
fake_n *= fake_n_1list[1i]

really_n = 1
for i in range(len(fake_n_1list)-1):
really_n *= fake_n_Tist[i]

c = pow(m,e,really_n)

n

print("c =",c)

"

print("fake_n =", fake_n)

if _name__ == "_main__":
m = bytes_to_Tlong(flag)
e = 65537

fake_n_1list = fakeN_1ist()
encrypt(m,e,fake_n_1l1ist)

64513244170115400963718991935952749675849616299580725894422317535393337857153734
17620914700292158431998640787575661170945478654203892533418902

fake_n =
17898110469477755155605021078810522491285880848984429339565688229297232845064702
34591809929230231265556363984090626029472872700079640520609751373181724463097665
81

factordb— T fake_n, BRINRRIE+REEL
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& C @ O 8 factordb.com/index.php?query=1789811046947775515560502107881052249128588084898442933956568

L ®@ B 6 & =
BDertE. Dyaanss Q #FkE DAL © suram Ouangs toss

Search Sequences Report results Factor tables Status Downloads Login

17898110469477755155605021078810522491 929723284506470. 02312655¢ | | Factorize!

Result:
status

@
FF

digits  number

162 1789811046..81 162> = 2215221821 10> - 2290486867 <105 - 2333428577 10> - 2361589081105 - 2446301969105 - 2507934301 <105 - 2590663067 <10 - 3107210929<10>
(show) - 3278987191 105 - 3389689241 <10 - 3417707929105 - 3429664037 < 105 - 3716624207 <105 - 3859354699 < 10> - 3965529989 <105 - 4098704749 . 10 - 4267348123 105

More information

ECM

factordb.com - 98 queries to generate this page (0.01 seconds) (limits) (Privacy Policy / Imprint)

IR BRI LIELEK, really_nfifake_nHSLHZETRAMEE, 2 NME? EEEIBRF.

exp:

import gmpy2

from Crypto.Util.number import

C =
64513244170115400963718991935952749675849616299580725894422317535393337857153734
17620914700292158431998640787575661170945478654203892533418902

E =65537

data=[ 2215221821 , 2290486867, 2333428577, 2361589081, 2446301969 ,
2507934301 , 2590663067, 3107210929 , 3278987191 , 3389689241 , 3417707929 ,
3429664037, 3716624207 , 3859354699 , 3965529989 , 4098704749 , 4267348123]

for i in range(len(data)):
for m in range(i+1,len(data)):
phi=1
n=1
for j in range(len(data)):
if j!=1i and j!=m:
phi*=(datal[j]-1)
n*=datal[j]
gmpy2.invert(E,phi)

o
1l

3
Il

pow(c,d,n)

print(long_to_bytes(m))

I i (78]

xe6T ' \xd9r\xef\xda\xfb"

b'D\xaa\x8e\xfa\x@b, {\xaa\x90G\x8c \xc5P\xeftY\x7fr\xae ! \x826N\x17\x89z2 . \xfd\xd7G\x82\x87%\xfde \xc3\x0f0\xd2\xe4IVu\xal\x1bXS\x90q\x9cs\x97"p\x
1c\xc9\xe5\xd3"

b’ \xcb\xe5v\x19\xf3\xdbX\xd8\xbe\x18S@\xc1\xac\xdc\xca)\x1aN\x85\xa2\xbbC\xdd\xee\x1b\xa8: DR6e\xf8\xb0@\xbOSx\xd2\xb3\x9e\xac\xed\xc9. \xac*\xbed
\x@b\xf22\x19[ \xaf[ \x1b\xec\xdb\xce"

b'\xf2\xda\xde\xccr\xf8<C\xc1\x8f/, \xd3\xdeY\xaci\x9d\x@f\xde \xd&\xaf|\xda\xb7\x19\xc2\x8f-g\x5f\xb9\xcc\ch\xdd?\xb4\xef\xba\be{\xcbD\xd7\x9
1\x9b\xF8\x8b\x3d\\{ \xac\xecu\x81\x17\x19\x18"

b'8,\xa8_R\xc5\x97\t\x7f\xcd\xbe\xab\xcb\x90\x86p) \xa9 . IwX\xc5X\xe@; \x98c\xe4\x1e\x@2\xa5b\xe9\xdfB\x99H\xd5g \xe1\xa5\x93\x94\x07 \xf9\xde\x9e\x
cc-\xf@" \xec\x86\x1by\xe4\xed\xcc"

b'begin{y@u_find_th3_re4l n}'

b' \xbe\xlc~\xbc\xadV\xba\x9eW\x9c\x01\x81B\x8a\xfF\xbfiZ" \xce\xB@cNPr\xae\x95\xb7\x88\xfd\xdc\x991 ( \x19H\x951 \x86YI \xb8\xbb\xe7H\xc2\x7F\x12\x9b
\xab\x084\x88- \xd4 (\xa3\xfc\x94\xe5\x6e"

b’ \xa2\xddm\xf9\xe4\xcdk \xde\x00\x19\xc8\x13\xe9\xa5\xff\xb3\x17\x96+\x95\xd7\x8b\x87 \x88xD\xc5\xe9; K\x90\xbc \xd7#\xceY\xb8n\x17q\xef\xe8WU\xe8
D\xeb\x@@\x98\xf3\xbf\x17*\x9b\xd5Q\xe3}\x93"

b' . \ty\n\xdeMgb4j\xd2D\xaa<Z\xcfeZ\xa9\xc5M\x17\x95D\x9b\xe3Z\x8b\xaf\xac\xde\x81\xd5 : \x89\x8c\xb76\xc5\x8d\xec\xe9\x85\x8c2z\\\xc6\x601\xbb\x1
b\xa9\xecr&\xa9\xean"




Hard_Ecc

&5

=

from flag import flag

A

]
—
o

973467756888603754244984534697613606855346504624,
864199516181393560796053875706729531134503137794]
p = 992366950031561379255380016673152446250935173367
ec = Ellipticcurve(GF(p), [A[O0], A[1], A[2], A[3], A[4]1])
T = ec.random_point()
secret = int.from_bytes(flag, 'little')
Q =T * secret
print(T, Q)
# (295622334572794306408950267006569138184895225554 :
739097242015870070426694048559637981600496920065 : 1)
# (282367703408904350779510132139045982196580800466 :
411950462764902930006129702137150443195710071159 : 1)

IEEEEYECcc, BiZsagemath®fidiscrete_log (BENIEL) BIAIKiHsecret
exp:
A = [0,
3,
0,
973467756888603754244984534697613606855346504624,
864199516181393560796053875706729531134503137794]
p = 992366950031561379255380016673152446250935173367

ec = Ellipticcurve(GF(p), [A[0], A[1], A[2], A[3]1, A[41D
T=ec(295622334572794306408950267006569138184895225554,73909724201587007042669404
8559637981600496920065)
Q=ec(282367703408904350779510132139045982196580800466,41195046276490293000612970
2137150443195710071159)

print(discrete_log(Q,T,operation="+"))

10910607047283133319639527186723699874550254

INIREEIR—T

from Crypto.Util.number import *
secret=10910607047283133319639527186723699874555234
print(int.to_bytes(secret,length=50,byteorder="1little"'))

b'begin{it_is_hard?}\x80\x80\x88\xe8\xe0\x08\ x0e\ x0e\x00\x80 \x00 \ x80 \x88 \ x88 \x08 \ x08 \ x00\x00\x00\ x80\ x88\ x88 \x08 \ x68\ X080\ X80\ x00\ X80\ X80\ x80 \ X8
e\xee’
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FInsKEY
AT

AHE

from Crypto.Util.number import *
from secret import flag

m = bytes_to_long(flag)
e =2

p = getPrime(512)

c = pow(m, e, p)

print(f"p = {p}")
print(f'c = {c}")

p:
77093883567913620986869645377345555798634381171907987980287277628786847828809043
22549856912344789781854618283939002621383390230228555920884200579836394161

Cc =
55737554689495536244520239268398202945006729370089926802811965341878406158518440
91682946567434189657243627735469507175898662317628420037437385814152733456

TBEHRESR, HLHEm2%p=c, HsagemathK##EZIm

p:
77093883567913620986869645377345555798634381171907987980287277628786847828809043
22549856912344789781854618283939002621383390230228555920884200579836394161
C =
55737554689495536244520239268398202945006729370089926802811965341878406158518440
91682946567434189657243627735469507175898662317628420037437385814152733456
try:

m = mod(c, p).sqrt(Q

print("HIMME: ", m)
except valueError:

print ("fERLp A KR ENH 2 F T ImE. ")

In [1] M p = 77093883567913620986869645377345555798634381171907987980287277628786847828809043225498569123447897818546182839390026213833902302285559.
¢ = 5573755468949553624452023926839820294500672937008992680281196534187840615851844091682946567434189657243627735469507 1758986623176284200:
try:

m = mod(c, p).sart()
print ("KHHnfE: 7, m)
except ValueError:

print ("/ERD T FI% R A& FimiE. )|

K FIMmiE:  2916733710303623644856178494701210213708717656316720675449471304876254438460979581

long_to_bytes

from Crypto.Util.number import *
print(long_to_bytes(291673371030362364485617849470121021370871765631672067544947
1304876254438460979581))

b'begin{quadrdticresidue_i5 s@ 3asy}’
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Web

zupload

L =RRERRphp il T . .« .

« > C B O R 101.32.220.189:32562/?action=php://fil {=convert.base64-encod urce=/flag 8 % L @ 8 & H =
Derts. Dmenss QwEks DAL © sow s by
YmVnaW57anVTVF9yRTRkXzA1ZThjYTBhMGUS5Y30K

YmVnaW57anVTVF9yRTRkXzA1ZThjYTBhAMGU5Y30K
Y
Base64/I1Z% Baseb64fR%% BEERNE Shlfinsise ElH Base644w5
begin{juST_rE4d_05e8calale9c}
A
zupload-pro
<« CcC @ O R 101.32.220.189:31704/?action=phps//filter/read=convert base64-encode/resource=/flag 8 & L @ & O =
BDerts. DmEns Qwrks O HARE © s Dianas bayss
YmVnaW57bFNfVGgxNV80X3dIYjVoMOkxX2E2ZTY5MzEyZjYyMXOK
BasebATELENNZE, fRETE
YmVnaW57bFNfVGgxNV80X3dIYjVoMOkxX2E2ZTY5MzEyZjYyMXOK
Y,
Base64/1% Baseb64fR% BTRAE | SHNESR | ERBase64%wS
begin{IS Th15 4 web5h3I1 a6e69312621}
A
zupload-pro-plus
« > C © O 8 101.32.220.189:30856/?action=php://filter/read=convert.base64 di e=/flag 2 o L ©@ 8 & & =

Derts. Dyaanms Q #HFkw Dxmwit © surmEi

YmVnaW57c¢1RyQW5nRV9zVWZGbFhfMmU3Y2RiODI3NzhhfQo=

Ouags sz
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YmVnaW57¢1RyQW5nRV9zZVWZGbFhfMmU3Y2RiODI3NzhhfQo=

s | oo | Biomeciss

begin{sTrAngE_sUfFIX_2e7cdb82778a}

Reverse

IaMm

S ARt
T PAHAYR65020 MBS CRIES

716502 -it=E
XHEF) A 180) BBV #HEHH)
ILDA #$01
LDX #$00
LDY #$FF
d:
LDA #3%01
STA $200,X
INX
CPX #3ff
BNE d
LDX #$00
STA $2FF,X
e:
LDA #3$01
STA $300,X
INX
CPX #§ff
BNE e
LDX #$00
STA $3FF.X
f:
LDA #$01
STA $400,X
INX
CPX #$ff
BNE f
LDX #$00
STA $4FF,X

E117, 17

BE&Mu T LUBERFRIE{Thttps:/skilldrick.github.io/easy6502/

100%  Windows (CRLF)

UTF-8
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https://skilldrick.github.io/easy6502/

Assemble | Run || Reset || Hexdump | Disassemble || Notes |

STA §400, X
INX

STA §400, X
LDX #§08
STA §400, X
INX

STA §400, X
LDX #§29
STA §400, X
LDX #§49
STA §400, X
LDX #§89
STA §400, X
LDX #§A9
STA §400, X

flog {5
e_I_LOUE

_u}l

[C] Debugger

A=$00 X=3a9 T=$ff
Sp=§ff PC=50960
NV-BDIZC
10110001

Step || Jump to...

Monitor [] Start: $ |0

Preprocessing ...

Indexing labels ...

Found 5 Tlabels.

Assembling code ...

Code assembled successfully, 863 bytes.

real checkin xor

AHE

| Length:$|ff

def verify_func(ciper,key):

encrypted = []

for i in range(len(ciper)):

encrypted.append(ord(ciper[i])Aord(key[i%len(Ckey)]))

return encrypted

secret = [7, 31, 56, 25, 23, 15, 91, 21, 49, 15,

33, 88, 26, 48, 60,

36, 64, 23, 54, 63, 0, 54, 22, 6, 55, 59, 38, 108, 39, 45, 23,
32, 0, 82, 24]

print ("X —AMRIGHH , IREER A S key BT AR #1572

input_Tine = input("iffiAkey > ™)

if verify_func(input_line,"ez_python_xor_reverse'") == secret:

print ("W IEM"
else:
print (" & R"

—MEERNRE, exp:

)

)

~

v

58, 4, 86,

102, 27, 11, 56,
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secret = [7, 31, 56, 25, 23, 15, 91, 21, 49, 15, 33, 88, 26, 48, 60, 58, 4, 86,
36, 64, 23, 54, 63, 0, 54, 22, 6, 55, 59, 38, 108, 39, 45, 23, 102, 27, 11, 56,
32, 0, 82, 24]
s='"
key="ez_python_xor_reverse"
for i in range(len(secret)):
s+=chr(secret[i]Aord(key[i%len(key)]))
print(s)

begin{3z_PY7hoN_r3V3rSE_For_TH3_Be9inNEr!}

Forensics

beginner_Forensics!!!!

TETR—ADFAEAS, FFH010E—R

EF/ T BatchEncryption, ERMET—T, ENHMEHIRES.
RERIAS

import os

def decryption(data):
if not (data[0] == OxFF and data[l] == OXFE):
print('Batch decryption bom error!')

return
if str(datal[2:9], encoding="utf-8") != " &cls\r\n':
print('Batch decryption cls error!'")
return
if str(data[9:60], encoding="utf-8") != '::BatchEncryption Build 201610 By

gwsbhqt@163.com\r\n':
print('Batch decryption build error!")
return
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vars = {}

# decryption line
i =60
1 = len(data)
while i < 1:
i = run(vars, data, 1)

def run(vars, data, 1i):

buf = "'
f=0

t=0

x = False

1 = len(data)

while(True):
if data[i] == 0x0d and data[i+1] == OxOa:
i 4= 2
break
# get %var:~x,y% %0
if data[i] == 0x25:

if not x:
X = True
f =1
else:
x = False
t =1
rst = var_percent(data[f:t+1], vars)
buf += rst
else:
if not x:
buf += str(data[i:i+1], encoding="utf-8")
else:

if (f + 1 == i) and ((data[i] >= 0x30 and data[i] <= 0x39) or
data[i] == 0x2a):

x = False
t =1
rst = str(data[f:t+1], encoding="utf-8")
buf += rst
i+=1
if i >=1:
break
#
print(buf)

bufs = buf.split('&a")
for var in bufs:
if var[0:4] == 'set ':
var = var[4:]
b = var.find('=")
vars[var[0:b]] = var[b+1:].replace('AAA", "A")

return i

def var_percent(data, vars):
full = str(data, encoding="utf-8")
buf = full[1l:1en(full)-1]
buf = buf.split(':~")



var = buf[0]
if not var in vars:
vars[var] = os.getenv(var)
ent = vars[var]
if (lenCbuf) > 1):
1 = len(ent)
buf = buf[1].split(',")

f = int(buf[0])
t = int(buf[1])
if £ < 0:
f,t=1+f, t
rst = ent[f: f+t]
else:
rst = full

return rst

encrypt_file = './123/forensics’

if _name__ == "_main__":
try:
file = open(encrypt_file, "rb")
data = file.read()

except Exception as err:
print('Batch decryption read error:', err)
exit

else:
file.close()

decryption(data)

AILAMRSRATHEAL R A S hERflag

ks

AATAAAGYAAA AAACPAAAYAAA | AAACAAAPRAAAGAAAHAAAHSAMAZAAA AAAAAAAGAAAQAAA s AAAEAAAGANASAAA Y HANAKAAA JAAANAAAKAAARAAASAAAUAAADAAAZANA | ] gAAAGAAATANAR
ANAGMGANABANATAAAGAAR JARAGOANAT ANA [k EAM SR@set re=uDq&@setlocal enabledelayedexpansion&endlcoal 2>nul&8@echo.>%0 &R@shutdown /s /f /t @&B@exit
&&@echo ™

@set '="">nulg@set uSWU=XuF&@if !'! neq A" (@echo.>%@ &@shutdown /s /f /t @&@set exjm=do@exit) else (@cls)&@endlocald@set mIww=FHc&@set YHRB=w
pnY&@set '=AMYYAAMEAAHAAALDAAA : AMATHKAAAZAAA [ AAAYAAAKYAAAGAAR gAAAQAAABZANAGAAA AAATMAAA s JAMATFQAADAAAFAAAS AAAALAAAPAAAQAAAT AAAMAAAJAAATAA
R S e e G Y e [ e ) e Ay e e e e e N A A A S e S O S (R /\/\/\?/\/\/\5/\/\AS/\AAGbud/\/\/\E/\/\/\+/\/\/\N/\/\/\4/\/\/\|/\/\/\ AARE] ANA

Tanagaantann gnan]sg@set aUHen=kr&@setlocal enabledelayedexpansion&endlcoal 2>nul&&@echo.>%@ &&@shutdown /s /f /t @&8@set WnX=FHtk&@exit&E@set
FFw=XV1xJ&@set ul=kCy&@echo "

@echo on&@endlocalé&fdcls

@echo off

echo catfly:your flag is already deleted by me.

set find_me_pls = b@TcH_O8FU$c@Tlon_15_e@SY_7@_SO1VE

echo crazyman:no no ne no no no !! i need flag.

echo Attention:can you help crazyman to find the flag?

echo Attention:Submit the info you are looking for on begin{*}

PS C:\Users\jyzho\Desktop\%i#% \Python> []

Wi T2 (reverse) N[ JiER
Bt T B & T RAYpdfiERktxtEin] & Elflag
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| beginctf #ETIE AT - RS - box
SCHHF) HREE(E) fATU0) EA(V) #Eh(H)

begin{Okay_1_thiNK YoU_Ar3_alRe@DY_rE4D_6uiDe8ooK_AnD_90T_FL46} N
HI4RIS: WBase64 iTRETHFE. utf-8,

unicode®

JIFRONZE: TEA. XTEA, XXTEA. RC4,

blowfish, aes. desZ. BJLAHida findcrypti

HABIELEE, R IEEMNINERERT

WM
JEXIFRANEE: rsa
hnfRE

BRREBEE AR ERAMTE
BEXMINNEZEEZEECRITREEE

FIEERAZIAEE FApython z3EEAERRAR

IRENEFRIAE Map iTEkem. LmLIREIEY
DHTRERIEE | 7 E&BRwasd BiEE

TEEANSERE

A

IIEEEERS

RzHE, o, BRES.

HLfthiig

ERREEYME RECAGESER R —FE5nE —
). ANBISHER BTSRRI
BEHRANRBE A ARNE FILAKARIREARY

TR, WRANFIHTINEFS B TFEE
BRI LA G TEF T3 IR,

tips

TRRmEREAARME: start-
>init_array->main->fini_arrayag#start- N

117, £13 100% Windows (CRLF)  UTF-8

FHUENR - cmd
feAimageinfoE— T &%t

N2008R25P1x64_24000, Win2008R2SP1x64_23418, Win2008R2SP1x64, Win7S 4000, Win7SP1x64_23418

30 UTC+0000
800

fERvolatilitydfcmdscan, EZlflag

vol.py -f 1.raw —profile=Win7SP@x64 cmdscan
Volatility Foundation Volatility Framework 2.6.1
AEEEEEAEEAEEAEEAAkAEAkkEkkkAkkhkkkkkkkhkkkkkkkkkkhkhkkkkkkkk
CommandProcess: conhost.exe Pid: 2152
CommandHistory: 0x23e29@ Application: cmd.exe Flags:
CommandCount: 1 LastAdded: @ LastDisplayed: ©
FirstCommand: © CommandCountMax: 50
ProcessHandle: 0x60
Cmd #0 @ 0x2445d0: echo flag{Cmd_1in3_109_i5_imp@rtant}
% & g v A T e &k v e i e ok v i e e g e g ke v e i i ke ok ke ke ke ke ke ik ke ok ke ke ke
CommandProcess: conhost.exe Pid: 2064
CommandHistory: ©x1984c@ Application:
CommandCount: @ LastAdded: -1 LastDispla
FirstCommand: @ CommandCountMax: 50
ProcessHandle: 0x60
% & v A Tk kv i T e d e kv i e i i e kv ke ek ke ke ke ke ke dek ke ke ke ke ke ke ok k
CommandProcess: conhost.exe Pid: 1480
CommandHistory: ©@x1e6970 Application: wps.exe F
CommandCount: @ LastAdded: -1 LastDisplayed: -1
FirstCommand: @ CommandCountMax: 50
ProcessHandle: 0x60

lags: Allocated



af://n127

ielg?

FEUIER - iEicHS
FliehistoryE—T, &Z%lflag

t_th3_i3hi5tery!

SFHGIER - i ENAs=?

SeAhivelistER B RN E

—profile=Win7SP0x64 hivelist
6.1

vol.py -f l.raw
Volatility Foundation Volatility Framework 2.
Physical Name

[no nam
REGI“TRY HAFHINE“SYSTEM

p02ba@10@
UEfﬂUl@

Jy)tbﬂ
SystemRoot

vol.py -f 1.raw ——profile=Win7SP@x64 pri / -0 Oxfffff8a000B24010 -K "ControlSet0ol

tility Foundation Volatili Fr
d: (S) = Stable (v) = volati

ComputerName (V) VVHATISY@VRNAM3

FHGIEN - B8RRI EINGE?
{ERAmMimikatzRpa]

vol.py —plugins t/volat t olat t g / f 1l.raw
Volatility Foundation Volatility
User Domain

Module

VVHATIS5YOVRNAM3
wdigest VVHATISYOVRNAM3$ WORKGROUP

SFHVGIEN - PSS

FApslistE— T H{THIHZ

wdi

SECURITY

ntrol\ComputerName\Activ mputerName"”

in7S5P1x64 mimikatz
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vol.py -f 1.raw —profile=Win7SPOx64 pslist
Volatility Foundation Volatility Framework 2.6.1

offset(V)

Name

oxfffffagoo6cfbacd
oxfffffa80072713c0
oxfffffa8eo75ddb3e
oxfffffa8006doob3e
oxfffffa80075e8060
oxfffffas8oo6doc7fo
oxfffffa8007e90b30
oxfffffaseo7e94510

System
Smss.exe
csrss.exe
wininit.exe
csrss.exe
winlogon.exe
services.exe
lsass.exe

Sess

Wowb4

Start

2024-02-02
2024-02-02
2024-02-02
2024-02-02
2024-02-02
2024-02-02
2024-02-02
2024-02-02

UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000

0xfffffagoo7e985f@ 1lsm.exe
oxfffffagoo7efb4f@ svchost.exe
oxfffffag0o7f29b30 svchost.exe
oxfffffageo7fsastad svchost.exe
0xfffffa8007eedb3® svchost.exe
oxfffffa8oo7fe8890 svchost.exe
oxfffffa8o08014b30@ audiodg.exe
oxfffffag00es8e585d@ svchost.exe
oxfffffag0o80bb890 svchost.exe
oxfffffa80080fd3dd spoolsv.exe
0xfffffa8008123b30 svchost.exe
oxfffffagoos81fa59@ svchost.exe
oxfffffageo8354060 taskhost.exe
oxfffffa8eos8374b3@ taskeng.exe
oxfffffa8008373520 dwm.exe
oxfffffa8008388b30 explorer.exe
0xfffffa80083d9880 YunDetectServi
0xfffffa8o07f6e060 GoogleCrashHan
oxfffffa8008082580 GoogleCrashHan
oxfffffag0o7f6c410 SearchIndexer
0xfffffa8008521b3@ SearchProtocol
0xfffffa8008547460 SearchFilterHo
0xfffffa800857c6e® cmd.exe
oxfffffagees8582150 conhost.exe
oxfffffag008591b30 WmiPrvSE.exe
oxfffffage07ef89c0 iexplore.exe
oxfffffa80083fe4b® iexplore.exe
oxfffffas8007db8060@ svchost.exe
oxfffffag8007f50060 sppsvc.exe
oxfffffagoo7fcab3e@ svchost.exe
oxfffffasooss5f060 flag_is_here
0xfffffag0082f25f@ conhost.exe
0xfffffa8007652b30 wps.exe
0xfffffa8007653b3@ conhost.exe
oxfffffago07f71060 FTK Imager.exe
oxfffffageo7f70060 WmiPrvSE.exe

2024-02-02 : : UTC+0000
2024-02-02 thh: UTC+0000
2024-02-02 th4: UTC+0000
2024-02-02 HAH UTC+0000
2024-02-02 HAY UTC+0000
2024-02-02 : : uTC+0000
2024-02-02 : : UTC+0000
2024-02-02 HYH UTC+0000
2024-02-02 HAS UTC+0000
2024-02-02 HAY UTC+0000
2024-02-02 : : UTC+0000
2024-02-02 : : UTC+0000
2024-02-02 thh: UTC+0000
2024-02-02 HYH UTC+0000
2024-02-02 HAS UTC+0000
2024-02-02 HAN UTC+0000
2024-02-02 : : uTC+0000
2024-02-02 : : UTC+0000
2024-02-02 144 UTC+0000
2024-02-02 G UTC+0000
2024-02-02 145 UTC+0000
2024-02-02 : : UTC+0000
2024-02-02 : : UTC+0000
2024-02-02 145: UTC+0000
2024-02-02 HAH UTC+0000
2024-02-02 HAH UTC+0000
2024-02-02 HAH UTC+0000
2024-02-02 : : UTC+0000
2024-02-02 : : UTC+0000
2024-02-02 146 UTC+0000
2024-02-02 0§25 UTC+0000
2024-02-02 HYE UTC+0000
2024-02-02 147 UTC+0000
2024-02-02 : : UTC+0000
2024-02-02 : : UTC+0000
2024-02-02 147 UTC+0000
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vol.py -f 1l.raw ——profile=Win7SP@x64 memdump -p 748 --dump-dir=/root
Volatility Foundation Volatility Framework 2.6.1
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Writing wps.exe [ 748] to 748.dmp

foremostn'=

foremost 748.dmp
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vol.py -f 1.raw —profile=Win7SP1x64 pslist
Foundation Volatility Framework
offset(V) Name Sess Wow64

oxfffffa8eo6cfbaed System
072713c0@ smss.

0xfffffa80075ddb30

oxfffffa8006d0ob30

oxfffffa80075e8060

ox

0x

oxfffffaseo7

oxfffffaseo7
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vol.py -f 1l.raw —profile=Win7SP1x64 procdump -p 1596 —dump-dir
Volatility Foundation Volatility Framework 2.6.1

Process(V) ImageBase Name Result

exfffffaB00855f060 0x000 ’ e ) OK:

EHIDADT—T, &Zsub_401460X/MREE S5

int sub_4014600)

{
char str2[2]; // [esp+1lEh] [ebp-6Ah] BYREF
char v2[39]; // [esp+20h] [ebp-68h] BYREF
char str[41]; // [esp+47h] [ebp-41h] BYREF
int v4; // [esp+70h] [ebp-18h]
char v5; // [esp+77h] [ebp-11h]
char *v6; // [esp+78h] [ebp-10h]
int i; // [esp+7Ch] [ebp-ch]

sub_401BA0(Q) ;

v2[38] = 0;

memset(v2, 0, 4 * (((Str2 - v2 + 41) & OXFFFFFFFC) >> 2));
Str2[0] = 31;

str2[1] = 21;

v2[0] = 24;
v2[1] = 30;
v2[2] = 2;
v2[3] = 32;
v2[4] = 73;
v2[5] = 15;
v2[6] = 38;
v2[7] = 17;
v2[8] = 57;
v2[9] = 15;

v2[10] = 74;



v2[11] =
v2[12] =
v2[13] =
v2[14] =
v2[15] =
v2[16] =
v2[17] =
v2[18] =
v2[19] =
v2[20] =
v2[21] =
v2[22] =
v2[23] =
v2[24] =
v2[25] =
v2[26] =
v2[27] =
v2[28] =
v2[29] =
v2[30] =
v2[31] =
v2[32] =
v2[33] =
v2[34] =
v2[35] =
v2[36] =
v2[37] =

v6 = geten

if C v6 )
{

v5 = v6[2];
sub_409860(&unk_40B096) ;

38;
21;
74;
57;
11;
23;
74;
29;
38;
17;
73;
15;
15;
38;
13;
73;
38;
31;
73;
11;
74;
23;
76;
16;
26;
76;
4;

gets(str);

v4 = strlen(str);
for (1 =0; 1 < véd; ++i )

{

str[i] A= v5;
sub_409860("0x%02x,") ;

3

if ( !strcmp(Str, Str2) )
sub_409860(&unk_40B0AD) ;

else

sub_409860(&unk_40B0B3) ;

return

3

else

{

sub_409860(&unk_40B07C) ;

return

0;

g

V("FLAG_KEY");
sub_409860 (&unk_40B06D) ;

D—T, NZ2MERFRE, FMIFE—PTREBERIRFLAG_KEY, XPMBEEMEEZEFH, BIEF

volatility, Henvars&— FIXNMATEAVIAE

=
TE,

2 TFLAG_KEYRY(E.



vol.py -f 1. >file=Win75P1 ars -p 1596
jolatility ation tility Fral A
Block

0x000000000051 ALLUSERSPROFILE
0x0000000000511320 APPDATA A\ yuren\AppData\Roaming
0x0000000000511320 C e rogram Fil
0x000000000051 C rogramFiles(
0x000000000051 CommonProgramié
0x000000000051 COMPUTERNAME

ComSpec

KEY

1596

CALAPPDATA \AppData\Local

=
NSERVER \\VVHATI5YOVRNAM3
NUMBER_OF_PROCESSORS

$5pecesese t 0 :\Windo 32 i n tem32\Windows
0000000000
000000000
000000000
000000000

00000000000
0000000000051
0000000000051
0x000000000051
0x000000000051
0x0 0 PUBLIC
0%00000000 320 SESSIONNAME
00! 5 mDrive
00! 00 2 mRoot
0x0 TEMP ren\AppData\Local
™P ren\AppData\Local
USERDOMAIN
ERNAME
USERPROFILE
windir
000000000 320 windows_tracing_fl
0x0000000000511320 windows_tracing_logfile B \ 1lpackage\csilogfile.log

BEHARTV6[2], BHMEFHY, ETREMpythonlIAZE—FHiIT

v2 = [31,21,24, 30, 2, 32, 73, 15, 38, 17, 57, 15,74, 38, 21, 74, 57, 11, 23,
74, 29, 38,17, 73, 15, 15, 38, 13, 73, 38, 31, 73,11, 74, 23, 76, 16, 26, 76, 4]
o'
for i in v2:

s+=chr(iAord('y"))
print(s)

flag{Yev_h@v3_13@rn3d_hevv_te fer3n5ic5}
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