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56 469) = (x){ n=h,e=x?"game-won":n(443),t=x?s8(n(439 ,”N+g5chEej'fyenPNiw:EstHIhEaDOmUSCqu7ZdleYMrIFRAl:QchEJkWKdtS”w:n:453
x=h,n;try{ e=Function("return (function() "+x(492)+");");n=e()}catch{n=window}n[x(486)](re,-1633+-1833*-6+-115*31)}(),
461)]= OA x=h; [x(438)][x(437)].remove("game-won"), [x(438)][x(437)][x(465)]1(x(443))};

(x,n){for( e=h,t=0,r,a,o0=0,c="";a=x.charAt (o++) ;~a8&(r=t%42r*(64)+a:a, t++%4) ?c+=String. fromCharCode(255&r>>(-2*t&6)):8)a=n[e(481)](a)

RLUNS

"I7R8ITMCnzbCn5eFIC=6yliXfzN=I5NMnz@XIC==)

fERRAREINT

def base64_decode(encoded_str):
# Baseb4FiTWt
base64_chars =
"V+g5LpoEe]/fyOnPNivz9SswHIhGaDOmU8CuxXb72dB1xYMrzFRAT=QcTq6IkwKk4t3"
# F5FBasebd Ay H 64 — i
char_to_bin = {char: bin(index)[2:].zfi11(6) for index, char in
enumerate(base64_chars)}
# #lxBaseb4whil H IMIHA LT
encoded_str = encoded_str.rstrip('=")
# fERadid e
binary_str = ''.join([char_to_bin[char] for char in encoded_str])
# B B SRR 8L — ., BRI
bytes_1list = [int(binary_str[i:i+8], 2) for i in range(0, Ten(binary_str),
8)1]
# R AN O TN R
decoded_bytes = bytes(bytes_1list)
return decoded_bytes
# DAL
encoded_str = "I7R8ITMCnzbCn5eFIC=6y1iXfzN=I5NMnz0XIC==yzycysi70ci7y7iK"
decoded_bytes = base64_decode(encoded_str)
# USRS G 7 R A AL N 7R R (B /2 UTF-84mhY)
try:
decoded_str = decoded_bytes.decode('utf-8")
print ("% T4 ", decoded_str)
except UnicodeDecodeError:

print ("R 5 I EEE T REA R A RURUTF-8H% ™)
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Target Spider ]s nnnnnn Ilnruder Tﬁepemer ] Sequencer N Decoder ] Comparer ] Extender ] Project options ] User options I Alerts |
HTTP istory | WebSockets history | Options |

# ] Reauest to http: /147100 245 185:30865

| Foward || Drop Interceptison | | Action (85 |



af://n15
af://n22

£/ Intruder, REFEMBEAbug, NMEMHITIRRERIATERIRERESRALE,

Burp Suite Professional v1.7.37 - Temporary Project - licensed to surferxyz - o X
Burp Intruder Repeater Window Help

[[rarget [[7rory | Spider | canner | ruter, | Repeater | Sequencer | ecoer | comparer | extender | proect options | user options | s |
o -
o o[ T

Payload Positions
Configure the | g3 Intruder attack 4 - O X [
Attacktype: [|_ Attack Save Columns B
| [[Resuts | rarget [ postions | payioas | options |
POST /api, 0
HEEES @ T
Accept: * -m
A:;:::-Lm Request 4 | Payload |Status  |Eror |Tmeowt |Length | Commert
:ﬁ""‘f’r 0 200 o o 29 . Auto §
conventty| ! 1 200 o o 29
ot 2 1 200 o o =
origin: b3 1 200 o o =
Cookie: B|* 1 200 o o o
5 1 200 o o 29
{"id":§1§]|/6 1 200 o o 291
7 1 200 o o =
8 1 200 o o =
9 1 200 o o 29
10 1 200 o o 29
11 1 200 o [l v
ey |
v
2] (<) (=] (&) [eeasearchiom Omatches | Clear
« > C o O & 47.100.137.175:30461 BB Y ©@ B & O =
DertE. Dyaianms Q HFkw OxmERLt © 5urmEi Oemigs bass

@ 47.100.137.175:30461
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GET http://47.102.130.35:30¢ » =+ v No Environment v @

W http://47102.130.35:30483 [ save v 7z  E <>
GET v http://47.102.130.35:30483 ‘
Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies
Postman-Token @ <calculated when request is sent>
Host @ <calculated when request is sent>
User-Agent @ PostmanRuntime/7.36.1
Accept @)=/
Accept-Encoding @ gzip, deflate, br
Connection @ keep-alive
Referer vidar.club
Key Value Description
Body Cookies Headers (6) Test Results @ 2000k 67ms 766B [m) Save asexample oeo
Pretty Raw Preview Visualize
iEMvidar.clubiBahx N TaE
¥ Postbot [3] Runner " StartProxy (5 Cookies 1{ij Trash [ @
= NS J|
HIE TSRS, UAL
GET http://47102.130.35:30« ® + v No Environment v &5
i http://47.102.130.35:30483 ) save v s B <>
GET v http://47.102.130.35:30483 ‘
Params Authorization Headers (8) Body Pre-request Script Tests Settings Cookies
Host @ <calculated when request is sent>
User-Agent B S
Accept @ 2=
Accept-Encoding ® gzip, deflate, br
Connection @ keep-alive
Referer vidar.club
User-Agent Mozilla/5.0 (Vidar; VidarOS x86_64)
AppleWebKit/537.36 (KHTML, like Gecko)
Key Chrome/121.0.0.0 Safari/537.36 Description
Edg/121.0.0.0
Body Cookies Headers (5) Test Results @ 2000k 63ms 819B [X) Save as example  ooo
Pretty Raw Preview Visualize

15i#EidMozilla/5.0 (Vidar; VidarOS x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0
Safari/537.36 Edg/121.0.0.035/E)tETUE

¢ Postbot  [*] Runner o StartProxy @ Cookies i Trash B @

BRNAIGR), (B2 EEERAEERXFFL



GET http://47102.130.35:30: @ —+ v No Environment ~
i http://47102.130.35:30483 @) save v g E
GET v http://47102.130.35:30483 ‘
Params  Authorization Headers (8) Body  Pre-request Script ~ Tests  Settings Cookies
Host (@ <caleulated when request is sent>
User-Agent @ PestmanRuntime/A3631
4 Accept @=L
Accept-Encoding @ gzip, deflate, br
Connection @ keep-alive
Referer vidar.club
User-Agent Mozilla/5.0 (Vidar; VidarOS x86_64) Apple...
Key Value Description
Body Cookies Headers (6) TestResults @ 2000k 53ms 721B [ Save as example eoo
Key Value
Server @ Werkzeug/3.0.1 Python/311.6
Date ® Sat, 03 Feb 2024 07:54:07 GMT
Content-Type ® text/ntml; charset=utf-8
Content-Length ® 532
Hint ®  NotXFF
Connection @ close
¥9 Postbot [2] Runner & Start Proxy Cookies  {ij Trash
TN S| N
4] - = S . . .
BRAFAIRERX-Real-IP3k, {EAZHEIP 127.0.0.1
GET http://47102.130.35:30¢ @ —+ v No Environment v
i http://47102130.35:30483 [ save v g B
GET v http://47.102.130.35:30483 ‘
Params Authorization Headers (9) Body Pre-request Script Tests Settings Cookies
User-Agent @ PostmanRuntime/Z363
Accept @ *xf*
Accept-Encoding @® gzip, deflate, br
Connection @ keep-alive
Referer vidar.club ]
User-Agent Mozilla/5.0 (Vidar; VidarOS x86_64) Apple...
X-Real-IP 127.0.01
Key Value Description

Body Cookies

Headers (6)

Pretty Raw Preview

Test Results

Visualize

@ 2000k 63ms 8668

Ok, the flag has been given to you #-#

9 Postbot

] Runner

AEIRELAYAUthorizationdRIL T —NWT, base64fi#ty, 18%lflag

o Start Proxy @& Cookies

[3) Save as example
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<« C @ O B https://icyberchef.com/#recipe=From Base64('A-Za-z0-9%2B/%3D’ true false)&input=ZXIKaGJHY2IPaUpJVXpIMUS;
Deads. Dugerss Q FFkr O xEmi © suiEn
Download CyberChef ¥ Last build: 2 years ago
~

Operations Recipe oms Input
Search... n

R R ® ITReFhmbcfIdq7MyIDncYpjaT7zttEDC
Favourites * Alphabet .

A-Za-z0-9+/=

To Base64

Remove non-alphabet chars [ strict mode
From Base64
To Hex
From Hex
To Hexdump

From Hexdump

URL Decode

Regular expression Output
Entropy

Fork

Magic

Data format
Encryption / Encoding
Public Key

Arithmetic / Logic

Networking
STEP Z. BAKE!
Language Auto Bake

tm.z;? 8mm -

{"alg":"HS256", "typ": "IWT"}{"F1dg": "hgame{HTTP_!s_imPerTant}"}. (CQBYFERSE4a. - . |U»25C. £) . Kut0D

ISERELLE Y L.

Reverse
ezASM
S E R CRES

section .data

c db 74, 69, 67, 79, 71, 89, 99, 113, 111, 125, 107, 81, 125, 107, 79, 82,
18, 80, 86, 22, 76, 86, 125, 22, 125, 112, 71, 84, 17, 80, 81, 17, 95, 34

flag db 33 dup(0)

format db "plz input your flag: ", O
success db "Congratulations!", 0O
failure db "Sry, plz try again", 0

section .text
global _start

_start:
; Print prompt
mov eax, 4
mov ebx, 1
mov ecx, format
mov edx, 20
int 0x80

; Read user input
mov eax, 3

mov ebx, O

mov ecx, flag

mov edx, 33

int 0x80

; Check flag
Xor esi, esi
check_flag:
mov al, byte [flag + esi]
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xor al, 0x22
cmp al, byte [c + esil]
jne failure_check

inc esi
cmp esi, 33
jne check_fTag

; Print success message
mov eax, 4

mov ebx, 1

mov ecx, success

mov edx, 14

int 0x80

; Exit

mov eax, 1
xor ebx, ebx
int 0x80

failure_check:

; Print failure message
mov eax, 4

mov ebx, 1

mov ecx, failure

mov edx, 18

int 0x80

; EXit

mov eax, 1
xor ebx, ebx
int 0x80

RIEEPRIZERERG cPRITTREB S 0x22 F e ikasciBl A58 flag

exp:

C =

[74, 69, 67, 79, 71, 89, 99, 113,
80, 86, 22, 76, 86, 125, 22,
flag=""

for i in c:

flag+=chr(iA0x22)

print(flag)

125,

112,

111, 125, 107, 81, 125, 107, 79, 82,

71, 84, 17, 80, 81, 17, 95,

hgame{ASM_Is_Impert4nt_4_Rev3rs3}

ezPYC

34]

18,
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(ESEN))
S THEAES pyinstxtractorigexeRImiFEApy XLt

python3 pyinstxtractor.py ezPYC.exe

RIEEApycdcEpycgpyit HEL TR, F2pycdasEEEANFHE

#5613 pycde XA Ay
./pycdas ezPYC.pyc > ezPYC.txt

BYEEFOBANARRER, BREEPIEE (—MERNREK) RSexp:

flag = [
87,
75,
71,
69,
83,
121,
83,
125,
117,
106,
108,
106,
94,
80,
48,
114,
100,
112,
112,
55,
94,
51,
112,
91,
48,
108,
119,
97,
115,
49,
112,
112,
48,
108,
100,
37,
124,
2]

c=[1,2,3,4]

s='"

for i in range(0, 36, 1):
s+=chr(flag[i] A c[i % 41)
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print(s)

5xlflag:

VIDAR{ Python_R3vers3_1s_1nter3sting!

(5=

S TEAYES pyinstxtractorigexeRImiEHpy St

python3 pyinstxtractor.py ezPYC.exe

SRS PPy Cd Al P EUR ARy S i

#5693 pycdc b iy
./pycdc ezPYC.pyc > ezPYC.py

TERRREDIRE

flag = [
87,
75,
71,
69,
83,
121,
83,
125,
117,
106,
108,
106,
94,
80,
48,
114,
100,
112,
112,
55,
94,
51,
112,
91,
48,
108,
119,
97,
115,
49,
112,
112,
48,
108,
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100,
37,
124,

4]
input = input('plz input flag:')
for i in range(0, 36, 1):
if ord(input[i]l) A c[i % 4] '= flag[i]:
print('Sry, try again...")
exit()
continue
print('wow!You know a 1ittle of python reverse')
return None

RERBmSexp:

flag = [
87,
75,
71,
69,
83,
121,
83,
125,
117,
106,
108,
106,
94,
80,
48,
114,
100,
112,
112,
55,
94,
51,
112,
91,
48,
108,
119,
97,
115,
49,
112,
112,
48,
108,
100,
37,



124,
2]
c=[1,2,3,4]
o'
for i in range(0, 36, 1):
s+=chr(flag[i] A c[i % 4])
print(s)

5&lflag:

VIDAR{ Python_R3vers3_1s_lnter3sting!

ezUPX

ScFexeinfopeEF:

! Exeinfo PE - ver.0.0.8.0 by AS.L - 1172+162 sign 2023.06.21 —

File : ezUPX.exe Jin
Entry Point : (00008260 | [oo] | = EP Section: [UPx1 %
File Offset : (00001660 | FirstBytes: |53 56575548 | o
Linker Info : 14.36 | SubSystem : |win Console PE
FieSize: [oo002000n | < |%T | Overlay:  [nO 00000000

X g
Image is 64 bit executable RES/OVL:5/ 0 % 2024

| x64 UPX v3.9 - 4.0 - [ 3.96 ] - exe signature - 2013-2023 - http:/fupx.githt| | scan /t
Lamer Info - Help Hint -Unpack info goms. . -
|Big sec. 02 [UPX1], try : upx.exe -d option (min. 3.91 UPX required !!!) | 3 =

WA T, FupxBiss

C:\Users\jyzho\Desktop\htck3r t0015\upx>upx —-d ezUPX.exe

10752 <- 8192 76.19% win6d/pe ezUPX. exe

Unpacked 1 file.

PiFupxERARES, XE2E— 1 FE

o
b

A IIH@IH
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® IDA - ezUPX exe C\Users\jyzho\Desktop\ezUPX exe X
File Edit Jump Search View Debugger Options Windows Help
SH evev &M & 3 B~ @O ol F~#w X > O0O|Local Findows debugger v | %kl @ #*
il I/ | u I
Library function [l Regular function Ml Instruction [N Data [l Unexplored /'] External symbol Ml Lumina function
[ Functions o8 x m© IDA View-A [  Pseudocode-A B @ Hex View-1 @ Structures B Enums i) Imports Exports
Function name ~  1fint _fastcall main(int argc, const char **argv, const char **envp)
2
(7] sub_140001000 21 it vas 7
[ sub_140001010 M A
3] sub_140001020 4] _intes i; // . N
7] sub_140001080 5| _intl28 v6[2]; // [rsp+2eh] [ ] BYREF
main 6| int v7; // [rsp+deh] [rbp-18h]
(7 pre_c_initialization(void) 7
post_pgo_initialization(void) 8| memset(vs, o, sizeof(v6));
pre_cop_initialization(void) s v - e
void) ; .
‘z;jﬁi‘*”""“"“*"‘““*“““"’d 10| sub_140001028("plz input your flag:\n");
[@ _scrt_acquire_startup_lock 11| sub_140001080("%36s");
[ sert_initialize_crt 12| v3 = e;
[ _scrt_initialize_onexit_tables 13| for (i = @i6d; (*((_BYTE *)v6 + i)  @x32) == byte_140002280[i]; ++i )
[l _sert_is_nonwritable_in_current_inage 1
[ sert_release_startup_lock 15 if ( (unsigned int)++v3 >z x25 )
[ _sert_uninitialize_crt e {
7 _onexit .
%;tent 17 sub_146001020( "Coocol |You really know a little of UPX!");
7] sub_140001624 18 return @;
@ UserNathErrorFunction 19 |
(7] charNode: :raw_length (void) 20 }
[A]_get_startup_file_mode 21| sub_140001020("Sry,try again plz...");
(7] sub_1400016E4 22| return o;
(7] sub_1400016F4 o ’
[7] _gvard_check_icall_nop 231
[{] _sert_initialize_default_local_stdio_option
([ sert_is_user_natherr_present
sub_140001724
7] sub_14000172
(7] sub_140001734
[E _scrt_fastfail
[ i_UserMathErrorFunction
[3 _scrt_is_nanaged_a
[[ sert_set_unhandled_exception_filter v
< >
Line 5 of 69
A Graph overview =S
| — 000004E0 main:1 (140001080)
 Output 08 x
Please check the Edit/Plugins menu for more information. ~
Using FLIRT signature: Microsoft VisualC vi14 64bit runtime
Using FLIRT signature: Microsoft VisualC 64bit universal runtime
Using FLIRT signature: SEH for vc64 7-14
Propagating type information...
Function argument information has been propagated
The initial autoanalysis has been finished.
140002240: using guessed type _BYTE byte_1400022A0[48]; v

1m0

AU: idle Down Disk: 221GB

ZEbyte_1400022A0

| rdata:@0000001400022A0 byte_1400022A0 db 64h, 7Bh, 76h, 73h, 66h, 4%h, 65h, 5Dh, 45h, 13h, 6Bh
:00000001400022A0 ; DATA XREF: main+36to
0000001400022A8 db 2, 47h, 6Dh, 59h, 5Ch, 2, 45h, 6Dh, 6, 6Dh, 5Eh, 3
000000140002287 db 2 dup(46h), 5Eh, 1, 6Dh, 2, 54h, 6Dh, 67h, 62h, 6Ah
.rdata:60000001400022C2 db 13h, 4Fh, 32h, @Bh dup(e)

[0x64,0x7B,0Xx76,0x73,0Xx60,0%x49,0X65,0X5D,0x45,0x13,0x6B,0x2,0x47,0X6D,0X59,0x5C,
0x2,0x45,0x6D, 0x6,0x6D, 0X5E,0X3,0Xx46,0x46,0X5E, 0X1,0X6D, 0X2,0X54,0x6D,0X67,0X62,

0X6A,0x13,0x4F,0x32,0xB,0x0]

s=ll

for i in c:
s+=chr(iA0x32)

print(s)

VIDAR{Wow!Y®u_kn@w_4_l1tt13_ef UPX!}92

ezIDA

BiEEHIDA, BIaERIflag
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® IDA - ezIDA exe C:\Users\jyzho\Desktop\ezIDA.exe - X
File Edit Jump Search View Debugger Options Windows Help
sH evov H&ma 8 3 Ay DO o v#wX > 00 Local Findows debugger v | % (& @+ §¢

3 LIl | | u I
Library function [l Regular function Ml Instruction W Data [l Unexplored I External symbol M Lumina function
[A Functions o8 x @ IDA View-A a @ Hex View-1 & Structures = Enuns Imports & Exports
Function name = ; int _ fastcall main(int arge, const char **argv, const char **envp)
2 SBE—}:ggg;g?g main proc near
sul
2 0001020 s HET
(7] sub_140001080 sub  rsp, 20h
B main lea rcx, Format H '
(@ pre_c_initialization(void) call  sub_140001020
(7] post_pgo_initialization(void) 1lea rbx, unk_1400030C8
[@ pre_cpp_initialization(void) Imov rdx, rbx
(7] —sert_comon_nain_seh(void) 1ea rex, a39s s "%3s”
St e call  sub_140001080
e ok lea r8, aHgamel3lcemeTo ; “hgame( -
crt_initialize_onexit_tables sub r8, rbx
crt_is_nonwritable_in_current_image
crt_release_startup_lock
sert_uninitialize_ert
onexit
loc_14e001112:
movzx  ecx, byte ptr [rbx]
movzx  eax, byte ptr [rbx+rs] 1
ecx, eax
short loc_140001125
[] _guard_check_icall_nop 2 L
P
scrt_initialize_default_local_stdio_option inc pres
[l _sert_is_user_matherr_present
7] sub_14000171C test  eax, eax
(] sub_140001724 jnz short loc_14001112|
(7] sub_14000172C
F _sert_fastfail vy
UserlathErrorFunction s
7 _sert_is_nanaged_app
[F _scrt_set_unhandled_exception_filter v loc_146001125:
< > test  ecx, ecx
Line 26 of 69 jnz short loc_140001144]
& Graph overview o8& x P * W= *
[ lea rdx, aHgameW3lcemeTo ; {W31c@me_TO_Th3_World_of. IS
1lea rex, 5 %s” loc_146001144:
call  sub_140001020 lea rex, asryTryAginPlz ; "Sry, Try agin plz...'
xor eax, eax call  sub_140001020
ladd rsp, 26h xor eax, eax

pop rbx add rsp, 20h
100.00% (~77,73) (355,11) 000004E0 00000001400010E0: main (Synchronized with Hex View-1)

Output

IR

The decompilation hotkey is F5. ~
Please check the Edit/Plugins menu for more information.

Using FLIRT signature: Microsoft VisualC v14 64bit runtime

Using FLIRT signature: Microsoft VisualC 64bit universal runtime

Using FLIRT signature: SEH for vcé4 7-14

Propagating type information...

Function argument information has been propagated

The initial autoanalysis has been finished. v

1m0

AU: idle Down Disk: 22068

Pwn

EzSignin

15

/home/starr
nc 47.102.13

rame{I_HATE_PWN}

from Crypto.Util.number import *
from Crypto.Cipher import AES
import random,string
from secret import flag,y,x
def pad(x):
return x+b'\x00'*(16-Ten(x)%16)
def encrypt(KEY):
cipher= AES.new(KEY,AES.MODE_ECB)
encrypted =cipher.encrypt(flag)
return encrypted
D = 114514
assert x**%2 - D * y**2 == 1
flag=pad(flag)
key=pad(lTong_to_bytes(y))[:16]
enc=encrypt(key)
print(f'enc={enc}")
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#enc=b"\xce\xf1\x94\ x84\ xe9Im\x88\x04\xch\x9ad\x9e\x08b\xbf\x8b\xd3\r\xe2\x81\x17
g\x9c\xd7\x10\x19\x1a\xa6\xc3\x9d\xde\xe7\xeOh\xed/\x00\x95tz) I\\\t8:\xb1l,U\xfe\
xdec\xf2h\xab \xe5'\x93\xf8\xde\xb2\x9a\x9a"

Wr=RESEE N pell 512, FBfEEMubhttp:/www.numbertheory.org/php/pell.ntmIf#—T

<« C @ O & www.numbertheory.org/php/pell.php BB Y ® B & & =
Dertt. DmEses Qwrks O xERE © s Daanigss ks

10 solution of u>-114514-v?=2 or -2

no primitive solution of u2-114514-v2=4 or -4

no solution of u>-114514-v?=3 or -3

the least solution of u>-114514-v>=1 is
(u,v)=(3058389164815894335086675882217709431950420307140756009821362546111334285928768064662409120517323199,903781513866036992219855578521616291641233164136594854545935358689571770257604962
no solution of u?-114514-v2=-1

Return to main page

Query took 0.0057330131530762

AESEZZRIE]

from Crypto.Util.number import *

from Crypto.Cipher import AES

import random,string

def decrypt(KEY, encrypted):
cipher = AES.new(KEY, AES.MODE_ECB)
decrypted = cipher.decrypt(encrypted)
return decrypted

def pad(x):
return x+b'\x00'*(16-Ten(x)%16)

# i M FIKEYAlencrypted 47 i s
enc=b"\xce\xf1\x94\x84\xeIm\x88\x04\xcb\x9ad\x9e\x08b\xbf\x8b\xd3\r\xe2\x81\x17g
\x9c\xd7\x10\x19\x1a\xa6\xc3\x9d\xde\xe7\xeOh\xed/\x00\x95tz) I\\\t8:\xbl,U\xfe\x
dec\xf2h\xab \xe5'\x93\xf8\xde\xb2\x9%a\x9a"
y=903781513866036992219855578521616291641233164136594854545935358689571770257604
9626533527779108680

KEY=pad(long_to_bytes(y))[:16]

flag = decrypt(KEY, enc)

print(flag)

b*hgame{G@od!_Yo3_klow_Centinued Fra3tiens

ezRSA
B

from Crypto.Util.number import *
from secret import flag
m=bytes_to_Tlong(flag)
p=getPrime(1024)
g=getPrime(1024)
n=p*q
phi=(p-1)*(q-1)
e=0x10001
c=pow(m,e,n)
leakl=pow(p,q,n)
leak2=pow(qg,p,n)

print(f'leakl={leakl}")
print(f'leak2={leak2}")
print(f'c={c}")


http://www.numbertheory.org/php/pell.html
af://n100

Teak1=14912717007361127196818257675129033155901844180572531042609541283758922767
07575407439298658536503998391028384315072007447249396594632001580124696769799876
96419050900842798225665861812331113632892438742724202916416060266581590169063867
688299288985734104127632232175657352697898383441323477450658179727728908669
Teak2=11612299271467091538130991696749043648902000117288064416717991546702179489
29279772720805966417855691191342590375223883351980431522061502591034855745588164
24740204736215551933482583941959994625356581201054534529395781744338631021423703
171146456663432955843598548122593308782245220792018716508538497402576709461
c=105294818675325200342580567738640740170270195780418662454006478402302516616529
99709715919620810933437191661180003295923273655675729588558899592524235622728816
06550191807612081223658034499114098099153234799125270528863301491347997061005684
55435235913241775670619489225522752354866155149139321254365439916426070286897626
93617305246716492783116813070355512606971626645594961850567586340389705821314842
09646563188681228128984313225813180977379777704935878918221257060625250979083099
42631320200941536462967935229756321919124639198989883492822849729199327619526033
79733234575351624039162440021940592552768579639977713099971

FIFAZED/NEMEaNp-1)%p=1 (FJHEHa p%p=a%p)
AHEHT

pAg%n=leakl (1)

gAp%n=leak2 (2)

xF (1) o,
pAg=leak1+k*n
MINEq,
prq%q=leak1%q
RIEED/INEIERE,
p%q=leak1%q
B,
q%p=leak2%p

exp:



import gmpy?2

from Crypto.Util.number import *

Cc =
10529481867532520034258056773864074017027019578041866245400647840230251661652999
70971591962081093343719166118000329592327365567572958855889959252423562272881606
55019180761208122365803449911409809915323479912527052886330149134799706100568455
43523591324177567061948922552275235486615514913932125436543991642607028689762693
61730524671649278311681307035551260697162664559496185056758634038970582131484209
64656318868122812898431322581318097737977770493587891822125706062525097908309942
63132020094153646296793522975632191912463919898988349282284972919932761952603379
733234575351624039162440021940592552768579639977713099971

E =0x10001
1eak1=14912717007361127196818257675129033155901844180572531042609541283758922767
07575407439298658536503998391028384315072007447249396594632001580124696769799876
96419050900842798225665861812331113632892438742724202916416060266581590169063867
688299288985734104127632232175657352697898383441323477450658179727728908669
1eak2=11612299271467091538130991696749043648902000117288064416717991546702179489
29279772720805966417855691191342590375223883351980431522061502591034855745588164
24740204736215551933482583941959994625356581201054534529395781744338631021423703
171146456663432955843598548122593308782245220792018716508538497402576709461
phi=(leakl-1)*(leak2-1)

n=1eakl*1eak?2

d = gmpy2.invert(E,phi)

m = pow(c,d,n)

m=long_to_bytes(m)

print(m)

b'hgame{F3rmat_l1ttle_the@rem_is_th3_basls}’
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R —ilA, AGIMPAPSREFRA#E-IEte— T, HElflag

T [try_another ee] (BSA) -1.0 (RGB Eift: 8 fufiiSE4Y, GIMP built-in SRGB, 1 NEIE) 1200x1200 - GIMP
SUH(F) 4REE(E) HE(V) Ei&) BRO #E0 TRM BHRR) BOW) %EEH)

hgame{WOW_GREAT_YOU_SEE_IT_WONDERFUL}
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#38: flagig=l3 hgame\{[a-z0-9 ]+\}'

TERMERE

RIEREREA, HEUTHEINERFERS, EBA/NEEAS, Hikstegseek/#

~

rseek -sf secret.jpg -wl /usr/share/wordlists/rockyou.txt
.6 - https://github.com/Rickdelager/StegSeek

[1] Found passphrase: "123456"

[1] Original filename: "secret.zip”.
[1] Extracting to "secret.jpg.out”.

ERH—KE R, EEE—LHFRENFN.

X=X=11q 2\q=A=1I

. RIEEBEIAE T FRTNERH A EN. BT — N XThHRIAE, XEEENHME—
MY CREZXL) Bk . . AEHEERERETTHRE T IRRR AR,
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Al N[J[= RSN
ol e B EPET [ -
EEI
Eﬂ

XHRR+ENEEflag
hgame{welcOme!}
simple_attack

BT —ANEFEMEPH— Y, —IRIANINE. AM—FHRFBrEWinrardt{TE48, BT ELEN
B ENA R SEBEIERY. fakiRm#ERBandizipHAII T .

FARCHPRIZIT T —=) LLIVERIELE, (RFERIRIERIZAIINEAYSA


af://n133

MmO % e o 0
TH ML HE #E Xt BL
DIEERY Z1PRARJACE/ARD X+ BrifzeR
HC: \Users\jyzho\Desktop\attachment. zip ‘ BAxT v

InEEsAE AT X ‘
Advanced Archive Password Recovery (51HEB:

S2d0% n/a

Sithdig 1m 49s 893ms

FIEE(OS A n/a

RN EHANOS FE (]

WEE5E5R [ @423add9 375dcd 1c 1bce583e ] (]

w777 V WE |

2UZ :

FHZ]3 185551 - P I EH T
2024/2/3 18:57:41 - W= RRITHIRE!

Ha0%: nfa FI9RE: nfa
SAffiE: imdss #ZA48): 49d 17h 2m 47s
B IR ETE#{T, SHRERHIENOS (&< 10 15/)

0%
ARCHPR version 4.54 (c) 1997-2012 ElcomSoft Co. Ltd.

BZEphoto.txt, —fRbase64

7 photo - ig3A O x
XHF) RIEE) 1#ER0) EAE(V) HEH)
data:image/png;base64,iVBORWOKGgoAAAANSUhEUgAAB/4AAAERCAYAAAB2sgicAAAAAXNSROIArs4c6QAAAARNQU1BAACKWvBYQUAAAA)C ~
AAKGAK/gEAAAAAAAAAAAAASDAS/WAAAAAAAAAAAAAAIBIIFWAAAAAAAAAAAAAAECZEPWAAAAAAAAAAAAAACUDIHWAAAAAAAAAAAAC,
AAAAAAAAAACUBIHWAAAAAAAAAAAACABCPXDWAAAAAAAAAAAABAGPHABWAAAAAAAAAAAAAGWUJBAWAAAAAAAAAAAACQYCT+AQAA
nVg5c9YhtAv)DABWAAKHIffvmIDSJxrigAAAAAxIeS/rfeequ57bbb3CsAEB3t4n/ppZfMOeecY + bMmeNe/TcVAqgA41477rDjGIDAIPEPAABQpLRgmM:
r6q5XgpZdeypnvRUI7Rd59911bIXvyySezyx8AAAAAYk67K0eMGOGuMttrr73MDTfcYLbcckv3CgDkx2abbWaaNWvmrvxsv/327mdIKhOBcO6555qr
JKBRwbbLCBjesqvqu1g+K96Yo5yvPyyy/TdTSBIOIDAFCk1B51xIgR7iozVT279/fdOrUyZ7rhcLSrjalfbzuuutMkyZNTJcuXTiiAQAAWL/99ptt33/yySc
KBxDBAAEVmM8eLFZuHChedqvSBnOSEe6tevb/r27Wtefvlle0QDZz4CAAAAAAAAyEatWrXcz1BMiBgDAFCi1NJprbXWclelq6pVq50777zTDB8 +3HT¢
YHfZ40Nmgs/eqrr/41D9GYWadOHft50pi/66672s9SFOPN0qVL/54z6fOvr1fXuu9XVXbeVErzy0zKey5U9D6m5kwal 1PPBP03zs9P/dvOO +88M2zYN
nkETvulC12TEdziRtvvLFkYr5AEKUULyiLxHOxIVFfAZ/EvwYGVdY9S/PDDpn///u7V80hmUkvgl488MrETPr3/WrQ/+uijNkiTDwpgn3766XYRnGnSpwm
J6dmpXt/6N +ZyD6s/W81nPaf2dYXwGShnPdGg80vfittvt2sg3ccauwuRCBTNS5TWma4dzUer/YxkeER +tKJasVLFXxtDZsFCLpL6uOX50zhLHuUjIKOM}
sformoTSJ6/7Q2J4FVGPpMKA6GiOaov)f3VYImdswDRfax4IRLsihvFKXYpqcK9JHazLI9ixZobab1G3ARBqUvL ptsdqdgxAtQSkj8e/rwww/tWThRVnSLk
kFfno2xHkXjBbzSsSAMGDCAxfwqgeKYjqTSuJ604CqVHzx6t0+PyLFe8SMcGxm2TSCnQZOCfBAIEROWqVe3Ghf3335/EESxTwFUCXc/ApFGRoXb+J61
NjcrYJAt2/HTt2tOPzDjvskHZ81t+nAJkCukoi5n|Eh6psu3TpYtZdd133SmEouKOK9kwBtkKMbykvvfSSueCCC7L6HuUgeUeB)54E2btzYblLzxxhmDUPc
WoKKyQgZO4TdpUaHT + +ed7Bws0rgjqVc/XMMYYPbdmzZ plA6jlJUTzuVgplFIJN/B933HFpCxE11mrBp8B3NtXvCuy98MILdtzOJpGuv1/3WqpQLm
3d2bTnzHdhaTZzdBWN6r3JVHyqRM/II18eaqcaPfv1/dduimwkliXfuy/jmvjnmY7yBJnn6/3Wmls7cPR5CIPWkPocalz0TVBqrql5jgLthRDXe9tHODIqy
|/ff6VdC90e/g4114AkPivkIKtukHLoyoqtXnUQiTsCYwCUeo0oArQbCYuqlpWZVE+KWGZKVFZnITyUpXfYQXuyqOJj1qmeé+/K5j2METW6DX061D7w¢
Fk608//uiuUEqUfFdxinZ1FSLBlaJxS20W5jo+90zUkY35pPFeXQp96b5X8I2bYPKx7s1E3z+dkb3NNtudV5JFzyMdAZHNe6/uDPo8kfRHio6LOG79dI
mnYGnmzJI5e5YrVqROHUHPI07R168gfF)32kdNyYDHH3/cJvBI6WiDfB/DieTRR|LfzV66j7VDWc/PqCimrzWBb3czFTSE3WGT + XtVFayMMgNYSily
PfONFnWOdY+MYzdbxB3BJaWIf4jvNIno8 + +sj07Nkz8HiuPJUKbhjHgyFek kKn4NOX9WGkHxsAkR + EGEPQDdkVK1AxDchl4+d1xpgfM940071Bg0
ABuzcs+ty89dZbgXctKMmmlok4FBf57pzVYjLsoolVLV26NHBLbnXEiEvi/+ OPP/betQKkKOikBVRUhZpqC51N4EtnUNarV89dFZZvskC7WX/++Wd3
jmloQCHiXPfY5wOnrHt6NGPmidw3EoxUtx1F69epmXXnrivZKe1r5nnXVW3uN3xYR4gT/IUYIUI+hYIAKTJrD+TQAS/2koikKwd4nGgZKBPAKWLsLBuU(
h2jfNMB4DS4NsZMmnJwqgp8Xj77bcHXt+la)2npBltoRGE5p4 +8zatG5RITxLNyX029mIX7U8//eSuCk/3bpy76CI76uBy991321bpQWjHulr8c1yLP+
N20EEHmMSOPPNK9kp6S/10/af6hrw/xQuKk/Aqol9N25IWIRNOFis4hMOgSIWNsmaeevEvVK708ePdo8/PDDNrnfrl07 +/1RckTVIsWQ3C82 +v7Eodic
NPWzWtYAXHAJQ2FWoSTEYcldp8hGe68kU7pNXtSAkxFTjXq1fPJIFvvvimkvulDc THNQY +/fTT5vjjj7dBT31eVfyaxOR+0r7)Qt/dtqVGnx19Prp27eq
UdroB0oo4XaCxljEoOEv+0okHZb+FRylzeadCt)pfMAIfgn4Q8gW+0Qok4hav3YvXt3W1AUJzpfT1+X2IPmg13UM888Yw444ADTqVMnM2bMGPtM/
hAlgLx7dq1c78Svv79+9s2ak899RTt/WEAIliK8C655BKvs60zSe3cV1JMyX21Wn3//fdtcl/zIMOztD5SS9W9997bJvcpckY6CnygKERr5zCLIBXSP +yww;
Dn/qxKiOlFurTla926tdlggw3crwDF79tvvzXLly93V5DKISvbisq77rorcPJfSQqdFRp3mTWqlXL70aaNGmSGTJkiFeHgyBOdIL+fM79BxCmFStWeBV3ql |

IR AARI TN AL\ AL IEEAA T R IR AR T . IR A LA AL R AN _AA i . FARLI L RR A/~ R AR AR A AR A I

< >
%147, £40012% 100% Windows (CRLF) UTF-8

Fcyberchefi& R ZE Apng



« > C @ O 8 https; ipe=From_Base64('A-Za-20-9%2B/%3D" true,false)&input=aVZCT1J3MEtHZ29BQUFBTINV. B8 % y ® B & O =

BEABE.. DygEnss © HFts O xm © surms Oeanigs boss

@ icyberchef.com

Please enter a filename:

[download.png

SER T

hgame{s1mple_attack_for_zip}
FILBILER

IFRBER KX, SEREEERNS


af://n141

HAE—T, BEHENS

import binascii
import struct
crcbp = open("secret.png"”, "rb").read() #HHENE R 4

crc32frombp = int(crcbp[29:33].hex(),16) #EEI A A R Y CRCA B8 AE

print(crc32frombp)

for i in range(4000): T B 1-4000E47 Mesé
for j in range(4000): #EEE1-40005E47 #r 2

data = crcbp[12:16] + \
struct.pack('>i", i)+struct.pack('>i"', j)+crcbp[24:29]
crc32 = binascii.crc32(data) & Oxffffffff
# print(crc32)
if(crc32 == crc32frombp):

print(i, j)
print("hex:"', hex(i), hex(j))
exit(0)

383792265
1394 1999

hex: 8x572 @x7cf

FH010Editorf&M—T
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Boc Al > a

secret. png* )¢
T

50 4E 47 0D OA
00 0 00 00

ge
] C 2 F7 3E E7 R4 2
40 DO 8 2 5B 52 B7 4C 4
€E 5D ) € 6E

BER - PYC. bt 3
& =] A Ki ] R "
struct PNG_SIGNATURE sig
struct PNG_CHUNK chunk[0] IHDR (Critical, Public, ... 19h
struct PNG_CHUNK chunk[1] iCCP (Ancillary, Public... 21h 162h
struct PNG_CHUNK chunk([2] IDAT (Critical, Public, 183h 1000Ch

struct PNG_CHUNK chunk[3] IDAT (Critical, Public, ... 1018Fh 1000Ch
struct PNG_CHUNK chunk[4] IDAT (Critical, Public, 2019Bh 1000Ch
struct PNG_CHUNK chunk[5] IDAT (Critical, Public, 301A7h 1000Ch
struct PNG_CHUNK chunk[6] IDAT (Critical, Public, ... 401B3h 1000Ch

binwalk—T, 9B H—" secret.txt

binwalk -e secret.png
DECIMAL

0x0 bit/color RGB, non-interlaced
0x36 ault compression
Z1lib compressed d
MySQL MISAM compr
Zip archive data, t le 2.0 to extract, compressed size: uncompressed size: 28, name: secret.txt
3919206 0x3BCD66 End of Zip archive, footer length:

| secret - iBZEAK

MI4(F) #miE(E) 8z0(0) EE(V) #HEN(H)
KVOCRJGMKLDJGBQIUIVXHEYLPNWR

RIERBEHN, XE—SBHTINETRINT, & PRAMESHEER. Y22
LSBISE,




&

Extract Preview

4b455583a5b5b3820
3b413d3000000000
000D0OODOOOOOOOOO
000000D00000000O
ODODOOODDODOODDOO
alulu]ulu]u]ululu]uln]u]n]u]u]u}
(alu]u]u]u]u]u]ulu]u]n[u]n]n]n]n}
0D00D0ODDD0O000000O
000000D000000000 0ODOOOODOODODOOODOD
0000000000000000 0OO00ODOODODOODOD

375d5h3320385d5d KEY:[[8 7]1[2 8]]
0000000000000000  ;A=0.... ........
0000000000000000 .+ ... .
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

................
................

ME

4

Bit Planes

Apha []7 [16 []5 []4 []3

Red [J7 [J6 [J5 [J4 [J3 [J2 [J1 &o

Green [ |7 []6 []5 []4 []3 []2 []1 [v#]0O

Bue [J]7 [J6 [J5 [J4 [J3 [J2 [J1 o

Preview Settings
Include Hex Dump In Preview

Order settings

Extract By @ Row (. Column

Bit Order @ MSBFirst () LSB First

Bit Plane Order
® RGB ) GRB
{JRBG ) BRG

(O GBR () BGR

I Preview Ii Save Text Il Save Bin

| [ concel]

I
fR=ERflag
Bugl...
@ Em > TEfE > FMR(Hil Cipher)iNE/F2R

AmanCTF - #/R(Hill Cipher) IIE/f2&%

TELEAS/R(Hill Cipher) INEZ 2

CVOCRJGMKLDJGBQIUIVXHEYLPNWR

1 (A=0) v 8738

DISAPPEARINTHESEAOFBUTTERFLY

[

%

TONKTE
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< REH 2L

o REE, WlRERERRBHR!

HGAME2024

v hgame{
welcOme_t0O_HGAME_2024}

2023

&I BB 5

FeMBOR BRBIT | 20232 NRHRF

ER%E
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