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import base64

print("XEA-MEEE, EHFE -AFAR ARUHERRDASN, REHEREE T XNET R
T EREY. ™

print("férn: EMBEASIRIRALIESH ST, HRlulem ")

flag = input('Turn in your guess: ')

if len(flag) !=48:
print("KEAX ")
exit(l)

if ord(flag.capitalize()[0]) != 83 or not flag[0].isTower():
print("Please try again!")

exit(l)

if flag[-3:1 != "ve}":


af://n0
af://n4
af://n5
af://n8

print("Please try again!")
exit(l)

if flag.count(chr(95)) != 4:
print("Please try again!")
exit(l)

if base64.b64encode((flag[10:13]+fTag[28:31]).encode('utf-8')).decode() !=
'"RnIpSGIt':

print("Please try again!")

exit(l)

if int(flag[24:26]) > 10 and int(flag[24:26]) < 20 and pow(int(flag[24:26]),2,5)
1= 0:

print ("IHEA AT

exit(l)

number = flag[33] + flag[41l] + flag[43:45]
if int(number) * 9_27 != 1028970 and not number.isnumeric():
print("iLEAXTE! ")

exit(l)

if flag[35:41].replace("e", "1") != "1ltlrna":
print("Please try again!")
exit(l)

if flag[31:33].swapcase() != "ME":
print("iXAZEIE!")
exit(l)

if list(map(len,flag.split("_"))) != [6, 12, 14, 7, 5] and
Tist(map(len,flag.split("&™))) != [17, 9, 20]:
print("HAIRT! ")
exit(l)

if ord(min(flag[:2].swapcase())) != 69:
print("Please try again!")
exit(l)

if flag[2] + flag[4:6] != "cetd4"[:3]:
print("EAEHZIIL! ")
exit(l)
new=""
for i in flag[7:10] + flag[18] + flag[26]: new += chr(ord(i) + 1)
if new != "jt|Df":
print("Please try again!")
exit(l)

if "sunrR" in flag and "eren" in flag:
print("HFG T AR )

exit(l)

print("HER~KI T LA ELL AR ~ P [ B R P 2 EARIE ")
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import binascii

import struct

crcbp = open("download.png", "rb").read() #HANKE F 4
crc32frombp = int(crcbp[29:33].hex(),16)
print(crc32frombp)

for i in range(10000):
for j in range(10000):
data = crcbp[12:16] + \
struct.pack('>i", i)+struct.pack('>i"', j)+crcbp[24:29]
crc32 = binascii.crc32(data) & Oxffffffff



# print(crc32)

if(crc32 == crc32frombp):
print(i, j)
print('hex:', hex(i), hex(j))
exit(0)
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1885 1853

hex: ©@x75d ex41d
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C:\Users\jyzho\Desktop\htdck3r_t0015\trid>trid nepctf

TrID/32 - File Identifier v2.24 - (C) 2003-16 By M.Pontello
Definitions found: 17100
Analyzing...

Collecting data from file: nepctf
100.0% (.GLB) GL Transmission Format Binary (v2.0) (8000/1)
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(N[umemgEs . <cul/> =)+
No. Time Source Destination Protocol Length Info ~
~ 10.000000 1.6.8 host USB 377272 URB_ISOCHRONOUS in
20.015999 1.6.8 host UsB 278911 URB_ISOCHRONOUS in
30.032001 1.6.8 host USB 171391 URB_ISOCHRONOUS in
40.048002 1.6.8 host usB 26151 URB_ISOCHRONOUS in
50.064000 1.6.8 host usB 206745 URB_ISOCHRONOUS in
60.080044 1.6.8 host UsB 1575 URB_ISOCHRONOUS in
7 0.096048 1.6.8 host USB 226164 URB_ISOCHRONOUS in
80.112000 1.6.8 host usB 1575 URB_ISOCHRONOUS in
90.128001 1.6.8 host usB 216984 URB_ISOCHRONOUS in
10 0.144005 1.6.8 host usB 1575 URB_ISOCHRONOUS in
110.160002 1.6.8 host UsB 211283 URB_ISOCHRONOUS in
120.176003 1.6.8 host USB 1575 URB_ISOCHRONOUS in
13 0.192000 1.6.8 host usB 208914 URB_ISOCHRONOUS in
14 ©.208000 1.6.8 host use 1575 URB_ISOCHRONOUS in
150.223998 1.6.8 host usB 206134 URB_ISOCHRONOUS in
16 ©.240003 1.6.8 host USB 1575 URB_ISOCHRONOUS in
17 ©.256004 1.6.8 host USB 206134 URB_ISOCHRONOUS in
18 0.272003 1.6.8 host usB 1575 URB_ISOCHRONOUS in
190.288001 1.6.8 host usB 179751 URB_ISOCHRONOUS in
Aan anannn 1 c o [Is e ~A704 1IDD TeArLDANATIC

Frame 1: 377272 bytes on wire (3018176 bits), 65535 bytes captured (524280 bits) on int" | ©006 27 @6 be 75 97 68 @b d3 ff ff »
USB URB 0010 01 01 00 06 00 88 00 91 bb ©5
v USB isochronous packet
ISO Data offset: ©x00000000
ISO Data length: ©x00000c00 (relevant)

ISO USBD status: USBD_STATUS_SUCCESS (0x00000000) (relevant) 0060 00 00 00 90 3C 00 00 00 Oc 00
ISO Data [truncated]: ©c8c449236be33c548bef901ffd8ffe000104a4649460001010000010001000! | nr70 48 00 00 00 OC 00 00 00 00 00
USB isochronous packet 0036 Oc 00 00 00 00 P, EY®RS
USB isochronous packet 0090 00 00 00 PO 6C 0O 00 O 0OC 00
ATEm Ao RPN S M (amwa 79 00 00O 0O O~ OO OO OO 0O nn} v
O 7 NepCamerapcapng [NepCamera,pcapng | $348: 2746 - B 2746 (100.0%) &E: Default

HtsharkiBiso dataS£HEEN sk

tshark -r NepCamera.pcapng -T fields -e usb.iso.data > 1.txt

1¥2HXL,T~F—JL,L7§£JU, iso data/2 G PUFHFFSL : 0c8c. 0c8d. 0c8e. 0c8f, EHA0c8e, Oc8fFFLAYED
BUAFAER, RBEXLREjpghISER., XBERIG0c8efJiEE0ScHIEE, 1§0c8HYiEEOScHIEE.
BN HARSSR SRR :
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f=open('l.txt','r")
ffl=open('outputl.jpg', 'wb")
ff2=open('output2.jpg', 'wb")
def remove_empty_Tines(file_path):
with open(file_path, 'r', encoding='utf-8') as file:
lines = file.readlines()
non_empty_lines = [Tine for 1line in lines if Tine.strip()]
with open(file_path, 'w', encoding='utf-8') as file:
file.writelines(non_empty_1lines)
file_path = "1.txt'
remove_empty_lines(file_path)
a=f.readline().stripQ
def find_comma_positions(s):
start = 0
positions = []
while True:

position = s.find(',', start)
if position == -1:
break

positions.append(position)
start = position + 1
return positions
while a:
if a.startswith('0c8c' or '0Oc8e'):
pos=find_comma_positions(a)
if pos==[]:
tmp=a[24:]
for j in range(0,len(tmp),2):
ffl.write(bytes.fromhex(tmp[j:j+21))
a=f.readline().stripQ
else:
1=0
r=pos[0]
for i in range(len(pos)-1):
tmp=al[l:r][24:]
for j in range(0,len(tmp),2):
ffl.write(bytes.fromhex(tmp[j:j+21))
T=pos[i]+1
r=pos[i+1]
tmp=a[pos[-1]+1:]1[24:]
for j in range(0,len(tmp),2):
ffl.write(bytes.fromhex(tmp[j:j+2]1))
a=f.readline().strip(Q)
else:
pos=find_comma_positions(a)
if pos==[]:
tmp=a[24:]
for j in range(0,len(tmp),2):
ff2.write(bytes.fromhex(tmp[j:j+21))
a=f.readline().strip()
else:
1=0
r=pos[0]
for i in range(len(pos)-1):
tmp=al[l:r][24:]
for j in range(0,len(tmp),2):
ff2.write(bytes.fromhex(tmp[j:j+2]1))



T=pos[i]+1
r=pos[i+1]
tmp=a[pos[-1]+1:][24:]
for j in range(0,len(tmp),2):
ff2.write(bytes.fromhex(tmp[j:j+21))
a=f.readline().stripQ
f.close()
ffl.close()
ff2.close()
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